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DyHKUNOHaNbHaA 6e30nNacHOCTb



OnpepeneHns

Functional safety is the detection of a
potentially dangerous condition
resulting in the activation of a
protective or corrective device or
mechanism to prevent hazardous
events arising or providing mitigation
to reduce the consequence of the
hazardous event. (IEC 61508)

Functional safety is absence
of unreasonable risk due to
hazards caused by

malfunctioning behaviour of
E/E systems (1S026262)
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MNOoOHATUA

JlerkocTb HaxoXxaeHma
1 yCTpaHeHus nedeKToB

B0O3MO>XXHOCTb BOCCTAHOBUTbLCA
nocse owmnbKu

Maintainability Robustness

Functional
safety

MO paboTtaet

Recoverabilty Fault tolerance

YCTONYMBOCTb K OLwmnbKam
(BBOAA/OKPY>KEHWA)

YCTONYNBOCTb
K 0TKa3y KOMMOHEHTOB



Kak onucbiBaeTca?

1SO26262 IEC 62061 IEC 60601 EN50128
TPAHCNOPT - MaLUMHOCTPOEHMe MeaANLNHCKoe ¥KenesHble
aBTOMObubHaA obopyaoBaHue aoporu

MPOMbILINEHHOCTb

..n gpyrue
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KOTOpPbIM A Aenaro obnacrax CTaHA4ApPTaMM PbIHKaX
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basa.
Ybupaem noteHuManbHble onacHocTtu (1)

1SO26262:6-1-1b Use of language subsets

Exclusion of ambiguously-defined constructs
Exclusion of language constructs which by experience lead to mistakes, e.g. assignments in conditions

Exclusion of constructs which may lead to unhandled run-time errors”

<1 MPECTYMHO PEAYLIMPYEM OMACHOCTM A3bIKA




ba3a. 11
Ybupaem noteHuUManbHble onacHocTH (2)

* No multiple use of variable names (1S026262:6-6-1d)

e No implicit type conversion (1S026262:6-6-1g)

* No unconditional jumps (1IS026262:6-6-1i) MISRA C
e Restricted use of pointers (15026262:6-6-1f)

¢ A typedef name shall be a unique identifier

* The first operand of a conditional-operator shall have
type bool

e Functions shall not be declared at block scope.

MISRA C++ ——



ba3za.

12

Ybupaem noteHumnanbHble onacHoctn (3) — SEI CERT C++
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Rule 03. Expressions (EXP)

Rule 04. Integers (INT)

Rule 05. Floating Point (FLP)

* FLP30-C. Do not use floating-point varia
* FLP32-C. Prevent or detect domain and rar
* FLP34-C. Ensure that floating-point conver
* FLP36-C. Preserve precision when convert
* FLP37-C. Do not use object representation
Rule 06. Arrays (ARR)

Rule 07. Characters and Strings (STR)

Rule 08. Memory Management (MEM)

Rule 09. Input Output (FIO)

Rule 10. Environment (ENV)

Rule 11. Signals (SIG)

Rule 12. Error Handling (ERR)

Rule 13. Application Programming Interfaces
Rule 14. Concurrency (CON)

Rule 48. Miscellaneous (MSC)

Rule 50. POSIX (POS)

Search (o} @ Login Signup

Dashboard /... / Rule 05. Floating Point (FLP)

FLP30-C. Do not use floating-point variables as loop counters

Created by Robert Seacord, last modified by Svyatoslav Razmyslov on Jun 24, 2021

Because floating-point numbers represent real numbers, it is often mistakenly assumed that they can represent any simple
fraction exactly. Floating-point numbers are subject to representational limitations just as integers are, and binary floating-point
numbers cannot represent all real numbers exactly, even if they can be represented in a small number of decimal digits.

In addition, because floating-point numbers can represent large values, it is often mistakenly assumed that they can represent all
significant digits of those values. To gain a large dynamic range, floating-point numbers maintain a fixed number of precision bits
(also called the significand) and an exponent, which limit the number of significant digits they can represent.

Different implementations have different precision limitations, and to keep code portable, floating-point variables must not be
used as the loop induction variable. See Goldberg's work for an introduction to this topic [Goldberg 1991].

For the purpose of this rule, a loop counter is an induction variable that is used as an operand of a comparison expression that is
used as the controlling expression of a do, while, or for loop. An induction variable is a variable that gets increased or decreased
by a fixed amount on every iteration of a loop [Aho 1986]. Furthermore, the change to the variable must occur directly in the loop
body (rather than inside a function executed within the loop).

Noncompliant Code Example

In this noncompliant code example, a floating-point variable is used as a loop counter. The decimal number 0.1 is a repeating
fraction in binary and cannot be exactly represented as a binary floating-point number. Depending on the implementation, the loop
may iterate 9 or 10 times.

void func(void) {

https://wiki.sei.cmu.edu/confluence/display/c/FLP30-C.+Do+not+use+floating-point+variables+as+loop+counters



ba3za. 13
Ybupaem noteHumnanbHble onacHoctu (4) - SEI CERT C++

Tool Version = Checker Description

Astrée 20.10 for-loop-float Fully checked

Axivion Bauhaus 720 CertC-FLP30 Fully implemented

Suite

Clang 39 cert-f1lp30-c Checked by clang-tidy
CodeSonar 6.1p0 LANG.STRUCT.LOOP.FPC Float-typed loop counter
Compass/ROSE

Coverity 2017.07 MISRA C 2004 Rule 13.4 Implemented

MISRA C 2012 Rule 14.1
ECLAIR 12 CC2.FLP30 Fully implemented

Helix QAC C3339, C3340, C3342
2021.2 C++4234

Klocwork 20211 MISRA.FOR.COND.FLT
MISRA.FOR.COUNTER.FLT

LDRA tool suite 9.71 39S Fully implemented

Parasoft 20211 CERT_C-FLP30-a Do not use floating point variables as loop counters
C/C++test

PC-lint Plus 1.4 9009 Fully supported

Polyspace Bug R2021a CERT C: Rule FLP30-C Checks for use of float variable as loop counter (rule fully

https://wiki.sei.cmu.edu/confluence/display/c/FLP30-C.+Do+not+use+floating-point+variables+as+loop+counters



basa.
Keep it simple stupid

1SO26262:6-6-1h No hidden data flow or control flow

14



basa.
3awWuTHOE nporpammmpoBanme (1)

1SO026262:6-1-1d Use of defensive techniques

E.g. verify the divisor before the operation of division; check an identifier passed as parameter to verify that the
caller is the intended caller; Use the “default” in switch cases to detect an error.

15



basa.
3aluTHOE NporpammmpoBaHme (2)

OBHYNANUTE
NEPEMEHHbIE NEPE/,
MEPBbIM MCNONb30OBAHUEM

Ob6pabatbiBaliTe ownbKM (M cTaBbTe B pyHKUMAX [[nodiscard]] B C++ 17)
Ncnonb3ynte KOHTPaKTbl C++ 20

Assertive programming

Don’t Repeat Yourself

16



basa.
3alWuTHOE NnporpammmpoBanme (3)

tt = new T[n];

If (n >0 && n > (size_t(-1) - 8) / sizeof(T))
throw std::length_error(“Too large array”);
tt = new T[n];

17



ba3za.
3alWuTHOE NnporpammmpoBaHme (4)

© © ©

Move security-critical so that it can be the need for ABI
code out of patched in a central consistency for the sake of
templated code place if necessary security patches

RedHat defensive coding guide

18



ba3za.

3alWMTHOE NporpamMmmmnpoBaHmne — rae HamTm

fanabl

RedHat defensive guide;
Qt Coding Conventions;
Google Code Style C++

CraHpapTol

High Integrity C++
Coding standard;
SEI CERT C++;
AUTOSAR C++ 14;
ISO/IEC 9899:2011

YTunutol

PVS Studio;
Helix QAC;
CodeSonar

19



ba3za.

3almMTHOE NPOrpammmpoBaHmne
n Secure Coding

JlerkocTb HaxoXxaeHuA
N ycTpaHeHnA aedekToB

Maintainability

Functional
safety

MO paboTaeTt

20



basoBas PpyHKUMOHaNbHAA 6e30nacHOCTb

Qﬁﬁ [MpOoABUHYTbIN YPOBEHb

YXo4 B MUHYC



NpoasuHyTbili. Error detection and handling 22

v v

DETECT [5))) RECOVER
Check for errors of 3rd parties: libraries, Deactivation in order to achieve
hardware, network connectivity, etc and maintain a safe state
Range checks for input data Static recovery mechanism (e.g. recovery
blocks, backward recovery, forward recovery
Self-test/plausible checks and recovery through repetition);
Detection of data errors Graceful degradation
Access violation control mechanisms Redundancy (diverse and homogenous)
Monitoring of availability/heart-beat Correct codes for data

Restart



Error handling
by 1ISO26262 vs
SEI availability

Fault

—_—

Fault Detection

Ping / Echo
ICMP/ICMPvE
Echo Reg/Reply

MPLS Ping

System Monitor
Watchdog
Heartbeat

Exception

Detection
Systemn
Exceptions
Parameter
Fence

Parameter
Typing

Voting
Triple Modular
Redundancy

Availability Tactics

Fault Recovery

Preparation
and Repair

Active
Redundancy

Facilities
Protection

Passive
Redundancy

Spare

Exception
Handling

Error Codes

Exception
Classes

Software Upgrade
Function Patch
Class Patch

Hitless ISSU

Reintroduction

|

Shadow

State
Resynchronization
Gracefu
Restart

Rollback
Coordinated
Checkpointing
Uncoordinated
Checkpointing

Escalating

Restart

Non-Stop
Forwarding

Fault Prevention

Remaval from
Service
Transactions
Atomic
Commit

Protocol

Process
Manitor
Exception
Prevention
Exception
Classes

Smart Ptrs

Wrappers

https://resources.sei.cmu.edu/asset_files/TechnicalReport/2009_005_001_15101.pdf

Fault
Masked
or
Repair
Made

23



[MpoABUHYTbIN.
Enforcement of low complexity

1SO026262:6-1-1a: “Enforcement of low complexity”

1SO026262:6-3-1b: “Restricted size and complexity of SW components”

Indicators for high complexity can be:

¢ highly branched control or data flow;

e excessive number of requirements allocated to single design elements;

e excessive number of interfaces of one design element or interactions between design elements;
e complex types or excessive number of parameters;

e excessive number of global variables;

e difficulty in providing evidence for suitability and completeness of error detection and handling;

24



[MpoABUHYTbIN.
Metrics of complexity

Halstead's LlnknomaTtmnyeckaa C0KHOCTb Maintainability
volume (McCabe's Number) index
KOJINYECTBO YHUKA/IbHbIX BepwuHbl 1 pebpa rpada 3aBUCUT
onepaTopos\onepaHao0B 1 OT NpeablayLmnx
obuiee yncno nokasartenemn
onepaTopos\onepaHaos

Ml =171-5.2 * log2(V) - 0.23 * (G) - 16.2 * log2 (LOC) + 50 * sin (sqrt(2.4 * CM)) (SEI)
MI = MAX(0,(171 - 5.2 * In(V) - 0.23 * (G) - 16.2 * In(LOC))*100 / 171) (MS VS),

rae G = uMKnomaTtmyeckan cnokHoctb, LOC = cTpokn koga, CM = npoueHT cTpoK KommeHTapues, V = Halstead Volume

25



[MpoABUHYTbIN. 26
Coupling and cohesion

1S026262:6-3-1d: “Strong cohesion within each SW components”

1SO026262:6-3-1e: “Loose coupling between SW components”

Low coupling and high cohesion - abcTpakTHbie choBa nnm npakTUYecKue
peKkomMmeHaaunn ¢ nsmepmumbim sppekTom?



[MpoABUHYTbIN.
Coupling n cohesion (2)

Modiﬁability Tactics

-~

A~ » 1
Reduce Size Increase Reduce Defer
of a Module  Cohesion Coupling Binding
Change v v v Changes Madg
Requests ) Increase Encapsulate and Deployed
Split Module S e "
se an
Coherence Intermediary
Restrict
Dependencies
Refactor

Abstract Common
Services

© SEI CMU

Single responsibility
principle:

"Gather together the things
that change for the same
reasons. Separate those
things that change for
different reasons." ©Robert
Martin

S in SOLID

27



[MpoABUHYTbIN.
Coupling n cohesion. Metrics

Bo3moKHble UHOWUKATOPbI HU3KOM
COrnaCoBaHHOCTWU:

* C/NOHO cPOPMYNMPOBATb UTO
AenaeT MeToa

* CNOXHO NPUAyMaTb Ha3BaHUe
ANAa metoaa

28



[MpoABUHYTbIN.
Coupling n cohesion. Metrics (2)

29

Fenton and Melton metric as a measure of coupling between two components xand y :

C(x,y) =i+ n/(n+1)

where n=number of interconnections between x and y, and i= level of highest (worst) coupling
type found between xand y .

Copling
Type

Coupling
Level

Modified Definition between components x and y

Content

Common

Stamp

Data

No Coupling

5

R NN W b

Component x refers to the internals of component y, i.e., it changes data or alters a statementin y.

Component x passes a control parameter to y.

Component x passes a record type variable as a parameter to y.

Component x and y communicate by parameters, each of which is either a single data item or a
homogenous structure that does not incorporate a control element.

Component x and y have no communication, i.e., are totally independent.



[MpoABUHYTbIN

bbI/10:
Ml Coupling LOC
Personnel 73 271 5632
Personnel. General 71 50 428
Personnel. Report 68 93 365
Personnel. Payroll 73 79 1835
listUpdate 49 15 24
takeFormaData 40 21 46
dataSave 49 15 24
CTANNIO (nocne SOLID):
Ml Coupling LOC
Personnel 79 259 5629
Personnel. General 73 49 430
Personnel. Report 68 92 367
Personnel. Payroll 75 76 1833
listUpdate 51 14 23
takeFormaData 43 16 33
dataSave 52 14 19

MI =
Maintainability Index;

O.Turan, 0.0. Tanriover «An Experimental Evaluation of the Effect of SOLID Principles to Microsoft VS Code Metrics»

30



basoBas PpyHKUMOHaNbHAA 6e30nacHOCTb

[MpoABUHYTbIN YPOBEHb

Q%D YXxo4 B MUHYC




NHorpa yepecuyp
XOPOLO - 3TO MJ1I0X0

>

Performance

(C)arefully Optimized &

(B)eauty Peak

(E)nigma

{

(D)ebting on Performance

N

(A)mazingly Stupid

g
>

Slide 8/66

Keynote

Code complexity

Performance », Aleksey Shipilév, 2017, D:20170404035127+02'00

(c) Anekceit lWnnunes

32



Co 3Be3104KOU

dopmasibHble meToabl

1SO026262:6-7-1d: “Semi-formal verification”

1SO26262:6-7-1e, 1SO26262:6-4-1e : “Formal verification”

e TLA+
e Alloy

e Nnn Boobuie SPARK

Naturals, TLC

(% ——algorithm transfer
variables alice_account
account_total

begin

if alice_account
alice_account
bob_account
end if;
assert alice_account

end algorithm x)

MoneyNotNegative money
alice_account

MoneyInvariant

10, bob_account
alice_account

money then
alice_account
bob_account

H

0

10, money \in 1..20,
bob_account;

money;
money ;

bob_account account_total




Co 3Be3104KOU

Fuzzing

1SO26262:6-3-1b: “Restricted size and complexity of SW components”

e Libfuzzer cppcon | 2017
e American Fuzzing Loop (AFL++)
e Syzkaller

e Trinity Fuzz or lose!

Why and how to make fuzzing

a standard practice for C++
KOSTYA SEREBRYANY

Kostya Serebryany, Google
Cppcon 201 7 IYDSE! UZZII::

But | hope to wake you up a little bit, [l = S'@"d2"d practice for C++

34



C MmmnHycom.
One-exit-one-entry

1S026262:6-6-1a: “One entry and one exit
point in subprograms and functions”

35



C mnHycom: One-exit-one-entry

https://blog.feabhas.com/2021/09/c20-coroutines/

36



C MmmnHycom.
No-dynamic-objects

1SO026262:6-6-1b “No dynamic objects or variables, or
else online test during their creation”

37



C MmmnHycom.
No-recursion

1SO026262:6-6-1j: “No recursion”

«ATepaumna ot yenoBekKa,
peKypcma ot bora»

(c) Nnutep Aoy

38



Romnpomucc

1S026262:6: “An appropriate compromise .. can be necessary since
the principles are not mutually exclusive.”

1S026262:6: “ restricted  means to minimize
in balance with other design considerations.”

39



BbIBO/bI

DyHKUMOHaNbHaA 6e30MNacHOCTb - MHTEPECHbIN paKypc
YTO6bI MOCMOTPETL HA Pa3pPaboTKy

B ¢dyHKUMOHaNbHOM 6e30NacHOCTU ecTb
Habopbl oHOro 6e3onacHuKa (aka
CTaHAAPTbI), KOTOpble Bce 06bACHAT

dyHKUMOHabHaA 6€30MacHOCTb - 3TO HE TO/IbKO
KO, HO apXMUTeKTypa 1 NpoLecchl

CTaHAapTHble IMHTEPbI MOMOTYT NPOBEPUTH
KO Ha lydlume NPakTUKK

CraHaapTbl Mo GYHKLUMOHANbHOM
6€e30MacHOCTM AOCTaTOYHO Pa3yMHbI
1 NPU3bIBAIOT K MOUCKY KOMMPOMMCCOB

40
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Ccblnkwu
Ha NOYUTATb

https://wiki.sei.cmu.edu/confluence/pages/viewpage.action?pageld=
88046682

https://developers.redhat.com/articles/defensive-coding-guide

https://resources.sei.cmu.edu/asset_files/TechnicalReport/2009 005
- 001_15101.pdf

https://www.autosar.org/fileadmin/user_upload/standards/adaptive
/17-03/AUTOSAR_RS CPP14Guidelines.pdf

https://www.perforce.com/resources/gac/high-integrity-cpp-coding-
standard

https://google.github.io/styleguide/cppguide.html

https://habr.com/ru/company/yandex/blog/471012/

42
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KHUrm
Ha NoYnTaTb
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Clean Architecture
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