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FrEYyMNA KOMODAHMHA

B MoAyAb 3AWUTbI UHOPOPMALUN B

DyHKUMN MOAYNA 3aLLUTDI:

* naeHTndUKauma 1 ayteHTMdunKaLms noab3oBaTenen;
* aBTOPM3aLMSA U KOHTPOJIb AOCTYNa;

* MpoBepka LeaoCTHOCTN NHPOopMaLmK;

* XpaHEHMe CEKPETOB;

* BejAeHMe XypHana MHGOopPMaLMOHHOM 6e30MmacHOCTK.
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FrEYyMNA KOMODAHMHA

B MoAy/nb 3ALLUTBI UHOOPMALLUU [ 4

DyHKUMN MOAYNA 3aLLUTDI:

* naeHTndUKauma 1 ayteHTMdunKaLms noab3oBaTenen;
* aBTOPM3aLMSA U KOHTPOJIb AOCTYNa;

* MpoBepka LeaoCTHOCTN NHPOopMaLmK;

* XpaHeHMe CeKpPeToB.;

* BejAeHMe XypHana MHbopMaLmMoHHOM 6e30NacHOCTU.
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I PA3PABOTKA BE3OMACHOIO MPOrPAMMHOIO Mrocoor M 5
OBECMEYEHUSA




FrEYyMNA KOMODAHMHA

I KOHBEWMEP CEOPKWU [ 6

Declarative: Build Static analvsis Test Build Upload Build Debian Declarative:
Checkout SCM = Documentation package package Post Actions
Average stage times: 41s 2min 10s 15min 2s 1h 22min 2min 9s Oms 1min 54s 2s
(Full run time: ~1h 44min) ' ' ' ' ' ' ' '
LR ® 1s 2min 8s 14min 36s 1h 24min 2min 12s 2min 10s 3s

(paused for 2s)

—» Build —» sca ~—» Detect | 5 Static | | s

t Analysis
Start Checkout SCM Build Static Analysis SonarQube Unit And Integratio... Unit Test Integration Test Fuzzing Test Build Documentation Upload Conan...  Build Debian Package Post Actions
v Matrix- ... v v o v v v v o » v v
Build Conan Cppcheck
Package
Matrix- ... v s
Build Conan Scan-Build
Package
»»
TruffleHog
»
Semgrep
s
Grype

Svace



TECTOBOE NOKPbITUE

Unit Tests Coverage

Overview Line Coverage Branch Coverage

Total coverage overview

@ Covered ([ Missed

Branch feiirid. L VAN 39.70%

Line puE:L1::) rL: LR 86.71%
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Package ¥ 8 57.50%
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FTEYMNA KOMNDAHHA




FTEYMNA KOMNDAHHA

I TECTOBOE MOKPbITUE [ 8

Line Coverage

storage

kpr
kpr_ em... kpr pr...
keeper.cpp
kpr ker...
: - HHH
kpr_du... =

kpr lo...
- kp... kpr kp

kpr_pro... client

kpr_ar... kpr Kkp... g l
kp...
m - kpr_processor.c...

kpr_processor.cpp Im
kpr _ - keeper




FTEYMNA KOMNDAHHA

fTrocoor
I TECTOBOE MOKPbITUE [ o

409 {

412 {

416 {

return true;
420 }
KPR_ERROR(errMsg << "HeKOppeKTHbH pa3mep $auna");
return false;

return false;




FTEYMNA KOMNDAHHA

NMOKPbLITUE ®A33VNHI-TECTAMW

CHCTEMBI

Fuzzing Coverage

Overview Line Coverage Branch Coverage Cyclomatic Complexity Files
Total coverage overview Coverage trend
@ Covered [ Missed ~@®- Line Coverage —@- Branch Coverage 3
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MA KOMMOAHNUN

HATIPABJIEH/A MO YAYYLWEHNIO KAHECTBA KOAA

1. AHann3npyn NOKpbITUE N NULIN
AOMNOJHUTENbHbIE :
2. AHanmMsnpym NoKpbITUE U NULLN

HOBble
3. 727




FTEYMNA KOMNDAHHA

I AHAN3 TECTOBOIO NOKPbITUA [ 12

448 static int keeper exec cmd result ok(const keeper::api::string t& cmd)

const t_request_result result = keeper_client_send(cmd.str());

return result.value == "ok" ? KEEPER 0K : keeper_bad_result(result.value);

}

return result.code;

}
catch (...)
{

}
return KEEPER_ERR;

1
0
1
1
1
0
0
1




FTEYMNA KOMNDAHHA

I AHAN3 TECTOBOIO NOKPbITUA B

int result = keeper_exec_cmd_result_ok_and value(std::string("getdescription ") +
sid->data, description);
if (result == KEEPER 0K)
{
try
{
*desc = to_char(description);
KEEPER_UPDATE_CACHED VALUE(sid, _ func__, description);
return result;

}
catch (...)

{

keeper_free_output(desc);
result = KEEPER_ERR;

H O O O M O




FTPYNMNA KOMMNAHUN

W YTO MOTrYT CAHUTAM3EPDI 14

CaHuTamsepbl MOTyT HaUTU OWMKOKY TO/NbKO B
TOM 6s10Kke KOZa, KOTOPbI bl B Xoae
BbINMOJIHEHUA FOHUT-TeCTa Uan $Ga33nHr-tTecta.

B TeCTax Koj He 6ygert
NpPOaHaNN3NpPOBaH.




FTEYMNA KOMNDAHHA

I C/NOXHbIN KOA, ANA ®A33UHI-TECTA K3

1 uint8_t* hard_fuzz_me(const uint8_t *data, size_t size) {

2 if (size > 0) {

3 uint8_t *buffer = (uint8_t*)malloc(size);

4 std::string s(reinterpret_cast<const char *>(data), std::min(size, 4ul));
5 if (s == "FUZZ") {

6 memcpy(buffer, data, size);

7 return buffer;

8

}
9 free(buffer);
10 }
11 return nullptr;
12 }



FrEYyMNA KOMODAHMHA

I C/NOXHbIN KOA, ANA ®A33UHI-TECTA [ 16

1 uint8_t* hard_fuzz_me(const uint8_t *data, size_t size) {
2 if (size > 0) {
3 uint8_t *buffer = [(uilnt8_t*)malloc(size);
4 std::string s(reinterpret_cast<const char *>(data), std::min(size, 4ul));
5 1t (s == "FUZZ") {
6
7
8

memcpy(buffer, data, size);
return buffer;

¥
9 free(buffer); 1. ®yHkuma malloc moxet BepHyTb NULL
10 } 2. Tpn KOHCTPYMPOBaAHWM CTPOKM MOXEM MONYUYUTD
11 return nullptr; nckaroueHve bad alloc
12 }



FTPYNMNA KOMMOAHUN

NHBEKLIWA OLLINBOK o7

— 3T0  MeToA
MCKYCCTBEHHOTO BHECEHWA Pa3HOro poaa
HENCMPaBHOCTEN B MPOrpaMMHbINA KOZ ANS
TECTUPOBAHMNA OTKa30yCTOMUNBOCTMN.




FTEYMNA KOMNDAHHA

Bl 5VIB/VOTEKA AN UHBEKLU MW OLINBOK [ 18

voild enable(); ///< BKIWYNTb UHBEKUMK OWMOBOK, [PU BbigEIE€HUU MaMATHU

voild disable(); ///< Bbiknw4ntb UHbLEKUMKO OUWMBOK, MNPU BbiQEIE€HUNU MaMATH

bool is_enabled(); ///< npoBeputb, 4TO MHbEKUMA OWHMOOK, MPU BbIQESEHUU MAMATU, BKJ/IHWHYEHA
voild set_fault_mask{(uint64_t value); ///< 3agarb MackKy oumnbok

bool register_thread(); ///< 3aperucrpupoBarb CBOV MNOTOK B CMUCKE MOTOKOB

void unregister_thread(); ///< uckiwuynte CBOW MOTOK M3 CIMCKa MOTOKOB

voild unregister_all_threads(); ///< uckiaw4yntb BCE MNOTOKM M3 CNIMCKaA MOTOKOB

OO U s WKNE

(o}

/**
* Knacc RAII obeprtka Hap BK/IWYEHUEM UHBbEKUUU OUNOOK
*/
class FaultBreaker {
public:
14 FaultBreaker() {
15 enable();
16 }
17 ~FaultBreaker() {
18 disable();
19 }
20 };

e
w N =




FTEYMNA KOMNDAHHA

B NPUMEP ®A33UHTI-TECTA C UHBEKLMEN OLUNBOK [ 10

1 extern "C" int LLVMFuzzerInitialize() {

2 fault_injection::allocation::register_thread();

3 return 0;

4}

5

6 extern "C" int LLVMFuzzerTestOneInput(const uint8_t *data, size_t size) {

7 FuzzedDataProvider provider(data, size);

8 fault_injection::allocation::set_fault_mask(provider.Consumelntegral<uint64_t>());
9 auto v = provider.ConsumeRemainingBytes<uint8_t>();
10 try {
11 fault_injection::allocation::FaultBreaker guard;
12 hard_fuzz_me(v.data(), v.size());
13 } catch (const std::bad _alloc& ) {
14 /* npu MHbeKUun ownboK HOpMasibHO 110J/1y4atb LAHHbIA TUIM UCKIIYEHUU */
15 }
16 return 0;
17 }



FTEYMNA KOMNDAHHA

B NPUMEP ®A33UHTI-TECTA C UHBEKLMEN OLUNBOK [ 20

1 extern "C" int LLVMFuzzerInitialize() {
2 —p fault_injection::allocation::register_thread();

3 return 0;

4}

5

6 extern "C" int LLVMFuzzerTestOneInput(const uint8_t *data, size_t size) {

7 FuzzedDataProvider provider(data, size);

8 fault_injection::allocation::set_fault_mask(provider.Consumelntegral<uint64_t>());
9 auto v = provider.ConsumeRemainingBytes<uint8_t>();

10 try {

11 fault_injection::allocation::FaultBreaker guard;

12 hard_fuzz_me(v.data(), v.size());

13 } catch (const std::bad _alloc& ) {

14 /* npu MHbeKUun ownboK HOpMasibHO 110J/1y4atb LAHHbIA TUIM UCKIIYEHUU */
15 }

16 return 0;

17 }



FTEYMNA KOMNDAHHA

B NPUMEP ®A33UHTI-TECTA C UHBEKLMEN OLUNBOK B

1 extern "C" int LLVMFuzzerInitialize() {

2 fault_injection::allocation::register_thread();

3 return 0;

4}

5

6 extern "C" int LLVMFuzzerTestOneInput(const uint8_t *data, size_t size) {

7 FuzzedDataProvider provider(data, size);

8 — fault_injection::allocation::set_fault_mask(provider.ConsumeIntegral<uint64_t>());
9 auto v = provider.ConsumeRemainingBytes<uint8_t>();

10 try {

11 fault_injection::allocation::FaultBreaker guard;

12 hard_fuzz_me(v.data(), v.size());

13 } catch (const std::bad _alloc& ) {

14 /* npu MHbeKUun ownboK HOpMasibHO 110J/1y4atb LAHHbIA TUIM UCKIIYEHUU */
15 }

16 return 0;

17 }



FTEYMNA KOMNDAHHA

B NPUMEP ®A33UHTI-TECTA C UHBEKLMEN OLUNBOK B

1 extern "C" int LLVMFuzzerInitialize() {

2 fault_injection::allocation::register_thread();

3 return 0;

4 }

5

6 extern "C" int LLVMFuzzerTestOneInput(const uint8_t *data, size_t size) {

7 FuzzedDataProvider provider(data, size);

8 fault_injection::allocation::set_fault_mask(provider.Consumelntegral<uint64_t>());
9 auto v = provider.ConsumeRemainingBytes<uint8_t>();

10 try {

11 =—p fault_injection::allocation::FaultBreaker guard;

12 hard_fuzz_me(v.data(), v.size());

13 } catch (const std::bad _alloc& ) {

14 /* npu MHbeKUun ownboK HOpMasibHO 110J/1y4atb LAHHbIA TUIM UCKIIYEHUU */
15 }

16 return 0;

17 }



FTEYMNA KOMNDAHHA

I KAK PABOTAET MHBEKLIMAA OLUNBOK B

1 bool AllocationManager::IsFault() noexcept {

2 std::lock_guard<std::mutex> guard{m_mutex};

3 if (m_enabled) {

4 const pthread_t id = pthread_self();

5 if (m_threads.count(id)) {

6 size_t index = m_faultIndex++ % (sizeof(uint64_t) * 8);
7 uint64_t mask = 1;

8 mask = mask << index;

9 if (mask & m_faultMask)
10 return true;

11 }

12 }

13 return false;

14 }

15

16 void* AllocationManager::Malloc(size_t size) noexcept {
17 if (IsFault())

18 return nullptr;

19 return real_malloc(size);

20 }




FTEYMNA KOMNDAHHA

I KAK PABOTAET MHBEKLIMAA OLUNBOK B

1 bool AllocationManager::IsFault() noexcept {

2 std::lock_guard<std::mutex> guard{m_mutex};

3=—p if (m_enabled) {

4 const pthread_t id = pthread_self();

5 if (m_threads.count(id)) {

6 size_t index = m_faultIndex++ % (sizeof(uint64_t) * 8);
7 uint64_t mask = 1;

8 mask = mask << index;

9 if (mask & m_faultMask)

10 return true;

11 }

12 }

13 return false;

14 }

15

16 void* AllocationManager::Malloc(size_t size) noexcept {
17 if (IsFault())

18 return nullptr;

19 return real_malloc(size);

20 }




FTEYMNA KOMNDAHHA

I KAK PABOTAET MHBEKLIMAA OLUNBOK B

1 bool AllocationManager::IsFault() noexcept {

2 std::lock_guard<std::mutex> guard{m_mutex};

3 if (m_enabled) {

4 const pthread_t id = pthread_self();

5 = if (m_threads.count(id)) {

6 size_t index = m_faultIndex++ % (sizeof(uint64_t) * 8);
7 uint64_t mask = 1;

8 mask = mask << index;

9 if (mask & m_faultMask)

10 return true;

11 }

12 }

13 return false;

14 }

15

16 void* AllocationManager::Malloc(size_t size) noexcept {
17 if (IsFault())

18 return nullptr;

19 return real_malloc(size);

20 }




FTEYMNA KOMNDAHHA

I KAK PABOTAET MHBEKLIMAA OLUNBOK [ 26

1 bool AllocationManager::IsFault() noexcept {

2 std::lock_guard<std::mutex> guard{m_mutex};

3 if (m_enabled) {

4 const pthread_t id = pthread_self();

5 if (m_threads.count(id)) {

6 size_t index = m_faultIndex++ % (sizeof(uint64_t) * 8);
7 uint64_t mask = 1;

8 mask = mask << index;

9 pif (mask & m_faultMask)
10 return true;

11 }

12 }

13 return false;

14 }

15

16 void* AllocationManager::Malloc(size_t size) noexcept {
17 if (IsFault())

18 return nullptr;

19 return real_malloc(size);

20 }




I KAK PABOTAET MHBEKL A OLLNBOK

mask 64bit
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FTPYNMNA KOMMNAHUN

W KAK PABOTAET MHBEKLMA OLLNBOK 28

YTO0 ocTtanock 3a ckobkamu:

1. Mpobaembl C MHOTOMOTOYHOCTbHO.
2. HesBHas pekypcusa npm nogmMeHe
3. CoBmecTHas paborta ¢

4. 1 mHoOroe gpyroe.




FTEYMNA KOMNDAHHA

Il TECTOBOE NMOKPbITUE C UHBEKLLMEN OLUNBOK B

int make_history_1item(const uint8_t* data, size_t size, HistoryItem **item) {
*1tem = (HistorylItem*)malloc(sizeof(HistoryItem));
if (NULL == *item)
return -1;
(*item)->data = (uint8_t*)malloc(size);
if (NULL == (*item)->data)
return -1;
memcpy((*item)->data, data, size);
return 0;

© OO0 O U WNH
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FrEYyMNA KOMODAHMHA

Il TECTOBOE NMOKPbITUE C UHBEKLLMEN OLUNBOK B

[okpbiTve 6e3 nHbekuMn ownbok

1 int make_history_1item(const uint8_t* data, size_t size, HistoryItem **item) {
2 xitem = (HistoryItem*)malloc(sizeof(HistoryItem));

3 if ( == *{tem)

4 return -1;

5 (*item)->data = (uint8_t*)malloc(size);

6 if ( == (*item)->data)
7

8

9

0

return -1; //<-- yreyka namatu!
memcpy((*item)->data, data, size);
return 0;

1

}

[lokpbITVEe C MHBeKLMeNn owmnbok

int make_history_item(const uint8_t* data, size_t size, HistoryItem **item) {
xitem = (HistoryItem*)malloc(sizeof(HistoryItem));
it ( == *item)
return -1;
(*item)->data = (uint8_t*)malloc(size);
1t ( == (*item)->data)
return -1;
memcpy((*item)->data, data, size);
return 0;

S Voo ~JOoO U s WN R
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FrEYyMNA KOMODAHMHA

I BUKTOPWHA - HAWAU OLWUNEBEKY B ®YHKLUNN B

1 std::string handle_command(const uint8_t* data, size_t size) {
2 static std::list<std::unique_ptr<HistoryItem, void(*)(HistoryItem*)>> history;
3 HistoryItem *item = ;

4 if (make_history_1item(data, size, &item) < 0)

5 throw std::bad_alloc();

6 history.emplace_back(item, free_history_item);

7 i1f (history.size() > 10)

8 history.pop_front();

9 const uint8_t cmd[] = {'h',"'1','s","t','0","'r','y'};

10 1f (size == sizeof(cmd) && memcmp(cmd, data, size) == 0) {
11 for (auto& it : history) {

12 (void)(it);

13 }

14 return "history";

15 +

16 return "";

17 }




FTPYNMNA KOMMOAHUN

W YEM NOANE3HbI NPUBUBKU ANA KOAA 32

[eHepauna NCKAKOYEHNN B PYHKLNY
cnonb3oBaHue ANA Mycopa.

HenpaBuabHaa ob6paboTka NCKAKOUEHWNI.

YTeuka namAartu.

PaboTa ¢ yKa3aTtensimu.

He aHann3mnpyeTca pesynbrar BbiNOJHEHNA QYHKLNW.
AnroputMmmnyeckmne owmbku.

OIS ORI ==




FTEYMNA KOMNDAHHA

I 4YEM NOJE3HbI NPUBUBKW A4 KOAA B

1 boost::shared_ptr<EVP_MD_CTX> ctx(EVP_MD_CTX_new(), EVP_MD_CTX_free);
2 EVP_D1igestSignInit(ctx.get(), NULL, EVP_sha256(),
3 NULL, m_evp_private_key.get());



FTEYMNA KOMNDAHHA

I 4YEM NOJE3HbI NPUBUBKW A4 KOAA B

1 EVP_DigestUpdate(ctx.get(), &buffer[0], size);
2 unsigned int digestSize = static_cast<unsigned int>((*phash).size());
3 EVP_DigestFinal_ex(ctx.get(), &((*phash)[0]), &digestSize);
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B YEM NOJIE3HbI MPUBUBKU A1 KOAA B

1 try {
2 // MOXET ObITb BbIOPOWEHO UCKIIWYEHUE

3 } catch (const std::exception& e) {
4 // 0bpaboTka HeraruBHOro cueHapus

5}
e —



| YEM NOANE3HbI NPUBNBKWU ANA KOAA
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FrEYyMNA KOMODAHMHA

B YEM NOJIE3HbI NPUBUBKW ANA KOAA

https.//github.com/boostorg/date_time/issues/249

Memory leak in stream operators for posix_time::time_duration #249

() Open

Assignees
belyaev-ms opened last month wee

Mo one assigned

Memory leak in stream operators for posix_time: :time_duration

Labels
The << and »> operators for boost::posix_time::time_duration may cause memory leaks when an exception is thrown Mo labels
during memaory allocation within these operators.

Type
Steps to reproduce: No type
The following example simulates a memory allocation failure during the stream output operation for a time_duration wvariable,

. . . Projects

Custom new / delete operators are overloaded to force an exception on the 8th allocation call. The example should be built )
with AddressSanitizer (ASAN) to confirm the leak. Mo projects

Milestone

#include <vector» L[;]
#include <string>

#include <iostream:>

#include <stdint.h>

#include <atomic>

Mo milestone

Relationships
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mask 64bit
A
i Rl
0 2 61 62 63
) {] {] B -Z
..........................................
____________________ .q._____________________

dassuHr-tect K —=> Proxy FS/FUSE <}:><:{> PeasibHas ®C
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I OPrAHU3ALMA NMPOKCUPYIOLLEN ®C B

original_dir/ proxy_dir/
— logs/ — .finj/
— testl. log — enabled
— test2.log — fault_mask
L test3.1log ‘ - filter
— config.json L stat
— history.bak — logs/
L history.txt - testl. log
— test2. log
L test3.1log
— config.json
— history.bak
L

history.txt
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] OPrAHU3ALMA NMPOKCUPYIOLLEN &C [ a0

proxy_dir/

— .finj/

— enabled

—— fTault_mask «—— d¢aiin gna sapanna mackm owmnbok (64 6mT)

— fTilter
L stat

— logs/

— testl. log

test2.log

L test3.log

config.json

history.bak

history.txt

1
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] OPrAHU3ALIMA MPOKCUPYHOLLEN ®C [ a1

proxy_dir/
— .finj/
— enabled « daiin Ana BIKIIOUYEHUA UHbeKuMM owmnbok (C0° nan °1°)
— Tfault_mask
— filter

L stat
— logs/
— testl. log
test2.log
L test3.log
config.json
history.bak
history.txt

1
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I} OPrAHM3ALMA MPOKCUPYIOLLEEN &C B

proxy_dir/

— .finj/

— enabled

— Tfault_mask

— Tilter « danin pna 3apaHna Luenen NHbEKL MU ownbok
L stat npumep “/history.*:/logs/test*.log"

— logs/

— testl. log

test2.log

L test3.log

config.json

history.bak

history.txt

1
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Il OPrAHM3ALMA MPOKCUPYIOLWEN &C [ 43

proxy_dir/
— .finj/
— enabled
— fault_mask
— fTilter

L stat < ¢aiin co craTucTukoi pa6otbl ®C
— logs/
— testl. log
test2.log
L test3.log
config.json
history.bak
history.txt

1



B VHDBEKUMA OLLIMBOK B ®AN/IOBYIO CUCTEMY

AJITOPNTM PABOTbl ®A33NHI-TECTA

1.

CMoHTMpoOBaTh Npokcmpyrowyto @C B KaTanor, ¢
KOTOPbIM Pa33uHr-tect byaet B3anMoAencTBOBaThb
finj_fs --basedir=/original_path/ -f -o
allow_other /proxy_path/

OTKyCUTb OT BXOAHbIX AaHHbIX Pa33epa Kycouek Ans
MacCKUM yTeuek 1 3anncatb ux B dann
/proxy_path/.finj/fault_mask

[lopaTh OCTaNbHblE AaHHbIE HA BXOA TECTUPYEMOW

byHKLUUN.

V

fTpocoor
CHUCTEMbI m




FrEYyMNA KOMODAHMHA

B VHBLEKUUA OLLMBOK B PANTOBYHO CUCTEMY [ a5

"/history.*:/logs/test*.log" > /path_for_test/.finj/filter
printf '\XDE\XAD\XBE\XEF' > /path_for_test/.finj/fault_mask

"1" > /path_for_test/.finj/enabled




FTEYMNA KOMNDAHHA

B VHBLEKUUA OLLMBOK B PANTOBYHO CUCTEMY [ 46

1l std::ofstream filter("/path_for_test/.finj/filter", std::10s::trunc);
2 filter << "/history.*:/logs/test*.log";

1 auto data = provider.Consumelntegral<uint64_t>();

2 std::ofstream faultMask("/path_for_test/.finj/fault_mask", std::ios::binary |
std::1o0s::trunc);

3 faultMask.write(reinterpret_cast<char*>(&data), sizeof(data));

1 std::ofstream enabled("/path_for_test/.finj/enabled", std::1o0s::trunc);
2 enabled << '1"';




FTEYMNA KOMNDAHHA

B NPUMEP ®A33UHT-TECTA C UHBEKLIMEU OLUMBOK

1 extern "C" int LLVMFuzzerInitialize() {

2 fault_injection::filesystem::initialize();

3 fault_injection::filesystem::set_path_filters("/history.*:/logs/test*.log");
4 return 0;

5}

6

7 extern "C" int LLVMFuzzerTestOnelInput(const uint8_t *data, size_t size) {

8 FuzzedDataProvider provider(data, size);

9 fault_injection::filesystem::set_fault_mask(provider.Consumelntegral<uint64_t>());
10 auto v = provider.ConsumeRemainingBytes<uint8_t>();
11 {
12 fault_injection::filesystem::FaultBreaker guard;
13 hard_fuzz_me(v.data(), v.size());
14 }
15 return 0;
16 }



FrEYyMNA KOMODAHMHA

B CKPUNT A4 3ANYCKA ®A33UHI-TECTA [ 48

finj_run.sh /original_path /path_to_test [arguments]

NMpu ero BbinoNIHEHUM:

1. BbinonHsaeTca "nogmeHa" opurmHanbHOro Katanora,
yepes MOHTUpPOBaHMe npokcmpytolen OC.

2. 3anyck ¢a33uHr-tecta n oXXnjaHue ero 3aBepLueHus.

3. llpvBeseHvie OpUrMHanbLHOIO KaTanora B
nepBOHayaibHOE COCTOSHME,



FTEYMNA KOMNDAHHA

B KOMBUHWUPOBAHHbIA ®A33UHT-TECT [ 40

1
2
3
4
5
6
7}
8

extern "C" int LLVMFuzzerInitialize() {

fault_injection::allocation::initialize();
fault_injection::allocation::register_thread();
fault_injection::filesystem::initialize();
fault_injection::filesystem::set_path_filters("/history.*:/logs/test*.log");
return 0;

9 extern "C" int LLVMFuzzerTestOneInput(const uint8_t *data, size_t size) {

10
11
12
13
14
15
16
17
18
19 }

FuzzedDataProvider provider(data, size);
fault_injection::allocation::set_fault_mask(provider.Consumelntegral<uint64_t>());
fault_injection::filesystem::set_fault_mask(provider.Consumelntegral<uint64_t>());
auto v = provider.ConsumeRemainingBytes<uint8_t>();

{
fault_injection::FaultBreaker guard;
hard_fuzz_me(v.data(), v.size());

s

return 0;



FrPYNMNA KOMMOAHUR

7 OLWUMBKA KAK CYCNUK 50

KaK CyC/IUK, Tbl €€ HE BUWLb, a OHa



