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e [IpobaemMbl BHEAPEHUS HECKOJIBKUX K1aCTEPOB B OAHOM OKPYXKEHUU
e [OTOBbIE peLLUEeHNs, CPaBHEHUE

e Service mesh noaxon

e Hawie pelwueHune

e Bo3sMO)XHOCTU

CankTt-letepbypr, 2019




[1haH

e [IpobaemMbl BHEAPEHUS HECKOJIBKUX K1aCTEPOB B OAHOM OKPYXKEHUU
e [OTOBbIE peLLUEeHNs, CPaBHEHUE

e Service mesh noaxon

e Hawie pelwueHune
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traffic control
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Y10 XOoTUM?
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Y10 XOoTUM?
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Y10 XOoTUM?

e [Ipo3payHbin discovery Ha HECKOJ1IbKO KJ1aCTeEpPOB

e Bce DNS nMeHa no/1»KHbI OCTaTbC NPEXXHUMK

e banaHCMpPOBKaA MO HECKOJIbKUM KJlacTepaM

e [loonepykKka pa3HbIX BUOOB 6a/ITAaHCUPOBKU C COXPaHEHUEM JIOKAJIbHOCTU

® Canary PEJIN3bl CKBO3b HECKOJIbKO KJ/1dCTEPOB
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HTO-HMOYAbL rOTOBOE?




Kubernetai

CankT-lNeTepbypr, 2019

kube API 1 kube API 2

LJ

]

Cluster IPs

l
N




Kubernetai
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Kubernetai

e llcnonb3oBaHue native nogxona ansg 6anaHcMpoBku B kubernetes
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Kubernetai
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Kubernetai

e llcnonb3oBaHue native nogxona ansg 6anaHcMpoBku B kubernetes

e HeobxoaoMMo BPYYHYHO Ae1aTb CXEMY C 6a/IaHCUMPOBKOM Ha NOAbl B APYIrOM
Ks1acTepe

e Ha DNS nyywie He 3aBs3bIBaTbCA A1 AMHAMUYHOU 6GaNaHCUPOBKU

e TTL, cache... :(
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Controller manager
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Deployment



Controller manager
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Controller manager

Service
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[TpokaunBaem controller-manager?

controller-manager
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>

kube API server 1

kube API server 2



[TpokaunBaem controller-manager?

kube API server 1
controller-manager >

kube API server 2

endpoints 1
—
endpoints 2
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[TpokaunBaem controller-manager?

L
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endpoints 1

endpoints 2



[TpokaunBaem controller-manager?

Service
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[lpokaunBaem controller-manager?
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[lpokaunBaem controller-manager?
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[lpokaunBaem controller-manager?

¢ llcnonb3oBaHMe HATUBHOIMO Noaxoaa K 6banaHcmpoBke B kubernetes
e DopK nau cBoss UMNAEMEHTALLUSA

e BecoBas 6banaHCMpPOBKaA 3aTPYAHUTEIbHA
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Service mesh
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service




Service mesh

CankT-lNeTepbypr, 2019

iptables redirect




Service mesh
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Service mesh - 3auem?
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Service mesh - 3auem?

e [lobaBneHne oANHAKOBOWM JIOTMKU B CETEBbLIE B3aMMOIENCTBUS
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Service mesh - 3auem?
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e BO3MOXXHOCTb BHEOAPEHNA B TETEPOIEHHbBLIX CUCTEMAX
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Service mesh - 3auem?

e [lobaBneHne oANHAKOBOWM JIOTMKU B CETEBbLIE B3aMMOIENCTBUS
e BO3MOXXHOCTb BHEAPEHUS B reTeporeHHbIX CUCTeEMaXx

® rapaHTl/IFI BbINMOJIHEHNA CETEBDLIX NMOJIMTUK
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Service mesh - 3auem?

e /lo6aBsieHMe 0 AMHAKOBOW JIOTMKU B CETEBbIE B3aUMOAENCTBUSA
e BO3MOXXHOCTb BHEAPEHUS B reTeporeHHbIX cucTtemMax
e [apaHTUA BbIMOJIHEHUS CETEBbLIX MOJNTUK

o |/ normka
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Istio gateway

o0
(&
o
>
C
(&
(V)

Cluster 2
pod IP

>

gateway IP

Cluster 1
service A

(@)}
~—i
o
(@]
e
(@}
>
O
(@}
Q
et
Q
—
[
-
Y
I
(9]
(W



Istio VPN connectivity

Cluster 2
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Istio way
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Istio way

e [lonnep>KKa HECKOJIbKUX K/1AaCTEPOB U3 KOPOOKMU
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Istio way
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Istio way

e [loanep>kKka HECKObKUX KJ1TaCTEPOB U3 KOPOOKMU
e BO3MOXXHOCTb COO/IIOAEHNS JTOKAJIbBHOCTU

¢ [MBKaa HacTpomKa (Custom Resources)
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Istio way

e [lonnep>KKa HECKOJIbKUX K/1AaCTEPOB U3 KOPOOKMU
e BO3MOXXHOCTb COO/IIOAEHNS JTOKAJIbBHOCTU
¢ [MBKaa HacTpomKa (Custom Resources)

e He MacwwtabupyeTtcsa
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CKOIbKO CTOUT BaLl sidecar?




[TloTpebneHune namMaTu

. nycTou envoy
I envoy c 6000 pod
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OObLee noTpebsieHue no cucremMe

1 Gb * 6000 pod =6 Tb
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6Tb

nocJsie nobassieHnsa sidecar K
Ka>X0oMy cepBUCY
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HTO NesaTh?
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Envoy RAM Usage
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38 MiB

29 MiB

19 MiB

10 MiB

0B
9/2016:00

== ENVOY

envoy

9/20 20:00

envoy

9/21 00:00

9/21 04:00

9/21 08:00



OObLee noTpebsieHue no cucremMe

30 Mb * 6000 pod = 180 Gb
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Kubernetes watchers

type ResourceEventHandler interface {
OnAdd(obj interface{})
OnUpdate(oldObj, newObj interface{})
OnDelete(obj interface{})

h

https:/github.com/kubernetes/client-go



https://github.com/kubernetes/client-go

Envoy XDS

Management server

(navigator)

https:/github.com/envoyproxy/go-control-plane
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https://github.com/envoyproxy/go-control-plane

Envoy XDS

e | DS: envoy.api.v2.Listener
e CDS: envoy.api.v2.Cluster
e EDS: envoy.api.v2.ClusterLoadAssignment

e RDS: envoy.api.v2.Route
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Envoy cyuiHocTH

o#

Filter phase
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Cluster

e dl  ClusterLoadAssignment




Kubernetes npeobpasoBaHune

ClusterlP
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podIP (endpoint)

podIP (endpoint)

podIP (endpoint)




Kubernetes npeobpasoBaHne n aHanoruyHoe B envoy

ClusterlP
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podIP (endpoint)

ClusterLoadAssighment

podIP (endpoint)

podIP (endpoint)

ClusterLoadAssignment

ClusterLoadAssighment




Kubernetes Service

apiVersion: vl
kind: Service
metadata:
Llabels:
service: 1tem
name: 1tem
namespace: 1tem

spec:
clusterIP: 10.200.255.180
ports:
— port: 8890

protocol: TCP

targetPort: 8390
selector:

service: 1tem
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Kubernetes Endpoints | |
apiVersion: vl

kind: Endpoints
metadata:
Llabels:
service: 1tem
name: 1tem
namespace: 1tem
subsets:
— addresses:
- 1p: 10.21.148.210
nodeName: srvl
targetRef:
kind: Pod
name: 1tem-57f4d65dd4-mt28j
namespace: 1item
- 1p: 10.21.161.222
nodeName: srv2
targetRef:
kind: Pod
name: 1tem-57tf4d65dd4-26gsw
namespace: 1item
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Envoy listener

"listeners": [{
"address": {
"socket_address": { "address": '"10.200.255.180", "port_value'": 8890 }},
"bind_to _port": false,
"filter chains": { .. }

;]
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Cluster

"clusters": |

1
"name": "1tem",
"type": "STATICY,
""connect_timeout": "1s",
"hosts": |

{ "socket_address": { "address": '"10.21.148.210", "port_value": 8890 } },
1 "socket_address": { "address': '"10.21.161.222", "port_value'": 8890 } },
]

}
]
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kubernetes informers
(k8s client)

Endpoints CanaryRelease

| | | |

Nexus
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Service

Endpoints

k8s Cache
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CanaryRelease

Nexus

nexus Cache
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Endpoints CanaryRelease

k8s Cache
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A A

A

\4

envoy go control plane gRPC server

Nexus

nexus Cache
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OrpaHunyeHus
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OrpaHunyeHus

e Pod un Cluster IPs ka)knoro knacrtepa B pa3HbIX NOACETAX
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OrpaHunyeHus
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CankTt-letepbypr, 2019
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OrpaHunyeHus

e Pod un Cluster IPs ka)knoro knacrtepa B pa3HbIX NOACETAX
e Pod IP MmapLwpyTnsnpyemol 13 110601 TOYKN CUCTEMBI
e Service CYLLHOCTU OO0JIXKHbl ObITb PENANULMNPOBAHbLI MO BCEM KJ1acTepaM

e |/IMeHa Service cylLHOCTEN AO/IXKHbI COBNaaaTb
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OTKa3soycToM4YmMBoCTb havigator
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OTKa3soycToM4YmMBoCTb havigator

e Deploy Ha MacTep HOAbI Bcex KacTepPoB
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OTKa3soycToM4YmMBoCTb havigator

e Deploy Ha MacTep HOAbI Bcex KacTepPoB

e baslaHCMPOBKA B HAaBUIraToOp 4Yepe3 XOCTOBOU baslaHCeEP Ha KaXKaoun HoAe
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OTKa3soycToM4YmMBoCTb havigator

e Deploy Ha MmacTep HOAbI BCceX KNnacTepoB
e baslaHCMPOBKA B HAaBUIraToOp 4Yepe3 XOCTOBOU baslaHCeEP Ha KaXKaoun HoAe

e banaHcep Haxoaum yepe3 downward API
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----------------1

. master nodes
navigator

WORKER HOST IP

service envoy

worker node




OTKa3soycToM4YmMBoCTb havigator
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OTKa3soycToM4YmMBoCTb havigator

e Health check Ha envoy proxy 4Yepe3s navigator
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navigator
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kube probe
/heathz

navigator
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kube probe
/heathz

/healthz
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Bo3Mo)XHOCTU No BanaHCUPOBKE
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Bo3Mo)XHOCTU No BanaHCUPOBKE

e /one, region locality
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Bo3Mo)XHOCTU No BanaHCUPOBKE

e /one, region locality

e Pa3/inyHble dJIFTOPUTMBbI 6aJ'IaHCl/IpOBKI/I

CankTt-letepbypr, 2019




Bo3Mo)XHOCTU No BanaHCUPOBKE

e /one, region locality
e Pa3/inyHble aropuTMbl 6a1aHCUPOBKU

e Active, passive health checks
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Bo3Mo)XHOCTU No BanaHCUPOBKE

e /one, region locality
e PaznnyHblie anropmuTtmbl 6as1aHCUPOBKU
e Active, passive health checks

e |/ 6anaHCMpPOBKa
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| loanepyKKa JI0Ka/IbHOCTU




Priority levels

CaHkT-TeTepbypr, 2019

P=0 healthy endpoints

100 %

/2 %

/1%

50 %

25 %

0 %

Traffic to P=0

100 %

100 %

99 %

70 %

35 %

0 %

Traffic to P=1

0%

0 %

1%

30 %

65 %

100 %



L4 6anaHCUpPOBKA

gateway service
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/ bi"ing service

> billing service

\ billing service




L4 6anaHCUpPOBKA

gateway service
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billing service

billing service

billing service



L7 6anaHCcUpOBKa

gateway service
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/ bi"ing service

> billing service

\ billing service




Canary deployments




Canary deploy
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Canary deploy

e [lonneprkka multicluster
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Canary deploy

e [lonneprkka multicluster

e Bo3MOXKHOCTb Mcnosib30oBaHUA Toro e sidecar (envoy)
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Canary deploy

e [lonnep>xka multicluster
e Bo3MOXKHOCTb Mcnosib30oBaHUA Toro e sidecar (envoy)

e EnnHbin control plane aonsa service mesh
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Canary

CaHkT-lNeTepbypr, 2019

apiVersion: "navigator.avito
kind: CanaryRelease
metadata:

name: payments—canary

namespace: payments

spec:

service: "payments"

backends:

— namespace: "payments”
name: "payments-v2"
welght: 30

— namespace: "payments”
name: "payments”
welight: 70

. ru/vl™



Canary deploy
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Client

payments-v1l




Canary deploy
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Client

Service -> EP

payments-v1

payments-v2




Canary deploy
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Client

CanaryRelease

70

30

payments-v1

payments-v2




Canary deploy
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Client

CanaryRelease

Service -> EP

payments-v1l

payments-v2




Canary deploy
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Service -> EP

payments-v1

payments-v2




Canary deploy
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Service -> EP

payments-v2




CBs3U MeXxay cepBUcamMum

CaHkT-lNeTepbypr, 2019

apiVersion: "navigator.avito.ru/vl"
kind: Nexus
metadata:
namespace: payments
name: payments-vb5
spec:
appName: payments
services:
— namespace: "user”
name: "" # all services 1in user NS
— namespace: "billing"
name: ''‘processing"




Ba)>XHble MOMEHTbI O CBA3AX

CaHkT-lNeTepbypr, 2019




Ba)>XHble MOMEHTbI O CBA3AX

e [lep>knM napansesibHO CBA3M HOBOIO Pesin3a U NpeablayLLero
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Ba)>XHble MOMEHTbI O CBA3AX

e [lep>knM napansesibHO CBA3M HOBOIO Pesin3a U NpeablayLLero

e Navigator nenaet merge Bcex cBsa3en ansg appName
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Ba)>XHble MOMEHTbI O CBA3AX

o [lep>kmuM napansiesibHO CBSA3M HOBOIO pesiM3a 1 npeablayLiero
e Navigator nenaet merge Bcex cBsa3en ansg appName

e CuctemMa NpmuxoamnT B HY>KHOe cocTosiHue eventually
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3aBUCMMOCTU MNMPU BbIKaTKaXxX
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3aBUCMMOCTU MNMPU BbIKaTKaXxX
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3aBUCMMOCTU MNMPU BbIKaTKaXxX
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Envoy RAM Usage
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38 MiB

29 MiB

19 MiB

10 MiB

0B
9/20 16:00 9/20 20:00 9/21 00:00 9/21 04:00 9/21 08:00

== ENVOY envoy envoy




UTo ewne nonyyaem?
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UTo ewne nonyyaem?

e CO6op tracing nHdopmMauun
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UTo ewne nonyyaem?

e CO6op tracing nHdopmMauun

e Routing
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UTo ewne nonyyaem?

e CO6op tracing nHdopmMauun
e Routing

e MOHUTOPUHI
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BoHyc. O6HoBNeHUue kubernetes
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BoHyc. O6HoBNeHUue kubernetes
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BoHyc. O6HoBNeHUue kubernetes
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BoHyc. O6HoBNeHUue kubernetes

navigator
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BoHyc. O6HoBNeHUue kubernetes

navigator
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BoHyc. O6HoBNeHUue kubernetes

navigator
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Kak Tectupyem?
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BbiBOAbI
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BbiBOoAbI
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