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AWS CLI AWS CFN CDK Terraform SAM Serverless

Vendor AWS AWS AWS HashiCorp AWS Serverless

Language Shell YAML TypeScript,
Python,
Java

DSL YAML YAML

Backend API API CFN API CFN API

Drift No Yes No Yes No No

CRUD No Yes Yes Yes Yes Yes

Multi 
Accounts

No* Yes No* Yes No* No

Import No Yes No Yes No No

Infra Anything Anything Anything Anything Serverless Serverless

I will not compare IaC tools
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Piece of code
AWSTemplateFormatVersion: "2010-09-09"
Description: A CodeCommit Repo and Cloud9 Environment
Resources:

MyRepo:
Type: "AWS::CodeCommit::Repository"
Properties:

RepositoryName: MyRepo
RepositoryDescription: Sample Repository for Demo

MyC9Environment:
Type: "AWS::Cloud9::EnvironmentEC2"
Properties:

Repositories:
- PathComponent: /cfn

RepositoryUrl: !GetAtt MyRepo.CloneUrlHttp
InstanceType: t2.micro
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Take it through a pipeline

Source Build Test Production



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Workflow

Code Commit Test Deploy

Repeat
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So what is AWS CloudFormation?

Code in YAML or JSON directly 
or use sample templates

Create stack using 
console, API, or CLI

Stacks and resources 
are provisioned

Upload local files or 
files from an Amazon S3 bucket
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Sample AWS CloudFormation code
• Code is written in files 

called templates

• A stack is generated from 
a template

• Templates primarily define 
resources for an application

• AWS CloudFormation can create 
over 490 types of resources

• Each resource is configured 
based on its available properties

• Dependencies can be explicitly 
declared or implicitly discovered

AWSTemplateFormatVersion: "2010-09-09"
Description: A CodeCommit Repo and Cloud9 Environment
Resources:

MyRepo:
Type: "AWS::CodeCommit::Repository"
Properties:

RepositoryName: MyRepo
RepositoryDescription: Sample Repository for Demo

MyC9Environment:
Type: "AWS::Cloud9::EnvironmentEC2"
Properties:

Repositories:
- PathComponent: /cfn

RepositoryUrl: !GetAtt MyRepo.CloneUrlHttp
InstanceType: t2.micro
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Best practices start in the code editor
• Use a good (best) editor! 🤔

• Make use of the plugins/tools out there

• Use the AWS Toolkit/Cloudformation
plugins for added features. 
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The tool behind it – cfn-nag

gem install cfn_nag --user

• Patterns that indicate insecure 
infrastructure

• Bring your own rules

• Run against multiple templates

• github.com/stelligent/cfn_nag

https://github.com/stelligent/cfn_nag
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Command line linting with cfn-lint

• Code linter for CloudFormation templates

• Can lint against different regions

• Can be configure directly within cloudformation
templates

• github.com/aws-cloudformation/cfn-python-lint

pip3 install cfn-lint --user 

https://github.com/aws-cloudformation/cfn-python-lint
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Lint twice, deploy once!
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Test at scale with Taskcat

• Tests AWS Cloudformation templates by deploying them

• Uses cfn-lint out of the box for linting

• Deploys to multiple regions with different parameter sets

• Provides report generation and log collection

• Ability to build and package lambda functions

• github.com/aws-quickstart/taskcat

pip3 install taskcat --user 

https://github.com/aws-quickstart/taskcat
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Taskcat tests
• Regions

• Blacklisted AZs

• Parameter Sets

• Tags
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taskcat test run
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Show it off
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Build Test Promote

CloudFormation – Infrastructure CI/CD

AWS Cloud

Region

Developers

Git Push

Templates Taskcat

Source

Staging

Production
Testing
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Best practices (1/3)

• Layer your application to 
reduce blast radius when 
updating resources

• Use multiple, isolated 
environments for testing, 
production, development, 
staging, etc.

• Smaller files are easier to 
write, test, and troubleshoot

Instances, Auto Scaling groups

API endpoints, functions

Alarms, dashboards

VPCs, NAT gateways, VPNs, subnets

IAM users, groups, roles, policies

Front-end 
resources

Backend 
services

Stateful 
resources

Base 
network

Identity & 
security

Monitoring 
resources

Databases and clusters, queues
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Best practices (2/3)
• Resource import for stack refactoring

• Drift detection to prevent issues that may cause stack update operations to fail

• Use resource import to fix drift
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Best practices (3/3)

• Parameters and Mappings

• Secrets Manager and SSM 
Parameter store

• Do not hardcode sensitive 
information

Resources:
MyRDSDB:

Type: "AWS::RDS::DBInstance"
Properties:

DBInstanceClass: db.t2.medium
AllocatedStorage: ’20’
Engine: mariadb
EngineVersion: ’10.2’
MasterUsername: appadmin
MasterUserPassword: ‘{{resolve:ssm-secure:ssbRDSmEcntl:1}}'
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SUMM IT
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AWS Cloud Development Kit (AWS CDK)
A multi-language development framework for modeling infrastructure as reusable components
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Alma Media

Alma Media is a dynamic multi-channel media company based in Finland 
• Over 750 million monthly pageviews
• 100+ websites and apps
• 2 billion Lambda function invocations a month

The Challenge 
• Alma Media Developers build Serverless event driven systems with AWS Lambda and 

various AWS Managed Services.
• Wanted even better Developer Experience while writing Infrastructure as Code to 

support those systems using real programming languages
• Alma had been using for many years already declarative infrastructure orchestration like     

CloudFormation and Terraform.

• They wanted a tool that also provides helpers on handling Lambda function deployments

Alma Media creates growth together. Today and tomorrow.



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Alma Media

Alma Media develops with AWS Cloud Development Kit (CDK) their Serverless
projects
• Improved Developer Experience regarding Infrastructure Orchestration
• Possibility of share and publish high level abstractions
• Using Software Development best practices in their Infrastructure Code
• Easier to define infrastructure that has multiple different environments

The Future 
• Share more broadly within the company defined high level abstractions
• Moreover, they wanted a tool that provides helpers on handling Lambda function 

deployments
• Porting existing TypeScript building blocks to other programming languages

Alma Media creates growth together. Today and tomorrow.
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From constructs to the cloud
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AWS CDK main components
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AWS CDK Constructs
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CloudFormation Resource Constructs
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CloudFormation Resource Constructs
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Constructs
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Constructs



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Patterns
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Patterns
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How do we do testing with CDK?

• Snapshot tests

• Fine-grained assertions

• Validation tests

npm install --save-dev jest @types/jest @aws-cdk/assert
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Match my snapshot
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How’s my snapshot?
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How’s my snapshot?



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Not matching a snapshot
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I expect to have this … 
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And this
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Then I fail my specific test



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

CloudFormation
registry

Open 
CLI

Open 
providers

Introducing the AWS CloudFormation registry
An open approach to managing external resources
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AWS CloudFormation registry and CLI
• Allows AWS CloudFormation to 

support native and 
non-AWS resources while 
inheriting many core benefits like 
rollbacks

• Use the AWS CloudFormation CLI 
tool to create resource providers 
using JSON schema-driven 
development, generating many of 
the code assets for you

• Use third-party resource providers 
as you would use native AWS 
resource types
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Cloudformation CLI
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Make sure to pick the correct plugin out there
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Model your resource – set it’s properties
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… and handlers
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Our Create handler
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We can also test our resources with sam local
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Executing the test
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Uploading the resource
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Voila!
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Takeaways

Best practices start with the editor! Use proper tools and plugins! ⌨

Treat Infrastructure code as any other code. 

Use testing tools for any framework you write your infrastructure in. 🛠



Thank you!
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