3a rpaHbio AppStore

MDM, Supervised n gpyrne BosmMo>HOCTH
ans paspaboTkm B GusHec-cermeHTe

KyavHos [eHuc
@kudinovdw

@kudinovdenis

kkaspersky
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Ko My 3TO MOXeT Paspa6otunku B2B iOS npunoxeHnii
NPUrognNTbCA?

Product-owner

Backend pazpa6oTumnkn

Paspa6otunku B2C iOS npunoxeHuii



[1naH BCcTpeun

Mpodunn koHpurypauumn




Configuration profiles



Configuration profile

YcTpoucteo OrpaHuyeHus
nonb3osatens [on. BO3MOXHOCTU
I'Ipoc|>|/|nb SR =)
— Ve
> "

— Jd




Configuration
Profile

BeepeHune

XML-daiin

Copep>xuT nonuTUKMN pns
ynpaB/fieH sl YCTPOIACTBOM

Maponn

Cetu Wi-Fi
MpwvHTepbI
VPN
KoHTakThl
CepTudukarol



C o nf i gu rat i O n Apple configurator
Profile

Cnocobbl co3naHuns



Apple
configurator

(;; Gooale Account

@) General
@D Mandatory General

® Restrictions

@ Domains

@ Global HTTP Proxy

% DNS Proxy

@ Content Filter

@ Certificates

F] Certificate Transpare
Q

6 Passcode
-
.

AirPlay Security

@ AirPrint

Calendar

@ Subscribed Calendars
[@ Contacts

@ Exchange ActiveSync

= Untitled

Name
Display narm

Untitled

Identifier
Uniqu
replac

MacBook-Pro.E45EB1DF-5C52-4DB6-9DBE-EE1FA762F760

entifier

Organization

Name of th: nization which

eated the pr

Description
xplanation of the co

urpose of the pro:

Consent Message
A message that will be displayed during profile installation

Security

removed
Always (2]

Automatically Remove Profile
Settings for automatic profile removal
Never 2]




Apple
configurator

[MonnTtnka napons

Passcode

10

Allow simple value

ascending, and descending

Require alphanumeric value

168

48

a2 ¢

15 minutes B
L2| v
Immediately B

28

Requires de to contain at least one letter and

one number

Minimum passcode length

Smallest number of g de characters allowed

Minimum number of complex characters

allowed

st number of non-alphanumeri

oma C charac

Maximum passcode age (1-730 days, or none)

Days after which pas

de must be changed

Maximum Auto-Lock
Longest auto-lock time available to the use

Passcode history (1-50 passcodes, or none)
des e re

Numbe

f unique pas pefore reuse

Maximum grace period for device lock

yeriod available to the user
Maximum number of failed attempts

Numbe de
data or

 attempts allowed before a



Configuration
Profile

Cnocobbl co3naHuns

CospaTtb XML pykamn

n



CoszpaHue
XML pykamn

Monuntuka napons

<dict>
<key>PayloadContent</key>

<key>PayloadDisplayName</key>
<key>PayloadIdentifier</key>
<key>PayloadRemovalDisallowed</key>
<false/>

<key>PayloadType</key>
<key>PayloadUUID</key>

<key>PayloadVersion</key>

</dict>

12



Co3spnaHune

XML pykamn

[MonnTtnka napons

<key>PayloadContent</key>
<array>
<dict> 13
<key>PayloadDescription</key>
<string>Configures passcode settings</string>
<key>PayloadDisplayName</key>
<string>Passcode</string>
<key>PayloadIdentifier</key>
<string>com.apple.mobiledevice.passwordpolicy...>
<key>PayloadType</key>
<string>com.apple.mobiledevice.passwordpolicy</string>
<key>PayloadUUID</key>
<string>24A53A9C-C449-4500-AA10-99044DEB514D</string>
<key>PayloadVersion</key>
<integer>l</integer>
<key>allowSimple</key>
<true/>
<key>forcePIN</key>
<true/>
<key>maxFailedAttempts</key>
<integer>2</integer>
<key>maxGracePeriod</key>
<integer>0</integer>
<key>maxInactivity</key>
<integer>15</integer>
<key>maxPINAgeInDays</key>
<integer>42</integer>
<key>minComplexChars</key>
<integer>4</integer>
<key>minLength</key>
<integer>16</integer>
<key>pinHistory</key>
<integer>42</integer>
<key>requireAlphanumeric</key>
<true/>
</dict>
</array>



Configuration
Profile

Kak yctaHOBUTb Ha
ycTponcteo?

Apple Configurator

CkauaTtb no ccbuiike

Cunamn MDM-cepBepa

14



Configuration
Profile

Kak yctaHOBUTb Ha
ycTponcteo?

OEMO

MNMpouecc yctaHoBku npoduns Ha
ycTpoicTBo ¢ nomoubio Apple
configurator

15



® ® AllDevices

All Devices Supervised

| aq12

Unsupervised

m
oJ

v
Blueprints
Reco

Product Version Model

15.4.1 iPhone 13 Pro Max

19:23

MH
® ® 23
Prepare Update BackUp KaneHpapb
Capacity Is Supervised Organization Name .
128GB No 3ameTku
Hactpoiku

ol ) )

Extras Mya3bika

"’.




Configuration
Profile

Kak yctaHOBUTb Ha
ycTponcteo?

OEMO

Mpouecc ycTtaHoBKU npoduns Ha
YCTpPOMCTBO NO CCbiNike

17



& m1553d.com

9)

18



Configuration
Profile

Hackonbko nerko
ycTaHoBUTb Npodunb?

Ons pa3spaboTumkoB BbIrNSanT
npocTo

A pnsa nonb3oBaTtenein?

19



15:47 9 ol T #2

VPN v ynpaBneHue ycTpoiCTBOM

YcraHoBka npoduns

He noaknto4yeHo
. WorkspaceDefender
WD

Mopnuce m1553d.com
posep

Onwucanme This is an example of workspace defender
SKEHH 1 POOU app profile. Enjoy!
Copepxanue YnpasneHue MoGUAbHLIMU YCTPONCTBAMU
WorkspaceDefender Ceptudukartsl (5)

Mpodunb 3arpy>xxeH Bonee noapo6HoO
Ecnu Bbl xoTuTe ycTaHoBUTb NpodUnb,

NPOCMOTPUTE €ro B NPUNOXEHUN
«HacTpoikmn».

Beb6-caiiT nbiTaeTcs 3arpy3nTb Npodusb
KOHPUrypauun. Paspewmnts?

PaspewmTtb

Charles Proxy CA (14 May 2018, ...

3aKpbITb
Denis Kudinov

Kaspersky Lab

m1553d.com




Beop kop-napons

BeeauTte Koa-naposib

Cornacue

COOBLLUEHUME OT «WD»

Installing Workspace Defender (c) profile

MpepynpexaeHve

OPHEBOW CEPTUDUKA

Mpu ycTaHoBKe cepTudmkaTa «Apple Root
CA - G3» oH bypneT nobaBneH B Cnncok
HapeXHbIx cepTudukaToB Ha iPhone.

KOPHEBOW CEPTUDOUKAT

Mpu ycTtaHoBKke cepTudumkata «Apple Root
CA - G2» oH byneT no6aBneH B CnMcok
HapeXHbIX cepTudukaTos Ha iPhone.

YcTaHoBKa 3TOro npoduns no3BonuT
agMuHucTpatopy «https://m1553d.com/api/
server» yaaneHHo ynpasnatb Bawum
iPhone.

AOMUHUCTPATOP MOXET COBUpaTh IMYHbIE
OaHHble, 0,06aBNATb U yAanaTb YYeTHble
3anucu, 3agaBaTb OrpaHUYeHus,
npocMaTpuBaTh, ynopsaoumMBaTh 1
yCTaHaBNMBaTb NPUIOXKEHUS, a TaKXe
yAaneHHo CTUpaTh AaHHble Ha Bawem
iPhone.

YpnaneHHoe ynpaBnexHuve

Bbl foBEpsieTe UCTOYHUKY 3TOTO

npoouns ANs NPUHATUS AAHHOTO
iPhone nop ynanexHoe ynpaenexune?




Configuration

Profile

® YcrtaHoBunn

@ 3anpetnnu yctaHoBKY

MpoBenn mnHn-nccnepoBaHune

Bce onpolieHHbie 6b1nn
MOTUBUPOBaHbI Ha YCTaHOBKY

YcTaHoBUTb paaoBbiM
NoNb30BaTesIIM CJI0XKHO

22



Configuration
Profile

Y10 ewsé ymerot npopunun?

KoHdurypupoeaTtb kaneHpapv u
KOHTaKTbl

KoHdurypuposatb noutoBbie
KJINEHTbI

23

HacTtpameaTb cetb (Wi-Fi)

YctanaBnuBaTtb Be6- n dns-
NpoKcu

HacTtpamBaTtb npuHTepsbl

YcTaHaBnueaTtb
AonosnHuTesNbHble cepTuduKaTbi



Configuration
Profile

@ WorkspaceDefender

m1553d.com
KaK I'IOﬂyLIVITb FaﬂOLIKy This is an example of workspace defender
T ” app profile. Enjoy!
[MpoBepen™?

YnpasnexHme MobunbHbIMU YCTPOUCTBAMMU
Ceptudukars (5)

Bonee noppobHO

24



Configuration
Profile

Kak nonyunTb ranouky
“NpoBepeH™?

25

Mpodunb moxxHO nognucaTb

HenopanucaHHbiii npodunb BCE
ewé 6bypert pabotaTb

3enéHas raniouka osHavaerT
BanmpaHoctb SSL-cepTudpukara



Teopus

Valid
Llenouka cepTnéunkartos

S A
N Configuration Q /
= Profile

Kniou ot ceptndukara
Invalid

26



MpakTuka (let’s encrypt)

1. KoHBepTum ceptudukar B .crt

openssl x509 -inform DER -in cert.pem -out server.crt

2. MopnuncbiBaem npoduninb

openssl smime -sign

-sigher server.crt

-inkey privkey.pem

-certfile fullchain.pem
-nodetach

-outform der

-in Enroll.mobileconfig

-out EnrollSigned.mobileconfig

B chain.pem

B privkey.pem
B) cert.pem
B fullchain.pem

27



[1naH BCcTpeun

Mobile Device Management

28



Mobile Device Management
(MDM)



MDM

BeepeHune

TexHonorus gnsa yganéHHoro
ynpaBfieHUus yCTPOMCTBOM

YacTunuHo ocHoBaHa Ha
Configuration profile

MNMosBonsieT nonyyarb
HepocTyrnHyto n3 i0S-
npuvunoxeHus nipopmaLmio

NMos3Bonser ycraHaBnuBaThb Ha
ycTpoiicTBo npodunu n
NpPWVIOoXXEHNS

30



MexaHnam pabotbl MDM 31

YcTaHoOBKa

npodguns

1

Hwanor komaHpa / oTBeT

-

BHyTpeHHs9 norvka
YnpaBneHue N XpaHeHWe AaHHbIX

u



MDM

OCHOBHble BO3MOXXHOCTU

MpocmoTp nHpopmaumnn o6
ycTpoucTee

YcTaHoBKa u ypaneHue
NPUNOXXEeHUN

MpocmoTtp nHpopmauum o
Apyrux npodunsax

MnaHnpoBaHne komaHa Ha
OCHOBe COb6CTBEHHOIA NTOrMKn

32



MDM

Hemo Device info

33



B3 Favorites

Install profile

B Kasy

& m1553d.com/web/

B

34



Mexanunam Enroll yctpoiictea B MDM nporpamme

Check in

|—[1J

Register device,

35



MexaHun3m ynpaBneHus ycTpoiicTBOM

— Cmd

Responce

Push magic

36



YTo Takoe
komaHabl B MDM?

XML B cneunanbHom popmaTte

Bcerpa otnpaBnsietcs ¢
ncnonbsosaHuem Push
coobuieHunin

MoryT 6bITb pacTsHYTbl BO ¥

BpeMeHM

Bcerpa pomxkeH 6biTb nony4veH
OTBET OT YCTpoOiicTBa

MNMosBonsieT nonyyarb
HepocTyrnHyto n3 i0S-
npuvunoxeHus nipopmaLmio

NMos3Bonser ycraHaBnuBaThb Ha
ycTpoiicTBo npodunu n
NpPWVIOoXXEHNS



Mpumep komaHabl B MDM (raw Checkin)

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "..”>
<plist version="1.0">
<dict>
<key>MessageType</key>
<string>Authenticate</string>
<key>Topic</key>
<string>...</string>
<key>UDID</key>
<string>...</string>
</dict>
</plist>

38



HNononHnTenbHagqa
nHpopmauusg o6
yCTponcTee

NHudopmaumsa o cum-kapTax (B
TOM Yncne Homep TenedoHa)

Wi-Fi o6opynoBaHue (Mac-
apgpec)

Bluetooth

iTunes (xaw akkayHTa)

NHopmaumsa 06 yHuKanbHbix id
(UDID/IMEI)

39



PesynbraT komaHa Check-in n TokenUpdate

Device info

Basic info Applications Profiles

Parameter Value

Description

Identifier 00008101~

Push token NOEZMTGmWSsN1J

Push magic 3890A20D-CE99-

Topic

CheckedOut

Query additional device information

uDID

Used to send push

Used to send MDM payloads

Unique string describing client-server interaction

Is device removed from MDM

40




OTBeT oT komaHgabl Devicelnfo

OSVersion "15.0.2"

ModelName "iPhone"

SerialNumber “F17DVXXXXXX"

IMEI "35 717185 XXXXXXX"

IsActivationLockEnabled TRUE

BluetoothMAC “BO:BC:XX:XXIXX:XX"

M



MDM

Hemo Applications

42



¢ > C O @ ms53d.com/web/ 6% O@® :

B3 Favorites B Kaspersky infrastr.. 5 Apple [ iOSreads B Monorepo @ MA-2016-47.pdf EF mawro B fom BF we EF InfoSec ER Server [EF lancer 5 Other Bookmarks

Install profile He nogknto4eHo

Device: 00008110~
001A4C911421801E.

YMPAB/TIEHWE MOBWIbHbIM YCTPONCTBOM

LastConnectionDate: Mon May. 23

2022 18:08:53 GMT+0300 . WorkspaceDefender

(Moscow Standard Time),
WD

MPO®UNb KOHOUTYPALIU

Denis Kudinov
Kaspersky Lab




MDM

HNemo Profiles

44



& c o0 m1553d.com

Favorites Kaspersky infrastr... Apple iOSreads [ES Monorepo @ MA-2016-47.pdf ES manro BS fom ES we InfoSec Server [ lancer Other Bookmarks

Device info

Basic info Applications Profiles

Load list of device profiles

Will load all profiles on device.

Load list of prc&i‘les

0 HasRemovalPasscode

IsEncrypted
IsManaged

PayloadContent
PayloadDisplayName  "Apple Worldwide Developer Relations CA - G2"

PayloadIdentifier "com.apple.security.pkcs1.40C19302-FB51-4766-B9A6-DFCD19DCB76D"

PayloadType "com.apple.security.pkcs1"

PayloadVersion

PayloadOrganization

PayloadDescription "Adds a PKCS#1-formatted certificate"

PayloadUUID

PayloadDisplayName "m1553d.com"

Payloadldentifier "com.apple.security.pkcs12.7F15DCD5-62D9-4A39-BDE5-62B19F88E808"

PayloadType "com.apple.security.pkcs12"

PayloadVersion

PayloadOrganization



[MMpnmeHeHna MDM

Lost mode

KoHTponb HOBbIX
YCTaHOBNEHHbIX NPUIOXKEHNA

OTcne)xneBaHne ycTaHOBMIEHHbIX
pyTOBbIX cepTudpuKaToB

OTtcne)xunsaHue poymuHra

O6ecneyeHne NONNUTUK
6e3onacHocTM AoCTyna K

ycTpouctey (Face ID, pass, ..

PackaTka kopnopaTvBHbIX
NPUNOCXKEHVIA

ABToo6HOBNEHNe OC

)

46



[1naH BCcTpeun

Supervised-pexum

47



Supervised mode



Yt0 Takoe
Supervised?

Pe>xxum “nonHoro” ynpaeneHus
ycTpoiicTBOM

PacwumpeHHbIii Habop KomaHp, ¢
cepsepa MDM

CHsiTne orpaHn4yeHuns Ha
ncnonb3oBaHue HekoTopbix API
N3 KJINeHTa

Bo3mo)kHa TONIbKO yCTaHOBKA
npu akTuBauum iPhone

TpebyeT BbinonHeHus Erase All
Content and Settings

HeBO3MOXXHO HaKaTUTb peXxum
supervised“no Bospyxy”

49



Bo3amo)xHoCTIn
Supervised B8 MDM

HesameTHas ycTaHOBKa
npoduneit n NPUNOXXeHNA

Bonbwine Bo3amoXXHOCTHN gns
orpal-mqeum‘il: ycTaHOBKa
I1p|/l.l10)l(9Hllll7l, noaxk/oYvYeHne K cetsam

Wipe device

PasznunuHbie cucremHblie
BO3MOXXHOCTHM (wopTkaTbl, find

my, ...)

Lock Screen message

Content filter

50



Bo3amo)xHoCTIn
Supervised B8 MDM

Kiosk mode

Activation lock

Unroll deny (Henb3s BbiiiTN N3
pe>XXuma ynpasneHus)

MonHbIA cCNNCOK OTANYMIA OT hon-
supervised:

https://support.apple.com/ru-ru/guide/
deployment/depéb5ae23e9/web

51


https://support.apple.com/ru-ru/guide/deployment/dep6b5ae23e9/web
https://support.apple.com/ru-ru/guide/deployment/dep6b5ae23e9/web

[1naH BCcTpeun

BYOD-pexum

52



Bring Your Own Device
(BYOD)



BYOD

Sign In to Work or
School Account

54



BYOD

Cmecb o6bI4HOro pexxuma
MCMNOJ/Ib30BaHUSA YCTPOMCTBa N
Supervised-pexuma

He TpebyeT ynaneHus Bcero
KOHTEHTa

55
3aBoanT fONONHUTENbHYIO

pabouyio yuéTky apple id

YacTuyHO fOCTYNHbI MeToAbl N3
Supervised-pexxuma

Boamo)kHa packaTka B noboii
MOMEHT BpeMeHu

He TpebyeT “kopnopaTueHoro”
ycTpoucTBa



BYOD

OrpaHunyeHus

He moxceT yctaHaBnuBatb Lost
Mode

He moxkeT BbinonHaTb Wipe
device

HeT pocryna k IMEI / UDID

Msrue nonntTukun naponem

He moxer YAanaTb AaHHble
noJsib3oBaTtensd

He umeeT poctyna Kk paHHbIM O
poymMuHre

56



[Tones3Hble ccbinku

OnuncaHne KomaHa,

https://developer.apple.com/
documentation/devicemanagement/

commands_and_queries

BYOD

https://support.apple.com/ru-ru/guide/
deployment /dep23db2037d/web

CraTbs npo nognuck npodpuns

https: //medium.com/developerinsider/how-

to-create-a-verified-ios-mobile-device-
management-mdm-profile-9d6739b92cc1

MDM Protocol reference

https://developer.apple.com/business/

documentation/MDM-Protocol-
Reference.pdf

57


https://developer.apple.com/documentation/devicemanagement/commands_and_queries
https://developer.apple.com/documentation/devicemanagement/commands_and_queries
https://developer.apple.com/documentation/devicemanagement/commands_and_queries
https://support.apple.com/ru-ru/guide/deployment/dep23db2037d/web
https://support.apple.com/ru-ru/guide/deployment/dep23db2037d/web
https://medium.com/developerinsider/how-to-create-a-verified-ios-mobile-device-management-mdm-profile-9d6739b92cc1
https://medium.com/developerinsider/how-to-create-a-verified-ios-mobile-device-management-mdm-profile-9d6739b92cc1
https://medium.com/developerinsider/how-to-create-a-verified-ios-mobile-device-management-mdm-profile-9d6739b92cc1
https://developer.apple.com/business/documentation/MDM-Protocol-Reference.pdf
https://developer.apple.com/business/documentation/MDM-Protocol-Reference.pdf
https://developer.apple.com/business/documentation/MDM-Protocol-Reference.pdf

Cnacubo 3a BHUMaHune. Bonpochbi?

KyavHos [eHuc
@kudinovdw

@kudinovdenis

kaspersky



