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UHcTpyMeHTbl. Android Studio

=

ru.cian.main.debug 2.293.0-debug 22930300

ajpeso §,

APK size: 212 MB, Download Size: 202.4 MB Compare with previous APK...

Raw File Size Download Size% of Total Download Size

CIiddOED 10Uk .0 ND 0.Y ND

classes19.dex 5.3 KB 5 KB
META-INF 3.6 KB 3.8 KB
classes22.dex 3.7 KB 3.9IKB
classes23.dex 3.2 KB 3 KB
classes25.dex 2.7 KB 2.5 KB
classes24.dex 2.2 KB 2.1KB

Jebeuepy @d1neQ )

Load Proguard mappings... This dex file defines 141 classes with 148 methods, and references 149 methods.

Defined Methods Referenced Methods Size

148 148 974 KB

cian 148 148 974 KB
newbuilding 128 128 932.6 KB
developer 42 42 371.4 KB
documents 40 40 309.8 KB
details 27 27 210.7 KB

kpn 19 19 40.8 KB

runtimesettings 20 20 41.4 KB

1 8B

Jalojdx3 9|14 @d1Aeq [




MHcTpyMeHTbl. APK Scanner

.0

Manifest

Open

- APK Info

app-debug.apk - APK Scanner

@ source © Launch
@) search @ sign

© Explo... Install  ‘® More Setting  About

Libraries(51) Resources(8508) Components(205)

LinaH
[ru.cian.main.debug] »
Ver. 2.293.0-debug / 22930300

@SDK Ver. 24 (Min), 33 (Target)
212.04 MB (222,339,692 Bytes)

[Feature] Install Location : Internal Only, Scheme v2
LAUNCHER, START_UP, Device Requirements
DEBUGGABLE

Signatures(1)

[Permissions] -

Display the entire list % APl Level 33 )

12]

e:10

»
=4
1
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MHcTpyMeHTbl. APK Scanner. Android Manifest o

® e app-debug.apk - APK Scanner
@ source © Launch
] @ search @ sign
Open Manifest o Explo... Install ¥ More Setting About

APKInfo  Lbraries(51)  Resources(8508) | Components205) . Signatures(1)

CLASS Filter by Class name

Class | Type |Enabled |Export | Permission | Startup

ru.cian. main. StartActivity launcher  J0 Jo 000 00X 0000
launcher-als o o x x

androidx.compose.ui.tooling.PreviewActivity activity

com.facebook.flipper.android.diagnostics.FlipperDiagnosticAc... activity
com.google.android.gms.auth.api.signin.internal.SigninHubAct... activity

O0O0O0
DX XO0O0
<X X X X
€ X X X X

com.google.android.gms.common.api.GoogleApiActivity activity
XML Construction
1EB<activity android:theme="@style/UiKitAppTheme.Splash"
2 android: label="LUunan"
3 android:name="ru.cian.main.StartActivity"
4 android:exported="true"
5 android:screenOrientation="1ocked">
68 <intent-filter>
7 <action android:name="android.intent.action.MAIN"/>
8 <category android:name="android.intent.category.DEFAULT" />
9 <category android:name="android.intent.category.LAUNCHER" />
10 </intent-filter> Q
11 </activity> A L',Vla H




NMHcTpyMeHTbl. APK Scanner. Pecypcbl

( NON ] app-debug.apk - APK Scanner
@ source» © Laun..»
A\ ] @ search» @ sign
New ... Save a... (@ Expl...» Install W More Setting  About

APK Info fiddejae3(0) Libraries(s1) ~ Resources(8508)  Components(205) Signatures(1)

ﬂx 3 [ res/raw/bundled_cert.crt

o asset(51)

w4 color (227)

.. drawable (3052)
b etc (1202)

o font (2)

.. layout (1808)

.4 menu (72)

+ META-INF (125)
. mipmap (6)

o raw (3)

oo xml(11)

in] firebase_common_keep.xml
ym_default_config.json (2)

in] AndroidManifest.xml
build-data.properties

[

Plels] w8

/0
ap ,
f‘ .‘_\ This type doesn't support a preview.

By Textviewer

32

Q
A LUNaH



MHcTpyMeHTbl. APK Scanner. Koa 53

Smali B‘/tecode

class pu'ohc class LS‘tar’tAc‘t?vity;
super Lcom.android.Ac‘tivi‘ty;
.source. "Star‘tActivity.kt"

Z 7
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UHCTpYyMeHTbI. dex2jar

Swmali Byte_code_

super LQOM.QnAroiol.Ac‘tivi‘tt/;

.source "S'taFtAc‘ttv?‘tt/.k‘tI'

\Z

class public class I_S‘to\r‘tAc‘tzvi‘ty;

\

34

Java

y
—_— de_xa:)oxr‘ -)k

_J

k}

class StartActivity extends Activity §

N

void onCreate() ¢
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ATaka. Bytecode Viewer/ JD GUI

[ XN ]
File View Navigation Tools Help

*New Project - jadx-gui

el (8] & [AI]]i([c]=2] & ([FEi[f#

1 daimajia.swipe
#1 danil. recyclerbindableadapter.library
1 facebook.stetho
1 getkeepsafe.relinker
# github.mikephil.charting
1 google
# jakewharton.rxbinding2
# livetyping. library
# mycardboarddreams. liquidsurface
£ princeparadoxes
£ water.tracker.dev
| 1 watertracker
i data
‘ # domain
£ presentation
1 base
1 screen
# main
3 settings
# start
I © DaggerStartScope_Component
©
@ StartFragment$animator$2
@ StartFragment$mCenterText$2
© StartFragment$onStart$l
@ StartScope
# statistic
£ tablet.controls
@ utils
# view
@ ApplicationScope
® BuildConfig
® C1139R
‘ © DaggerProjectComponent
© DebugDrawerInitializer
‘ © DebugDrawerInitializer$$ExternalSyr
‘ © DebugProjectApplication
© DebugProjectGraph
‘ © ExtensionsKt

© com.princeparadoxes.watertracker.presentation.screen.start.StartFragment

-
Y}

13
14

16
17
21

24
25

27
28

lpackage com.princeparadoxes.watertracker.presentation.screen.start;

dmport android.animation.Animator;

iimport android.os.Bundle;

[import android.widget.TextView;

import com.princeparadoxes.water.tracker.dev.R;

limport com.princeparadoxes.watertracker.ProjectApplication;

limport com.princeparadoxes.watertracker.presentation.base.BaseFragment;
[import kotlin.Lazy;

limport kotlin.LazyKt;

limport kotlin.Metadata;

limport kotlin.jvm.internal.DefaultConstructorMarker;

@etadata(mo20604d1 = {'\u@000@\n\uoe02\udd18\u0@02\n\u0AB2\uBA18\U0AB2\n\UBAB2\b\UBDB2\N\UBDA2\UGA18\UBDA2\n\UBBA2\b\UBBAE\N\UBOD
* compiled from: StartFragment.kt */
public final class StartFragment extends BaseFragment {

public static final Companion Companion = new Companion((DefaultConstructorMarker) null);

private final Lazy animator$delegate = LazyKt.lazy(new StartFragment$animator$2(this));

private final Lazy mCenterText$delegate = LazyKt.lazy(new StartFragment$mCenterText$2(this));

/* access modifiers changed from: private */
public final TextView getMCenterText() {

return (TextView) this.mCenterText$delegate.getValue();
33

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
DaggerStartScope_Component.builder().projectComponent(ProjectApplication.Companion.component()).build().inject(this);

/* access modifiers changed from: protected */
public int layoutId() {

return R.layout.fragment_start;
}

private final Animator getAnimator() {
return (Animator) this.animator$delegate.getValue();

Code =~ Smali

JADX memory usage: 0.34 GB of 4.00 GB
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3awmTta. O6PyckKkaumus
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interface RetrofitService ¢
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ATaka. leo6dyckauums .

7 ) 0 )

nterfoce 4 { nterface RetrofitService f
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ATtaka. O6dyckaumsa. Nposepku Ha null 2

~

Pubhc final void mol2072a(Ploatl] f4rr, Rloatl] f4rr2) §
C1Q133.m5 QQOQ(PAN‘, "xVoJues");
C1U3¢.m5240eRArr2, "Walues');

7 7
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Ataka. O6dyckaumna. AHHOTaUUU

(e

e
nternal data class M12(

@Seﬁal N o\w\e(“co\l <™

val P124: ListdM 857>,

e_riahzable_

@Se,r‘?al N O\Me,("po«je,")
val f6a; METt

4
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ATtaka. O6dyckaumusa. Jiorm .

\2

pﬁVo:te, final void ma41auQ) 3

~

C20653<R> E = this..mol4131Ilhew C194F0clnew C1236m(’this)));
C20653<R> n = Emold143nlnew CI14HI(C12325.F181e));

C1‘|133.M523‘|J(n, "addWaterObservable / 2 £ .second }");
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ATtaka. O6dyckauma. OmnMbKa n npoyee

OLwnobKWN.
Pecypchil.
3axapaKOXXeHHble CTPOKM

N MHOIoO-MHOIo BCero.
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ATtaka. O6dyckaumna. BocctaHoOBIeHUe Koaa

Java
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interface RetrofitService £

boolean sendDatalint data)

~

74
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3awumTa. O6dyckauma. NMpobnembl dex2jar

TADX WARNING,: Code restructure failed:
miSSIng block: B:#:0x0013, code lost:
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3awumTa. O6dpyckauma. NMpobnembl dex2jar.

O pxb1988 | dex2jar Q  Type /) to search

<> Code () Issues 385 19 Pull requests 6 ® Actions [ Projects [0 Wiki () Security [~ Insights

'y Want to contribute to pxb1988/dex2jar?

If you have a bug or an idea, browse the open issues before opening a new one. You can also take a look at the Open
Source Guide.

Filters v Q is:issue is:open

(© 3850pen + 169 Closed Author ~ Label Projects v Milestones ~

© Detail Error Information in File .\jioJoin-error.zip Please report this file
#588 opened 4 days ago by Bhubonmondal

(© READ THIS **BEFORE** CREATING ISSUES!
#587 opened 3 weeks ago by ThexXTURBOXx

© java.lang.NullPointerException
#583 opened on Jul 1 by mxhui

© GLITCH: 0003 LBuilder;.testDeadEndTry(l)I | not enough space for reading instruction
#581 opened on Jun 14 by sendaoYan

© d2jar error
#580 opened on May 22 by code-and-relax

Issues 50

L

© Labels 7 P Milestones 0

+-oln o @

Dismiss +

Assignee v Sort v
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3awmTa. O6dyckauma. bamtoBble caABUrn. PesynbraT=

/* access modifiers changed from: private x/
/* JADX WARNING: Code restructure failed: missing block: B:7:0x0013, code lost:
if (r4 != 3) goto L_0x0095;
*/
/* renamed from: P x/
/* Code decompiled incorrectly, please refer to instructions dump. */
public static final boolean m2414P(com.princeparadoxes.watertracker.presentation.screen.main.MainActivity r3, android.view.View r4,
/*
java.lang.String r4 = "this$0"
p0o87p3.C1913g.m5240¢e(r3, r4)
int r4 = r5.getAction()

rg =1
if (r4 == 0) goto L_0x008f
rl =0
if (r4 == r@) goto L_0x003e
r2 =2
if (r4 == r2) goto L_0x0017
r5 =3

if (r4 == r5) goto L_0x003e
goto L_0x0095
L_0x0017:
android.widget.FramelLayout r4 = r3.m2410L()

float r4 = r4.getTranslationY()
float r2 = r5.getY()

float rd =r4 + r2

float r2 = r3.f1802w

float r4 =r4 - r2

int r2=(r4d>r1?21: (Fr4=1r1720 :-1))
if (r2 >= 0) goto L_0x002c
goto L_0x002d
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ATtaka. O6dyckauuda. Enjarify y

= O Storyyeller | enjarify Q Type (/) to search

<> Code (©) Issues 6 i Pullrequests 2  (» Actions [ Projects () Security [~ Insights

+r enjarify Public ® Watch 36 ~

forked from google/enjarify

¥ master ~ ¥ 2branches © 4 tags Go to file Add file ~

This branch is 15 commits ahead, 2 commits behind google:master. 19 #20
i- Storyyeller Handle primative const-class (#12) 17 6364dfb on Mar 7,2020 YO 78 commits
f  enjarify Handle primative const-class (#12) 3 years ago
M tests Adjust test2 to pass 7 years ago
D .gitattributes Add change-detector script 8 years ago

[ .gitignore ignore all output jars 7 years ago



ATtaka. O6dyckauusa. Enjarify s

Swali Bafte_code_ Java
class public class LStartdetivity; class StactActiity exterds Activity §
super Leom.android. Activity; EV\AO\P ;Pl/ = void onCreate() ¢
source 'StartActivity.kt” 3

a Z 0
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ATtaka. O6dyckauma. Enjarify. PesynbraTt

Java

~

¢

\7

interface RetrofitService £

boolean sendDatalint data)

~

74
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3auwumTta. loBHoKoOL

Class

~

Delego:t eClass

Fac‘tort/

Callback

~

h

SuperC lassj/

R > for
p [ 5 -> for (5)
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ATaka. loBHokoa. U3aMeHeHUe noBeaeHusa

60

a )

Dele,go:te,C lass
\ Gy it/
7777

Callback >
\_ J

Supe_rClo.ss
Homaxgodom,wﬁ
‘ i® > for I /
5 -> for (5)
\_ J
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NaMeHeHUe noeeageHus

e

(Serigt 7
val i = 12 / 0

k J val ¢ = s.swze

pﬁn‘tln("Size $3")

% 7
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N3MeHeHUue noBeaeHud. Breakpoint

IDE

b=




N3MeHeHUue noBeaeHud. Breakpoint

class TestDebugClass {

fun number(isOne: Boolean): String {
val number = if (isOne) "1" else "2"
return number

64
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N3MeHeHUue noBeaeHud. Breakpoint cs

ivents ~/GlobalEvents il class TestDebugClass {
2
3 fun number(isOne: Boolean): String {
4 val number :String = if (isOne) "1" else "2"
ain .
. 5 RN return number
kotlin
TestDebugClass.kt:5
Enabled
| Suspend: («) All Thread
Condition: Kotlin
Log: "Breakpoint hit" message Stack trace Instance filters:
Evaluate and log: Kotlin~
[number‘ = "3" v |
- Class filters:
Remove once hit
Disable until hitting the following breakpoint:
Pass count:
<None> v
After hit: (e) Disable again Leave enabled
Caller filters:

|
| 0
:ne/bin/java o A LI.VIaH

More ({$38F8) Done



N3MeHeHune noBeaeHus. Breakpoint

IDE

4

\

([ : Script

val number = 3

\_

~
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Debug vs Release

IDE

)

de_laug

[y

release

k! J
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Frida. Apxutektypa L

; Your tool ; . Targetapp .--.;
] —— 1 ' I

' N ! . H
: : : . -~ ' :
: / Script : ; your-script.js N E P4
; | object ' =
E . 5 E Consumes GumJS' JavaScript API E
' P - N ' '
: ‘ bt ' :
5 LA 5 : =
: Y] : il
' ] - frida-agent D n
; : : Shared lbrary injected by fridg-core |\ ,E/
: frida-n ! ! Vala & C S
E JavaScript & C++ E E E
: : - gumijs :
¢ p2p DBus across Cr+(V8)
' 1 platform-specific transport |1 .
frida-core " v :
: (C AP\, statically linked) ; ' frida-gum :
: < Ctmm :
: vala&c . & . :
: "o B ) S Sy : :
: ~ . \ : -
: =2 ' € ) : :
................................... ot

Bi-directional exchange of JSON messages.
E.g. your-script js calls send(1234), which transmits:
{ "type": "send", "payload": 1234 }
Unhandled exception transmits:

{ "type": "error", ... }

o
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Frida. MogMeHa

Frda

70

K

interface RetrofitService §

boolean sendDatalint data)
$

-

/h\

-

interface HookClass ¢

) boolean sendDatalint data)
$

. ;




Frida. Mpumep. NepeonpepenaemM KNuK

Java.perform(() => {
const MainActivity = Java.use('ru.cian.MainActivity');

const onClick = MainActivity.onClick;
onClick.implementation = function (view) {
onClick.call(this, view);
// TokasbiBaem Toast
If
};

71



Frida. Mpumep. Nepeonpepensaem noKaLluio

Java.perform(() => {
var Location = Java.use('android.location.Location');
Location.getlLatitude.implementation = function() {
return LATITUDE;
}
Location.getlLongitude.implementation = function() {
return LONGITUDE;

1)

72
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ATaka. loBHOKO[

Hanago&olu,wﬁ
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ATaka. lToBHokopa. Stacktrace

Java.perform(() => {
var log = Java.use("android.util.Log"),
var exception = Java.use("java.lang.Exception");
console.log(log.getStackTraceString( exception.$new()));

})

75
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ATtaka. lToBHokopa. CtaHAapTHbIe 6UG/INOTEKMH 79

-

y

\%

Del e,go:t eClass

~

e

\%

J
R
Callback

Supe,r(.‘. lass

2

WP > for M

1

~

\%

5 -> for (5)

\—>( OkHtte ]

;>{ Retrofit ]
N
9[ Room
J
I
%&’mdf‘dd SDK
%&f ava Stlib J

-
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ATaka. Frida. BHegpsieM ckpunT .

()

frida-core j—§

\_ & 7

-~

interface RetrofitService §

boolean sendDatalint data)
$

4
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ATtaka. Frida. BHeapsaem cBou noru B OkHttp

[ Super‘Lijn‘ter‘cep‘torJ

N
=
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ATtaka. Frida. [loBepsemM BceM cepTudmkKatam

Java.perform(() => {

var array_list = Java.use("java.util.ArrayList");
var ApiClient = Java.use('‘com.android.org.conscrypt. TrustManagerimpl');

ApiClient.checkTrustedRecursive.implementation = function(a1, a2, a3, a4, a5, ab6) {

var trusted = array_list.$new();
return trusted;

1;

79









3auumTta C++

Frida

(
C++

-

class Signa‘buf‘e_He_lpe,r 7

S‘tﬁng s?gv\(S'tﬁng oﬁginal)

$
C’(’

\
.

class Signa'ture_He_lper g

S‘tﬁng sigv\(stﬁng oﬁg;na[)

}
&

82
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3awumTta C++, 3aayMKa

1234~

~

¢

\_

class Signod;ureHelpef s

S‘tﬁng 533n(5‘tﬁv\3 oﬁgino\l)

83
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3awumTta C++. Ko a4

std::string SignatureHelper::createSignature(std::string inputString) {
std::string outputString = std::string();
for (int i = 0; i < inputString.size(); i++) {
outputString[i] = inputString[i] + 1;
}

return outputString;
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3awumTta C++. Koa. IJNI o
Java_com_princeparadoxes myapplication MainActivity signature(

IJNIEnv* env,

jobject jobj,

jstring inputString) {

jboolean isCopy;
const char *stdString = (env)->GetStringUTFChars(inputString, &isCopy);

SignatureHelper helper = SignatureHelper();
std::string signature = helper.createSignature(stdString);

return env->NewStringUTF(signature.c_str());
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C++. JNI. ATaka. Bbi3biBaeM MeTo

- g 5
m IDE |= .
cryet o__lib.so
7 &

\J K S?gna‘t ure j J

N\
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C++, Jlornka

]

e B

[LI DE crypto__hb.so

\)

|
/ - ’/Nfﬁ signo\‘t ure J%

N

%
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C++. Jlornka. 3aayMKa

/

4

class Signo\tureHelpef s

S‘tﬁv\g sign(S‘tﬁng oﬁgino\l)

91
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C++. Jloruka. Ko o

std::string SignatureHelper::createSignature(std::string inputString) {
std::string outputString = std::string();
for (int i = 0; i < inputString.size(); i++) {
outputString[i] = inputString[i] +
android_get device_api_level();
}

return outputString;

o
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C++. lekoMnMuUauua

~
0101 1010 OO1
1100 1010 0100
1001 0110 1001
0101 1010 0011
1100 1010 0100

1001 0110 1001
\_

~

/\Decompile_ ~_7

_/

C++

o
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C++. lekomnunauuda. IDA

Library function [l Regular function
Ed Functions 0o & x

Function name

Fd std::__ndk1::addressof<char const>(char ¢

Fd SignatureHelper::createSignature(std::_n:

B4 std::__ndk1::basic_string<char,std::__ndk1
@ android_get_device_api_level(void)

asic_string<char,std::__ndk1

:__ndk1

asic_string<char,std::__ndk1
__compressed_pair<st
::__compressed_pair_elem<stc
asic_string<char,std::__ndk1
asic_string<char,std::__ndk1
asic_string<char,std::__ndk1
asic_string<char,std::__ndk1
asic_string<char,std::__ndk1
I std::  ndki:pointer traits<char *>::pointe
Line 28 of 832

Graph overview

IDA - libmyapplication.so /Users/d.perevalov/Downloads/libmyapplication.so

Instruction [l Data Unexplored External symbol Lumina function

x U@ IDAView-A B HexView-1 4] Structures
var_24= dword ptr
z qword ptr
word ptr
= byte ptr
= qword r
qword ptr

tring ptr

H unwind // __gxx_personality_vo
push t

mov

sub

LY

mov

LY

mov

mov

LY

mov

LY +var_11],

call _ZNSt6__ndk112basic_stringIcNS_11lchar_traitsIcEENS_9allocatorIcEEEC2Ev
: 1

i try {

call _ZL28android_get_device_api_levelv
mov [ X

i Y/

mov

jmp

100.00% (700,448) (984,294) 00020280 0P00000000020280: SignatureHelp: reateSignature(std::__ndkl

Please check the Edit’/’ﬁu;’insilﬁenu for more information.

Propagating type information

Function argument information has been propagated
The initial autoanalysis has been finished.

IDC

idle Down Disk: 97GB

] Imports = Exports

asic_string<ch (Synchronized with Hex View-1)
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C++, JekoMnunauumsa. Pe3synbTaT o6

push rbp

mov rbp, rsp

sub rsp, 60h

mov rax, rdx

mov [rbp+shift], rdi

mov [rbp+var_11], ©

mov rdi, [rbp+var _38] ; this
call __ZN15SignatureHelper8getShiftEv
mov ecx, eax

mov [rbp+var 2C], ecx

jmp $+5
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C++, lekoMnunauusa. LLnkn

mov
add
mov

jmp

eax, [rbp+var_ 28]
eax, 1

[rbp+var 28], eax
loc _203B3
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C++,. lekoMnunauuma. LLMKn a8

.ésic_stringIcNS_llchar_traitsIcEENS_gal1acatorIcEEEdsxzeEv

rdi, [rbp+

rsi, [rbp+ 28] ; __pos

_INSt6__ndkl12basic_stringIcNS_11c! 1tsIcEENS_9allocatorIcEEEixEm
rdi, [rb 8] ; this

asic_stringIcNS_lichar_traitsIcEENS_Y9allocatorIcEEEixEm
[rbpsvar_59]
1

loc_20383

loc_2043B:

mov rax, [rbp+var
add

pop

retn




C++, JekoMmnunauusa. getShift

push rbp

mov rbp, rsp

sub rsp, 10h

mov [rbp+var 8], rdi

call _ZL28android_get_device_api_levelv
mov [rbp+var C], eax

mov eax, [rbp+var_C]

add rsp, 10h

pop rbp

retn
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C++. Frida

- N
=1 Prida-core ] = C++
\_ J
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C++. Frida. ATaka Ha CTPOKM

function hook(name, count) {
Interceptor.attach(Module.findExportByName(«libc.so», name), {
onEnter: function(args) {
let bt = DebugSymbol.fromAddress(
Thread.backtrace(this.context, Backtracer.ACCURATE)[O]);
let arg = [];
for (var i = 0; i < count; i++){
try {
arg.push(Memory.readCString(args[i]));
} catch (e) {}

}
if (bt.moduleName.indexOf(«crypto lib.so») !=

console.log(name + '(»' + arg.join('», «

= -1) {
) + '») '+ bt);

IDE
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C++, Frida. ATaka Ha CTPOKM

function makeHooks () {
hook («strcmp», 2);
hook («strncmp», 2);
hook («strncpy», 2);
hook(«strcat», 2);
hook(«strchr», 1);
hook («strcpy», 2);
hook(«strlen», 1);
hook («strrchr», 1);
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C++. Frida. U3HauyanbHas noruka

~

J

V\Qﬁdo\
N—7|

104

a =
1+3="P
A+ 3 =Q
3+3 =R
4 + 31 =5

N 4
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C++. Frida. BbirnaauT CUJIbHO CJI0)KHee

Frida

Java

o
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C++. MOXXHO MATU AanblLue

C++ /\[ OS¢chal&wﬁ M Assewmbler

[ roBHoKog

Jorwka
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3aKnr4yeHume




NpunoXxeHue He 3alUUTUTDb




Ho cToUT NbiTaTbCcA. PeAKO aTaKYyIOT TOJIbKO BacC

g H ANAGato
—

o

wit

@ J
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CgB\M‘w
roBHoKog

C+a+

YpPOBHU 3aLLUUNTDI
HTTPs



OWASP

OWASP MASVS

MASVS

Mobile Application Security
Verification Standard

OWASP MASTG

MASTG

Mobile Application Security
Testing Guide

OWASP MAS Checklist

Mobile Application Security Checklist
MASVS-STORAGE: Storage

‘The app securely stores sensitive data

Keyboard Cache Is Disabled for Text Input Fisids

~  MASVS-PLATFORM ~

@ owasp

MASVS-CODE +  MASVS-RESILIENCE

1M1




OcHoBa 3awuTbl Ha backend
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