Bacunbes Erop

Positive Technologies

Tectnposatb Helm-4apTbl
4yem UX NUCaTb



- DevOps

- PaboTan B KpynHbIX MeKAYHAPOAHbIX
KomnaHuax (Veeam Software, JetBrains,
Huawei)

- Bepy TexHuuyeckum bnor



http://blog.bissquit.com

Ayantopus

- QA-uHKeHepbl Ntoboro ypoBHs, He pabotaswue ¢ Kubernetes 1 Kotopbim
He NPUXOAUN0CH CTa/IKUBATbLCA C TECTUPOBAHUEM UHPPACTPYKTYPbI, HO
KOTOPbIM OYEHb XOUETCA BAUTLCA B TEMY

- WHKeHepbl pa3HbIx cneunanmsaumi (dev, ops, other), KoTopble XOTAT
NMOBbICUTb KayecTBo cBoux Aensoes B Kubernetes



KaK BO3HMKMNA naea A0KN1aaa

QA TecTMpYHOT NPUNONKEHMSA, HO MAJIO KTO TECTUPYET MHPPACTPYKTYpPY, XOTA

MHOTAa KayecTBO MHPPACTPYKTYPbI BAMAET Ha
CTabunbHOCTb PaboTbl NPUNOKEHUA AarxKe bonblue,
4Yem KauyecTBO CaMOro NMPUNOXKEHUSA



O yem NOroBopUM?

Y10 Takoe Helm
Co3gaanm vyapTt
Y3Haem KaK TeCTUpoBaTb YapThbl
[loaroToBUM OKpYyXKeHue
Moaennonm 4yapT B Knactep Kubernetes
Co3gaamm nanmnaauH
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Y10 Takoe Helm

Kak 310 BUAUT odnLManbHan AOKYMEHTaLUA:

The package manager for Kubernetes, CNCF graduated

T T CLOUD NATIVE

L. o COMPUTING FOUNDATION




Y10 Takoe Helm

KaK 3To BUAMM Mbil:
LLlabnoHusatop c GO templates nog, Kanotom,

KOTOPbI NO3BONAET CAENATb MHOXECTBO rPOMO34KNX
yaml-maHudectoB Kubernetes 6onee rubkmumum ana
AEennos B pa3Hble OKPYHKEHUA




Y10 TaKkoe Helm

apiVersion: vl
kind: Service
metadata:
name: rate-limits-exporter
labels:
app.kubernetes.io/name: rate-limits-exporter
spec:
type: ClusterIP
ports:
- port: 80
targetPort: http
protocol: TCP
name: http
selector:
app.kubernetes.io/name: rate-limits-exporter



Y10 TaKoe Helm

apiVersion: vl
kind: Service

metadata:
name: {{ include "rate-limits-exporter.fullname" . }}
labels:
{{- include "rate-limits-exporter.labels" . | nindent 4 }}
spec:
type: {{ .Values.service.type }}
ports:

- port: {{ .Values.service.port }}
targetPort: http
protocol: TCP
name: http
selector:

{{- include "rate-limits-exporter.selectorLabels" . | nindent 4 }}

10



Y10 TaKoe Helm

1 -
-
2 -
-
-

{{-
-
{{-
{{-
-
{{-

_helpers.tpl

define "rate-limits-exporter.fullname" -}}
if .Values.fullnameOverride }}

Values. fullnameOverride | trunc &3 | trimSuffix "-" }}
else }}
$name := default .Chart.Name .Values.nameOverride }}

if contains $name .Release.Name }}

.Release.Name | trunc 63 | trimSuffix "-" }}

else }}

printf "%s-%s" .Release.Name $name | trunc 63 | trimSuffix "-" }}
end }}

end }}

end }}

11



Y10 TaKkoe Helm

apiVersion: vl
kind: Service

metadata:
name: {{ include "rate-limits-exporter.fullname" . }}
labels:
{{- include "rate-limits-exporter.labels" . | nindent 4 }}
spec:
type: {{ .Values.service.type }}
ports:

- port: {{ .Values.service.port }}
targetPort: http
protocol: TCP
name: http
selector:

{{- include "rate-limits-exporter.selectorLabels" . | nindent 4 }}

12



Y10 TaKkoe Helm

values.yaml

service:
type: ClusterlIP
port: 80

13



Co3aaem YapT




Co3paem YapTt

Mpumep: KAaCTOMHbIM 3KCnopTep MeTpuK ana Prometheus - rate-limits-exporter
(noKa3bIiBaeT NAMMMUTbI NO KONINMYECTBY CKauMBaHM ob6pa3os DockerHub)

What's the download rate limit on Docker Hub?

Docker Hub limits the number of Docker image downloads, or pulls, based on the account type of the user

pulling the image. Pull rate limits are based on individual IP address.

User type Rate limit
Anonymous users 100 pulls per & hours per |P address
Authenticated users 200 pulls per & hour period

Users with a paid Docker subscription [ Up to 5000 pulls per day
15



Co3paem YapTt

- YctaHosum Helm
- BbizoBem KomaHay helm create <chart-name> gns co3gaHmAa HaYaNbHOM
CTPYKTYPbl KaTa/noros

Welcome to Heisenbug 2024 Autumn
» conference helm create rate-limits-exporter
Creating rate-limits-exporter
» conference cd rate-limits-exporter

> rate-limits-exporter ||

32
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Co3paem YapTt
Obuwaa nHbopmauma o Yyapte (aBTopbl, BEPCUUN, ONUCAHUE)

Welcome to Heisenbug 2024 Autumn

»+ rate-limits-exporter ls
Chart.yaml charts templates values.yaml
» rate-limits-exporter |

X3#2

17



Co3paem YapTt
JTtobble gpyrmne 4yapTbl, OT KOTOPbIX HALL YapT 3aBUCUT

Welcome to Heisenbug 2024 Autumn

»+ rate-limits-exporter ls
Chart.yaml charts templates values.yaml
» rate-limits-exporter |

X3#2

18



Co3paem YapTt

_.

.-,

LLlabnoHbl Hawero YapTa ( + values.yaml = Kubernetes manifests)

Welcome to Heisenbug 2024 Autumn

rate-limits-exporter ls
Chart.yaml charts templates values.yaml
rate-limits-exporter |

X3#2

19



Co3paem YapTt
KoHdurypaumsa yapTa no yMOYAHMUIO

Welcome to Heisenbug 2024 Autumn

»+ rate-limits-exporter ls
Chart.yaml charts templates values.yaml
» rate-limits-exporter |

X3#2

20



Co3paem YapTt

LICENSE - Hdopmauma o AinueH3um
README.md - foKymeHTaumA K YapTy

values.schema.json - cxema ¢opmata json, onucbiBaeT CTPYKTYpY values.yaml

crds/ - kaTtanor c Custom Resource Definitions

21



Co3paem YapTt

3aMeTKM Nnoc/ie ycrnelwHon YyCTaHOBKM YapTa

Welcome to Heisenbug 2024 Autumn N¥#2

» rate-limits-exporter ls templates
NOTES.txt deployment . yaml ingress.yaml serviceaccount . yaml

_helpers.tpl hpa . yaml service.yaml tests
» rate-limits-exporter |

22



Co3paem YapTt

dannbl ¢ _ B Hayase coaepKaT Nepemncnosibayemblit Kog,

Welcome to Heisenbug 2024 Autumn N¥#2

» rate-limits-exporter ls templates
NOTES.txt deployment . yaml ingress.yaml serviceaccount . yaml

_helpers.tpl hpa . yaml service.yaml tests
+ rate-limits-exporter |

23



Co3paem YapTt

Marua Helm gnsa tectMpoBaHMs 4apToB

Welcome to Heisenbug 2024 Autumn N¥#2

» rate-limits-exporter ls templates
NOTES.txt deployment . yaml ingress.yaml serviceaccount . yaml

_helpers.tpl hpa . yaml service.yaml tests
» rate-limits-exporter |

24



Co3paem vapTt

Mpumep Helm-yapTta Ha GitHub

25



KaK TecTupoBaTb YapThbl



TectnpoBaHue YapTa

HaBepHsKa Ham NoHagobuTca rotosbi Knactep Kubernetes

Cron! 1o 3TOro MOMEHTa Mbl MOXEM UCMNO/Ib30BaTb ELLE MHOMXECTBO
MHCTPYMEHTOB, He CTOMT 3aberaTtb Brnepes,

27



KaK TectTnpoBaTtb

BcTtpoeHHble nHcTpymeHTbl Helm



TectnpoBaHuMe YapTa

- poBepum, a cnocobeH nn Helm helm template <chart-name>
cAenaTb peHaep Halero 4yapTa

- Ecnn Bce xopouwo, Ha Bbixoae
NONy4YnUTE rOTOBbIE K AENI0H0
MaHubecTbl

helm template.

Welcome to Heisenbug 2024 Autumn CH3

+ rate-limits-exporter helm template . --debug
install.go:222: [debug] Original chart version: ""
install.go:239: [debug] CHART PATH: /Users/egorvasilyev/docs/conference/rate-limits-exporter

Error: parse error at (rate-limits-exporter/templates/deployment.yaml:4): unexpected "{" in command
2 . F P pLOY 3 y P L
helm.go:84: [debug] parse error at (rate-limits-exporter/templates/deployment.yaml:4): unexpected "{"
- - F b b . F i
1n command
+ rate-limits-exporter ||




TectnpoBaHuMe YapTa

- [one3Hbin BCTPOEHHbIN MHCTPYMeHT - helm lint, KoTopbI NpoBepuT YapT K
BblAACT KPUTUYECKME OLINOKKN, eCM YapT HE CMOXKEeT NoAEeNI0UTbLCA

Welcome to Heisenbug 2024 Autumn N¥#2

» rate-limits-exporter helm lint
==> Linting .
[ERROR] Chart.yaml: version should be of type string but it's of type floatb4

Error: 1 chart(s) linted, 1 chart(s) failed
» rate-limits-exporter |

A euwe helm lint nposeput cootBetcTBme cxeme values.schema.json

30



TectnpoBaHuMe YapTa

- Ecnm 4yapTt He cOOTBETCTBYET NPUHATHIM COrNalleHNAM U PEKOMEHOALMUAM,
helm lint BbigacT npeaynpexaenue

Welcome to Heisenbug 2024 Autumn 3
+ rate-limits-exporter helm lint
==> Linting .
LINFO] Chart.yaml: 1con 1s recommended
[WARNING] templates/service.yaml: object name does not conform to Kubernetes naming requirements: "A-
test-release-rate-limits-exporter": metadata.name: Invalid value: "A-test-release-rate-limits-exporte

r': a DN$-1@35 label must consist of lower case alphanumeric characters or '-', start with an alphabe
tic character, and end with an alphanumeric character (e.g. 'my-name', or 'abc-123', regex used for
validation is '[a-z]([-a-z@-9]*[a-z@-9]1)7")

1 chart(s) linted, @ chart(s) failed
» rate-limits-exporter [

31



KaK TectTnpoBaTtb

Banngauma cxembl



TectnpoBaHMe YapTa

Kubeconform

|

Kubeconform is a Kubernetes manifest validation tool. Incorporate it into your CI, or use it
locally to validate your Kubernetes configuration!

33



TectnpoBaHMe YapTa

spec:
thisFieldDoesntExist: "some-data"
{{- with .vValues.imagePullSecrets }}
imagePullSecrets:
{{- toYaml . | nindent 8 }}
{{- end }}

{{- if .Values.serviceAccount.create }}

serviceAccountName: {{ include "rate-limits-exporter.serviceAccountName"
{{- end }}

securityContext:

.}

34



TectpoBaHue YapTa

helm template . | kubeconform -summary erbose

[ NCN ) Welcome to Heisenbug 2024 Autumn 382

)-» rate-limits-exporter helm template . | kubeconform -summary -strict -verbose

stdin - ConfigMap release-name-rate-limits-exporter-autotests is valid

stdin - ServiceAccount release-name-rate-limits-exporter is valid

stdin - Service release-name-rate-limits-exporter is valid

stdin - Secret release-name-rate-limits-exporter is valid

stdin - Deployment release-name-rate-limits-exporter is invalid: problem validating schema. Check ]SO
N formatting: jsonschema: '/spec/template/spec' does not validate with https://raw.githubusercontent.
com/yannh/kubernetes-json-schema/master/master-standalone-strict/deployment-apps-vl. json#/properties/
spec/properties/template/properties/spec/additionalProperties: additionalProperties 'thisFieldDoesntE
xist' not allowed

stdin - Pod release-name-rate-Limits-exporter-autotests 1s valid

stdin - Pod release-name-rate-limits-exporter-test-connection is valid

Summary: 7 resources found parsing stdin - Valid: 6, Invalid: 1, Errors: @, Skipped: @

)+ rate-limits-exporter echo $?

1

)+ rate-limits-exporter ||

35



KaK TeCcTupoBaTh

CTaTMyecKne aHann3aTopobl



TectnpoBaHuMe YapTa
kube-score

4 &

release v1.18.0 OGithubﬂu’S P3N downloads RESMEE License MIT

kube-score is a tool that performs static code analysis of your Kubernetes object definitions.

The output is a list of recommendations of what you can improve to make your application more secure and
resilient.

You can test kube-score out in the browser with the online demo (source).

37



TectnpoBaHuMe YapTa

L 4 S 4
7 / kube-score

AL elas object Zif'iii'_;:‘-'. S with rec

dations for mproved reliability and

kube-score is a ool that does static code a

WO Can i

alysis of your Kubernales object definitions. The oulput is a list of

racommandations of what

owvi 1o make your applicat Tong secune and rasilient

kube-score is ppen- r md available under the MIT-licen ol nfgrmaticn about
on GitHub. Use this we

how 1o use kub:

S0M inth

e-300me, see Zeglkube-score
b g

2 1D 2asily [85] HuDe-gCore, |\

tion YAML or

apiVersion: apps/vl
kind: Deployment
metadata:
nose: stotefulset-test-1
SpEC
template:
metadata:
—) labels:
app: foo
spec:
containers:
- nase: foobar
image: foo:bar
api¥ersion: policy/vibetal
kind: PodDisruptionBudget

e Lk &
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TectnpoBaHuMe YapTa

NpeHTudnKaTop NpoBepKU OnucaHue

\ Lenb
[1s] Target _ Description / Enabled

Makes sure that all Deployments targeted by service use
~gt faul
deployment-strategy Deployment RollingUpdate strategy defautt

deployment-raplicas Deployment Makes sure that Deployment has multiple replicas default
ingress-targets-service Ingress Makes sure that the Ingress targets a Service default
cronjob-has-deadline CronJob Makes sure that all CronJdobs has a configured deadline default
crenjob-restartpolicy CronJob Makes sure Crondobs have a valid RestartPolicy default

Makes sure that all pods have resource limits and requests set.
COntainer-resources Pod The --ignore-container-cpu-limit flag can be used to disable the  default
requirement of having a CPU limit

container-resource- Pod Makes sure that all pods have the same requests as limits on outianal
£ I
requests-equal-limits respurces set, P
container-cpu-requests- Bod Makes sure that all pods have the same CPU requests as limits octional
equal-limits set, v
container-memory- Pod Makes sure that all pods have the same memory requests as aptional
requests-equal-limits limits set. P

e R B Pl bdalean aicen bak o sorellall san lobask bam I omaad ollaioi e



TectnpoBaHuMe YapTa

kube-score score |—-ignore—test pod-networkpolicy

OR

apiVersion: vl
kind: Pod
metadata:
name: "{{ include "rate-limits-exporter.fullname" . }}-test-connection"
labels:
{{- include "rate-limits-exporter.labels" . | nindent 4 }}
annotations:
"helm.sh/hook": test
“"kube-score/ignore": container-ephemeral-storage-request-and-Llimit, pod-probes

40



TectnpoBaHuMe YapTa

helm template . | kube-score score -

Welcome to Heisenbug 2024 Autumn

+ rate-limits-exporter helm template . | kube-score score -

. Container has the same readiness and liveness probe
Using the same probe for liveness and readiness is very likely
dangerous. Generally it's better to avoid the livenessProbe than

re-using the readinessProbe.
More information: https://github.com/zegl/kube-score/blob/master/README_PROBES.md

- The pod does not have a matching NetworkPolicy
Create a NetworkPolicy that targets this pod to control who/what
can communicate with this pod. Note, this feature needs to be
supported by the (NI implementation used in the Kubernetes cluster

to have an effect.




TectnpoBaHuMe YapTa

ARE COMING

42



KaK TectTnpoBaTtb

[TpoMeXKyTOUYHbIe NUTOTU



TectnpoBaHuMe YapTa

nelm template
nelm lint
kubeconform
kube-score

NHCTpYyMeHTbl ANnA
TECTMPOBAHMA YapTa
JIOKanbHO be3
HeobxoaAMMOCTU
NEenonTb B KnacTtep
Kubernetes

44



KaK TectTnpoBaTb

[OTOBUM OKpY*eHune



[OTOBUM OKpY*KeHune

bernetes

Cloud conbrol ler

[persisterce store)

46



[OTOBUM OKpY*KeHune

Kubernetes Cluster

Magic

Apxutektypa Kubernetes

User

47



[OTOBUM OKpY*KeHune

Ham noHagobwuTcA:

- kubectl
- kind

48



[OTOBUM OKpY*KeHune

kubectl - Kubernetes command-line tool

supported within one minor version (older or newer) of kube-apiserver (kube-
apiserver is at 1.30 - kubectl is supported at 1.31, 1.30, and 1.29)

https://kubernetes.io/releases/version-skew-policy/

49



[OTOBUM OKpY*KeHune

kind - Kubernetes in Docker - nHcTpymeHT ana 3anycka kKnactepos Kubernetes
NNOKaNbHO C UCNO/Ib30BaHMEM KOHTenHepoB Docker

50



[OTOBMM OKpYKeHue

kind create cluster F-image kindest/node:v1.28.9

Welcome to Heisenbug 2024 Autumn H3

+ rate-limits-exporter kind create cluster --image kindest/node:v1.28.9
Creating cluster "kind"
+ Ensuring node image (kindest/node:v1.28.9) |H
+ Preparing nodes ¥
/ Writing configuration i
+ Starting control-plane [
+ Installing CNI
+ Installing “ruraqf-t_la:.:. -
Set kubectl context to "kind-kind"
You can now use your cluster with:

kubectl cluster-info --context kind-kind

Have a question, bug, or feature request? Let us know! https://kind.sigs.k8s.io/#community @
» rate-limits-exporter ||




[OTOBMM OKpYKeHue

kubectl cluster-info --context kind-kind
kubectl get node

Welcome to Heisenbug 2024 Autumn a3

rate-limits-exporter kubectl cluster-info --context kind-kind
(wbernetes control plane is running at https://127.0.0.1:52591
DNS 15 running at https://127.0.0.1:52591/ap1/v

v1l/namespaces/kube-system/services/kube-dns:dns/pro

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.
+ rate-limits-exporter kubectl get node

NAME STATUS  ROLES AGE VERSION

kind-control-plane  Ready control-plane 2m7s v1.28.9

+ rate-limits-exporter I

OKpy*eHne rotToBo, MOXXHO NpPoao/KaTb!
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KaK TectTnpoBaTtb

ennonmyapTt



[lennonm vapT

- Wcnonb3zyem helm upgrade —install helm upgrade \

NNA YyCTaHOBKM YapTa --install \

- KomaHga helm install toxe 1 --namespace awesome-app \
NoAXoAuT, HO NPU NOBTOPHOM 2 --create-namespace \
BbINONHEHUNN MOABUTCA OLLMOKA, 3 --values values.yaml \
MOCKO/IbKY Tako Helm-yapT yske 4 --wait \
6yaeT npucyTCcTBOBaTbL rate-limits-exporter .

/

54



[lennonm vapT

Welcome to Heisenbug 2024 Autumn

+ rate-limits-exporter helm upgrade --install --namespace awesome-app --create-namespace --values va
lues.yaml --wait rate-limits-exporter .
Release "rate-limits-exporter" does not exist. Installing it now.
NAME: rate-limits-exporter
LAST DEPLOYED: Fri Aug 23 22:15:48 2024
NAMESPACE : awesome-app
STATUS: deployed
REVISION: 1
NOTES:
1. Get the application URL by running these commands:
export POD_NAME=3%(kubectl get pods --namespace awesome-app -1 "app.kubernetes.io/name=rate-limits-e
xporter,app.kubernetes.io/instance=rate-limits-exporter” -o jsonpath="{.items[@].metadata.name}")
export CONTAINER_PORT=%(kubectl get pod --namespace awesome-app $POD_NAME -o jsonpath="{.spec.conta
iners[@].ports[@].containerPort}")
echo "Visit http://127.0.0.1:8080 to use wour application”
kubectl --namespace awesome-app port-forward $POD_NAME R@E0:$CONTAIMER_PORT
+ rate-limits-exporter ||




[lennonm vapT

- [lpoBepum Kakune pecypcbl bbinn co3aaHbl B KiacTepe
- BoinonHum kubectl get, ykaxkem npocTpaHCTBO MMEH U TMNA pecypca

Welcome to Heisenbug 2024 Autumn 3

+ rate-limits-exporter kubectl --namespace awesome-app get all
NAME READY  STATUS RESTARTS  AGE
pod/rate-limits-exporter-64b8f47764-wgb6® 1/1 Running @ 18m

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S)
service/rate-limits-exporter ClusterIP 10.96.139.125 <none> BO/TCP

NAME READY  UP-TO-DATE  AVAILAELE  AGE
deployment.apps/rate-limits-exporter 1/1 1 1 18m

MNAME DESIRED CURRENT READY AGE
replicaset.apps/rate-limits-exporter-64b8f47764 1 1 1 18m
+ rate-limits-exporter ||




[lennonm vapT

- Ba*XHO NOMHUTb, YTO Helm XPaHUT COCTOAHUNE

- Helm 3 genaet 310 N0 YMO/YaHUIO B CEKPETAX TOro HEMMCNelca, Kyaa
NenionTcs YapT

- Helm 2 penan 3Tto no-apyromy

Welcome to Heisenbug 2024 Autumn N¥#2

_.

rate-limits-exporter kubectl --namespace awesome-app get secrets

NAME TYPE DATA
rate-limits-exporter Opaque 0

sh.helm.release.vl.rate-limits-exporter.vl helm.sh/release.vl
sh.helm.release.vl.rate-limits-exporter.vZ helm.sh/release.vl
+ rate-limits-exporter ||

5/



KRaK TectTnpoBaTthb YapT



Tectnpyem vapt

- Helm nmeet BCTPOEHHbIN
MHCTPYMEHT TeCTUPOBAHUA
YapToB

- OcHOBaH Ha mexaHuU3me XYKOB,
KOTOpPble 3anyCKatoTca npwm
HaACTYNAeHUN onpeaesieHHbIX
cobbITUI

- Hac uHTepecyeTr KOHEeYHO Xe
cobbiTne test

Annotation
Value

pre-install

post-install

pre-delete

post-delete

pre-upgrade

post-upgrade

pre-rollback

post-rollback

Description

Executes after templates are rendered, but before
any resources are created in Kubernetes

Executes after all resources are loaded into
Kubernetes

Executes on a deletion request before any
resources are deleted from Kubernetes

Executes on a deletion request after all of the
release’'s resources have been deleted

Executes on an upgrade request after templates are
rendered, but before any resources are updated

Executes on an upgrade request after all resources
have been upgraded

Executes on a rollback request after templates are
rendered, but before any resources are rolled back

Executes on a rollback request after all resources
have been modified

Itest

Executes when the Helm test subcommand is invoked 59
( view test docs)




Tectnpyem vapt

- O6blyHbIM MmaHndecT Kubernetes
- [onxeH nmetb aHHoTauuio helm.sh/hook: test

- BHyTpu maHudecTa - noa, KOTOpbI 3anycKaeT 3a4a4m
- TecT cunTaeTca ycnewHbIM, €C/IM KOHTeMHep noaa 3aBepLumnaca co ctatycom 0

(exit 0)
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Tectnpyem vapt

MOXHO onpeaennTb CKOIbKO YrogaHo
TECTOBbIX MaHUPecToB

Bce TectoBble MaHUPECTbI AO/IMKHbI
Haxo4uTbcA B KaTanorax templates/
nnun templates/tests/

3anyckaem Tectbl KomaHaon helm test
Helm goxupgaetca ux BbINOJIHEHUA U
BbIBOAUT COOTBETCTBYIOLWMIN CTaTyC

Welcome to Heisenbug 2024 Autumn 32

+ rate-limits-exporter

+ rate-limits-exporter helm --namespace awesome-app

test rate-limts-exporter

NAME : rate-limits-exp

LAST DEPLOYED: Fri Au

NAMESPACE : e-app

STATUS: deple

REVISION: 2

TEST SUITE:

Last Started:

Last Completed:

Phase: 5

TEST SUITE: rate-1
d: Sat Aug 24
xted: Sat A

rate-limits-¢

Succeeded

61



YTO MMEHHO Mbl TeCTUPYEM?



Tectnpyem vapt

Kubernetes cluster

|
I Ingress Service
I
I

1-35-©-0

Ingrgss port Service port App port
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Tectnpyem vapt

Kubernetes cluster

Test POD Service

Service port

KaK byaeT BbirnsaeTb TeCT?
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Tectnpyem vapt

apiVersion: vl
kind: Pod
metadata:
name: "{{ include "rate-limits-exporter.fullname" . }}-test-connection"
labels:
{{- include "rate-limits—exporter.labels" . | nindent 4 }}
annotations:
"helm.sh/hook": test
"kube-score/ignore": pod-probes,container-image-pull-policy,pod-networkpolicy
spec:
containers:
- name: wget
image: busybox:1.36.1
workingDir: /tmp /
command: ['wget']
args: ['{{ include "rate-limits-exporter.fullname" . }}:{{ .Values.service.port }}']

65



A 4YTO Ha cYyeT aBTOTecToB?



Tectnpyem vapt

import os

import re

import requests

from pytest_check import check

url = os.getenv('APP_URL', 'http://0.0.0.0:8080")

e [ne XpaHUTbL?
s S Doso KaK 3anakoBaTb?

check.equal(r.status_code, 200)
check.equal(r.encoding, ‘'utf-8')

def test_metrics():
r = requests.get(f'{url}/metrics’)
assert re.search(r'dockerhub_ratelimit_scrape_error\{.*\} 0|1', r.text)

def test_healthz():
r = requests.get(f'{url}/healthz’)
assert r.text == '0k'

67



Tectnpyem vapt

apiVersion: vl
kind: ConfigMap
metadata:
name: "{{ include "rate-limits-exporter.fullname" . }}-autotests"
labels:
{{- include "rate-limits-exporter.labels" . | nindent 4 }}

# accessing files using helm https://helm.sh/docs/chart_template_guide/accessing_files/

data:

{{- range $path, $_ := .Files.Glob "auto-tests/x" }}
{{ base $path | indent 2 }}: |

{{ $.Files.Get $path | indent 4 }}

{{- end }}
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apiVersion: vl
kind: Pod
metadata:
name: "{{ include "rate-limits-exporter.fullname" ., }}-autotests"
labels:
{{- include "rate-limits-exporter.labels" . | nindent 4 }}
annotations:
"helm.sh/hook": test
"kube-score/ignore": pod-probes,container-image-pull-policy,pod-networkpolicy,container—-security-
spec:
containers:
- name: autotests
image: python:3.9.19-s5lim-bookworm
workingDir: /fopt
command: ["/bin/bash", "-c"]
args: ['python3 -m pip install -r requirements.txt ; python3 -m pytest -v']
env!
- name: APP_URL
value: "http://{{ include "rate-limits-exporter.fullname" . }}:{{ .Values.service.port }}"
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kubectl -namespace awesome-app logs pod/rate-limits-exporter-autotests

Welcome to Heisenbug 2024 Autumn H3

test session starts
platform linux -- Python 3.9.19, pytest-8.3.1, pluggy-1.5.0 -- /usr/local/bin/python3
cachedir: .pytest_cache
rootdir: /opt
plugins: check-2.3.1
collecting ... collected 3 1items

test_rate-limits-exporter.py: :test_status PASSED [ 33%]
test_rate-limits-exporter.py: :test_metrics PASSED [ 66%]
test_rate-limits-exporter.py: :test_healthz PASSED [100%]

3 passed in 4.81s

+ rate-limits-exporter ||
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1

Pure shell

name: 'Install Helm'
uses: azure/setup-helm@v4.2.0 —
with:

version: ${{ env.HELM_VERSION }}

name: 'Install kubectl'
uses: azure/setup-kubectl@v3 —
with:
version: ${{ env.KUBERNETES_CLUSTER_VERSION }}

name: Insta}l klnd'and create Kubernetes cluster GitHub Workflow
uses: helm/kind-action@vl _
with:
version: ${{ env.KIND_VERSION }}
node_image: kindest/node:${{ env. KUBERNETES_CLUSTER_VERSION }}

name: 'Install kube-score'
run: |
curl -Lo ./kube-score.tar.gz https://github.com/zegl/kube-score/i
tar -zxvf kube-score.tar.gz
chmod +x kube-score
sudo mv kube-score /usr/local/bin/
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— name: 'Run Helm lint'
run: |
helm lint chart

- name: 'Run Kubeconform'
working-directory: chart
run: |
helm template . | kubeconform -kubernetes—version ${KUBERNETES_CLUSTER_VERSION//v}

- name: 'Run kube-score checks'
working-directory: chart
run: |
helm template . | kube-score score -

- name: 'Run Helm tests'
working-directory: chart
run: |
helm upgrade \
——install \
——-namespace ${NAMESPACE} \
I N Sta “ ——create-namespace \
—wait \
${CHART_NAME} .

helm —-namespace ${NAMESPACE} \
Test test ${CHART_NAME}
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test-chart

o
v ) Run kube-score checks

n heln template rate-limits-exporter \

rate-linits-exporter -> CPU limit is not set
Resource limits are recommended to avoid resource DDOS. Set
resources. limits.cpu
rate-limits-exporter -> Memory limit is not set
Resource limits are recommended to avoid resource DDOS. Set
resources. linits.memory
rate-linits-exporter -> CPU request is not set
Resource requests are recommended to make sure that the application
can start and run without crashing., Set resources.requests.cpu
rate-limits-exporter -> Memory request is not set
Resource requests are recommended to make sure that the application
can start and run without crashing. Set resources.requests.memory
Container has the same readiness and liveness probe
Using the same probe for liveness and readiness is very likely
dangerous. Generally it's better to avoid the livenessProbe than
re-using the readinessProbe.
More information:
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