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Disclaimer:

No testing «philosophy»
No marketing
Only personal experience
And some open-source projects



Scope of this talk
System programming tools
Compilers, code analyzers
A lot about existing benchmarks
Functional testing (90%)



The price of the mistake of 
system programming tools is extremely high



Problem01



Let’s start from the origins…



How these tools
 usually work

compiler/code analyzer/etc.source code

Text output

Resulted fileExecutionParsing, transpilation, etc.



Just an example
https://github.com/saveourtool/diktat

fun main() {
println("Hello world")
}

Test.kt:

$ ./ktlint -R diktat.jar -F Test.kt
$ ./ktlint -R diktat.jar Test.kt

Test.kt:1:1: [HEADER_MISSING] 
Test.kt:1:1: [PACKAGE_NAME_MISSING]
Test.kt:2:1: [WRONG_INDENTATION] 
Test.kt:2:5: [DEBUG_PRINT]

package com.huawei.test

fun main() {
    println("Hello world")
}



COMPILER’s example
https://clang.llvm.org/

#include <stdio.h>
int main(int argc, char **argv) {
    printf("hello world\n"); 
}

test.c:
$ clang test.c
$ ./a.out

$ clang -fsyntax-only test.c

$ clang test.c -S -emit-llvm -o -

test.c:2:17: warning:

. . .
define i32 @main(i32 %0, i8** %1) #0 {
  %3 = alloca i32, align 4
  %4 = alloca i8**, align 8
. . .

hello world



So we need a very simple, but universal cli-framework.
What else?



Benchmarks and comparison





So we need a bunch of benchmarks, standards and 
test suites 



350,000+
This is how many functional tests are there in GCC. LLVM and Clang 
have mostly same huge test packages. Industrial compilers, like ICC, 

can have 1 mln+ tests



So we need some elastic CI platform that can easily 
make distributed testing in parallel and will be 

optimized for it



A bunch of metrics



Precision and recall



Precision and recall

Roman Poborchiy, Heisenbug 2019



So we need proper dashboards for aggregation of 
results



Existing solutions02



- Commercial tools and commercial test suites

- Custom scripts and test frameworks 

- Millions of not structured tests 

- Recreation of a same wheel again and again

Existing solutions 



BUT





SO





- Common Weakness Enumeration 
(CWE™) is a 
community-developed list of 
common software and hardware 
weakness types

- Weaknesses that could result in 
systems, networks, or hardware 
being vulnerable to attack

:  Main list of weaknesses

https://cwe.mitre.org/data/index.html
https://cwe.mitre.org/data/index.html
https://cwe.mitre.org/data/index.html




+

С/С++ benchmarks 
Mandatory, Required, Advisory guidelines 

More code-style inspections than anything else

Automotor industry and more



CERT SEI



CERT SEI
SER00-J. Enable serialization compatibility during class evolution

class GameWeapon implements Serializable {
   int numOfWeapons = 10;

   public String toString() {
       return 
String.valueOf(numOfWeapons);
   }
}

class GameWeapon implements Serializable {
   private static final long serialVersionUID = 24L;

   int numOfWeapons = 10;

   public String toString() {
       return String.valueOf(numOfWeapons);
   }
}

https://wiki.sei.cmu.edu/confluence/display/java/SER00-J.+Enable+serialization+compatibility+during+class+evolution


“To promote U.S. innovation and industrial competitiveness by 
advancing measurement science, standards, and technology in ways 
that enhance economic security and improve our quality of life.”



/* TEMPLATE GENERATED TESTCASE FILE
Filename: CWE690_NULL_Deref_From_Return/_int64_t_malloc_21.c
Label Definition File: CWE690_NULL_Deref_From_Return.free.label.xml
Template File: source-sinks-21.tmpl.c
//
/*
* @description
* CWE: 690 Unchecked Return Value To NULL Pointer
* BadSource: malloc Allocate data using malloc()
* Sinks:
*    GoodSink: Check to see if the data allocation failed and if not, use data
*    BadSink : Don't check for NULL and use data
* Flow Variant: 21 Control flow: Flow controlled by value of a static global variable. All functions contained 
in one file.
*
*
//

#include <wchar.h>

#ifndef OMITBAD

/* The static variable below is used to drive control flow in the sink function //
static int badStatic = 0;

static void badSink(int64_t * data)
{
   if(badStatic)
   {
       /* FLAW: Initialize memory buffer without checking to see if the memory allocation function failed //
       data[0] = 5LL;
       printLongLongLine(data[0]);
       free(data);
   }
}

. . . 



Standard performance 
evaluation corporation

Alexey Ignatenko, Joker 2022



Standard performance 
evaluation corporation



SPEC

Not only about performance



What else?

lit – LLVM Integrated Tester



// RUN: %clang_cc1 -fsyntax-only -verify -std=c/+11 %s
// RUN: %clang_cc1 -fsyntax-only -verify -std=c/+1y %s 
-DCXX1Y

struct NonLiteral { NonLiteral(); };

// A type is a literal type if it is:

// [C/+1y] - void
constexpr void f() {}
#ifndef CXX1Y
// expected-error@-2 {{'void' is not a literal type}}
#endif

- Python scripts 
- Inline syntax in test sources
- Only cli application 

LIT



Problems of existing solutions

- No universal frameworks

- No aggregation/structuralization of 
benchmarks

- No modern solutions 

- No optimization and automatization 

- We see a good scientific, but low class 
engineering work



SAVE03



How DO we solve it



How to close these gaps

https://github.com/saveourtool/save

Native CLI application that can process readable 
tests with different plugins 

Some specific CI/CD service, that has standard 
benchmarks and executes tests on flexible cluster

https://github.com/saveourtool/save-cloud

https://github.com/cqfn/save
https://github.com/cqfn/save-cloud
https://github.com/cqfn/save
https://github.com/cqfn/save-cloud


Software Analysis Verification & Evaluation 



SAVE-cli



Native application Plugins and reporters 
for test logic 
(processing)

Plugins and reporters should 
have a common interface SARIF

Configuration 
mechanism

01 02

Concept points

02 03

What did we want (and still want) to achieve?

  Kotlin Native Multiplatform
Win/Linux/MacOS

 
Hierarchical inheritance

Logic via config DSL (TOML)



Default plugins

[FIX] plugin

1. Execute tested tool that should be 
tested on the test resource with Test 
suffix in the name

2. Compare the result with the resource 
with Expected suffix in the name



[WARN] plugin

1. Execute tested tool that should be tested on 
the test resource with Test suffix in the 
name

2. Map and Compare the output with special 
metadata 

Default plugins



[general]
    tags = ["documentation", "custom tag", “other tags"]
    description = "Test for diktat - linter and formatter for Kotlin"
    suiteName = "warnings"
    execCmd = "java -jar ktlint -R diktat.jar"
    expectedWarningsPattern = "./ ;warn:(.+):(\\d+): (.+)"

[warn]
    testNameSuffix = "Test.kt"
    actualWarningsPattern="(\\w+\\..+):(\\d+):(\\d+): (\\[.*\\].*)$"
    exactWarningsMatchHasColumn = true
    warningTextHasLine = true

[fix]
    execFlags = "-F"

Common section with the main 
configuration 

Plugins (test execution logic). 
Optional

Configuration



In-file DSL
package com.saveourtool.diktat.test.resources.test.paragraph1.naming.enum_

// ;warn:3:1: [MISSING_KDOC_TOP_LEVEL] all public and internal top-level classes and functions should have 
Kdoc{{.*}}
// ;warn:30: [WRONG_DECLARATIONS_ORDER] declarations of constants and enum members should be sorted{{.*}}
enum class EnumTestDetection {
   // ;warn:$line+1:5: [ENUM_VALUE] enum values should be in selected UPPER_CASE format: paSC_SAl_l{{.*}}
   paSC_SAl_l,

   PascAsl_f
   // ;warn:$line-2:5: [ENUMS_SEPARATED] {.*}} last enum entry must end with a comma

   // ;warn:1:9: {{.*}}[PACKAGE_NAME_INCORRECT_PREFIX] package name should start from company's domain: 
com.saveourtool.save{{.*}}
}



In-file DSL
package com.saveourtool.diktat.test.resources.test.paragraph1.naming.enum_

// ;warn:3:1: [MISSING_KDOC_TOP_LEVEL] all public and internal top-level classes and functions should have 
Kdoc{{.*}}
// ;warn:30: [WRONG_DECLARATIONS_ORDER] declarations of constants and enum members should be sorted{{.*}}
enum class EnumTestDetection {
   // ;warn:$line+1:5: [ENUM_VALUE] enum values should be in selected UPPER_CASE format: paSC_SAl_l{{.*}}
   paSC_SAl_l,

   PascAsl_f
   // ;warn:$line-2:5: [ENUMS_SEPARATED] {.*}} last enum entry must end with a comma

   // ;warn:1:9: {{.*}}[PACKAGE_NAME_INCORRECT_PREFIX] package name should start from company's domain: 
com.saveourtool.save{{.*}}
}



In-file DSL
package com.saveourtool.diktat.test.resources.test.paragraph1.naming.enum_

// ;warn:3:1: [MISSING_KDOC_TOP_LEVEL] all public and internal top-level classes and functions should have 
Kdoc{{.*}}
// ;warn:30: [WRONG_DECLARATIONS_ORDER] declarations of constants and enum members should be sorted{{.*}}
enum class EnumTestDetection {
   // ;warn:$line+1:5: [ENUM_VALUE] enum values should be in selected UPPER_CASE format: paSC_SAl_l{{.*}}
   paSC_SAl_l,

   PascAsl_f
   // ;warn:$line-2:5: [ENUMS_SEPARATED] {.*}} last enum entry must end with a comma

   // ;warn:1:9: {{.*}}[PACKAGE_NAME_INCORRECT_PREFIX] package name should start from company's domain: 
com.saveourtool.save{{.*}}
}



Configuration inheritance

save.toml

save.toml

MyTest.kt

save.toml

MyTest1.kt

Test suite



SAVE-CLOUD











+ How we want to make the 
world a better place 



https://github.com/saveourtool/awesome-benchmarks

https://github.com/saveourtool/awesome-benchmarks




As a conclusion: 
Something else interesting?

Plans?

ML NLP

NIST 
JULIET

[expected] hello world

TOOL

[actual] world, hi!



       Checking warnings in the code

       Checking auto-fixed code

Compilers and their partsStatic analyzers and auto-fixers

      Testing generated IR and generated final code

       Expected behaviour of compiled program

       Warnings and errors in the front-end (parser)

As a conclusion: 
when our approach can be used?



THANK YOU for listening!
https://github.com/akuleshov7
https://github.com/saveourtool

https://github.com/akuleshov7
https://github.com/saveourtool

