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e DevOps n OOM - HensbexxHaqa BCTpe4a
e K10 Takon OOM Killer (n kTO ero HaHan)?
e CKONbKO NaMAaTU B cUCTEME?
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DevOps n OOM - HensbexxHaqa BCTpe4a

KTo Takon OOM Killer (n kTO ero HaHan)?

CKONMbKO NMaMATU B cUCTEME?

YTO Takoe overcommit?

Korga npmxogunt OOM Killer?

Kak OOM Killer BbibupaeT XepTBY?

A KaK cnactucb?

OOM Killer Ha cny)k6e eFe-BerAmtecTBa Kubernetes
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HeunsbexxHble BCcTpeun: dmesg 13

dmesg -T | egrep -i 'killed process'

& ) root@nmn:~

killed process
killed process
killed process

killed process
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killed process
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Heuns6exxHble BcTpeun: OOM Killed
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KTo Takom OOM Killer 15
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e OwmMmbKa Out of Memory, Bo3BpalllaemMada npoueccy rnpwu
HEBO3MOXXHOCTW BblAENNTb MaMATb Ha ero 3anpoc
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e OwmMmbKa Out of Memory, Bo3BpalllaemMada npoueccy rnpwu
HEBO3MOXXHOCTW BblAENNTb MaMATb Ha ero 3anpoc

e CocCTOdaHME, B KOTOPOE NepexoamnT aapo0, Mpu OTCYTCTBUMA
O0OCTAaTOYHOIo KOJIYecTBa CBOOOOHOM MaMATU
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® [OCTyMaeT 3amnpocC Ha BblaeneHne NnamMaTu
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® [OCTYMaeT 3arpocC Ha BblaeNeHMe namMaTu
® [POBEPKa HaNM4ma cBO6OOHOM NaMATU
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® [IOCTYMAaET 3aMnpocC Ha BblOeeHMe naMaTu
® MPOBeEpPKa HATMYMA CBOOBOOHOM MaMATU
o vm_enough_memory()
m -ENOMEM
m ECTb «CBOOOOHAA» MaMATb
® MOXXeT BO3HUMKHYTb cocTogHmMe OOM, Korga He
MONYy4YMNOCH BbIOENNTb MAaMATb
o ybeounTbcs, YTo OENCTBUTENBHO HE XBaTaeT NaMAaTU
o BblIO6paTb Npouecc ang yommucrea
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__vm_enough_memory()

/*

* Sometimes we want to use more memory than we have

*/

if (sysctl _overcommit _memory = OVERCOMMIT_ ALWAYS)
return 0;

if (sysctl _overcommit _memory = OVERCOMMIT_GUESS) {
if (pages > totalram_pages() + total_swap_pages)
goto error,
return 0;

}
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overcommit

e vm.overcommit_ratio - ypoBeHb overcommit (B npoueHTax)
O Mo ymonydaHuw 50
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overcommit

e vm.overcommit_ratio - ypoBeHb overcommit (B npoueHTax)
O Mo ymonydaHuw 50

e vm.overcommit_kbytes - abconwTHoe 3HaueHne oBepKOMMUTA B K6
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overcommit

e vm.overcommit_ratio - ypoBeHb overcommit (B npoueHTax)
o Mno ymon4yaHuw 50

e vm.overcommit_kbytes - abconiwTHoe 3HaueHMe OBepKOMMUTA B K6

e vm.overcommit_memory - cTpaTterus overcommit
o © - OVERCOMMIT_GUESS
o 1 - OVERCOMMIT_ ALWAYS
g2 "= OVERCOMME T NEVER
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overcommit

e vm.overcommit_ratio - ypoBeHb overcommit (B npoueHTax)
o Mno ymon4yaHuw 50

e vm.overcommit_kbytes - a6conwTHOe 3HauyeHWe oOBepKOMMUTA B K6
e vm.overcommit_memory - cTpaTerua overcommit

o @ - OVERCOMMIT_GUESS

o 1 - OVERCOMMIT_ALWAYS

2" OV ERCOMMET NEVER

m swap + ramsovercommit_ratio/100
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Kak ynpaBngaTb overcommit

e echo 1 | sudo tee /proc/sys/vm/overcommit_memory
e sysctl
o vl /etc/sysctl.conf
m vm.overcommit_memory=2
owSysctl -p



__vm_enough_memory()

// Committed memory limit enforced when OVERCOMMIT_NEVER policy 1is

allowed = vm _commit limit();

//

if (!cap_sys_admin)
allowed -= sysctl _admin_reserve_kbytes >> (PAGE_SHIFT - 10);
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vm_commit_limit()
unsigned long allowed;

if (sysctl _overcommit kbytes)
allowed = sysctl _overcommit kbytes >> (PAGE_SHIFT - 10);
else
allowed = ((totalram_pages() - hugetlb_total _pages())
* sysctl _overcommit ratio / 100);
allowed += total_swap_ pages;

return allowed;

5l



Memory pages
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/proc/meminfo

cat /proc/meminfo

MemTotal: 994548
MemFree: 65228
MemAvailable: 263724
Buffers: 21396
Cached: 304440
SwapCached: 25260
Active: 267424
Inactive: 503720
Active(anon): 110956

Inactive(anon): 351176

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB



/proc/meminfo: Hugepages

cat /proc/meminfo | grep
grep -v "Shmem"
AnonHugePages:
FileHugePages:
FilePmdMapped:
HugePages _Total:
HugePages Free:
HugePages Rsvd:
HugePages _Surp:
Hugepagesize: 204
Hugetlb:

S 0O OSOOSOOOOO0O0 S

-ie "huge" -e "filepmd" |

kB
kB
kB

kB
kB



out_of_memory()

struct oom control {

struct zonelist *zonelist;

nodemask t *nodemask;

SERLICT mem. ce2grolup +memcs

36



out_of_memory()

/**

* out_of_memory - kill the "best" process when we run out of memory
* @oc: pointer to struct oom_control

*

* If we run out of memory, we have the choice between eilther

* killing a random task (bad), letting the system crash (worse)
* OR try to be smart about which process to kill. Note that we
* don't have to be perfect here, we just have to be good.

*/

bool out _of _memory(struct oom_control *oc)

{

unsigned long freed = 0;

if (oom_killer _disabled)
return false;

select_bad_process(oc);
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ELle HeMHOoro npo NaMaTb 38

Virtual Memory

Resident Set Size
Shared Libraries Actual RAM Usage

18484 S 54.9 6.9  305h sidekiq 6.°
6.9

| 18484 S 14 .4 28h38:05
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oom_badness|()

unsigned long oom_badness(struct task _struct *p, unsigned long totalpages)

{

/*
* The baseline for the badness score 1s the proportion of RAM that each
* task's rss, pagetable and swap space use.
*/
points = get mm _rss(p—>mm) + get mm_counter(p—>mm, MM_SWAPENTS) +
mm_pgtables bytes(p—>mm) / PAGE_SIZE;
task _unlock(p);

/* Normalize to oom_score_adj units */
adj *= totalpages / 1000;
points += adj;
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Bbi6op >XepTBbl 40

e select_bad_process()
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e select_bad_process()
O pPacCYUTbIBaAETCS KOMMYECTBO NMOUHTOB
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Bbi6op >XepTBbl 42

e select_bad_process()
O pPacCYUTbIBaAETCS KOMMYECTBO NMOUHTOB
m H3 OCHOBE MPOMopLMM MCMOMb30BaHUs rss, pagetable wu
swap
m Cy4yeTOM oom_score_adj
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Bbi6op >XepTBbl 43

e select_bad_process()
O pPacCYUTbIBaAETCS KOMMYECTBO NMOUHTOB
m H3a OCHOBE MPOMopLUM MCMOMb30BaHWg rss, pagetable wu
swap
m Cy4yeTOM oom_score_adj
©0 Ha OCHOBaHWU 3TUX MOUHTOB BbIBUPAETCH MPOLLECC-KEePTBA
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Bbi6op >XepTBbl 44

e select_bad_process()
O PacCyUTbIBaeTCs KOTMYECTBO MOMHTOB
m Ha OCHOBE MPOoMNopLMM UCMOoMb30BaHWA ¥ss, pagetable u
swap
m Cy4yeTOM oom_score_adj
0 Ha OCHOBAHWU 3TUX MOMHTOB BbIBUMPAETCH MPOLECC-YKepTBa
O 3TW MOWHTHI oTpaXkatotcs B /proc/<PID>/oom_score
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oom_score 45

® [1OKA3bIBAeT HAaM BEPOATHOCTb YommcTBa npouecca OOM Killer'om
O YeM Bbllle, TEM BEPOATHEE

e cat /proc/<PID>/oom_score
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oom_score_adj 46

® pPEryIMPYLWNK NapaMeTp
o /proc/<PID>/oom_score_adj

® 4YeM MeHblle, TeM MeHblLle O0Mm_score
o #define OOM _SCORE ADJ MIN (-1000)
o #define OOM_SCORE _ADJ MAX 1000

® MOXXHO 3a4aTb OJ1d Ka>XXOO0Tlo rpouecca
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YnpaBsrneHne oom_score_adj 47

o echo -17 > /proc/12465/o0om_adj
o echo -17 > /proc/12465/0om_score_adj
o choom -p 12465 -n -1000

e systemd

o OOMScoreAdjust=-500
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Legacy ... oom_ad]j 48

Since Linux 2.6.36, use of this file 1s deprecated in favor of
/proc/[pid]/oom_score_adj.

For backward compatibility with previous kernels, /proc/[pid]/oom_adj
can still be used to tune the badness score. Its value 1s scaled
linearly with oom_score_adj.

Writing to /proc/[pid]/oom _score_adj or /proc/[pid]/oom _adj will change
the other with 1ts scaled value.

/*

* /proc/<pid>/oom_adj set to -17 protects from the oom killer
for legacy purposes.

*/

#tdefine OOM_DISABLE (-17)

/* inclusive */

#tdefine OOM_ADJUST_MIN (-16)

#define OOM_ADJUST_MAX 15

@ Hilbert
Team



YnpasneHue noeaeHnemMm OOM Killer’a

e Vvm.panic_on_oom
o O-oom killer
o 1-kernel panic

e vm.oom_kill_allocating_task
o O - 3BPUCTUYECKMIN MOUCK YKEePTBbI
o 1-ybunBaeTca NPoLLecc, KOTOPOMY He XBaTU/IO0 MaMATU



OOM in Kubernetes: cgroups v2

system oom Kkiller
| 2

AN
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OOM in Kubernetes: cgroups v2

/ # 1ls -cl /sys/fs/cgroup/memory.*

/sys/fs/cgrou
/sys/fs/cgrou
/sys/fs/cgrou
/sys/fs/cgrou
/sys/fs/cgrou
/sys/fs/cgrou
/sys/fs/cgrou
/sys/fs/cgrou
/sys/fs/cgrou
/sys/fs/cgrou

o/memory.
o/memory.
0/memory .
.oom. group

o/memory

0/memory.
.min

o/memory

o/memory.
.max

0/memory

0/memory.

o/memory.

events.local
high
Low

pressure
current

stat
events




OOM in Kubernetes: requests

e memory.min

O XeCTKafA 3awuTta

O He MN03BONdAeT 0CBO6OXOATb 3aHATY MaMATb

O MNpW OTCYTCTBWM AOCTYMHOW NamsATW - Bbi3biBaeTcsA OOM
e memory.low

O MArKad 3awuTa

O MOXeT 6biTb 0CBO6OXAEHA MNPWM OTCYTCTBUM AOCTYMHOMW

MNaMATU
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OOM in Kubernetes: limits

e memory.max
O XeCTKOoe orpaHuyeHwue
o MNpPU AOCTWXEHUM 3TOro nummTa Bbi3biBaeTcAa OOM killer
BHYTpuU cgroup
e memory.high
O MArKOe orpaHuyeHue
O MNpWU AOCTWXEHWM NUMUTA HaUuUHaAeTCHa YyCUNneHHoe

BOCTpeboBaHMe AOCTYNHOM MNAMATMK
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OOM in Kubernetes: perynupoBka

e memory.oom.group
o BbG6pPaTb M yb6UTb Mpouecc B rpynmne

o ybuTb BCH cgroup
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OOM in Kubernetes: MOHUTOPUHT

e memory.current

e memory.stat

/ $ cat /sys/fs/cgroup/memory.stat
anon 7168000
file 0

anon_thp 0
inactive_anon 0O
active _anon 7163904
inactive file 0O

slab_reclaimable 2007040
slab_unreclaimable 3121152




OOM in Kubernetes: metrics

MeTpukn:

O

O

contalner_memory _usage bytes
contalner_memory working set bytes
contalner_memory_rss
contalner_memory_cache

kube pod _container_ resource_limits{resource="memor

y"}
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OOM in Kubernetes: cgroups

® CUMTAETCH NOMHbIN 06BEM 3AHATOW MAMATU B CEroup
o RSS + cache

e OOM npoucxoaunT BHYTPWU Trpynnbl

® CUCTEeMbl MblITaeTCA BLICBOOGOAMTb MAMATb BHYTPWU CPynnbl WK
CHapyXu

® ec/im ocBoboxaaTb Heuero, npuxoaut OOM u BbibUpaeT
XepTBY BHYTPWU rpynnbl

O MOXHO HACTPOWUTb, UTO6bl y6UTb BCH rpynny

St



oom_score_adj B k8s

Quality of Service

oom_score_adj

Guaranteed

-997

Best Effort

1000

Burstable

min(max(2, 1000 - (1000 x
memoryRequestBytes)/

machineMemoryCapacityBytes),

999)

& -
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BbiBOODbI

e OOM Kkiller - Baw aApyr " NOMOLWHUK
O HO HY>XHO MOHMMaTb, KaK OH paboTaeT 1 perynmpyeTcs

e HuUTaTb KOO AApa He TONMbKO He CTpalWHo
© HO M TOoJ1ie3HO

e Ba)XHO NOHMMATDb, KaK YCTPOEeHa NaM4AaTb B Linux
O W NPOBEPATb, KAKME M3MEHEHWNSA B HOBbIX BEPCUAX 90,0a
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