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tOnui Tapacos

Crapwuit paspaboTumk

* ABTOp NPOTOTMNA NOAAEPXKKM ANMAPATHBIX
Touyek octaHosa B GDB anga RISC-V

* TynyelH n cpeactea paspaboTku

MHCcTpyMeHThl BEprdMKaLMmM annapaTypebi




O cebe

TunuyHble noaxopabl K oTnagke U UX orpaHnMYeHus

AnnNapaTHble TOYKM OCTAHOBA

P@OJ’IVISOLLM?I AnnapaTHbIX TO4EK OCTAHOBA B OTALYMKAX

Buioab



Hawnu 6ar, neiTaemcs otnaguTs

* [laHHOsS COpPTMPOBKA HE COPTUPYET:

* Bron:
* Nick: 5
* John: 13
* Betty: 8
* Buigon:

) = ~/demo
> ./buggy-sort
Nick: 5
Nick: 5
Betty: 8

N = -/deno
> ./buggy-sort
Nick: 5
(null): -1064651776
Betty: 8
*%% stack smashing detected *%%: terminated
zsh: IOT instruction (core dumped) ./buggy-sort

* Kak bygem nebaxuTs 3ToT Koae

typedef struct {
char *data;
int key;

} item;

void sort(item *a, int n) {
int s = 1;

for (int 1 =0; 1 <n & s # 0; i+) {
S = 0;
for (int j = 0; j < n; j+)
if (a[j].key > a[]j + 1].key) {
item t = a[i];
a[j] = a[j + 1];
al[j + 1] = t;
S++;
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Lebaxumcs: 3anyck GDB

A at 21:06:26 ©
gdb ./buggy-sort

GNU gdb (GDB) 16.1

Copyright (C) 2024 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This 1s free software: you are free to change and redistribute 1it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_64-pc-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:

<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from ./buggy-sort...

(gdb) tui enablelj
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Lebaxumcs: 3anyck GDB

29 int main() {

30
31
32
33
34
35
36
37 }

item items[] = {{.data =
{.data =

{.data

"Nickll’
"JOhnll'
"Bettyll ,

.key
key
.key

5},
13},

8}};

int n_items = sizeof(items) / sizeof (item);

sort(items, n_items);
print(items, n_items);
return 0;

exec No process (src) In:
(gdb)




Nebaxumcs: ctasmm breakpoint

29 int main() {

30
31
32
33
34
35
36
37 }

item items[] = {{.data = "Nick", .key = 5},
{.data "John", .key = 13},
{.data "Betty", .key = 8}};

int n_items = sizeof(items) / sizeof (item);

sort(items, n_items);

print(items, n_items);

return 0;

exec No process (src) In:
(gdb) break sort
Breakpoint 1 at 0x1154: file buggy-sort.c, line 10.

(gdb) |




Nebaxumcs: octanoska Ha breakpoint

9 void sort(item *a, int n) {
U int s = 1;
11 for (int i = 0; 1 < n &5 s '= 0; i++) {

12 s = 0;

13 for (int j = 0; j < n; j++)

14 if (a[jl.key > a[j + 1].key) {
15 item t = a[i];

multi-thre Thread Ox7ffff7d887 (src) In: sort : 0x555555555154
(gdb) run

Starting program: /home/julius/demo/buggy-sort

[Thread debugging using libthread _db enabled]

Using host libthread_db library "/usr/lib/libthread_db.so.1".

Breakpoint 1, sort (a=0x7fffffffd680, n=3) at buggy-sort.c:10
(gdb) i



Nebaxumcs: octanoska Ha breakpoint

9 void sort(item *a, int n) {

10
11
12
13
14
15

for (int i = 0; i < n & s != 0; i++) {

s = 0;
for (int j = 0; j < n; j++)
if (a[jl.key > a[j + 1].key) {
item t = a[i];

multi-thre Thread Ox7ffff7d887 (src) In: sort
(gdb) run
Starting program: /home/julius/demo/buggy-sort
[Thread debugging using libthread _db enabled]

Using host libthread_db library "/usr/lib/libthread_db.so.1".

L10

PC: 0x555555555154

Breakpoint 1, sort (a=0x7fffffffd680, n=3) at buggy-sort.c:10

(gdb) |
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Breakpoint nog kanotom

int scalar_mul(int x1, int y1,

o
Llng peanusaumm Touek OCTAHOBA int x2, int y2) {

MCHOﬂb3W0ﬂ31CﬂeuMOﬂbHHebﬂKﬁpyKuMM- int z1 = x1 * y1;
. int z2 = x2 & y2; « looks like bu
nosywku (fraps, int 3 8 x86, ebreak & RISC-V) return 21+ 225 ;
}
ORIGINAL
scalar_mul:
mulw a0,a0,al
and a2,a2,a3
addw a0,a0,a2
ret
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Breakpoint nog kanotom

int scalar_mul(int x1, int y1,

]
ﬂ,J'IFI peanm3aunm To4HeK OCTaHOBA int x2, int y2) {

MCNOJIb3YIOTCA CreuMarnbHble MHCTRYKUMMN- int z1 = x1 * yi;
int z2 = x2 & y2; « looks like bug
ﬂOBYLUKVl (TVOPS) return z1 + z2;
}
* OTNaOYMK NATYUT UCTIONHAEMYIO —
nporpammy (0bpas namaTi), 3ameHss
scalar _mul:
HEKOTOPBIE MHCTPYKLNN JTOBYLUKAOMMU mulw 20,a0,al
and a2,a2,a3
addw a0,a0,a2
ret
PATCHED
scalar _mul:
mulw a0,an,al
ebreak
addw a0,a0,a2
ret
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Breakpoint nog kanotom

'lLU1peOﬂM3OMMMTOquCXFOHOBO

int scalar_

mul(int x1, int y1,
int x2, int y2) {

MCMONB3YIOTCH CNELMANbHBIE MHCTPYKUMM- int z1 = x1 * y1;
int z2 = x2 & y2; « looks like bug
ﬂOBYLUKVl (TVOPS) return z1 + z2;
}
* OTNaOYMK NATYUT UCTIONHAEMYIO —
nporpammy (0bpas namaTi), 3ameHss
scalar_mul:
HEKOTOPbIE MHCTPYKLUMM NOBYLIKAMM mulw  a0,a0,al
and a2,a2,a3
addw 20,a0,a2
* [lonapas Ha Takylo MHCTPYKUMIO, acd
npoueccop nepenaet ynpaenexme OC
PATCHED
scalar mul:
mulw a0,a0,al

addw
ret

ebreak < pc

a0,a0,a2
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Breakpoint nog kanotom

[ns peanmsaumm To4ek OCTAHOBA
MCMONB3YIOTCSH CMNEUMANbHBIE MHCTPYKLMM-
nosyLwku (traps

OTnagumk NaTYUT UCNOMHAEMYIO
nporpammy (0bpas namaTi), 3ameHss
HEKOTOPBIE MHCTPYKLMM NTIOBYLLIKAMM

[lonapas Ha Takylo MHCTPYKUMIO,
npoueccop nepenaet ynpaenexme OC

OC oOCTOHOBRAMBOET OTNAXMBAEMbIN
npouecc

Copyright © 2025 Syntacore. All trademarks, produc

int scalar_

mul(int x1, int y1,
int x2, int y2) {

int z1 = x1 * y1;
int z2 = x2 & y2; « looks like bug
return z1 + z2;
}
ORIGINAL
scalar _mul:
mulw a0,a0,al
and a2,a2,a3
addw a0,a0,a2
ret
PATCHED
scalar _mul:
mulw a0,an,al

addw
ret

ebreak < pc

a0,a0,a2

t, and brand names belong fo their respective owners.



[lebaxumcs: continue

for (int 1 = 0; 1 < n §5 s != 0; i++) {
s = 0;
for (int j = @; j < n; Jj++)
if (a[j]l.key > a[j + 1].key) {
item t = a[i];

al[j] = a[] + 1];
alj + 1] = t;
S++;

n--;

multi-thre Thread Ox7ffff7d887 (src) In: sort

(gdb) break 15

Breakpoint 2 at 0x5555555551b2: file buggy-sort.c, line 15.
(gdb) continue

Continuing.

Breakpoint 2, sort (a=0x7fffffffd680, n=3) at buggy-sort.c:15
(gdb) i

0x5555555551b2




Continue nocne ocTaHOBKM ORTGINAL

scalar_mul:

mulw a0,a0,al
and a2,a2,a3
* [lng npononxeHms ncnonHeHus: addw  a@,a0,a2
ret
- Crasutcs BpemerHbiin breakpoint Ho PATCHED
cnegyrowvyio MHCTPYKUANIO scalar mul:
y y py mulw a0,a0,al
ebreak
addw a0,a0,a2
ret

CONTINUE PHASE 1

scalar_mul:
mulw a0,a0,al
ebreak ¢ pc
ebreak
ret

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners. 16



Continue nocne oCTaHOBKM

* llng npoponxkeHuns MCnonHeHus:

CrasuTca BpemeHHbIM breakpoint Ha
CRefyoLLYIO MHCTPYKLMIO

BocctaHaenMBaeTcs TekyLas
MHCTRYKUMS

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners.

ORIGINAL

scalar_mul:
mulw a0,a0,al
and a2,a2,a3

addw a0,a0,a2
ret

PATCHED

scalar_mul:
mulw a0,a0,al
ebreak
addw a0,a0,a2
ret

CONTINUE PHASE 1

scalar_mul:

mulw a0,a0,al
ebreak

ebreak

ret

CONTINUE PHASE 2

scalar_mul:

mulw a0,a0,al
and a2,a2,a3 < pc
ebreak

ret




Continue nocne ocTaHOBKM ORTGINAL

scalar _mul:

mulw a0,a0,al
and a2,a2,a3
* [lng npononxeHms ncnonHeHus: addw  a0,a0,a2
ret
- Crasutcs BpemerHbiin breakpoint Ho PATCHED
cnegyrowvyio MHCTPYKUANIO scalar mul:
y y py mulw a0,a0,al
_ break
BoccTaHaBnmeaeTcs Tekyuwas Sddw 20,20, a2
MHCTRYKUMS ret

CONTINUE PHASE 1

BoszobHosnsgeTcs ucnonHeHme scalar mul:

- mulw a0,a0,al
(NﬂOXMBOeMOMFWKNpOMMH, ebreak
KOTOPAS TYT Xe& OCTAHOBIMBAETCS ebreak
ret
HQ Cliedyowen MHCTPYKUMN CONTINUE PHASE 2
scalar_mul:
mulw a0,a0,al
and a2,a2,a3

ebreak & pc
ret

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners. 18



Continue nocne oCTaHOBKM

* llng npoponxkeHuns MCnonHeHus:

CrasuTca BpemeHHbIM breakpoint Ha
CRefyoLLYIO MHCTPYKLMIO

BocctaHaenueaeTcs TekyLas
MHCTRYKUMS

BosobHosnseTcs McnonHeHue
OTNAXMBAEMOM NPOrPAMMbI

BoccTaHOBAMBAETC HOYAMbHbIM
breakpoint, ybupaetcs BpemeHHbii,
NPOUCXOOMT «<HACTOSLLEE>
BO30DOHOBNEHME NUCTNONHEHMS

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners.

ORIGINAL

scalar_mul:
mulw a0,a0,al
and a2,a2,a3
addw a0,a0,a2
ret

PATCHED

scalar_mul:
mulw a0,a0,al
ebreak
addw a0,a0,a2 ¢« pc
ret

CONTINUE PHASE 1

scalar_mul:
mulw a0,a0,al
ebreak
ebreak
ret

CONTINUE PHASE 2

scalar _mul:

mulw a0,a0,al
and a2,a2,a3
ebreak

ret




Lebaxumcs: step

for (int 1 = 0; 1 < n §5 s != 0; i++) {
s = 0;
for (int j = @; j < n; Jj++)
if (a[j]l.key > a[j + 1].key) {
item t = a[i];

al[j] = a[j + 11];

alj + 1] = t;
S++;

n--;

multi-thre Thread Ox7ffff7d887 (src) In: sort

Breakpoint 2 at 0x5555555551b2: file buggy-sort.c, line 15.
(gdb) continue

Continuilng.

Breakpoint 2, sort (a=0x7fffffffd680, n=3) at buggy-sort.c:15
(gdb) step
(gdb) |

0x5555555551d4
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ORIGINAL
scalar mul:
EStEBF) mulw a0,a0,al
and a2,a2,a3 < pc
addw a0,a0,a2
ret

* /lHoroa nocne oCTaHOBKM HYXHO
NepenT HA CNEeayIoLYIO CTPOKY

* MoxHo nocTaemTs Ha Hee breakpoint
* [Nocne octanoskm y6paTs breakpoint

* OTnagumky NpeaoCTABASIOT TAKYIO
OYHKUMOHABHOCTL C MOMOLLBIO KOMOHb
step

* Koroa nonb3osaTens aenaert step,
OTNANYMK CTABMT breakpoint Ho
CHenyioLLyio CTPOKY UCMOMHEHMS, Q
NoOCre OCTAHOBKM CAM yBupaeT 3ToT
breakpoint

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners. 2]



ORIGINAL
scalar mul:
EStEBF) mulw a0,a0,al
and a2,a2,a3 < pc
addw a0,a0,a2
ret

* /lHoroa nocne oCTaHOBKM HYXHO

NepenTr Ha CNedyIoLYIO CTPOKY STEP PHASE 1

* MoxHo noctasuts Ha Hee breakpoint scalar_mul:
mulw a0,a0,al

* [Tocne octaHosku ybpars breakpoint and a2,32,a3 ¢ pc
ret

* OTnagumky NpeaoCTABASIOT TAKYIO
OYHKUMOHABHOCTL C MOMOLLBIO KOMOHb
step

* Koroa nonb3osaTens aenaert step,
OTNANYMK CTABMT breakpoint Ho
CHenyioLLyio CTPOKY UCMOMHEHMS, Q
NoOCre OCTAHOBKM CAM yBupaeT 3ToT
breakpoint

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners. 22



ORIGINAL

scalar mul:

EStEBF) mulw a0,a0,al
and a2,a2,a3 < pc
addw a0,a0,a2

ret

* /lHoroa nocne oCTaHOBKM HYXHO

NepenT HA CNEeayIoLYIO CTPOKY e PAeE

* MoxHo nocTaemTs Ha Hee breakpoint scalar_mul:

mulw a0,a0,al
* [locne octaHoekM y6pats breakpoint and 32,a2,a3 ¢ pc
ret

* OTnagumky NpeaoCTABASIOT TAKYIO
OYHKUMOHABHOCTL C MOMOLLBIO KOMOHb

STEP PHASE 2

scalar_mul:

Sfep mulw a0,an,al
and a2,a2,a3
o ebreak < pc
Korpa nonb3osaTens aenaert step, ret

OTNANYMK CTABMT breakpoint Ho
CREfyIoLLYIO CTPOKY MCMOHEHMS, O
MOCne OCTAHOBKM CaM YOMpPaeT 3TOT
breakpoint

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners. 23



Step

ORIGINAL

scalar mul:
mulw
and
addw
ret

a0,a0,al
a2,a2,a3 < pc
a0,a0,a2

* /lHoroa nocne oCTaHOBKM HYXHO
NepenT HA CNEeayIoLYIO CTPOKY

* MoxHo nocTaemTs Ha Hee breakpoint
* [Nocne octanoskm y6paTs breakpoint

* OTnagumky NpeaoCTABASIOT TAKYIO

PYHKUMOHANBHOCTb C MOMOLLIBIO KOMOHLB!

step

* Koroa nonb3osaTens aenaert step,
OTNANYMK CTABMT breakpoint Ho
CHenyioLLyio CTPOKY UCMOMHEHMS, Q
NoOCre OCTAHOBKM CAM yBupaeT 3ToT
breakpoint

Copyright © 2025 Syntacore. All trader

STEP PHASE 1

scalar_mul:

mulw a0,a0,al

and a2,a2,a3 < pc
ebreak

ret

STEP PHASE 2

scalar_mul:

mulw a0,a0,al
and a2,a2,a3
ebreak < pc
ret

narks, product, and brand names belong fo their respective owners.

STEP PHASE 3

scalar_mul:

mulw a0,an,al

and a2,a2,a3

addw a0,a0,a2 < pc
ret
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[Nebaxumcs: watch

for (int 1 = 0; 1 < n &8 s = 0; i++)
s = 0;
for (int j = 0; j < n; j++)
if (al[jl.key > a[j + 1].key) {
item t = a[il];

al[j] = a[j + 11,

alj + 1] = t;
S++;

n--;

Thread 0x7ffff7d887 (src) In: sort : @x5555555551d4
Continuing.

Breakpoint 2, sort (a=0x7fffffffd68o, n=3) at buggy-sort.c:15
(gdb) step

(gdb) watch *a@3

Watchpoint 3: *ag3

(gdb) |



[Nebaxumcs: watch

for (int 1 = 0; 1 < n &8 s != 0; i++) {
s = 0;
for (int j = 0; j < n; j++)
if (al[jl.key > a[j + 1].key) {
item t = a[il];

alj] = a[j + 1], void sort(item =*a,

alj + 1] = t;
S++;

n--;

Thread 0x7ffff7d887 (src) In: sort : @x5555555551d4
Continuing.

Breakpoint 2, sort (a=0x7fffffffd68o, n=3)
(gdb) step

(gdb) watch *a@3

Watchpoint 3: *ag3

(gdb) |



Nebaxnmces: watch

for (int 1 = 0; i < n & s != 0; i++) {

s = 0;
for (int j = 0; j < n; j++) 3
if (a[jl.key > a[j + 1].key) { il
item t = a[il];
alj] = alj + 1]; void sort(item *a, int n) {
alj + 1] = t;
S++;
n--;
Thread 0x7ffff7d887 (src) In: sort §16 PC: 0x5555555551d4
Continuing.
Breakpoint 2, sort (a=0x7fffffffd68o, n=3) G[O] 0[]] 0[2]
(gdb) step

(gdb) watch *a@3
Watchpoint 3: *ag3
(gdb) i



Nebaxunmcs: watch

for (int i = 0; i < n &6 s != 0; i++) {

s = 0;
for (int j = 0; j < n; Jj++) 3
if (a[jl.key > a[j + 1].key) { il
item t = a[i];
alj] = alj + 1]; void sort(item *a, int n) {
alj + 1] = t;
S++;
n--;
Thread Ox7ffff7d887 (src) In: sort g6 PC: 0x5555555551d4
Continuing.
Breakpoint 2, sort (a=0x7fffffffd6es8o, n=3) .. 1 al0] | a[1] | a[2]
(gdb) step — -
(gdb) watch *a@3 ](‘
Watchpoint 3: |*a@3

(gdb) |}



[Nebaxumcs: watch

buggy-sort.c
for (int 1 1< né&&s 1= 0; i++) {
s = 0;
for (int j = 0; j < n; j++)
if (al[j]l.key > a[j + 1].key) {
item t = a[i];

al[j] = al[j + 11;

alj + 1] = t;
S++;

n--;

multi-thre Thread 0x7ffff7d887 (src) In: sort PC: ©0x555555555209

Old value = {{data = 0x55555555600c "Nick", key = 5}, {data = 0x555555556011 "J
ohn", key = 13}, {data = 0x555555556016 "Betty", key = 8}}
New value = {{data = ©0x55555555600c "Nick", key = 5}, {data = @x555555556016 "B

etty", key = 13}, {data = 0x555555556016 "Betty", key = 8}}
0X0000555555555209 in sort (a=0x7fffffffd680, n=3) at buggy-sort.c:16
(gdb) i



[Nebaxumcs: watch

buggy-sort.c
for (int 1 1< né&&s 1= 0; i++) {
s = 0;
for (int j = 0; j < n; j++)
if (al[j]l.key > a[j + 1].key) {
item t = a[i];
alj] = alj + 1];

S++;

n--;
multi-thre Thread 0x7ffff7d887 (src) In: sort

O0ld value = {{data = 0x55555555600c "Nick", key = 5}, {data
etty", key = 13}, {data = 0x555555556016 "Betty", key = 8}}
New value = {{data = @x55555555600c "Nick", key = 5}, {data
etty", key = 8}, {data = @x555555556016 "Betty", key = 8}}
sort (a=Ox7fffffffdé80, n=3) at buggy-sort.c:17

(gdb) i

PC: 0x55555555520d

®x555555556016 "B

®x555555556016 "B
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[Nebaxumcs: watch

buggy-sort.c
for (int 1 1< né&&s 1= 0; i++) {
s = 0;
for (int j = 0; j < n; j++)
if (al[j]l.key > a[j + 1].key) {
item t = a[i];

alj] = al[j + 11;

S++;

n--;

multi-thre Thread 0x7ffff7d887 (src) In: sort PC: ©0x555555555230

O0ld value = {{data = 0x55555555600c "Nick", key = 5}, {data
etty", key = 8}, {data = 0x555555556016 "Betty", key = 8}}
New value = {{data = @x55555555600c "Nick", key = 5}, {data
etty", key = 8}, {data = 0x55555555600c "Nick", key = 8}}
0x0000555555555230 in sort (a=0x7fffffffd680, n=3) at buggy-sort.c:17
(gdb) i

®x555555556016 "B

®x555555556016 "B




[Nebaxumcs: watch

buggy-sort.c
for (int 1 1< né&&s 1= 0; i++) {
s = 0;
for (int j = 0; j < n; j++)
if (al[j]l.key > a[j + 1].key) {
item t = a[i];

alj]l = al[j + 11;
alj + 1] = t;
S++;

n--;
multi-thre Thread 0x7ffff7d887 (src) In: sort

O0ld value = {{data = 0x55555555600c "Nick", key = 5}, {data
etty", key = 8}, {data = 0x55555555600c "Nick", key = 8}}
New value = {{data = @x55555555600c "Nick", key = 5}, {data
etty", key = 8}, {data = 0x55555555600c "Nick", key = 5}}
sort (a=Ox7fffffffdé80, n=3) at buggy-sort.c:18

(gdb) i

PC: 0x555555555234

®x555555556016 "B

®x555555556016 "B
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Watchpoint

* Horoa moxeT ObiTb YyAoOHO cneamTb 30
M3MEHEHWMEM 3HAYEHUS BHIDAXEHMS

* DTO genaeTcs C NOMOLLBID TOYEK
Ha6noaeHms (watchpoints)

* Touky HaBNIOOEHMS PEANTM3OBAHL Yepe3
step nocne Kaxaon MHCTPYKUMK C
NpoBEpPKOK 0OPALLEHWI B MAMSTL NOCHE
KOXAOW UHCTPYKLMM

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners.

add_arr:

lw  a4,0(a0@) < pc

lw  a5,4(af)
addw ab5,ab5,a4
sw a5,8(a0)
ret
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Watchpoint

* Horoa moxeT ObiTb YyAoOHO cneamTb 30
M3MEHEHWMEM 3HAYEHUS BHIDAXEHMS

* DTO genaeTcs C NOMOLLBID TOYEK
Ha6noaeHms (watchpoints)

* Touky HaBNIOOEHMS PEANTM3OBAHL Yepe3
step nocne Kaxaon MHCTPYKUMK C
NpoBEpPKOK 0OPALLEHWI B MAMSTL NOCHE
KOXAOW UHCTPYKLMM

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners.

add_arr:

lw  a4,0(a0@) < pc

lw  a5,4(af)
addw ab5,ab5,a4
sw a5,8(a0)
ret

add_arr:
lw a4,0(a0)
ebreak & pc
addw a5,a5,a4
sw a5,8(a0)
ret




Watchpoint

* Horoa moxeT ObiTb YyAoOHO cneamTb 30
M3MEHEHWMEM 3HAYEHUS BHIDAXEHMS

* DTO genaeTcs C NOMOLLBID TOYEK
Ha6noaeHms (watchpoints)

* Touky HaBNIOOEHMS PEANTM3OBAHL Yepe3
step nocne Kaxaon MHCTPYKUMK C
NpoBEpPKOK 0OPALLEHWI B MAMSTL NOCHE
KOXAOW UHCTPYKLMM
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add_arr:

ret

lw a4,0(a@) < pc
lw  a5,4(af)
addw ab5,ab5,a4
sw a5,8(a0)

add_arr:
lw a4,0(a0)
ebreak «— pc
addw a5,a5,a4
sw a5,8(a0)
ret

add_arr:

ebreak

ret

lw a4,0(a0)
lw a5,4(a0)

sw a5,8(a0)

€« pc

ct, and brand names belong fo their respective owners.




Watchpoint

* Horoa moxeT ObiTb YyAoOHO cneamTb 30
M3MEHEHWMEM 3HAYEHUS BHIDAXEHMS

* DTO genaeTcs C NOMOLLBID TOYEK
Ha6noaeHms (watchpoints)

* Touky HaBNIOOEHMS PEANTM3OBAHL Yepe3
step nocne Kaxaon MHCTPYKUMK C
NpoBEpPKOK 0OPALLEHWI B MAMSTL NOCHE
KOXAOW UHCTPYKLMM

Copyright © 2025 Syntacore. All frademarks, produ

add_arr:

ret

lw a4,0(a@) < pc
lw  a5,4(af)
addw ab5,ab5,a4
sw a5,8(a0)

add_

arr:

lw a4,0(a0)
ebreak «— pc
addw a5,a5,a4

sw a5,8(a0)

ret

add_arr:

ebreak

ret

lw a4,0(a0)
lw  a5,4(a0)

sw a5,8(a0)

e

pcC

ct, and brand names belong to their respective owne

add

arr:
lw a4,0(a9)

lw a5,4(a0)

addw a5,a5,a4
ebreak & pc
ret

36




Watchpoint

* Horoa moxeT ObiTb YyAoOHO cneamTb 30
M3MEHEHWMEM 3HAYEHUS BHIDAXEHMS

* DTO genaeTcs C NOMOLLBID TOYEK
Ha6noaeHms (watchpoints)

* Touky HaBNIOOEHMS PEANTM3OBAHL Yepe3
step nocne Kaxaon MHCTPYKUMK C
NpoBEpPKOK 0OPALLEHWI B MAMSTL NOCHE
KOXAOW UHCTPYKLMM

* K coxanenuio, onepaums step cama no
cebe JOBONBHO MeANEHHAs, MO3TOMY
watchpoint MOXeT 3aMeTHO 3ameanaTh
MCNOSNHEHME OTIAXMBAEMOM NPOrPAMMb

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners.

add_arr:

lw  a4,0(a0@) < pc

lw  a5,4(af)
addw ab5,ab5,a4
sw a5,8(a0)
ret

add_arr:
lw a4,0(a0)
ebreak «— pc
addw a5,a5,a4
sw a5,8(a0)
ret

add_arr:
lw a4,0(a0)
lw  a5,4(a0)
ebreak
sw a5,8(a0)
ret

e

pcC

add_arr:
lw a4,0(a9)
lw a5,4(a0)
addw a5,a5,a4
ebreak & pc
ret
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Crasmm watchpoint

*Noctasnm watchpoint Tak, 4tobel oH cpabotan Yepes 10 Thcad MTepaumii UMKNa

1 int main() {
2 int x = 0;
3 for (int 1 = @0; i1 < 10000; ++1)
4 if (1 == 9999)
5
6

B+>

x = 1; & watch for this

multi-thre Thread 0x7ffff7d887 (src) In: main L3 PC: 0x555555555124
[Thread debugging using libthread _db enabled]
Using host libthread_db library "/usr/lib/libthread_db.so.1".

Breakpoint 1, main () at bench.c:3

(gdb) watch x -
Watchpoint 2: x _ 17:40:23
(gdb) continuelj

Copy right © 2025 Syntacore. All rademarks, product, and brand names belong to their respective owners. 38



Crasmm watchpoint

*Noctasnm watchpoint Tak, 4tobel oH cpabotan Yepes 10 Thcad MTepaumii UMKNa

int main() {
int x = 0;
for (int 1 = @0; i1 < 10000; ++1)

B+>

1

2

3

4 if (i == 9999)

5 x = 1; € watch for this
6

multi-thre Thread Ox7ffff7d887 (src) In: main L3 PC: @x55555555513d

Watchpolnt 2: x

Old value = 0

New value = 1 -
main () at bench.c:3 _ 17:40:25

(gdb) |

LOPY HQ)'\ O 2025 Syntacore. All rademarks f“\f?‘f{ Jct, and brand names belong fo their respeciive owners 3Q



OrpaHuyeHus

. Breokpoim MOXHO CTABWTb TOTOC M TOSMbKO TOrAA, KOrad

BO3MOXHO MMCaTb B MAMATL MHCTPYKUMIA

- ocTyn B naMSATb MHCTPYKLUMM SKCKITIO3MBHBIN

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners. 40



Orpanunyenns: ROM

* HekoTopble NNaTdOPMEI, HE NOAAEPXMBAIOT 3ATMMUCH B MAMSTb MHCTPYKLMM BO
BDEMS MCTMONHEHMS

- Hanpumep, MUKPOKOHTPONNEP, B KOTOPOM NPOLWMBKA XpaHuTcs B ROM
MAMATH

* B OC HEKOTOPbLIE YYACTKM MAMATH MOTYT OblTb 3ALLMLLIEHB OT 3AMMCKM OAXE
Yyepes CNeumasnbHbi CUCTEMHbBIV BbI3OB

Hanpumep, ecnn 310 cneumansHas shared obnacts namat
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OFpOHquHMﬂI MHOTOnoOTO4YHbIE NMPUITOXEHUSA

* ['lpn oTnagke MHOOMOTOUYHbBIX MPUIOXEHMIA HOM MOXET ObiTb HE TAK BAXKHO
3HATb COCTOSHME NPOTPAMMbI B KOHKPETHOM MeCTe

* BmecTo atoro moxeT ObiTh YOOOHO OCTAHABAMBATLECS KAK TOSBKO MPOWU3OLLIO
M3MEHEHME KAOKOTO-TO BHIPAXEHMS (Hanpumep, oblliero pecypcal

* CTaHAQPTHOS peanmaaums Todek HabnoaeHms
* BingeT Ha xom ncnonHeHne nporpammel (MHBA3MBHA)

* 30METHO 30MeASIET UCTIONHEHME NPOrPAMMS

42
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OrpaHnyenuns: camomognbuumpytowmncs kog m JIT

* ['lpu ncnonHeHmu
CAMOMOINPUUMPYIOLETO KOAA HE
TONBKO OTNOAYMK MOXET U3MEHATb
MCNONMHAEMbIN KO

Code Code

* Takne moamdukaumm He byoyT

COMACOBAHI Breakpoint e
* JTioboit breakpoint moxeT 6biTb Cod :’; Moditied code
Nepes3anicaH B npouecce ode
NCMOMHEHUS
* Ecnu breakpoint bynet Code Code

Nepe3anncaH, To He Npon3onaeT
OCTOHOBKQ
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O cebe

TunuyHble cueHapnm otagkmn M X orpoaHn4YeHn

AnnaparHblie TOYKM OCTAHOBA

P@CU’IVI:BOLLM?I AnnapaTHbIX TO4EK OCTAHOBA B OTALYMKAX

Buioab



Mpes annapaTHbIX TOYEK OCTAHOBA

* Bce npobremsl paccmotpenHbix break /watchpoint'os cessansl ¢ Tem, 4to
OCTAHOBKA TPEBYET BOZMOXHOCTM SKCKITIO3MBHOM 3AMMUCH B MAMSATL

* Moxem nn mMbl Kak-To 0601TH 3TO TPeboBAHME?

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners. 45



Mpes annapaTHbIX TOYEK OCTAHOBA

* Bce npobrnemsl paccmotpentbix break /watchpoint'os cesaansl ¢ Tem, yto
OCTOHOBKA TPEDOYET BOZMOXHOCTM SKCKITIO3MBHOM 3AMMUCH B NAMSITH

* Moxem nm mbl Kak-To 060ITK 3T0 TpeboBaHME?

* [la — HayuuTb annapatypy bonee yMHOMY CMnOCODY OCTAHOBKM
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Mpes annapaTHbIX TOYEK OCTAHOBA

* Tpurrep — B 0OLLEM CMBICTE, MPMBOAALLMIA HEUYTO B ENCTBME SNEMEHT

* [lo cyTi 31O 3TO «CNYCKOBOM KPIOYOK», KOTOPbIM 3AMYyCKAET ONpeaenéHHbIN
NPOoLEeCcC UK OencTsmne

* [lpyumep: TpUITEPHASs 30HA B UTPe — ECAM UIPOK HAXOAMTCS B 3ALAHHOM 0bnacTy,
TO HO HEro HaknagsiBaeTcs 3bdekT
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Mpes annapatHbiX TO4EK OCTAHOBA

* Ha ocHoBe TPUIMTEPOB CO3OAAMM HOBbIM OCODbLIN MOIYSIb, B KOTOPOM MOXHO
perncTpupoBaTh 3HaveHus PC, Ha KoTopbix TpebyeTcs OCTAHABAMBATHLCS

* Tourrep «cnywaeT» WnHy ¢ akTyansHbeim PC 1 obpatueHnsmi B namaTts

* [pn cpabaThBAHMM TPUITEP FTEHEPUPYET TAKOE Xe NPEepHBaHMe / CKIoYeHne KAk
M OObIYHbBINA trap

Comparator Trap
Breakpoint Actual PC > Trigger 1 >
Breakpoint PC
Comparator Tra
Watchpoint Memory access > Trigger 2 P,
P address Address to g9
watch




beHumMapkaem annapaTHblie TOYKM HABAOAEHUS

* 3aMePUM CKOSbKO BpemeHn noHagobutes, ytobel watchpoint cpaboran yepes
100 ThICAY UTEPAUMI UMKNQ:

bench.c:

int main() {
int x = 0;
for (int i = 0; i < 100000; ++i)
if (1 = 99999)
X = 1; ¢ watch for this

* [lns aBTOMATM3ALMM 3OMEPT BPEMEHM HAMULLEM CKPUMTHI
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beHumMapkaem annapaTHblie TOYKM HABAOAEHUS

hw-watch.py: sw-watch.py:

import gdb import gdb

import timeit import timeit

def main(): def main():
gdb.execute("break 3") gdb.execute("break 3")
gdb.execute("run” gdb.execute("run”
gdb.execute("watch x") gdb.execute("set can-use-hw-watchpoints 0")
gdb.execute("continue") gdb.execute("watch x")
gdb.execute("continue") gdb.execute("continue")
gdb.execute("continue") gdb.execute("continue")

gdb.execute("continue")
print(f"Elapsed time: \

{timeit.timeit(main, \ print(f"Elapsed time: \
number=1):.3f}s") {timeit.timeit(main, \
gdb.execute("quit") number=1):.3f}s")

gdb.execute("quit")
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beHumMapkaem annapaTHblie TOYKM HABAOAEHUS

A at 15:00:08 ®

gdb --command=hw-watch.py ./benchf

Breakpoint 1, main () at bench.c:3
3 for (int i = 0; 1 < 1000000; ++i)
Hardware watchpoint 2: x

Hardware watchpoint 2: x

Old value = 0

New value = 1

main () at bench.c:3

3 for (int i = 0; i < 1000000; ++i)

Watchpoint 2 deleted because the program has left the block in

which its expression 1s valid. @ @2 8 S
0x00007ffff7db0e®8 in ?? () from /usr/lib/libc.so.6 b

[Inferior 1 (process 29196) exited normally] ‘

--Type <RET> for more, q to quit, c to continue without paging--
Elapsed time: 0.028s <

A at 15:00:22 o
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beHumapkaem nporpammHbie TOUKKM HOONOAEHMS
A

> gdb --command=sw-watch.py ./bench

GNU gdb (GDB) 16.1

Copyright (C) 2024 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_64-pc-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from ./bench...

Breakpoint 1 at 0x1124: file bench.c, line 3.

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/usr/lib/libthread_db.so.1".

Breakpoint 1, main () at bench.c:3

3 for (int i = 0; i < 1000000; ++i)
Watchpoint 2: x

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners.

at 15:00:22 ©®

52



beHumapkaem nporpammHbie TOUKKM HOONOAEHMS
A

> gdb --command=sw-watch.py ./bench

GNU gdb (GDB) 16.1

Copyright (C) 2024 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_64-pc-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from ./bench...

Breakpoint 1 at 0x1124: file bench.c, line 3.

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/usr/lib/libthread_db.so.1".

Breakpoint 1, main () at bench.c:3

3 for (int i = 0; i < 1000000; ++i)
Watchpoint 2: x

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners.

at 15:00:22 ©®
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beHumapkaem nporpammHbie TOUKKM HOONOAEHMS

Reading symbols from ./bench...

Breakpoint 1 at 0x1124: file bench.c, line 3.

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/usr/lib/libthread_db.so.1".

Breakpoint 1, main () at bench.c:3
3 for (int i = @0; 1 < 1000000; ++1i)
Watchpoint 2: Xx

Watchpoint 2: x

Old value =0

New value = 1

main () at bench.c:3

3 for (int i = 0; i < 1000000; ++1)

Watchpoint 2 deleted because the program has left the block 1in 2 5 7 . 5 7 5 S

which 1ts expression 1s valid.
0x00007ffff7db0e@8 in ?? () from /usr/lib/libc.so0.6

[Inferior 1 (process 35833) exited normally]

--Type <RET> for more, q to quit, ¢ to continue without paging--
Elapsed time: 257.575s <«

A (IECOKNERIIOSIEN at 15:12:49 ©
i |
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Mpes annapaTHbIX TOYEK OCTAHOBA

bnarogaps Takomy nogxoay:

= MoxHo cTaeunTs breakpoint gaxe 8 read-only namatu
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Mpes annapaTHbIX TOYEK OCTAHOBA

bnarogaps Takomy nogxoay:

= MoxHo cTaeuTs breakpoint gaxe 8 read-only namatu

He MHTPY3MBHO BNMIET HO KOA
* YckopseT otnaaky Todkamm HabnoaeHus (watchpoints)

* Youpaet nuHME TOUKM CUHXPOHM3AUMKM NPK OTACAAKE MHOTOMOTOUKM
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Mpes annapaTHbIX TOYEK OCTAHOBA

bnarogaps Takomy nogxoay:

= MoxHo cTaeuTs breakpoint gaxe 8 read-only namatu

He MHTPY3MBHO BNMIET HO KOA
* YckopseT otnaaky Todkamm HabnoaeHus (watchpoints)

* Youpaet nuHME TOUKM CUHXPOHM3AUMKM NPK OTACAAKE MHOTOMOTOUKM

= MoxHo ctasuts breakpoint 8 camomoambuumpyiolemes koge, He 6odCh, YTO
OH ByaeT nepenmncaH
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Mpes annapaTHbIX TOYEK OCTAHOBA

bnarogaps Takomy nogxoay:
= MoxHo cTaeuTs breakpoint gaxe 8 read-only namatu

He MHTPY3MBHO BNMIET HO KOA
* YckopseT otnaaky Todkamm HabnoaeHus (watchpoints)

* Youpaet nuHME TOUKM CUHXPOHM3AUMKM NPK OTACAAKE MHOTOMOTOUKM

= MoxHo ctasuts breakpoint 8 camomoambuumpyiolemes koge, He 6odCh, YTO
OH ByaeT nepenmncaH

YBbI Y BCErO €CThb LeHA: KONMYECTBO TPUITEPOB OrpaHuyeHo ansarHom CPU
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O cebe

TMNWYHBIE CLEHAPUKM OTNAAKM M UX OTPAHMUYEHMS
AnnNapaTHble TOYKM OCTAHOBA

Peannaauus anndapdaTtHbIX TOYEK OCTAHOBA B OTNAAYUKAX

Buioab



MbICIUM CUCTEMATHUYHO

* Tpurrepbl — MAKCUMANBHO HU3KOYPOBHEBBIN MOMMUTMB
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MblcAMM cUCTEMATHUYHO

* Tpurrepbl — MAKCUMANBHO HU3KOYPOBHEBBIN MOMMUTMB

* llocTyn K TOUITEPAM — TONbKO MPUBUNETMPOBAHHBIN
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MblcAMM cUCTEMATHUYHO

* Tpurrepbl — MAKCUMANBHO HU3KOYPOBHEBBIN MOMMUTMB
* [locTyn K TpUrrepam — TONLKO NPUBUNETMPOBAHHbIN

* Pabotats ¢ Tpurrepamm moxeTt Tonbko OC
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MblcAMM cUCTEMATHUYHO

* TpUrrepbl — MAKCUMASbHO HM3KOYPOBHEBBIN MDUMMTMB
* [locTyn K TPUIrepam — TOMbKO NMPUBMIETMPOBAHHbIM
* Pabotats ¢ Tpurrepamm moxeTt Tonbko OC

* 30npOoC HO YCTAHOBKY ANNAPATHOM TOUYKM OCTAHOBA oTnanumk aenernpyet OC

Copyright © 2025 Syntacore. All trademarks, product, and brand names belong fo their respective owners.
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MblcAMM cUCTEMATHUYHO

* Tpurrepbl — MAKCUMANBHO HU3KOYPOBHEBBIN MOMMUTMB

HocTyn K Tpurrepam — TONbKO NPUBUIErMPOBOHHbIN

PabotaTs ¢ Tpurrepammn moxet Tonbko OC

3anpoc HA YCTAHOBKY ANMNAPATHOM TOUKKM OCTAHOBA otnaaumk genermpyet OC

OC nepegaet MHbopmaumio o cpaboTasliem breakpoint yepes curHan

Copyright © 2025 Syntacore. All frademarks, produ

ct, and brand names belong fo their respective owners.
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MblcAMM cUCTEMATHUYHO

* Tpurrepbl — MAKCUMANBHO HU3KOYPOBHEBBIN MOMMUTMB

HocTyn K Tpurrepam — TONbKO NPUBUIErMPOBOHHbIN

PabotaTs ¢ Tpurrepammn moxet Tonbko OC

3anpoc HA YCTAHOBKY ANMNAPATHOM TOUKKM OCTAHOBA otnaaumk genermpyet OC

OC nepegaet MHbopmaumio o cpaboTasliem breakpoint yepes curHan

OTnonunk npeadaeT ynpasneHme nonb3oBATENO

Copyright © 2025 Syntacore. All frademarks, produ

ct, and brand names belong to their respective owne
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[pumep peanusauum: GDB + Linux + RISC-V

* CxemaTmyHbii nprmep Bo3moxHom peanmaaumm ans RISC-V u Linux:
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[pumep peanusauum: GDB + Linux + RISC-V

* CxemaTmyHbii nprmep Bo3moxHom peanmaaumm ans RISC-V u Linux:

- KoHdurypaums Tpurrepos NpOMCXoamT Yepes CNeLmanbHbe CUCTEMHbIE
oernctpel — CSR (Control&Status Register)
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[pumep peanusauum: GDB + Linux + RISC-V

* CxemaTmyHbii nprmep Bo3moxHom peanmaaumm ans RISC-V u Linux:

- KoHdurypaums Tpurrepos NpOMCXoamT Yepes CNeLmanbHbe CUCTEMHbIE
oernctpel — CSR (Control&Status Register)

- GDB suinonHset 3anpoc Ha koHdurypaumio CSR yepes crcTeMHbIN BLI3OB
ptrace

68
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[pumep peanusauum: GDB + Linux + RISC-V

* CxemaTmyHbii nprmep Bo3moxHom peanmaaumm ans RISC-V u Linux:

- KoHdurypaums Tourrepos NponcxoamT Yepes CrneumanbHble CUCTEMHbIE

oernctpsl — CSR (Control&Status Register)

- GDB suinonHset 3anpoc Ha koHdurypaumio CSR yepes crcTeMHbIN BLI3OB
ptrace

= Mndbopmaupma o6 octaHoske nepepaetcs yepes SIGTRAP
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ptrace - process trace

SYNOPSIS
#include <sys/ptrace.h>

long ptrace(enum __ptrace_request op, pid t pid,
void *addr, void *data);

DESCRIPTION

The ptrace() system call provides a means by which
one process (the "tracer") may observe and control the
execution of another process (the "tracee"), and examine
and change the tracee's memory and registers. It is
primarily used to implement breakpoint debugging and system
call tracing.



Tporaem nanko ptrace API

* [lpobyem y3HATb CKOSbKO HOM AOCTYMHO TPUITEPOB:

struct lovec iov;
struct user hwdebug state dbg state;

iov.iov _base = &dbg state;
iov.iov_len = sizeof (dbg state);

ptrace (PTRACE GETREGSET, pid, NT _RISCV HW WATCH, &iov);



Tporaem nanko ptrace API

SYNOPSIS

#include <sys/uio.h>

struct iovec {
void *iov_base; /* Starting address */
size t 1iov_len; /* Size of the memory pointed to by iov_base. */
}s
DESCRIPTION
Describes a region of memory, beginning at iov base address and with the
size of iov len bytes. System calls use arrays of this structure, where
each element of the array represents a memory region, and the whole
array represents a vector of memory regions. The maximum number of iovec
structures in that array is limited by IOV_MAX (defined in <limits.h>, or
accessible via the call sysconf( SC IOV MAX)).




Tporaem nanko ptrace API

* Crpyktypa user_hwdebug state sensetcs yacTsio
NMNATGOPMOCNEUMPUUHOTO MHTEPDENCA Prace U MOXET OTIIMYATHCS 15 PA3HbIX
nnaThopm

* [Npumep BoamoxHoi peanmsaumn user_hwdebug state ona RISC-V:

struct user hwdebug state {
uinté64_t dbg info; < Num regs
struct {

uinté4 t addr;

uintée4 t type;

uinté4_t len;
} dbg regs[16];
}s5
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Tporaem nanko ptrace API

* Ecnn 16 Touek oCcTaHOBA HE XBATKT, TO MOXHO OYyAET PACWMPUTE TOUBUABbHBIM
naTyem

struct user_hwdebug state {
uinté4 t dbg info;
struct {
uinte4 t addr;
uinte4 t type;
uinté4_t len;
} dbg regs[16]; ¢ HW break/watchpoint configs

}s
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Tporaem nanko ptrace API

* BricokoypoBHEBO KOXObIM TPUITEP MOXHO HOCTPOMWTb C MOMOLLBIO 3
NaOPAMETPOB:

* Anpec HaQYana OTCNEXMBAEMOTO PETMOHA NAMATH
* nuHa otcnexuneaemoro pernoHa namsTm

* Tun Touku octarosa (breakpoint, read watchpoint, write watchpoint, access
watchpoint)

struct user_hwdebug state {
uinté64_t dbg info;
struct {
uint64_t addr; ¢ Break/watchpoint address
uintée4 t type; ¢ Breakpoint or watchpoint
uinté4 t len; < Length of watching region
} dbg regs[16];

J
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Tporaem nanko ptrace API

* Y3HOEM CKOMbKO HOM JOCTYMHO TPUITEPOB:

ptrace (PTRACE_GETREGSET, pid, NT_RISCV_HW WATCH, &iov);

printf ("Num triggers: %d\n", dbg state.dbg info);
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Tporaem nanko ptrace API

* Y3HOEM CKOMbKO HOM JOCTYMHO TPUITEPOB:

ptrace (PTRACE_GETREGSET, pid, NT_RISCV_HW WATCH, &iov);

printf ("Num triggers: %d\n", dbg state.dbg info);

* A 4TO 30 YMCNO Mbl BOODLLE NOMYYMIIMG
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Tporaem nanko ptrace API

* Y3HOEM CKOMbKO HOM JOCTYMHO TPUITEPOB:

ptrace (PTRACE_GETREGSET, pid, NT_RISCV_HW WATCH, &iov);

printf ("Num triggers: %d\n", dbg state.dbg info);

* A 4TO 30 YMCNO Mbl BOODLLE NOMYYMIIMG

* Sto CSR'wi@
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Tporaem nanko ptrace API

* Y3HOEM CKOMbKO HOM JOCTYMHO TPUITEPOB:

ptrace (PTRACE_GETREGSET, pid, NT_RISCV_HW WATCH, &iov);

printf ("Num triggers: %d\n", dbg state.dbg info);

* A 4TO 30 YMCNO Mbl BOODLLE NOMYYMIIMG
* 270 CSR'BIC
* Tpurrepslc
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Y7o ckpbiBaeTcs 3a ptrace, koraa Mbl ctasmMm watchpoint?

* Bce komaras GDB cHavyana obpabaTsisaiotcs niatdopMOHE3ABUCUMOMN NOTMKOM

GDB Linux

Target-independent
logic

ptrace calls
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Y7o ckpbiBaeTcs 3a ptrace, koraa Mbl ctasmMm watchpoint?

* [1lpy HEOOXOOMMOCTH BbI3LIBAIOTCA MNATHGOPMO-3ABUCUMBIE XYKM

GDB Linux

Target-independent
logic

ptrace calls

Target-dependent
hooks
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Y7o ckpbiBaeTcs 3a ptrace, koraa Mbl ctasmMm watchpoint?

* Cogepxu1moe 10VeC cTpykTypsl, nepegasaemoit 8 ptrace,
nnatdopmocnemdmuHo, nosTomy ptrace BuiabiBAETCS BHYTPM XYKOB

GDB Linux

Target-independent

logic
ptrace calls
Target-dependent

hooks
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Y7o ckpbiBaeTcs 3a ptrace, koraa Mbl ctasmMm watchpoint?

* B Linux, 3anpoc Ha utermne,/3anmMcTb MHPOPMALMM 06 anNapaTHLEIX PECYPCAX
NPEOCTABASIOTCS B MIATGOPMO-HEIABUCMMOM BMAE

GDB Target independent linux
debug registers

representation

ptrace calls d

Target-independent
logic

Target-dependent
hooks
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Y7o ckpbiBaeTcs 3a ptrace, koraa Mbl ctasmMm watchpoint?

* [lo3aTomy LOXHA ObITb NOTMKA, TPAHCHOPMUPYIOLLAS STO NPEACTABNEHME B
HOCTPOMKY AN KOHKPETHOM NNaTOOpMbl

GDB Target independent linux
debug registers

representation

) )
v

Target-independent
logic

ptrace calls [«

Target-dependent Target specific
hooks debug system setup
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Y7o ckpbiBaeTcs 3a ptrace, koraa Mbl ctasmMm watchpoint?

* [Ina RISC-V >10 ytenne/sanmncts CSR permctpos

GDB Target independent linux
debug registers

representation

T T CSR setup

Target-independent
logic

ptrace calls [«

Target-dependent Target specific T
<
hooks debug system setup
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KoHuenuus o6o0buweHHbix debug pernctpos

ptrace (PTRACE_GETREGSET, pid, NT_RISCV_HW WATCH, &iov);

printf ("Num debug regs: %d\n", dbg state.dbg info);

* A 4TO 30 YMCNO Mbl BOODLLE NOMYYMIING

* 370 yncno «obobileHHbix» debug pernctpos

®* D70 03HAYAET, YTO KOHPUTYPUPYEM Mbl TAK Xe «0606LLeHHbIe» debug percTps
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[Tonpobyem ckoHdumrypmposats debug permcrpl

struct iovec iov;
struct user_hwdebug state regs = setup debug regs ();

iov.iov_base = &regs;

int count = num_debug regs ();
iov.iov_len = (offsetof (struct user_hwdebug state, dbg regs)

+ count * sizeof (regs.dbg regs[0]));

ptrace (PTRACE_SETREGSET, pid, NT_RISCV_HW WATCH, &iov);
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[lonyyaem MHdopmaumio 06 ocTaHOBKE

SIGTRAP

OS >» Tracee

pirace

> Tracer

siginfo
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Nuterpupyem dyHkumoHanbHocTs B otnagumk (gdb native)

linux_nat_target riscv_linux_nat_target
+ can_use hw_breakpoint(...): virtual + can_use_hw_breakpoint(...): override
+ insert_hw_breakpoint(...): virtual + insert_hw_breakpoint(...): override

+ remove_hw_breakpoint(...): virtual <]7 + remove_hw_breakpoint(...): override

+ insert_watchpoint(...): virtual + insert_watchpoint(...): override

+ remove_watchpoint(...): virtual + remove_watchpoint(...): override

+ stopped_by_watchpoint(...): virtual + stopped_by_watchpoint(...): override
+ stopped_data_address(...): virtual + stopped_data_address(...): override
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O cebe

TunuyHble cueHapum OTNAOKM U UX OTPAHUYEHMS

ANNApaTHblE TOYKM OCTAHOBA

PGOJ’IVIBOLI,M?I AnnapaTHbIX TO4EK OCTAHOBA B OTALYMKAX

BoiBoabl




[logeogum ntoru

* Mbl Hayumnncs:
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[logeogum ntoru

* Mbl Hayumnncs:

Y3HABATL KOMMYECTBO AOCTYMHbIX «0b0bLLEHHbIX» debug pervctpos
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[logpsoonMm UTOM

* Mbl Hayumnncs:

Y3HABATL KOMMYECTBO AOCTYMHbIX «0b0bLLEHHbIX» debug pervctpos

- KondurypuposaTs «0boblieHHbie» debug permctpel
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[logpsoonMm UTOM

* Mbl Hayumnncs:

Y3HABATL KOMMYECTBO AOCTYMHbIX «0b0bLLEHHbIX» debug pervctpos
- KondurypuposaTs «0boblieHHbie» debug permctpel

- Crasuth annapatHeilt breakpoint
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[logpsoonMm UTOM

* Mbl Hayumnncs:

Y3HABATL KOMMYECTBO AOCTYMHbIX «0b0bLLEHHbIX» debug pervctpos
Konduryprposats «ob0bLeHHbIEe» debug perncrpsl
CrasmTb annapathbit breakpoint

CraemTb annapatHbii watchpoint
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