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KT0 97?

1
lycemHoB Pyctam MexTmesu4 E . E

y A1 L+l
KOHCYNbTaHT B 06/1aCTV UHPOPMALVIOHHOW
6e30MacHoOCTK, COOCHOBAaTe /b NPOMN3BOACTBEHHOIO E
koonepaTtmea PA/, KOT1, https://radcop.online/ A

— KoMnnekcHbIN aHanm3 3allmIeHHOCTU KOMMaHUK, BKoYast TEXHUYECKue n NnpaBoOBble aCNeKTbl 3alLTbI
I/IHCI)OpMaLLMM (B TOM vucne neHTecCTbl N ayanTbl NICXOO4HOIO KO,ELa);

— OueHKa COOTBETCTBUA TpeboBaHUAM 3aKOHOZaTeNIbCTBa B 06/1aCTN 6€30MacHOCTU NepCoHabHbIX
AaHHbIX 1 BbICTPauBaHWE CUCTEMbI 3aLLUTbI «M0A, KNoY» (BKIoYas pa3paboTKy NakeTa BHYTPEHHeN
HOPMaTMBHOW [JOKYMEHTaL MK 1 BHeApPEeHNe CPeACTB 3alUnTbl MHhopMaLmMK);

— AyTCcopCcUuHI UHpopMauunoHHoM 6e3onacHocTn ans MCI1.
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UcTouHuk: Cost of an error correction in the case of a software product Source: Parker, G.W., Costurile
calitatii, Editura Codecs, Bucuresti, 1998
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NEW RESEARCH: THE COST OF POOR SOFTWARE QUALITY IN THE US: A 2022 REPORT.

Our 2022 update report estimates that the cost of poor software quality in the US has grown
to at least $2.41 trillion, but not in similar proportions as seen in 2020. The accumulated
software Technical Debt (TD) has grown to ~$1.52 trillion.

The key US economic conditions that frame the context for this biennial report are:

A projected GDP for 2022 of $23.35 trillion, a roughly 2% rise since 2020

An inflation rate of 15% over the two-year period

A small 4% growth in the IT labor base over those 2 years to $1.51 trillion

The number of unfilled IT jobs sits at ~300,000 as of the end of August

The 3 main problem areas that we focus on in this year’'s report are:

» Cybercrime losses due to existing software vulnerabilities jumped way up

» Software supply chain problems with underlying 3rd party components (especially Open
Source Software, aka OSS) have risen significantly

» The growing impact of Technical Debt (TD) has become the biggest obstacle to making
any changes to existing code bases

In this 2022 report we turn our attention to recent developments and emerging solutions to
help improve the poor software quality situation as it now exists and stabilize/reduce the
growth rate of CPSQ in the near future.

UcTouHKK: https://www.it-cisq.org/the-cost-of-poor-quality-software-in-the-us-a-2022-report/
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HeKOTOpre MCTOPUNHECKNE Te3NCDI

e LIMKNNYHOCTb «rnobannsaummn» n «permoHannsaumnmy;

* [puxog k Common Criteria (MCO/M3K 15408) 1 oTX0A OT HMX B MOJIb3Y
COOCTBEHHbIX CTaHAapTOB N TpeboBaHUM K onpeaenieHHbIM knaccam Cp3U nnn TY

Ha [AK;

« BO3HMKHOBEHWE H6ONbLLIOIO YMC/a HULLIEBbIX, OTPAC/EBbIX CTAHAApPTOB,
pekomeHgaauui u 1.4. (PCI DSS, PC BP, ®CT3K Poccuu, NIST.....);

* [NossBNeHWe NpoLLecCHbIX NOAX0A0B, afeKBaTHbIX napaaurmMe Agile u npuBaAsaHHbIX K
ypoBHsIM 3penoctn (OWASP, CISu 1.4.).



BaHanbHocTK 0 DevOps / DevSecOps
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YTo AONKHO NONYYNTLCA?
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[1naH Ha BCe cay4yau XU3HU

Fny6oKo aHanusmMpyem BbICTpaVIBaleM npouecc
B3aMMOLENCTBUA
BSIMM/DSOMM, cTponm MMOAENCTBA
C KOMaHAamuM pa3paboTKm

OOPOXKHYIO KapTy, N NOAAEPIKKU

[Buraemca no AOPOKHOM
KapTe

onpeaensaem MeTpuKm

5 MaKcMManbHO MHTErPUPYEM MHCTPYMEHTbI

OPYr C APYrOM U aBTOMATM3MpPYEM BCE, YTO
OBUXKeTCA. YTO He ABUKETCA — Ha BCAKUM
Cny4yali aBTOMATM3MPYEM U NPOBEPAEM,
OBUMKETCA IN OHO Tenepb

o

RAD COP winwadeop onin 1

[Ns Kaxkaoro ns BHeAPEHHbIX
MHCTPYMEHTOB cobupaem

06paTHYIO CBA3b: Yero He XBaTaer,

4yTO pa60TaeT M10X0, YTO MOXKHO

6b1210 Obl YAYYLLINTD




KTO BMHOBAT U 4YTO

nenatb?

Relative cost of error remediation

[monetary units)
zBEs822888

Requirements Project Development Testing Multiplication Utilization
specification design
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NEW RESEARCH: THE COST OF POOR SOFTWARE QUALITY IN THE US: A 2022 REPORT.

Our 2022 update report estimates that the cost of poor software quality in the US has grown
to at least $2.41 trillion, but not in similar proportions as seen in 2020. The accumulated
software Technical Debt (TD) has grown to ~$1.52 trillion.

The key US economic conditions that frame the context for this biennial report are:

* A projected GDP for 2022 of $23.36 trillion, a roughly 2% rise since 2020
* Aninflation rate of 15% over the two-year period
« A small 4% growth in the IT labor base over those 2 years to $1.51 trillion

* The number of unfilled IT jobs sits at ~300,000 as of the end of August

The 3 main problem areas that we focus onin this year's report are:

Cybercrime losses due to existing software vulnerabilities jumped way up

Software supply chain problems with underlying 3rd party components (especially Open
Source Software, aka 0SS) have risen significantly

The growing impact of Technical Debt (TD) has become the biggest obstacle to making
any changes to existing code bases

In this 2022 report we turn our attention to recent developments and emerging solutions to
help improve the poor software quality situation as it now exists and stabilize/reduce the
growth rate of CPSQ in the near future.

2022 rop!
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KaK UX onucaTtb, OT/1agUuTb N BHeOAPUTb

NMPAKTNKYM

CEPUA «MOPAOOK B BU3HECE»

www.radcop.online
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CUTyaunoHHbI noaxoa K Vb

CYOP (716, 57580.3...)

NMpoueccyl (BbibpaHHble mepbl Hanpasnenus (nonHota

3awWuThl/TpeboBaHMA K 1 Ka4ecTso peanunsaumu
cucTeMme ynpasneHus) BbIOPaHHbIX Mep)

31 (683, 719, 757, 802, 57580.1/2) OnepHag (779, 787, 57580.4)

MpaHuubl (MogennposaHue yrpos,
MHBEHTAPU3aUMA, JEKOMNO3NLUUA
Ha HanpaeneHua, TY, OU)



LleHHOCTb cooblecTtBa M 0bMeH
AJanNTUPOBAHHbBIMU IYYLLMMKM NPAKTUKAMMU

B3 rapcor 0] ¢ W

Q) Search content " K

oo
Be Home

oW
a . 3 LR L)
0 Snippets Beta
PouECTH NPOBKT* ABNAETCA MONBITKOR COIAAHUA &AMHOTO MHBOPMALMOHHOTD NONA ANA BCex
WICTOB, KOTOPbIE PAGOTAIOT CO CTAHAAPTaMM cepiu FOCT P 57580. Jenasuiwe npocTe - . _
- oan . . @ Insights ONpeseaeHa »
NONL30BATLCA BYIKY MOrYT AENATE 3TO HOHMMHO N0 BAPECY & PasMeLLeHy naiciune BHOCHTD =
n NPaBKK, NPEANOXEHUA U YUaCTBOBATS B PEAAKTHPOBAHWIA AOMKHbI BCTYNATS B yaT
https://t.me/GOS T57580ciub W NOATEEPAUTS CEOK KEANMAUKALMIO. -
Documentation + LeCLol
ITO He 3AKOHUEHHAA IHUMKNONEAMA TPEBOBAHIA, Mbi OCOIHACM & HENOHOTY W HECOBEPLIEHCTEO. +
TIPEKPACHO NOHMMAEM, UTO 8 8CTb KYA PACTH, M UTO HE BCE TPEBOBAHIR UMEHT CBOU . OBaq

a8 RAD CO

. Ofecnederme 331pTel
MHQODMALMK MpK »
EHC W METCAONOTHA = YMP3ENSHMM AOCTYTION

KoMMeHTapyk. Ho cefiuac Halwa 3aa4a Kax 3a4uHaTenel n 3aNYCTHTE NonHOLEHHLIR MYP 1

MHMLL

HOBATE UENEHANPaBNEHHY

WX NPAKTHK W ONBITA Ha Ba3e yaoGHoro

NBMXKA. BOBNEKAA B 3T0 AKTUBHUCTOR W MEHRA CNOXUBLIN

opmat paBoTe B

aTHKaX & Ayxe Napagirks D

[OCT P 67580.1-2017

MloueMy 3TOT NPOBKT MOKET BbiTh NONE3eH? CErOAHA Mbi CTANKUBAEMCH C OFPOMHBIM MGTOKOM .
awem npegmeTHOM None:
3 34 - KouToo
MAPKETHHIOBLIMH BEGHHEDAN " 3-M. Li3W - Kowrpone
CcooBlEeHUAMU B NPOdATB : ENOCTHOCTH W
P cTaTLAMM Bnaroe; S3UMLEHHOCTI >
GHNBTH-TABAMUAMM B yrN-AOKYMEHTAX
; MATEPUANAMM NPOGUNEHBIX KOHBEPEHLIAR M XyPHANOR.
3TOT NOTOK COIAAET NOCTOAHMYIO GDYCTPALMO OT HEBOIMOKHOCTH OBBATE HEOBBATHOE, & NONKIT)
eng C HHM B DAUHOUKY, R2XE B PAMKAX KPYTHOR KOMNAHVW, NOPOKAAET HENPEPLIBHT
>
NepenanbpeTeHe BENOCHNEA0n™. XOPOLLO, ECAN YAAETCA OGMEHATLCA OMLITOM Ha KOHOEDEHUMAX
4N YEPE3 NUUHBIE CTHOLIEHIR. HO CKONBKO 3HEPTUM PACTPAUUBAETCA BNYETYIO? U CKONBKO
NONE3HOM HHEOPMALINK HE ACKGAMT A0 CEOMX NOTEHUMANLHSIX "KAUEHTOR"? [laXe 6CAN KTO-To
HEXOMT MHTEPECHOE U PA3YMHOE PELLIEHHE KaKOrO-TO BONPOCa, He §aKT, 4TQ 06 JTOM ELEHNN
w KOHKPETHOI OPTaHUIALMM, NPOBKTa WM 33KPHITOrD YaTa. HaoGo N
[EHIR U MisI, OBIYHO IOCTATOUHO NPOCTHIE & "OCBOEHMH' MO BCE WaHCHI HB
0B0€ PACTIPOCTDAHEHIE, OTENEKAR BHAMEHWE 1 CNLI CTIEUMANNCTOR Ha SABEAMO
- MDOMIPLILIHEIE U BECNEpCnEKTUBHbIE MyTH
u . - 1o Mepe pocta o6 ¢ TPEGOBAHIR, YCNOKHEHHA TEXHONOTHUECKOTD CTEKA
MORBNEHMA HOBLIX YFPO3 BE30NACHOCTH U CPEACTS 33IUMTEL, CTAPHIE NOAXOAL! K YNPIBEHMIO 1 4
x OBMEHY SHBHURMM, DCHOBBHHbIE HA CAMODBPAS0BAHIMA W EHY TPUKOPOPAT
>

www.radcop.online



HeKnn naaH v BbIBOAbI

1. HayaTtb paboTaTb C TEM, YTO:
A. oba3aTenbHO oNna Bac;
b. BaM U3BECTHO/MOXET 6bITb OCBOEHO C Y4ETOM PECYPCOB.

2. Ha 6epery pelunTb, Kak npakTuka SecureSDL nHTerpupoBaHa B CUCTEMY YyrpaBieHUs
UB, a cuctema ynpasneHusa b nHTerpupoBaHa B CUCTEMY MEHEIXKMEHTA KOMMaHWUMK;

3. NpoBecTtn GAP-aHanu3 no BbiIbpaHHOMY Habopy TpeboBaHU N paspaboTaTtb
aKTyaNbHblA UMEHHO A1 BacC cLieHapuin 6a30BOro BHeApeHUs (MPUOPUTETbI, PECYPCh,
OTBETCTBEHHbIE);

4. N36exaTb OLLINOKU «TEXHOKpaTa» (CJ'IGI'IOM BEpbl B TEXHOJIOTMN N aBTOMaTU3aLAUIO,
KOTOpPad BCEX CraceT CaMa 1o 0666);

...... (UTepupoBaTb, UTEPUPOBATbL, UTEPUPOBATD)

N. MpogomkaTb UTEepMpoBaTb, COXpPaHsAst KOMIMJIEKCHOE BUAEHUE CUTYALIMN N MOMHS O
CUTYaALMOHHbIX MOAENAX YyNpaB/IEHUS, MOTOMY YTO Y HUX HETKOHEYHOWN TOUYKU 3BOJTHOLINK, U
X CMbICN B 6€CKOHEYHOM ajanTauuu,



inbox@radcop.online
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