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S ViBaH | ynakoB

Texnnpg DevOps-kKomaHObl

® 3aHMMalCb Pa3BUTUEM U NOOOEPXKKOW
MHPPACTPYKTYPbI AN 06naYvyHbIX CEPBUCOB.

® J1io6nt0 KOHTEUNHEPDI, Ka4y KyObl,
MU0 PELLEHUNSA U3 KOPODKU».

® EcTb 3 KOTa, KOTOPbIE TOXE OXOTHO
MCNOJSIb3YOT KOPOOOYHbIE peLlEeHUS.

® 7/ net B UT newe He nomep.
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M W
s Pinata — 3T10...

® MHoro ClusterAPI

® MHoro onepaTtopoB

® MHoro helm + gitops




M W
s Oyem noroBopmnmM?

O1 ClusterAPIl n infrastructure provider'nl

02 3a4yem nucaTb cBOE

O3 W ckonbko 6onu nopg 3TM "nrucaTb CBOE" CKPbIBAETCH
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s ClusterAPl — opkecTpaTop
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M W

s Infrastucture Provider —
rnaBHbiN Tpyaara sawero CAPI

Infrastructure Cluster

InfraMachine template




Infrastucture Provider

INnfra cluster controller

[logroTasnmBaeT
load balancer gnsa kube api

Penoptunt ctaTtyc
B bootstrap provider

https://cluster-api.sigs.k8s.io/developer/providers/cluster-infrastructure



s Infrastucture Provider

INnfra cluster controller Infra machine controller

[looroTaBnuBaeT
MHPPACTPYKTYPY BNOTb
0o ypoBHA OC gnga 3anycka k8s

[logroTasnmBaeT
load balancer gnsa kube api

PenopTtuT cTtaTtyc PenopTtuT ctaTtyc
B bootstrap provider B bootstrap provider

https://cluster-api.sigs.k8s.io/developer/providers/cluster-infrastructure https://cluster-api.sigs.k8s.io/developer/providers/machine-infrastructure



M W
S

Infra provider flow

CAPI | ‘ Infra provider ‘ Any LB service |

ObpaboTKa cywHocTen Cluster/InfraCluster

PenopT 0 roToBHOCTW BaNaHCUPOBLLWKa
<

3aKas3biBaeT L4 || L7 LB ans 6anaHCMpoOBKU
TpaduKa Ha MacTepax

-

MOXHO BCTaBUTb KOCTbINb, HAaNnpumMmep A/AAAA DNS 3anuchk

MocnepgosaTenbHO CO34aeT CYWHOCTW
InfraMachine gna MmacTep Hoq

>

TyT B OCHOBHOM UAET B3anmogencTenec Control-plane 1
bootstrap npoaaﬂuepaMw, pe3ynbTaToOM 4yero aBndeTcd

e AnHbIN cloud-init ANA MHUUKMANN3aLWUWN HOAbI

PenopT 0 rOTOBHOCTM MalLWH(MacTEpPOB)

Co3zpnaHve BMOK/HanuBKa baremetal/whatever

Hekas underlay
MHb pacTpyKTypa

B3anmopencrene CUHXpPOHHOE, nocne ready: true B CNeke

MalUKWHbI CAPI NpoBOoANT ee healthchecks

Co3paeT cywHocTu InfraMachine ANa BOpKep HOA

|

TyTyxe bonee rnbko, 4yem c CPL. 3aBUCUT OT KONIMYECTBA

W HacTpoek machineDeployment

PenopT 0 roTOBHOCTU MallWH(BOPKEPOB)

Co3zpnaHve BMOK/HanuBKa baremetal/whatever

CAPI ‘ Infra provider ‘ Any LB service |

Hekas underlay
UHppacTpykKTypa

wae wirw SWimlanes.io
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s [Mo4yemy peLunnm nmcaTb CBOU npoBangep

KAK MHOXATCA CTAHAAPTI:

(CM: 24PA0HLIE YCTPOUCTBA, KOAKPOBKM, MTHOBEHHLIE COOBLLEHHS W T.4.)

14?20 ABCYPA! HAM
HEOBX0AUMO

CKOPO

PASPABOTATE OAUH

CUTYAUUS: YHUBEPC ANoHbIA
ECTh 14 CTAHAAPT HA BCE CAYUAN

KOHKYPUPYIOLLUX | [ KUSHU. il
CTAHAAPTOR. \ O )

CUTYAUUA:

ECTh 15
KOHKYPUPYIOLLLUX

CTAHAAPTOB.

)




[MTo4yemy peLinnm nmcaTtb CBOU npoBanaep

01 Hanun4yme cobCcTBEHHOU CUCTEMbI HANTMBKW
baremetal cepBepoB VOLK

02 HeobxogumocTb MHTErpaummn
C CUCTEMOW MHBEHTaApPU3aLMnN XOCTOB

03 [JononHutenbHble TpeboBaHUA No ynpasneHunto XKL,
HOQ, KflacTepa OT CepBMCOB Obnaka



M W
s vO: 2 HesaBucumbix infra npoBanpepa

‘ Cluster API
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M W
s vO: 2 HesaBucumbix infra npoBanpepa

Pinata baremetal Pinata libvirt
infra provider infra provider
PaboTaeT ToNbKO PaboTaeT ToNnbKo
c baremetal c BM Ha libvirt
\ OcHoBHasa pa3paboTka, [Tobo4yHasa pa3paboTka,
OPUEHTUPOBAH Ha bonbLune OPUEHTUPOBAH Ha ManeHbKune

N\ prod-like knacTtepa nabHble cTeHObl B dev KOHType



M W
s KaKcgenaTtb MacTepa gewieBne

O1 3acenaTtb NoONe3Hyto Harpy3Ky Ha MacTepa

02

O3 MacTepa B kybe



M W
s Schedulable macTepa

e BbiCcOKaa BEPOATHOCTb OTKa3a Hoabl
N3-3a NoJSIb30BaTENTbCKOWN HArpy3Kn

® Security — 6e3 KoMMeHTapueB



M W
s MacTepa B Kybe

* He xo4deTtcsa noggep>xuBatb cBon SDS (CSI)

* Cno)kHaqa ceTeBad TOMOJSI0rnsa Knacrtepa c MacTepamu

¢ KomMnyiekcHas CTOXXHOCTb BCEro peLleHuns



M W
s MacTtepa Ha BM

* MakcmnmManbHO YyNPOLLEHHbIU
no KkKoHpurypaumm standalone libvirt

* [lpocTaqa ceTeBad cxema

* Jlerko npebanTtb



M W

s Cluster && InfraCluster

apiVersion: cluster.x-k8s.1to/vlbetal apiVersion: infrastructure.cluster.x-k8s.1o0/vlbetal
kind: Cluster kind: PinataMetalCluster
metadata: metadata:

Llabels: labels:

cluster.x-k8s.10/cluster-name: devoops

cluster.x-k8s.10/cluster-name: devoops
name: devoops

namespace: devoops name: devoops
spec: namespace: devoops
clusterNetwork: spec:
pods: domainPrefix: dev.cloud.mts.ru
cidrBlocks: matchbox:
- namespace: matchbox
Seryeess controlPlanePort: 6443
cidrBlocks: {pam:
controlPlaneRef: 1p$2ng?C1dr:
apiVersion: controlplane.cluster.x-k8s.10/vlbetal eLbox:
kind: KubeadmControlPlane domain:
name: devoops secretKeyRef:

name: netbox
key: token

infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.10/vlbetal

kind: PinataMetalCluster
name: devoops




s Control plane && Machine Deployment

apiVersion: controlplane.cluster.x-k8s.1i0/vlbetal apiVersion: cluster.x-k8s.1o0/vlbetal
kind: KubeadmControlPlane kind: MachineDeployment
metadata: metadata:
labels: .
cluster.x-k8s.10/cluster-name: devoops tabets: ,
hame: devoops cluster.x-k8s.10/cluster-name: devoops
namespace: devoops name: devoops-md-0
spec: namespace: devoops
kubeadmConfigSpec: spec:

initConfiguration:
nodeRegistration:
kubeletExtraArgs:

clusterName: devoops
replicas: 1

S RICT: selector:
joinConfiguration: matchLabels: {}
controlPlane: {} template:
nodeRegistration: spec:
kubeletExtraArgs: bootstrap:
name :

machineTemplate: configRef:
P apiVersion: bootstrap.cluster.x-k8s.10/vlbetal

apiVersion: infrastructure.cluster.x-k8s.10/vlbetal kind: KubeadmConfigTemplate
kind: PinataMetalMachineTemplate name: devoops-md-0
name: devoops-cpl clusterName: devoops

replicas: 1 infrastructureRef:
rolloutStrategy:

rollingUpdate: : : .
maxSurge: 1 kind: PinataMetalMachineTemplate

type: RollingUpdate name: devoops-machine
version: v1.29.2 version: vl1.29.

apiVersion: infrastructure.cluster.x-k8s.10/vlbetal







s PinataMetalCluster vs PinataLibvirtCluster

apiVersion: infrastructure.cluster.x-k8s.10/vlbetal apiVersion: infrastructure.cluster.x-k8s.1i0/vlalphal
kind: PinataMetalCluster kind: PinatalLibvirtCluster
metadata: metadata:

labels: labels:

cluster.x-k8s.10/cluster-name: devoops
name: devoops
namespace: devoops

cluster.x-k8s.10/cluster-name: devoops
name: devoops
namespace: devoops

spec:

Spec. hypervisorNodes:
domainPrefix: dev.cloud.mts.ru - name: libvirtl
matchbox: conf:

namespace: matchbox host:
controlPlanePort: 6443 user:
ilpam: keyfileSecretRef:

name: libvirt-ssh-key

LpRangeCdr: key: 1d_ed25519_libvirt

netbox? remoteSocket:
domain: port:
secretKeyRef: ipamIPRange:
name: netbox ipamCluster: local
key: token tpamDomain:

dnsNameservers:




M W
s Vv1:TnbpugHble Knacrtepa

Cluster API
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Nodes
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M W
s Vv1:TmbpugHble kKnacrtepa

N NMHnunpyeT HanuBky baremetal cepBepoB yepe3 VOLK
Plnata Nennout BM Ha libvirt
Hybrid }
Infra - u
. YnpaBnseT niBeHTapusaunen xoctoB B Netbox
Provider
\_ J YnpasngaeT annokaumnen ceTeBbix

npedurKCOoB O XOCTOB B KJlacTepe




M W
s bwunsHec pnpoBoJieH

® JKOHOMUA B OECATKN CepBepPOB HA MacTepax

* PasBepTbiBaHME KNACTEPOB 3HAYUTESIbHO YCKOPUIIOCH

* Cpoku He npoaonbaHbl



M W
s A Mbl — He OY4YeéHb...

e CRnoXXHO NOHATb, FOe 3acTpsAn gennoun

® CNo>XXHO TeCTUPOBATb

* BbiCcOKMM NOpOr BXoaa B KOOOBYHO 6ba3y npoBanaepa

® OrpomMHble “NOPTAHKN” MHPOPMaLUKM B cTaTycax —» CNOXXHbi FSM



M W

s v2: PnoT onepartTopos

Pinata
Hybrid
Infra
Provider

CR RECONCILATION

Pinata
Hybrid
Infra
Provider

Pinata
Libvirt-
VM-
Operator

Pinata
Catbox

NMHuunpyeT HanuBky baremetal
cepBepos 4yepe3 VOLK

Nennout BM Ha libvirt

YnpaBnaeT HBEHTapuU3aumnemn
XocToB B Netbox

YnpaBnaeT annokauneun ceTeBbiX
npeduKCcoB Ons XOCTOB B KJlacTepe



M W
s BsaunmopeuctBue c Netbox yepes kKnmeHT

v [3) internal/service/interface.go [ +5 -10 | Q3| View file @b7da7516

type Cluster interface {
, MachineWithRef
4€ GetName() string
41 GetNamespace() string
GetHostname() string
GetDomain() string
SetControlPlaneEndpoint(hostname string, port int)

GetServiceCIDRBlocks() []string
GetPodCIDRBlocks() []string

49 AddPodCidrID(id int32, cidr string)
50 GetPodCidrIDs() [Jlint32

51 GetPodCidrMap() map[stringlint32

52 SetClusterID(id int32)

53 GetClusterID() int32

51 GetTenant() string
GetSite() string
GetGroup() string

type BaremetalMachine interface {
BaseMachine
72 MachineWithRef
' ListAvailablePinataMetals() ([]PinataMetal, error)
GetOwnedPinataMetal() (PinataMetal, error)
GetIpxeID() string

GetVcpus() vint

GetRam() vint

GetDisks() [linfravibetal.Disk
91 GetCluster() string
92 SetVMId(int)
93 GetVMId() int

GetHypervisorHost() string
GetHypervisorName() string



M W
s Bsaunmopeucteume c Netbox yepes pon. onepaTtop

func (m *MachinePinataVolkService) getCatboxDeviceStatus(ctx context.Context) (*catboxvlalphal.DeviceStatus, error)

4
L

device, err := m.getOrCreateCatboxDevice{ctx)
if err '= nil {
return nil, err

}

if !device.Status.Ready {
i ni IRER : catbox device is not ready

}

return {\d@\a’l(‘ebla[lls nil
1
J

func (m *MachinePinataVolkService) getOrCreateCatboxDevice(ctx context.Context) (*catboxvlalphal.Device, error) {
device := &catboxvlalphal.Device{}
ns := types.NamespacedName{
Name: m.machine.GetNamel( ),
: m.machine.GetNamespace( ),
}
if err := m.client.Get{ctx, ns, device); err != nil {
if k8sErrors.IsMNotFound(err) {
return m.createCatboxDevice(ctx)
}
: v

}

return device, nil
}

func (m *MachinePinataVolkService) createCathoxDevice(ctx context.Context) (*catboxvlalphal.Device, error) 1
host, err := m,getOrReserveVolkHost()
if err != nil {

el v %W

}

device := &catboxvlalphal.Device{
jectMeta: metavl.ObjectMeta(
' m.machine.GetName( ),
: m.machine.GetNamespace( ),
[ Imetavl.OwnerReference{
m.machine.GetOwnerRef( ),

+,
ec: catboxvlalphal.DeviceSpec{
e : catboxvlalphal.DeviceSelector{
¢ host.IpmilIP,
.,
e: m.cluster.GetName( ),
m.cluster.GetTenant( ),
},
}
if err := m.client.Create(ctx, device); err != nil {
et ni .Erro '‘cannot { 1tbo> LCt T Sw
}

return device, nil



M W
s [Mobepa™...

* PeTpaun n obpaboTka owmMbOK TENEPDL HA CTOPOHE
OTAOENbHbIX ONEPATOPOB

e [Opa3go nNpoLlle TECTUPOBATb KYyCOYKN DU3HEC NTOMMKN
a He BeCb ee namnnauH

* OTaoenbHble onepaTopbl NpoLe aopabaTbiBaTbh U NOOOEPXNBATD

® CtaTtycbl CR camoro npoBangepa 3amMmeTHo "noxygenn”
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M W
s v3: HaBogunm KpacoTy

* [lepepabaTtbiBaemMm FSM

* Yyctmm mycop 3a coboun npun yganeHuu

* PUNbTPYEM HEHYXXHbIE CODbITUA



M W
s KaK yCTpoOeH onepaTtop

Process main.go

One of these per cluster, or several if using HA.

Manager sigs.k8s.io/controller-runtime/pkg/manager

One of these per process.
Handles HA (leader election), exports metrics, handles webhook certs, caches events, holds clients, broadcasts events to Controllers, handles signals and

shutdown.
Client Cache
Communicates with APl Server, Holds recently watched or GET'ed objects. Used
handling authentication and protocols. by Controllers. and Webhooks. Uses clients.
Controller sigs.k8s.io/controller-runtime/pkg/controller Webh00k

sigs.k8s.io/controller-runtime/pkg/webhook
One of these per Kind that is reconciled (i.e.. one per CRD).

Owns resources created by it. Zero or one Webhooks. One per Kind that is
reconciled.

Uses Caches and Clients and gets events via Filters.

Controller calls a Reconciler each time it gets an event.

AdmissionRequest
Handles back-off and queuing and re-queuing of events. Event

Defaulter v

Sets unset fields in spec.

Predicate
sigs.k8s.io/controller-runtime/pkg/predicate

Filters a stream of events, passing only those that require
action to the reconciler..

ﬂ‘
S~ ® t+ ~ =2 M
/1
<
A

Validator

Reconciler

sigs.k8s.io/controller-runtime/pkg/reconciler Rejects poorly formed objects.

User-provided logic is added into the reconciler.Reconcile function.




M W
s N3 dyerococtoumt CR

MeTtapaTta obbekTa:

* Tun/Bepcus

* nenodnbl/aHHOTaLUU

* ncTopusa obHoBNEHUN

struct {

Teno obvekTa:

Coaep>XUT OCHOBHYIO MHPOPMaLNIO
019 06paboTKM KOHTPOIEPOM

CrtaTtyc obbekTa:

BcnomoraTtenbHasa CyWwHOCTb
019 06paboTKM NPOMEXYTOYHbBIX COCTOAHUN




M W
s OrpaHun4deHumd clusterctl move

Warning

Before running clusterctl move , the user should take care of preparing the target management cluster, including also
Installing all the required provider using clusterctl init .

The version of the providers installed in the target management cluster should be at least the same version of the
corresponding provider in the source cluster.

Warning: Status subresource is never restored

Every object's status subresource, including every nested field (e.g. status.Conditions ), IS never restored during a
move operation. A status subresource should never contain fields that cannot be recreated or derived from

Information in spec, metadata, or external systems. Provider implementers should not store non-ephemeral data in the
Status . Status Should be able to be fully rebuilt by controllers by observing the current state of resources.



M W
s PaspenaemM cTtevTbl

Pt
] ’? Tonbko |/|Hc|)opmau,|/|ﬂ 0 Hanueke (wabnoH)
(f -
[lonHoe ynpaBneHue
| >KLI| HO.D.bl Kind: PinataHybridMachine
g R
[ Kind: PinataHybridMachine ]
( \ 1) Komrpaxtst CAPI(ready: J
k "

Spec: madaoH HaINBKI MAallIHBI

3 Tonbko nHpopmaumna o coctodaHum (FSM)

fE(ind: PinotaHybridMachineStat:\
N Y, @ A
. »
Status: L Lo
1)FSM -

2) Kourpakrel CAPI(ready: true)

_ Y,
L y, L\ J




s Paspenaem cTenTbl

apiVersion: infrastructure.cluster.x-k8s.10/vlbetal
kind: PinataHybridMachineState
metadata:

creationTimestamp:

generation: 5

cluster.x-k8s.1o/cloned-from-groupkind: PinataHybridMachineTemplate.infrastructure.cluster.x-k8s.10 name: msk-avg-stg-iaas-capi-mesh-demo-1-7pxb4

L : : namespace: - - -1 - L- - o-1
cluster.x-k8s.10/cloned-from-name: msk-avg-stg-iaas-capi-mesh-demo-1-controlplane P msk-avg-stg-1iaas-capi-mesh-dem
creationTimestamp ownerReferences:

T T — . - apiVersion: infrastructure.cluster.x-k8s.10/vlbetc
- pinata-hybrid.machine.x-k8s.10/finalizer tDLOCEO»HNEfDEIGtIINW: L

deneration: 7 controller: true

fabﬁc* : kind: PinataHybridMachine

cluster.x-k8s.1o/cluster-name: msk-avg-stg-iaas-capi-mesh-demo-1 UL el S e A L B L b
P o e o g uid: 3e8bbb21-1336-4215-8c96-2b667b8e7d8d

‘ o - . spec.
cluster.x-k8s.1o/control-plane-name: msk-avg-stg-iaas-capi-mesh-demo-1 p, L L
. : : hypervisorName: libvirtl
name: msk-avg-stg-iaas-capi-mesh-demo-1-7pxbd

I : : tpamStatus:
namespace: msk-avg-stg-iaas-capi-mesh-demo-1 i
status: addresses:

apiVersion: infrastructure.cluster.x-k8s.10/vlbetal
kind: PinataHybridMachine
metadata:

annotations:

| - cldr:
ready: true 1d:
state: .
mac :
spec:

name: ens3
vmid: 976
state: Running




M W
s YuctTum 3acobom CR

apiVersion: catbox.mws.ru/vlalphal
kind: VirtualMachine
metadata:

ownerReferences:
- apiVersion: pinata.cloud.mts.ru/vlalphal
> blockOwnerDeletion: true
controller: true
kind: LibvirtVM
name: i1pgulako-test
uid: 2d28d089-2ee5-4020-bece-cc8e7bda5659




M W
s Custom predicates

* Predicate — mexaHnam punbTpaumm neeHToB ¢ CR gna onepaTtopa

* [lo3BONAET KOHTPONEPY pearnpoBaTb TONbKO HA HY>XXHbIE UBEHTDI



M W
s Custom predicates

* Create — nepBuyHoe co3paHune CR (kubectl create),
nnbo nepes3anyck onepartopa

e Update — nobble gencTtBma no USMEHEHUIO
* Delete — ynanenune CR

* Generic — B3anmopgeuncTteue ¢ CR gpyrumm KoHTponnepammn®



M W
s Custom predicates

// SetupWithManager sets up the controller with the Manager.

func (r *No | IR ) SetupWithManager( r1.Man ) error {
' Pred? = ite. | {
: func( vent.CreateEvent) bool {
= ject - ()
’ — [ - ]
if {
return [ Key] ==
}
return false
|
Upd unc: func( vent. eEvent) bool {
1= jectl etl ()
3 — [ ]
if ok {
if len(e.O0bj )1d.GetFinali: ()) !'= len(e.0ObjectNew.G nalizers()) {

return true

}

// DONONHUTENbHO (UNLTPYEM MBEHTb Ha angenT cratyca, 4Tobbl He ObINO ABOWHBLIX NPUMEHEHWW U He NoMancs
oudd Ha cTapble 3HAYEHMUS

if e.ObjectNew.GetGeneration() == e.ObjectOld.GetGi () 1

return false

}
return [ LabelKey] ==
}
return false
I -
: func( nt.l A ) bool {
return true
-
// GenericFunc: func(e event.GenericEvent) bool {
// return false
// %},
}
return .Ne ! Ma /( )

For(&sysctly] 1 .NodeConfig{}).
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BbiBOObI:

&/ MHOro maneHbKmnx onepaTopos
nyylue, YemM OaMH CNOXXHbIV

¢/ He neperpyyxatite Status
B Bawnx CRD Ky4yen nornku

</ He bouTecb nucaTb
CBOW MHCTPYMEHTHI
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