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MaxPatrol 10 (2019 roa)

On-prem-peLleHue

MwukpocepBuncHaa apxmntekTypa

Okono 40 MnKpoCcepBNCOB
single instance

OuyeHb MHOro SKCMNepTHOro KOHTeHTa

(Hanpumep, 6a3a ya3BMMOCTEN, NpaBu/ia 06paboTK CO6bITUIA)

BbinyckaeTcsa B ogHOWN
pefakunn — SIEM

ORORORONRO
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MaxPatrol 10 (2020 rop)

Ha noaxoane HoBas pepakuua — VM

@ YMeTb BbiNMyCcKaTb pa3Hble BapmaLu iy OgHOro NpoayKTa

@ 3aka3unkK MOXeT paboTaTb C pa3HbiMU peaakLnaMmm
Ha OOHOWN yCTaHOBKE

@ B 3aBUCUMOCTM OT peaaKkLmm:
« YacTb akcnepTnabl HE OOCTYMNHa

 YacTb Habopa PpyHKLUNN OTKIIIOHAETCH

@ Twun pegakuum BNNSET Ha OEeNCTBUS NOSib30BaTeNS
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MaxPatrol VM (B cocTtaBe MaxPatrol 10)

Vulnerability
management

Scan

management

Henb3a cobupatb
cobbiTna Nb
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monitoring

RabbitMQ

License
service

NMnueHs3ng
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Henb3a cobupatb
cobbiTnga b
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MaxPatrol SIEM (B cocTaBe MaxPatrol 10) m

Incident Events

SIEM Server

management frontend

_

Pa6oTa ¢ ya3BUMOCTSAMM
orpaHuyeHa
v

|

4 RabbitMQ

License
service
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Event
storage
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Health
PostgreSQL
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DPYHKLNN
n aKcnepTmnaa

3aBUCHAT OT pefakumnm
1 NpaB Nofb3oBaTeNS




Ham nomMmo)xeT
pa3rpaHnyeHue N
aocTyna




Pa3rpaHunyeHune gocTtyna

% PurHaHChbI
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Pa3rpaHunyeHune gocTtyna

% PurHaHChbI
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Role-based access control

Financiers

Accountants

Administrators
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Mpo6nembl RBAC

KonnyecTtBO
posien pacTeT




JexkapToBO NnpomnsBeaeHue ponen m

ST T Financiers Financiers Financiers
Moscow Saints-Petersburg Novosibirsk

Accountants Accountants Accountants
Moscow Saints-Petersburg Novosibirsk

Administrators Administrators Administrators Administrators
Moscow Saints-Petersburg Novosibirsk
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Mpo6nembl RBAC

KonnyecTtBoO
porien pacTeT

Henb3ga orpaHnynTb
O0OCTYM K AaHHbIM




byxrantep MoXeT BbinycKaTb
KBapTasibHbIVl OTYET

no ceoemy odvumcy

B paboJyee Bpems
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Attribute-based access control

Cyb6beKT
MM, OOJIXKHOCTb, OPUC,
paboure yacol

Pecypc

TN, Ha3BaHWEe

ﬂ OeuncTBune Cpepa
</ Ha3BaHWe ropopn, CTpaHa, BpeMs
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Attribute-base access control

NpaBuno @

byxrantep MoXeT BblnycKkaTb
KBapTaJibHbIV OTYET B paboyee BpeM4

¥

@ CyobbekT.[lomxkHocTb = bByxrantep

@ Pecypc.Tun = OTyer 1
|
@ Cpepna.Bpema in CybbekT.Paboune yachbl l i

Ycnosus
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Attribute-base access control m

PasrpaHunymBaeT

OOCTYM K AaHHbIM

[TpaBua He MEHSAIOTCYH Mpn PoCcTe
KoJin4yecTBa aTpnbyToB




XACML

eXtensible Access Control Markup Language

@ C 2003 ropa paspabaTbiBaeTca OASIS

@ Bepcuna 3.0 — camaq aktyanbHaga (2013 ron)

@ OcHoBaH Ha XML
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PolicySet
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Rule

Target — nornyeckoe BblipaxeHne. CocTouT N3 aTpnobyToB N KOHCTaHT

Condition — nornyeckoe BblpaxeHune, Bbluncngaemoe aMHaMnyecKkm

Effect — pesynbTaT BhluncneHnsa npaBmna

< Permit > < Deny > < Not applicable > ( Indeterminate >

Obligation — gencrtBune, KOTOpOEe HEOHBXOOVMMO BbINOMHUTDL

Advice — gencrtBue, KOTopoe pekoOMEHOYETCH BbIMOMHNTDb

OROINORONO
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ORORORONO

Target — normnyeckoe BblpaxeHue.
CocTounT 13 aTpmbyTOB N KOHCTaHT

Rules — crnncok npaBu/

Obligation

Advice

Rule-combining algorithm
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Rule-combining algorithm

ANropunTtm

First-applicable

Deny — Unless — Permit

Permit — Unless — Deny

[Not applicable, Permit, Not applicable] 2> Permit
[Not applicable, Deny, Permit] 2 Deny
'Not applicable, Not applicable, Not applicable] 2 Not applicable

Deny, Permit, Not applicable] 2> Permit
Deny, Deny, Not applicable] 2 Deny
'Not applicable, Not applicable, Not applicable] > Deny

[Permit, Deny, Permit] - Deny
[Permit, Permit, Not applicable] 2 Permit
[Not applicable, Not applicable, Not applicable] > Permit
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KomnoHeHTbl XACML

Policy Enforcement

R
Point (PEP) esource

Policy Decision
Point (PDP)

Policy Administration | Policy Information

Point (PAP) Point (PIP)
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KomnoHeHTbl XACML

« Co3paeT NnonnTuKn
n ynpaenseT uMun

+ NHTepdenc ana PDP

Policy Administration

Point (PAP)

Policy Enforcement
Point (PEP)

Policy Decision
Point (PDP)

Policy Information
Point (PIP)

Resource
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KomnoHeHTbl XACML

« Co3paeT NoNnnTuMKn
n ynpaenseT uMun

+ NHTepdenc ana PDP

Policy Administration
Point (PAP)

Policy Enforcement
Point (PEP)

Policy Decision
Point (PDP)

Policy Information
Point (PIP)

Resource

e VICTOUYHNK 3HA4YEeHNN

aTpnéyTtos
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KomnoHeHTbl XACML

Policy Enforcement
Point (PEP)

Resource

« BbluncngeTt nonuTukn
Policy Decision » OnepupyeT Tonbko
) aTpunbytamm
Point (PDP)

a N
- CospaeT NonnTuKn _
n ynpasnsgeT umMmu Policy Administration Policy Information . I;I:;s;;lrngHaqumm
« NHTtepdenc gpna PDP ) \ _
5 Point (PAP) Point (PIP) )
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KomnoHeHTbl XACML

 BbisbiBaeT PDP

Policy Enforcement - ObpabaTbiBaeT oTBET
Point (PEP)

Resource

~
« BbluncngeTt nonuTukn
Policy Decision » OnepupyeT Tonbko
- ) aTpunéytamm
Point (PDP)
Y,

a \
- CospaeT NonnNTuKn 5
n ynpasnsgeT umMmu Policy Administration Policy Information . I;I:;s;;lrngHaqumm
« NHTtepdenc gpna PDP ) _
5 Point (PAP) Point (PIP) )
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KomnoHeHTbl XACML

Policy
Administration Point

« Co3paeT n agMnHUCTpPUpyeT NOSNTUKIN
* IHTepdenc nonyyeHns nosinTuk

Policy

. . /ICTOUHNK 3HAYEeHNI aTPpNbyTOB
Information Point pVIoY

* BblyncngaeT nonnTnkn
 OnepupyeT TONIbKO aTpunbyTamu

Policy
Decision Point

Policy
Enforcement Point

BbisbiBaeT PDP n o6pabaTtbiBaeT oTBET

TN N (s 0
NN NI NV
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Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement
Point (PEP)

Resource
Policy Decision

Point (PDP)

Policy Administration
Point (PAP) 1. CoxpaHeHne

MNOJINTUK

Ppolicy Policy Information

store

Point (PIP)
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Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement

Point (PEP)

Resource

Policy Decision
Point (PDP)

2. Nony4yaeT nonnTnkn

Policy Administration e

) s Policy
Point (PAP) 1. CoxpaHeHne
NOMNTUK store

Policy Information
Point (PIP)
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Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement

3. 3anpoc gocTyna Point (PEP)

"\
~

POST/reports/publish

report: sales-1

user: vpetrov

Q y f N
Resource
Policy Decision
Point (PDP :
s ( ) Subject
3, \_ Y,
o
C
N

Policy Administration “:
Point (PAP) 1. CoxpaHeHne

NOJINTUK

Policy Information

Point (PIP)

40




Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement

3. 3anpoc gocTyna Point (PEP)

f
Authorize B 4. 3anpoc gocTtyna

action: publish
report: sales-1

user: vpetrov
\ .

Resource

Policy Decision

Point (PDP)

2. Nony4yaeT nonnTnkn

Policy Information
Point (PIP)

Policy Administration
Point (PAP) 1. CoxpaHeHne

NOJINTUK

S Policy

store
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Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement

3. 3anpoc pgocTyna Point (PEP)

4. 3anpoc gocTyna

4 )
Resource
Policy Decision
Point (PDP :
< ( ) Subject
Y 11}
S o)
= 0 &
S 30 Authorize
C C o
-~ ® &
o G action: publish
> v report: sales-1 J
S user: vpetrov
I:_ J
N

Policy Administration
Point (PAP) 1. CoxpaHeHune

NOJINTUK

Policy Information

S Policy

Point (PIP)

store
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Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement

3. 3anpoc gocTyna Point (PEP)

4. 3anpoc gocTyna

<
>

e A
Resource
Policy Decision
Point (PDP :
5 ( ) Subject
< o
- g 5
3 a2
C C o
B o B
3 3 _ )
=
(o)
C
3

Policy Administration
Point (PAP) 1. CoxpaHeHune

NOJINTUK

{  Policy Policy Information

Point (Plp) 6. Mony4yeHne saHayeHUN

aTpnbyToB

store
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Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement

3. 3anpoc gocTyna Point (PEP)

4. 3anpoc gocTyna

( )

Policy Decision 7. ATpn6yThbl subject.position; accountant
) < subject.working time;
Point (PDP) [9:00:18:00]
S
< g Env.now: 16:30
S 0 5 N
g 0o
o) Q s
C 5 Q
o
i 10
> v g = /
o)
C
o

Policy Administration L :
_ S Policy
Point (PAP) 1. CoxpaHeHne

NOJINTUK

Policy Information

Point (PIP) J
6. Nony4yeHne 3HauYeHnin
aTpnbyToB

store
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Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement

3. 3anpoc gocTyna Point (PEP)

result: permit obligations:
Write Security Log

8. PesynbTaT NnpoBepKu

4. 3anpoc gocTyna
pocTyna

<
>

- N
Resource
Policy Decision 7. ATPnGyThI
Point (PDP :
5 ( ) Subject
Y 11}
= 2
: 2 8
o) Q s
C C o
& O &
0 6
> N J
|y
0]
C
o

Policy Administration
Point (PAP) 1. CoxpaHeHune

NOJINTUK

Policy Information

S Policy

Point (PIP)

store

6. Nony4yeHne 3HauYeHnin
aTpnbyToB
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Bzanmopeuncremne komnoHeHToB XACML

Policy Enforcement

3. 3anpoc gocTyna Point (PEP) 9. BbINnonHNTb
Obligations
4. 3anpoc pgocTyna - 8. PesynbTaTt npoBepku
nocTyna
4 )
Resource
POIicy Decision 7. ATpn6yTbl
Point (PDP _
S ( ) Subject
: :
S 3 S
g 0
o) Q s
C 5 o
° S &
1)
% v - = J
0
C
o

Policy Administration
Point (PAP) 1. CoxpaHeHune

NOJINTUK

Policy Information

S Policy

Point (PIP)

store

6. Nony4yeHne 3HauYeHnin
aTpnbyToB
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Nnocbl XACML

OTpacneBon
cTaHpoapT

Heckonbko peannsaunn
(KaK ONMEeHCOPCHDbIX, TakK
N NponpueTapHbIX)




Hepnoctatkm XACML

<Policy
xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
xmlns:xsi="http://www.w3.0rq/2001/XMLSchema-instance"
xsi:schemalLocation="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17
http://docs.oasis-open.org/xacml/3.0/xacml-core-v3-schema-wd-17.xsd"
PolicyId="urn:oasis:names:tc:xacml:3.0:example:SimplePolicyl"
Version="1.0"
RuleCombiningAlgId="identifier:rule-combining-algorithm:deny-overrides'>
<Description>
Medi Corp access control policy
</Description>
<Target/>
<Rule
Ruleld= "urn:oasis:names:tc:xacml:3.0:example:SimpleRulel”
Effect="Permit">
<Description>
Any subject with an e-mail name in the med.example.com domain
can perform any action on any resource.
</Description>
<Target>
<Any0f>
<AlL10f>
<Match
MatchId="urn:oasis:names:tc:xacml:1.0:function:rfc822Name-match">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string
>med.example.com</AttributeValue>
<AttributeDesignator
MustBePresent="false"
Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
DataType="urn:oasis:names:tc:xacml:1.0:data-type: rfc822Name" />
</Match>
</A110f>
</Any0f>
</Target>
</Rule>
</Policy>




Hepnoctatkm XACML

@ Bce Ha XML :)

CTaHpgapT He onpegengeT, Kak

paboTaTb CO MHOXECTBOM pPEeCcypCcoB




Hepnoctatkm XACML

@ Bce Ha XML :)

CTpapgaer latency
B CTaHOapPTHOWN CXeme

CnoXHo obecneynTb

LHeJTIOCTHOCTb OaHHDbIX
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Axiomatics ALFA

Abbreviated Language For Authorization




MpnuMmep NONNTUKN

policy report{
target clause resource-type == "report"
apply firstApplicable

rule publishReport{

target clause action == "publish" and user.role == "accountant"
permit
condition user.1d == owner
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HepoctaTtkm ALFA

HeaBHa4
napameTpunsaumns
NOJIYyYEHNS aTPNOYTOB

53




HepoctaTtkm ALFA

HeaBHa4
@ napamMeTpur3auing
NoNy4YeHns aTpnoyToB

BoamMo)XHOCTIK

NMHOEeKcaLunn NoANTUK
OrpaHn4YeHbl
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OT Teopum
K NpaKTuke




Cxema MaxPatrol 10

Vulnerability
management

Incident
management

Events

frontend

Scan
management

Asset
management

Health
monitoring

g RabbitMQ

License

service

PostgreSQL

>

SIEM Server

Event
storage



ABAC pnsa pasaeneHnda NnpoaykTa

BoloeneHmne pegakunmnm yepes
NOSINTUKWN OOCTYyMa

BO3MOXHOCTb opMUnNpoBaHUS
HOBbIX pegakunm ¢ MNHUMaTbHbIM
N3MEeHeHnemM KoaoBou 6a3bl
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Cxema MaxPatrol 10

Incident Events

management

frontend

}

Scan
e RabbitMQ : Event
management storage

Asset ABAC
management authorization

Vulnerability
management

Health
monitoring

Licensing PostgreSQL




Cxema aTpnbyTtosB
resources.

peCypca report:

idType: -Uuid
actions:
read:
publish:
attributes:
actions:
type: - String

"report[].id":
type: - Uuid

"report[].owner":
type: - String
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policy report{
target clause resource-type == "report"
apply firstApplicable

rule publishReport{
target clause action == "publish" and user.role ==
permit
condition user.id == owner

policy report
resource = "report"

rule publishReport
target clause action == "publish" and user.role ==
condition report[id = @id].owner = user.id

"accountant"

""accountant"




PunbTp TUNA

resource = "report"”
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3HavYeHnsa aTpmnéyrtos

report[id = @id].owner = user.id
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[[pynna aTpnéyTos

@ report[] — rpynna aTtpunbyTtoB

class -Report

{

public Guid Id { get;  }

public -string Owner { get; -}
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PunbTp

1

report[id = @id].owner == user.id

2

any(report[id = @id, owner = user.id])
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Nopa6oTkn XACML

MwukpocepBC MOXET
@ 3aperuncTtpupoBaTb B PEP

nokanbHbin PIP

HoBbl pe3ynbTaT NpoBEepPKUN —
Deferred
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KomnoHeHTbl XACML

Policy
Administration Point

« Co3paeT n agMnHUCTpPUpyeT NOSNTUKIN
* IHTepdenc nonyyeHns nosinTuk

Policy

. . /ICTOUHNK 3HAYEeHNI aTPpNbyTOB
Information Point pVIoY

* BblyncngaeT nonnTnkn
 OnepupyeT TONIbKO aTpunbyTamu

Policy
Decision Point

Policy
Enforcement Point

BbisbiBaeT PDP n o6pabaTtbiBaeT oTBET

TN N (s 0
NN NI NV

66




[MpoBepKa aBTOPUN3aLNN

Service Authorization.ABAC
(PEP, local PIP) (PAP, PDP, PIP)

Licensing

Reports.alfa

Data
Service

Resources.vaml
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[MpoBepKa aBTOPUN3aLNN

~

1. BoinycTtuTtb OTUET

POST/reports/publish

report: sales-1
user: vpetrov

Authorization.ABAC
(PAP, PDP, PIP)

Service
(PEP, local PIP)

Licensing

Reports.alfa

Data
Service

Resources.vaml
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[MpoBepKa aBTOPUN3aLNN

1. BoinycTtuTtb OTUET

2. NpoBepka pocTyna

>

Service A\ - Authorization.ABAC

(PEP, local PIP Gt (PAP, PDP, PIP)

action: publish
report.id: sales-1
user.id: vpetrov
user.role: accountant

Licensing

Reports.alfa

Data
Service

Resources.vaml
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[MpoBepKa aBTOPUN3aLNN

1. BoinycTtuTtb OTUET

2. NpoBepka pocTyna

>

Authorization.ABAC
(PAP, PDP, PIP)

Service
(PEP, local PIP)

Licensing

3. Bbi6op nonntuk

—~

Data resource = "report"]
Service

Resources.vaml
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[MpoBepKa aBTOPUN3aLNN

1. BoinycTtuTtb OTUET

QET api/licenses

Authorization.ABAC 4. ATPUBYTbI NLLEH3NK
(PAP, PDP, PIP)

2. NpoBepka pocTyna

>

Service
(PEP, local PIP)

1 Licensing

3. Bbi6op nonntuk

Reports.alfa

Data
Service

Resources.vaml
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[MpoBepKa aBTOPUN3aLNN

1. BoinycTtuTtb OTUET

2. NpoBepka pocTyna

Service
(PEP, local PIP) «

>

Authorization.ABAC

(PAP, PDP, PIP)

5. PesynbTaT NnpoBepKun

—

200 OK

Result: Deferred
ObligationFilter;

report[id = @id].owner = user.id

3. Bbi6op nonntuk

Data
Service

Reports.alfa

4. ATpn6yTbl NNLEH3NN

Licensing
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[MpoBepKa aBTOPUN3aLNN

1. BoinycTtuTtb OTUET

2. NpoBepka pocTyna

>
Authorization.ABAC 4. ATPUBYTbI IMLLEEH3NN

(PEP. local PIP) B (PAP, PDP, PIP)

5. PesynbTaT NnpoBepKun

Service

Licensing

6. MNpoBepka Ha 3. Bbi6op nonutumk

nokanbHom PIP

Reports.alfa

Data
Service

[3anpoc aTpuébyTtos B b[1

73




Ntorn

[Tlony4ymnnocb coenaTb
@ paclnpaemMbll MexaHuns

yrpaBieHns pe,ﬂ,aKLI,VIFIMI/I

MexaHnam yuntbiBaeT
@ paspeLueHnd

MNoJib3O0OBaATEJ1H

NN

74




MaxPatrol VM (B cocTaBe MaxPatrol 10)

Vulnerability
management

Scan

management

Henb3sa cobupaTtb
cobbiTuga b

)

Asset

management

>

RabbitMQ

ABAC
authorization

NMnueHs3ng
MaxPatrol VM

Health

monitoring

License

service

Henb3a cobupatb
cobbiTna Nb

PostgreSQL
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MaxPatrol SIEM (B cocTaBe MaxPatrol 10)

Events

Incident

frontend

management

"

Scan

g RabbitMQ

management

Pa6oTa c ya3BuMoCTaAMN
orpaHunyeHa !

ABAC
authorization

Asset
management

JNMTnueH3ung
MaxPatrol SIEM

Health License

monitoring service

Event
storage

PostgreSQL




habrahabr.ru/
company/pt

vk.com/
ptsecurity

t.me/
positive_technologies

t.me/
positive_investing




Bonpochl



[lononHeHuns



Perncrtpaunsa nokanobHoro PIP

config.AddAbac(
C=>C
.AddPostgreSql(
connectionString: ctx => ctx.GetInstance<IConfiguration<PgSqlSettings>>().ConnectionString
builder =>

builder
.AddResourceType (
resourceName: AuthorixationResources.Reports,
cfg: cfg.FromTable(table: "reports", idColumn: "id"))
.AddAttributeGroup(
groupPrefix: "report[]",
cfg: cfg => cfg.FromTable("reports")
.AddProperty/(
property: "id",
column: "id",
attributeConfig: ac => ac.WithType(ItemType.Uuid))
.AddProperty/(
property: "owner",
column: "report—>>'ownerId")




3anpoc B 6a3y

policy report
resource = "report"

rule publishReport
target clause action == "publish" and user.role == "accountant"

condition report[id = @id].owner = user.id

SELECT - 1d
FROM - reports
WHERE - 1d = @id AND report->'owner' = @user_id




PIP ¢ npon3Bo/ibHON NOrMKkon

summary
| PIP
summary
public interface IInformationPoint
{

summary

'// TloNy4nTb - 3HA!

/// </summary
Task<AttributeValueResult> GetAttributeValuesAsync(AttributeRequest attributeRequest, CancellationToken token);

summary
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/// </summary

Task<IReadOnlyList<AttributeInfo>> GetSupportedAttributesAsync(CancellationToken token);
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try
{
await _enforcementPoint.AuthorizeAsync/(
authorizationRequets: AuthorizationRequets.Createl
resourcelype: "report"”,
action: "publish",
cgf: cfg => cfg.WithId(id: reportId.ToGuid())),
cancellationToken: cancellationToken);

}

catch (AccessDeniedException ex)

{

catch (IntermediateException ex)

throw new ServiceUnavailableException(message: "Unable to get uathorization decision");

{
A
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naHHbIX var resources = new List<Report>

{
new Report { Id = "allowed-id1l" },
new Report { Id = "denied-idl1l" }
&

var authContext = await _enforcementPoint.AuthorizeAsync(
authorizationRequets: AuthorizationRequets.Createl
resourceType: "report",
action: "publish"),
cancellationToken: cancellationToken);

[locTyn pa3peleH. .

var filtered = container.GetInstance<ICollectionFilter>()
.Filter(
filteringCollection: resources,
resourceType: "report",
idSelector => x => x.Id,
authContext: authContext);

/- filtered comepxut- Tonbko allowed-idl

I

(AccessDeniedException ex)




