clang-tidy:

C++ c akueHTOM Ballen KoOMmaHAbI

AHapen benobpos, SberDevices




[1naH gpoknaga

— YT0 Takoe clang-tidy?

— Kak 3anyckatb 1 Kakue ecTb onunumn?

— PeanbHble keuchl: bugprone un gpyrue nposepku

— Crpaterua BHegpeHud: quality gate n zero-warning policy
— Kak 1 3a4emM OOHOBMSATb Ha CBEXNE BEPCUNT?

— BbiBOAbI



[Tnatdpopma anga yCcTpoOUCTB C BUPTYanbHbIM aCCUCTEHTOM

— Pa3paboTtka Ha C++ 20
— Cbopka ¢ nomoubio CMake

— MHOXXecTBO noggepxmBaemMblix nnargopm,
ocHoBHble Android n Linux

— MHOXeCTBO KOHourypauum coopkm nog pasHble
YCTPOWUCTBa



CTtaHgapTt KoaupoBaHu4

CobCcTBEHHbIM CTAaHOAAPT KOANPOBAHUA
Ha ocHoBe Google C++ Style Guide

UHCTpyMeHTbI AnAa aBToMaTu4yeckoro choopmatupoBaHusa Koaa:

C/C++, protobuf -> clang-format
CMake -> cmake-format

JSON = iq



AsTOoMaTtusaumsa nposepkn Code Style

modernize-use-override

[leperpyxeHHble MeToabl MOMeYaeM crioBom override 6e3 virtual.

google-explicit-constr@

KOHCTPYKTOpPbLI C OgHMM apryMmeHToM rnomedaem KnwoyesbiM crioBoM explicit.

modernize-use-aD

He ncnonb3yem auto ecnv BbiBeAEHHbIV TUM HE OYEBUOEH.




YTto Takoe clang-tidy?

“clang-tidy is a clang-based C++ “linter” tool”

— Haxogut ownbku: bugprone-*, clang-analyzer-*

— [NomoraeT noggepxmuBaTb COBPEMEHHbIN cTurnb C++: modernize-*

— lNpoBepsieT npasuna C++ core guidelines: cppcoreguidelines-*

— lNpoeepsieT cootBeTcTBUE Google C++ style guide: google-*

— NomoraeT yny4dwmnTb YuTaemMocTb koga: readability-*

— HaxoguTt HekoTopble Npobnembl B NPOM3BOANTENBHOCTU: performance-*



3anyckaem clang-tidy

# Oopmnpyem compile commands.json B build kaTanore
S cmake -DCMAKE_EXPORT_COMPILE_COMMANDS=ON -B build

# Nepenaem build kKaTanor n KOHPUrypaUMOHHbIN dann
S clang-tidy -p build/ -config-file=.clang-tidy test.cc

# Pe3ynbTtar
test.cc:1:1: warning: missing username/bug in TODO [google-readability-todo]

# NcxoaHbln pann test.cc
// TODO Add doxygen doc



3anyckaem clang-tidy

# lpoBepsemM 3arosioBOYHbIE ¢GaWsibl
$ clang-tidy -p build/ --header-filter='("|/)(1libs|src)/' test.cc

# WcnpaBnAaem 3amMe4dyaHuUA
Sclang-tidy -p build/ -fix test.cc

# Pe3ynbTaT

testTidy.cc:1:1: warning: missing username/bug in TODO [google-
readability-todo]

1 | // TODO Add doxygen doc

| // TODO(apbelobrov): Add doxygen doc

test.cc:1:1: note: FIX-IT applied suggested code changes
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bugprone-use-after-move

void SpotterServicelmpl::initSpotter(std::shared ptr<Spotter> spotter)
{

spotter_ = std::move(spotter);
SERVICE_LOG_INFO << "init spotter " << spotter->name();

spotter_->setCharacter("sber");

spotter_->addListener(shared_from_this());



bugprone-use-after-move

void SpotterServicelmpl::initSpotter(std::shared_ptr<Spotter> spotter)
{

spotter_ = std::move(spotter);
SERVICE_LOG_INFO << "init spotter " << spotter->name();

spotter_->setCharacter("sber");

spotter_->addListener(shared_from_this());

'spotter' used after it was moved [bugprone-use-after-move]
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bugprone-unchecked-optional-access

std::optional<DownloadedModel> DbProviderimpl::getActiveSpotterModel(SpotterType spotterType) const;

SpotterSettings FWManagerimpl::getSpotterSettings(SpotterType spotterType)

{
if (auto activeConfig = dbProvider ->getActiveSpotterModel(spotterType)) {

return {std::move(activeConfig->modelName),
std::move(activeConfig->model.path),
activeConfig ? std::move(activeConfig->modelConfig->path) : "",
false};

}
return configProvider ->getDefaultSpotterConfig(spotterType);
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bugprone-unchecked-optional-access

std::optional<DownloadedModel> DbProviderimpl::getActiveSpotterModel(SpotterType spotterType) const;

SpotterSettings FWManagerimpl::getSpotterSettings(SpotterType spotterType)

{
if (auto activeConfig = dbProvider ->getActiveSpotterModel(spotterType)) {
return {std::move(activeConfig->modelName),
std::move(activeConfig->model.path),
activeConfig ? std::move(activeConfig->modelConfig->path) : "",
false};
}
return configProvider ->getDefaultSpotterConfig(spotterType);
}

unchecked access to optional value [bugprone-unchecked-optional-access]
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bugprone-unchecked-optional-access

if (event_queue_.front().has_value()) {
notifyPhraseSpotted(event _queue_.front().value());

}
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bugprone-unchecked-optional-access

if (event_queue_.front().has_value()) {
notifyPhraseSpotted(event _queue_.front().value());

}

unchecked access to optional value [bugprone-unchecked-optional-access]

Function results are not assumed to be stable across calls, except for const
accessor methods.
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bugprone-unchecked-optional-access

if (const auto& event = event_queue_.front(); event.has_value()) {
notifyPhraseSpotted(event.value());
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«PacnakoBKa» MoOXKeT NpuBecTu K 6baram

bugprone-unchecked-optional-access:

- [lomoraet Haxo4uUTb OWMNOKM N ONeYyaTKu npeu

ncnonb3osaHum std::optional

- TpebyeT pedaKTopmHra Korga Ana UCNoJib30BaHUSA
6e3onacHbIX NaTTepHOB obpalleHnsa K optional

nepemeHHbIM

- OctaeTtca npobnema ¢ Knaccamu, KOTOpble TaKKe
nmetoT nullable coctosHne nommmo std::optional

(std::unique_ptr, std::shared_ptr)
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LitFill, the Sanct
@razzy ar
.unwrap() attracts bugs

o¥ pousLe-@ @ @Naam Hi Kafi H - 2d

What does this picture teach you??

LitFill, the Sanct. .unwrap() attracts bugs. DOUBLE-R



bugprone-suspicious-stringview-data-usage

std::string view Asset::getStringView() const;

std::string jsonContent = jsonAsset->getStringView().data();
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bugprone-suspicious-stringview-data-usage

std::string view Asset::getStringView() const;

std::string jsonContent = jsonAsset->getStringView().data{};

warning: result of a "data()” call may not be null terminated, provide
size information to the callee to prevent potential issues
[bugprone-suspicious-stringview-data-usage]
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modernize-avoid-c-arrays

constexpr size_t bufferSize = 4096;
char buffer[bufferSize];

do not declare C-style arrays, use std::array<> instead
[modernize-avoid-c-arrays]

constexpr size t bufferSize = 4096;
std::array<char, bufferSize> buffer;
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modernize-avoid-c-arrays

const char LIKE[] = "like";
const char DISLIKE[] = "dislike";

do not declare C-style arrays, use std::array<> instead
[modernize-avoid-c-arrays]

CheckOptions:
- key: modernize-avoid-c-arrays.AllowStringArrays
value: 'true’
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cppcoreguidelines-virtual-class-destructor

class CollectListener

{
public:

~CollectListener() = default;

virtual void onCollect(const TelemetryData& data) = 0;
I

destructor of 'CollectListener’ is public and non-virtual
[cppcoreguidelines-virtual-class-destructor]

C.35: A base class destructor should be either public
and virtual, or protected and non-virtual
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performance-unnecessary-value-param

bool Servicelmpl::inWhitelList(std::string file) const

{
return whiteList_.find(file) != whitelList_.end();

}

warning: the parameter 'file' is copied for each invocation but only used
as a const reference; consider making it a const reference
[performance-unnecessary-value-param]
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performance-unnecessary-value-param

void SpeedChecker::setConfig(std::string url, int timeout)

{

speedTestUrl = url;
speedTestTimeout_ = timeout;

parameter 'url' is passed by value and only copied once; consider
moving it to avoid unnecessary copies [performance-unnecessary-
value-param]
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BHenpeHue B npouecc pa3paboTku

Bonpockl npn BHeApeHUN cTaTUYECKOro aHanmsa B
CYLLLECTBYHIOLLMN NPOEKT:

— Kakown MHCTPYMEHT BblOpaTh ?
— Kakue npoBepku Ucnomnb3oBaTb?
— Kakou kog npoBepATb?
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BHegpeHne B npouecc paspabdboTku

Bonpockbl npy BHEAPEHUN CTaTUYECKOIO aHanm3a B
CYLLECTBYHOLLUNW MPOEKT:

— KaKon MHCTPYMEHT BblOpaTh ?
— Kakune npoBepku UcrnosibaosaTb?
— Kakou kog npoBepATb?

Arglin Kampling, CC BY 4.0”

https://commons.wikimedia.org
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https://commons.wikimedia.org/wiki/User:Arglin_Kampling

BHenpeHue B npouecc pa3paboTku

O0Lwmre NPUHUUNDI:

« zero-warning policy Ha ypoBHe OTAESIbHbIX
danfioB N KOMMNOHEHTOB

« @0UHbIU KOHUrypaunoHHbi dpann .clang-tidy
ONS «MUCTOU» YacCTU NpoeKkTa

« gononHutenbHbIN KoHQUr .clang-tidy-critical
ONs1 OCTanbHOM 4YacTu NPOEKTa
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Checks: '-*,
bugprone-*,
clang-analyzer-*,
google-*,
modernize-*,
performance-*,
portability-*,
readability-*,

misc-*'

CreHepvpoBaHO HEeNpPOCETbIo

.clang-tidy




[TocTeneHHOe BHeapeHUe zero-warning policy
.clang-tidy-dirs

AssistantSDK/
SmartHomeSDK/

libs/audio/
libs/common/

services/assistant/
services/led/
services/network/
services/smartHome/
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5%

be3 3amMmevyaHun

CreHep1poBaHO HENPOCETLIO



BHenpeHue B npouecc pa3paboTku

HeTt

HoBbin

cdann?

BHyTpu
«YUCTbIX»
KOMMOHEHTOB?

[la [la
\
clang-tidy-critical
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Checks: '-=%,
bugprone-*
clang-analyzer-*,
modernize-+*,

HeaderFilterRegex:

AssistantSDK/ |\
SmartHomeSDK/ |\
libs/audio/ |\

libs/common/ |\

"\



BHenpeHne B npouecc paspaboTku . clang-tidy-critical

Checks: ‘-*,
clang-analyzer-*,

bugprone-use-after-move, bugprone-unchecked-optional-access,

readability-braces-around-statements, readability-isolate-declaration, readability-
redundant-declaration,

cppcoreguidelines-pro-type-const-cast, cppcoreguidelines-virtual-class-destructor’
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YTO n3meHunock nocrne BHEOPEHUA

31

¥ Bonee 95% Koga npoekTa B 3e/1eH0M 30He
¥ MeHbLUue cnopoBs o cTure B code review

¥ bBbicTpee oGHapyk1MBaem TUMNOBbIE OLUNGKU
¥ bBbicTpee oHOOPOMHI HOBbIX pa3paboTYMKOB

¥ Mpole v BbicTpee BHeOpATb Apyrve aHanmusaTopbl



Yemy Mbl HAy4YMUNUCh:

— He Hy>XHO 60ATbCS BbIKIIOYATb
npeaynpexaneHns, KoTopble Noxo
paboTatoT

— Hy»XHO npoBepATb Ko4 A0 TOro, Kak OH
nonan B Peno3nTopun

— KcnpaBneHne 3amevaHnin MOXeT
BHECTU HOBble barn, Hernb3a 3abbiBaTb
Npo TeCTUpOBaHUE
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Uemy elle Mbl Hay4YUnucCh:

—clang-tidy moxeT paboTtaTb MeaneHHo,
nomMmoraeT npodunmupoBaHune

— Hy>XHO perynsipHO NpoBeEPSITb BECb NPOEKT,
3anycKkaem HOYHYI IKOOy

— HyXHO BHMMaTenbHO YnTaTb
NOKYMEHTaLUIO K NpoBepKam

— He bbiBaeT yHuBEpcanbHOU U CTaburbHON
KOHJourypaumm ¢ Habopom rNpoBepPOK




readability-math-missing-parentheses

int64_t getRawMonotonicMs() noexcept

{
timespec ts{};
clock gettime(CLOCK_MONOTONIC_RAW, &ts);
return ts.tv_sec * 1000L + ts.tv_nsec / 1000000;
}

int64 t getRawMonotonicMs() noexcept

{

timespec ts{};
clock_gettime(CLOCK_MONOTONIC_RAW, &ts);
return (ts.tv_sec * 1000L) + (ts.tv_nsec / 1000000);
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modernize-avoid-bind

callbacks_.pingSent = std::bind(&Client::clientPingSent, this);
callbacks_.pongSent = std::bind(&Client::clientPongSent, this);
callbacks_.pingReceived = std::bind(&Client::clientPingReceived, this);
callbacks_.pongReceived = std::bind(&Client::clientPongReceived, this);

callbacks_.pingSent = [this] { clientPingSent(); };
callbacks_.pongSent = [this] { clientPongSent(); };
callbacks_.pingReceived = [this] { clientPingReceived(); };
callbacks_.pongReceived = [this] { clientPongReceived(); };
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readability-use-anyofallof

for (const auto& ut : *children) {
if (ut.u.id == unionld) {
return true;

}

using std::ranges::any_of;

if (any_of(children, [&](auto& ut) { return ut.u.id == unionld; })) {
return true;

}
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readability-implicit-bool-conversion

X509* cert = X509 STORE_CTX_get_current_cert(ctx);
if (!cert) {
return false;

}

X509* cert = X509 STORE_CTX_ get current_cert(ctx);
if (cert == nullptr) {
return false;

}

- key: readability-implicit-bool-conversion.AllowPointerConditions
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3adyem 0bHoBNATL clang-tidy?

Y7106bI NONYYUTb HOBbIE NPOBEPKU:
* bugprone-unchecked-optional-access (15+)
* bugprone-suspicious-stringview-data-usage (19+)

YT106bl NONYYUTb BEPCUIO C UCNPaBIEHUAMM DBAros:
* bugprone-unchecked-optional-access (19+)

Y7106bl NONYYUTb HOBbIE ONUMK A1 HACTPOMKU NPOBEPOK:
* bugprone-unchecked-optional-access (22+)
e cppcoreguidelines-avoid-goto (21+)

* modernize-avoid-c-arrays (19+)

38



modernize-use-ranges

bool stringContainsOnlyWhitespaces(const string& str)

{

return std::all_of(str.cbegin(), str.cend(), [](const char c) {
return std::isspace(c) '=0; });

bool stringContainsOnlyWhitespaces(const string& str)
{

return std::ranges::all_of(str, [](const char c) {
return std::isspace(c) !=0; });
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modernize-use-constraints

template<typename F, typename... Args,
typename = std::enable_if t<std::is same_v<
std::invoke result_t<F, Args...>, bool>>>
bool executeUntilSucceed(int64_t maxWaitTimeoutMs, F&& f, Args&&... args)

template<typename F, typename... Args>
bool executeUntilSucceed(int64_t maxWaitTimeoutMs, F&& f, Args&&... args)

requires(std::is_same_v<std::invoke result_t<F, Args...>, bool>)
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modernize-use-designated-initializers

HSV beginColor{0.0F, 1.0F, 0.0F};
HSV endColor{0.0F, 1.0F, 1.0F};

HSV beginColor{.hue = 0.0F, .sat = 1.0F, .val = 0.0F};
HSV endColor{.hue = 0.0F, .sat = 1.0F, .val = 1.0F};
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modernize-use-std-format

const auto logTag = absl::StrFormat(
"Task: %s, ID: %s, Left retry count: %d: ", context.taskName,

context.taskld, context.leftRetryCount);

const auto logTag = std::format(
"Task: {}, ID: {}, Left retry count: {}: ", context.taskName,
context.leftRetryCount);

42

context.taskld,

®

®



Kak obHoBnaTte Clang-tidy? .clang-tidy

Checks: ‘-*,
bugprone-*,-bugprone-easily-swappable-parameters,
google-*,-google-build-using-namespace,
modernize-*,-modernize-use-trailing-return-type,

cppcoreguidelines-pro-type-member-init,cppcoreguidelines-pro-type-const-
cast,cppcoreguidelines-virtual-class-destructor,

misc-definitions-in-headers, misc-unused-parameters’
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C++ Cc akueHTOM Hallen KomaHabl

* Mcnonb3yem coBpemeHHblt C++ 20: modernize-*

* Wcnonb3syem Google C++ style guide: google-*

« [Jonyckaem meHblue owmnbok: bugprone-*, clang-analyzer-*
* Cneapyem pekomeHgaumam CERT C++ Coding Standard : cert-*

* Cnegum 3a untaemoctblo Koga: readability-*

* Cnepyem pekomeHpaumam C++ Core Guidelines: cppcoreguidelines-*
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C++ Cc akueHTOM Hallen KomaHabl

* [oka He ncnonb3yem std: : format: portability-restrict-system-includes

* Wcnonbsyem #pragma once : pertabitity-aveid-pragma-once

e He 3anpeuwaem magic numbers: readabiity-rragic-rumbers

* He 3anpewaem anpektusbl Using namespace :google-bulld-using-ramespace
* [loka He npoBepsaem UMeHa nepemeHHbIxX : readabiity-identifier-Raming
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Make developers happy agair

KntoyeBble npuHUMNbl 3O PEKTUBHOIO CTaTUYECKOro aHaAmn3a:

 @oKyc Ha yaob6cTBO pa3paboTumKa
* MUHMMU3AUMA NOXKHbIX cCpabaTbiBaHUMN
e C6op obpaTHOM CBA3M M paboTa C HeWN

* BcTpanBaHuMe cTaTUYECKOTo aHanm3a B paboumnit npouecc
* WHTerpauusa B nannnamH KOA-pPeBbIO

* [logaepKa B IDE

https://abseil.io/resources/swe-book/html/ch20.html
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https://abseil.io/resources/swe-book/html/ch20.html

Bonpocbi?

AHapen benobpos, SberDevices

belobrov.andrey@gmail.com

@belobrov _andrey
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