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HEISEN X5 Tech

Mapua CHonok

PykoBoauTeNb KOMaHabl TECTUPOBaHUS
HanpaBneHns ABTOMaTU3NPOBAHHOIO
N Harpy3o4HOro TeCTUPOBaHUS

13+ neT B TeCTMpoBaHUU

O+ neT B aBTOMaTU3aLUMMU TeCTUpOBaHMA

5+ neT B X5

OnbIT paboTbl B Omnicomm, MediaMarkt, 1C
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MnaH paboThl

2024

O1.

PacckasaTtb

00 MHCTPYMEHTax

1 nogxopax

K KOHOUIYPUPOBaHUIO
3arnyckoB aBTOTECTOB
Ha npumepe nHoppa-
npoekTa X5 Tech

02

[MooenunTbcA

HaLUMM OMbITOM
BHEOpEeHUS
Consul+Vault+GitlabCl
ONa KOHPUrypUpoBaHUS
3arnycka TecToB
(NpoPUT N HegoCcTaTKN)

RS Tech




HEISENBYG X5 Tech

O npoekTe
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X5 Salt: rnazamm
TeCTUPOBLUUKA
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O npoekTe X5 Salt/X5 Cloud

1) = S
NHPpacTpyK- B 23 devs ExxegHeBHblE
TYPHbIN MPOEKT >50 devOPS oennou

N

> 5000
aBTOTEeCTOB

PeryndapHbie

MHPACTPYKTYPHbIE
oBbHOBNEeHUnA
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O npoekTe X5 Salt/X5 cloud
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MpobnemaTtuka




HEISEN X5 Tech

MpobnemaTuka

@j] MHOro nonb3oBaTesnen,
o

3anyckalowmx aBToTeCTbI ’ . ‘ ' .
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MpobnemaTuka

Guest User

@j] MHOro nonb3oBaTeneu,
° 3anyckaruwmx aBTOTECTDI

@ OrpaHunyeHune
(o}

no nuueH3s3unam TMS

2024
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MpobnemaTtuka

Variables store information, like passwords and secret keys, that you can use in job scripts. Learn more.
Variables can be:

* Protected: Only exposed to protected branches or tags.
¢ Masked: Hidden in job logs. Must match masking requirements. Learn more.

@j] MHOro nonb3oBaTeneu,
o

Type 1 Key Value Protected  Masked Environments

3 a I_I yC Ka I'O LL',VI X a BTOTeCTbI Variable |ALLURE_ENDPOINT [ ||  sesessunsssssmrennnns @ X X All (default) 4
Variable | ALLURE_PROJECT_ID 2, Ty - X X All (default) 4
Variable |ALLURE_TOKEN [y || sessrsrrmemmencencns e} X v All (default) 4

O r pa H M L‘l e H M e Variable |api_login [ || eesesseorecoscosenes ) X X All (default) V4
no Jun Ll,e H3INAM T M S Variable |ART_PASSWORD (8 ||  sessssessssvenssserns & » y Al (default) >

Variable |ART_USER [y ||  weeesss - - X X All (default) V4
Variable |BASE_URL_DEMO [ ||  ssssswsrssssnunnrss B X X All (default) V4

@8 M HOIO lNa pa MeT pO B Variable |BASE_URL_TEST 3 | sessssssnsssssssnunns @ X X All (default) 0
o ,U,ﬂ ﬂ 3a I—ch Ka a BTOTeCTO B Variable [|CLIENT_SECRET [ ||  sweswesrrsnesnernenns @ x P All (default P

Variable | current_fin_period [ || = sxsexssess HEEEREERES ) X X All (default) l
Variable [ENV | sssssooessssss e} X X All (default) Y
Variable |fin_info @ || seessscessssssnes ) X X All (default) Y

...n ganbue euwe wrtyk 300 nepemMeHHbIX

2024 G
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MpobnemaTtuka

@j] MHOro nonb3oBaTeneu,
° 3anyckaruwmx aBTOTECTDI

OrpaHunyeHune

no nuueH3s3unam TMS

@8 MHOro napameTpoB
° 049 3anycka aBTOTECTOB

HebesonacHoe xpaHeHune
° NepeMeHHbIX

RS Tech

DOCKER_ENV_CI_PIPELINE_CREATED_AT=2024-07-08T11:22:43Z
DOCKER_BASE_IMAGES_PROD.X5.RU__VAULT_CI_ENV_CI_NODE_TOTAL=
DOCKER_BASE_IMAGES_PROD.X5.RU__VAULT_CI_ENV_CI_SERVER_NAME=GitLab
DOCKER_BASE_IMAGES_PROD.X5.RU_VAULT_CI_PORT_80_TCP=tcp://172.17.0.2:80
DOCKER_BASE_IMAGES_PROD.X5.RU_VAULT_CI_ENV_CI_RUNNER_TAGS=
DOCKER_BASE_IMAGES_PROD.X5.RU_VAULT_CI_ENV_CONFIG_VAULT_PATH_KEY=config-base
VAULT_ENV_FF_USE_DIRECT_DOWNLOAD=true
VAULT_ENV_FF_USE_DYNAMIC_TRACE_FORCE_SEND_INTERVAL=false
VAULT_ENV_CI_PIPELINE_SOURCE=push

VAULT_ENV_CI_RUNNER_VERSION=16.2.0
DOCKER_REGISTRY.X5.RU__DOCKER_PORT_2376_TCP_PROTO=tcp
DOCKER_REGISTRY.X5.RU__DOCKER_ENV_FF_CMD_DISABLE_DELAYED_ERROR_LEVEL_EXPANSIO!
DOCKER_REGISTRY.X5.RU__DOCKER_ENV_CI_PROJECT_DIR=/builds/dis.cloud/cloud-autoi
DOCKER_REGISTRY.X5.RU__DOCKER_ENV_CI_PROJECT_PATH=dis.cloud/cloud-autotests
DOCKER_REGISTRY.X5.RU__DOCKER_ENV_TEST_PROJECT_IMAGE=docker-mcs—prod.x5. ru/di¢
DOCKER_REGISTRY.X5.RU__DOCKER_ENV_X5_VAULT_CI_URL=https://vault.cloud.salt.x5,
FF_USE_WINDOWS_LEGACY_PROCESS_STRATEGY=true

FF_SCRIPT_SECTIONS=false

FF_POSIXLY_CORRECT_ESCAPES=false

CI_BUILD_ID=16457163

CI_SERVER_VERSION_PATCH=5

CI_SERVER_REVISION=6b3af3293e0

CI_COMMIT_SHORT_SHA=fe84bf@9

X5_VAULT_CI_URL=https://vault.cloud.salt.x5.ru

GITLAB_USER_LOGIN=Maria.Snopok

DOCKER_REGISTRY_DEV=docker-mcs—dev.x5.ru

CLIENT_ID=xcloud
PROVIDER_ID_PLATF_SEL_SRAGE=e837e277-cadc-487a-8520-f17b013fd349
APP_PASSWORD_PROD_1=[MASKED]

APP_PASSWORD_DEVS_4=[MASKED]
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Peanusauusa:

NMPOMEXYTOUYHbIX 3Tan
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Peannsauuns: npomMe)XXyToO4YHbIU 3Tan
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Pipelines

Editor

Jobs

Schedules

Security & Compliance
Deployments
Infrastructure

Monitor

Analytics

Snippets

Settings

All 28 Active 9

Description

daily api smoke stage

daily e2e stage

E2E monitoring base

E2E s3 base

E2E Ib base

E2E dbaas base

E2E k8s extended

E2E k8s base

E2E vm base

Inactive

19

Target

¥ main

% main

¥ main

¥ main

¥ main

% main

¥ main

¥ main

¥ main

Last Pipeline

© #4296270

(2 #4284079

None

() #4174675

© #4174678

© #4174891

() #4088948

() #4174994

() #4174671

Next Run

in 16 hours

in 22 hours

in 7 months

in 7 months

in 7 months

in 7 months

in 7 months

in 7 months

in 7 months

Owner

£) Snopok, Mariya

) Snopok, Mariya

New schedule

Take ownership E
397 -
ad ©

Take ownership
Take ownership
Take ownership
Take ownership

Take ownership

Take ownership

RS Tech
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Peannsauusa: '
NMPOMEXYTOUYHbIN Enle=rle
aTan (e ]| =

| Variable DELETE_RESOUR | | false

| Variable | VM_SUBNETS || frontend,backend |

| Variable TEST_PROJECT_| ||| ca56c3a8-052- |

—AQADN OCNA

‘ Variable k ‘ PYTEST_MARKS ‘ ‘ vm_base

‘ Variable Input variable key ‘ ‘ Input variable

(i /
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[Mnocbl/MUHYCbI peann3aumnn

OcCHOBHbIE MNJ1IOCbI

BbICTpO MUWHMMYM 0OPaboTOoK Ncnonbsyem nmerwmecs MHCTPYMEHTDI



HEISEN X5 Tech

[Mnocbl/MUHYCbI peann3aumnn
OcCHOBHbI€e MNChI

BbICTpO MUWHMMYM 0OPaboTOoK Ncnonbsyem nmerwmecs MHCTPYMEHTDI

OCHOBHbI€ MUHYCBI

TecTbl HErnMbkue HeT pa3peneHuns ydyeTok
OTOBpaxeHne NnepemMeHHbIx MHOro pacnmcaHmm
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MHoro
nonb3oBaTeneun,
3anyckatowmx
aBTOTECTDI

jpanvidenvic

(B P_ NP N W]

1 A1 1.~
ViLLCOTriovinivi

MHoro

napamMeTpoB
Ons 3anycka
aBTOTECTOB

RS Tech
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Hebe3onacHoe
XpaHeHne
NepeMeHHbIX
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YTO0 nepencnonbsyem?
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Kakune MHCTPYMEeHTbI nepencnosib3oBanu

HaShICOTP secrets key-value store

Vault
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Kakune MHCTPYMEeHTbI nepencnosib3oBanu

. service mesh health checking
HashiCorp
oo CO nsu1 load balancing
web-Ul
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Kakune MHCTPYMEeHTbI nepencnosib3oBanu

HashiCorp HashiCorp

Vault *: Consul

XpaHuMm secrets XpaHUM napaMeTpbl, 38 UCKTIOYEHUEM Ssecrets
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Peanusaumsa: oCHOBHOM 3Tan

[Tonb30oBaTesibCckme
KOHPUIrn

@1

BazoBbl1 KOHOUr

@1

maria_snopok/config_vm_base

config_base



HEISEN X5 Tech

Peanunsauus: oCHOBHOMU 3Tan

< Key / Values

autotest
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Peanunsauus: oCHOBHOMU 3Tan

< Key / Values / autotest

maria_snopok

% spb1

Services

Name
Nodes

config_dbaas_base
Key/Value

Intentions config_k8s_base

config_k8s_extended
Access Controls

Tokens config_lb_base

.. config_s3_base
Organization 983

Peers config_vm_base
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Peanunsauus: oCHOBHOMU 3Tan

0 spb1

Services
Nodes
Key/Value

Intentions

Access Controls

Tokens

Organization

Peers

config_vm_base

"PYTEST_MARKS": "vm_base",

"DATA_CENTER": "selectel",
"DELETE_RESOURCES": true,
"DELETE_FAILED_RESOURCES": true,
“APP_USER_4": "srv.test.x5cloud-2",
"APP_PASSWORD_4": "###",
"TEST_DATA": {

"dbaas": {

"single_inst": {

"user_name": ",
“"password"; "*
2

"cluster_inst": {

"inst_id": "

"db_name": ""
"user_name'

“"password": "*

}

2

"'vm": {

"subnets": "backend, data",
‘consaolidated test™ tru

"TEST_PROJECT_ID": "15dbc501-dbe7-4a68-9e4a-5b0139c1308d",

RS Tech
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Peanunsauus: oCHOBHOMU 3Tan

% spbl

Services
Nodes
Key/Value

Intentions

Access Controls

Tokens

config_base

Value

"PROJECT_ALIAS": "autotests-1-dev-2",

"PROJECT_SLUG": "autotests-1",

"ACCOUNT_ID": "d4895562-802e-49a9-acb0-9573d770f473",
"ACCOUNT_NAME": "autotests-1",

“"ACCOUNT_ID_1": "d08ee975-94eb-4116-b847-3b4900bdd45c",
"ACCOUNT_ID_2": "f9e7de99-5333-4dfd-a5ed-a0f43b1b93a2",
"ACCOUNT_ID_3": "5dfec578-451b-4a32-ad87-027448a1727d",
"PROJECT_ID_OTHER": "6164d598-ab61-4231-a96b-b8c86d7edfdb",
"PROJECT_ID_PJH": ",

"PROJECT_ID_MIGRATION": "4841d807-4444-4625-a871-832cb062359f",
"X_API_KEY":

"PROJECT_NAME": "SMOKE_API_AND_UI_TESTS-spb",
"PROVIDER_ID_CL": "7319f94a-2c42-4140-90b8-80e462904fe9",

RS Tech
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Peanunsauus: oCHOBHOMU 3Tan

autotest esion:

Secrets  Configuration

fig-base S

fig-devs

2024 @
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Peanunsauus: oCHOBHOMU 3Tan

— Secrets Access Tools

autotest < config-devs

.
config-devs
Secret  Metadata
JSON Delete Copy v Version5 v Create new version +

Key Value Version created Aug 12, 2024 01:59 PM

APP_PASSWORD_1
APP_PASSWORD_3

APP_PASSWORD_4

2024 @
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Peanusauusi: oCHOBHOMU 3Tan

CONSUL_HTTP_TOKEN

CONFIG_CONSUL_PATH _KEY P

® @ ® o

CONFIG_VAULT_PATH_KEY

G

4

VAULT_TOKEN

(&) ® o
©
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Peanusauusi: oCHOBHOMU 3Tan

run-tests.yml

> Qr

.template_run_tests:

services:

- name: docker-base-images-prod.x5.ru/vault-ci:1.2.1
alias: vault \

variables: \‘
XS_VAULT_CI_ROLE_NAME: "autotest-ro" n\
X5_VAULT_CI_JOB_JWT: $CI_JOB_JWT \ N\
X5_VAULT_CI_URL: "https://vault.cloud.salt.x5.ru" N
XS5_VAULT_CI_AUTH_PATH: "jwt-gitlab"

before_script:

# nony4yeHue TokeHoB u3 npodoBoeo Vault
- export CONSUL_HTTP_TOKEN=$(curl vault/read -F path=wiki/data/devops/consul/${ENV}/tokens#autotest-ro)
- export VAULT_TOKEN=$(curl vault/read -F path=wiki/data/devops/vault/${ENV}/tokens#autotest-ro)

2024 e
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Peanunsauuq.

2024

@ Security & Compliance
) Deployments

@ Infrastructure

L4 Monitor

I Analytics

X Snippets

{3 Settings

OCHOBHOMU 3Tan

Variables
Variable s CONFIG_CONSUL maria_snopok/co
nfig_dbaas_base
Variable = ENV stage
Variable B CONFIG_VAULT_F config-devs
Variable $ Input variable key Input variable

RS Tech
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Peanunsauus: oCHOBHOMU 3Tan

VAULT_ENV_CI_PROJECT_ROOT_NAMESPACE=dis.cloud
VAULT_ENV_FF_USE_NEW_BASH_EVAL_STRATEGY=false
VAULT_ENV_CI_JOB_STARTED_AT=2024-09-30T10:44:03Z
VAULT_ENV_FF_USE_IMPROVED_URL_MASKING=false
CI_COMMIT_DESCRIPTION=
FF_USE_ADVANCED_POD_SPEC_CONFIGURATION=false
RABBITMQ_USERNAME_PROD=dyninfra-prod
CI_TEMPLATE_REGISTRY_HOST=registry.gitlab.com
CI_JOB_STAGE=tests
CI_PIPELINE_URL=https://scm.x5.ru/dis.cloud/cloud-autotests/—/pipelines/4389865
VAULT_ENV_CI_PROJECT_CLASSIFICATION_LABEL=

CI_DEFAULT_BRANCH=main
CI_BUILD_REF=b85d6b99864e9f9b6973fe8dca34b09c0af38768

USER_CONFIG={"PYTEST_MARKS": "testik", "TEST_PROJECT_ID": "15dbc501-dbe7-4a68-9e4a-5b0139c1308d", "DATA_CENTER": "selectel", "DELETE_R
ESOURCES": true, "DELETE_FAILED_RESOURCES": true, "APP_USER_4": "srv.test.x5cloud-2", "APP_PASSWORD_4": "skxkkkkkokk",|"TEST_DATA": {"db
aas": {"single_inst": {"inst_i , "db_name": "", "user_name": "", "password": "cluster_inst": {"inst_id"™: ™", "db_name" '

"user_name": , "password": vm": {"subnets": "backend", "consolidated_test": true}, "1b": {"subnets": "backend"}, "k8s": {"reso
urce_id": ""}}, "S3_ENDPOINT": ""}

GITLAB_CICD_API_TOKEN= [MASKED]

VAULT_PORT_80_TCP_PORT=80

ALLURE_LAUNCH_NAME=cloud—-autotests — b85d6b99 - 4389865

VAULT_ENV_CI_SERVER_PROTOCOL=https

SE_EVENT_BUS_PUBLISH_PORT=4442

2024 @
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[Mnocbl/MUHYCbI peann3aumnn

OcHOBHbIe NAaChl

Ncnonb3yem nmerowmeca MHCTPYMEHTDI [MbKme TecThl PasgeneHme yyeTok

be3onacHoe xpaHeHue secrets
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[Mnocbl/MUHYCbI peann3aumnn
OcCHOBHbI€e MNChI

Ncnonb3yem nmerowmeca MHCTPYMEHTDI [MbKme TecThl PasgeneHme yyeTok

be3onacHoe xpaHeHue secrets

OCHOBHbI€ MUHYCBI

N30bITOYHOCTb 3arnycka TECTOB
7)) ®




HEISEN X5 Tech

MpobnemaTuka
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wnndoBKa
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Peanusauusa: wnupoBka

MeTopabl YcnoBuda

a4 3a4NCTKU 0714 3arnycka
AOaHHbIX

G D
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AnbTepHaTuBbl
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Peanusauusa: wnupoBka

Ncnonb3oBaTb NMogHATb XpaHUTb

noboe key- cBoe€ BCe NnapameTpbl
value XpaHunuwe KOHOUrypaumm
XpaHunuuie, B Vault
npuMeHsiemoe

B KOMMNaHUW1

@ &
@
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MpoduT

@ besonacHoe xpaHeHue
° secrets
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MpoduT

@ besonacHoe xpaHeHue
° secrets

@2 MacwTtabnpyemocTb

napameTpoB
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MpoduT

@j] besonacHoe xpaHeHue
° secrets

MacwTtabnpyemocTb

napameTpoB

@8 YoobHas Bn3yanmaaumns
° MnapameTpoB

2024



HEISEN X5 Tech

MpoduT

@j] besonacHoe xpaHeHue
° secrets

MacwTtabnpyemocTb

napameTpoB

@8 YoobHas Bn3yanmaaumns
° MnapameTpoB

YOOOHbIN LWWapUHI KOHPU-

rypaumnm rnpu OH60p,EI,MHFe
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Mpoput £

O1.

RS Tech

besonacHoe xpaHeHue
secrets

MacwTtabnpyemocTb

napameTpoB

YoobHas Bn3yanmaaumns
napamMeTpoB

3HaKOMbI€ MHCTPYMEHTbI A5
NnoJib3oBaTe e aBTOTECTOB

YOOOHbIN LWWapUHI KOHPU-
rypauum npm oHbopanHre
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BbiBO.A,

MHOro nonb3oBaTesien, 3anyckaroLwmx TeCTbI MHOro 3anyckos

ObOwumpHasa KoHbUrypaumsa 3anycka

Mano 3anyckoB Mano nonb3oBaTeneun, 3anyckatowmx TECTbI Mano nepeMeHHbIX
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@MARYIASNAPOK

RS Tech

NaBanTe ocTaHEeMcCH
Ha CBA3M

!gzil Maria.Snopok@x5.ru

% @maryiasnapok
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X5 Tech — IT-komnaHMa 1 OCHOBHOU LNPPOBOU

NapTHEpP TOProBbiXx ceTen n busHecos X5 Group

Bonee 4500 cneumanmncToB pa3pabaTbiBatoT PeELUEHUS, KOTOPbIE MOMOratoT

392 TbhicAYaM COTPYOHMKOB rpynmnbl paboTaTb C MaKCUMasibHbIM
TEXHOMOMMYECKNM KOMPOPTOM, a MUSIMOHAM NokKynaTenem — bbICTPO

N yOOOHO NMoKynaTb CBEXUE MPOAYKThI

QR0 -
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