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KasperskyOS —
3T0 He Linux

TecToB Ha aMmynsaTopax HE[AOCTAaTOYHO
Heo6xoammo TecTnpoBaTtb paboTy Ha
peanbHOM Xenese
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KasperskyOS —
3T0 He Linux

Ba)>xHO aBTOMaTU3UpPOBaTb KakK MOXXHO
6onblue

NHaue He YBacTCd peryndpHo BbilMyCcKaTb
pennsbl AN Takoro orpoMHOro npoekTa
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KasperskyOS —
3T0 He Linux

ABTOTECTbI NMMUWYT HE NPOrpPaMMUCTbI
Cpean TeCTMPOBLUMKOB €CTb paauo-
NH>KEHepPbI, NH)XEeHepPbI-31EKTPOHUKN,
CUCTEeMHble aAMUHUCTPaTOpbI



Do’s

Kaknmn
MOryT ObITb
CTeHAbl

PeanbHasa mawvHa
Ha Hel BbinonHsaeTCH
BHYTPEHHUMN KOop, TecTa
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Do’s

Kakumn
MOryT ObITb
CTeHAbl

BupTyanbHas mawmHa
Touka Bxopa B TecCT, ynpasnsieT
TeCTOBbIM CLLeHapuem
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Do’s

Kaknmvm

MOryT ObITb
CTEeHpAbl

MHcTpymeHTbI
B3aumopeiictBne c peanbHon
MaLunHomn
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Do’s

Kakumn
MOryT ObITb
CTeHAbl

LOpyrvie BUpTyanbHble MaLUVHbI
CepBepa, uenesble MaLMHbl o
noaknoueHna no RDP
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CteHp ang TectnpoBaHusa mobunsHoii OC
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CteHp ang TectnpoBaHusa mobunsHoii OC
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CTeH,IJI ang TeCTupoBaHa TOHKOro KJimeHTa
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CTeH,D, ang TeCTupoBaHa TOHKOro KJimeHTa
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CTeH,IJI ang TeCTupoBaHa TOHKOro KJimeHTa
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CTeH,IJI ang TeCTupoBaHa TOHKOro KJimeHTa
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CTeHp ang TecTnpoBaHusa 6e3onacHoro wno3a
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CTeHp ang TecTnpoBaHusa 6e3onacHoro wno3a
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CTeHp ang TecTnpoBaHusa 6e3onacHoro wno3a
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CTeHp ang TecTnpoBaHusa 6e3onacHoro wno3a
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[MpymepHas cxema c60poOUYHOro KoHBenepa
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[MpymepHas cxema c60poOUYHOro KoHBenepa

arm_ksm |
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[MpymepHas cxema c60poOUYHOro KoHBenepa
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[MpymepHas cxema c60poOUYHOro KoHBenepa
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MpymepHas cxema c60poUYHOro KoHBeepa
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MpymepHas cxema c60poUYHOro KoHBeepa
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MpymepHas cxema c60poUYHOro KoHBeepa

Release
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MpymepHas cxema c60poUYHOro KoHBeepa
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Kak 3anycTtutb
TECTOBYIO
ceccuio?

Heo6xoaumo pacnosHaBaTb BCe
TecTbl
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Kak 3anycTtutb
TECTOBYIO
ceccuio?

denutb nx Ha rpynnbl

M



Kak 3anycTtutb
TECTOBYIO
ceccuio?

BbibupaTtb areHTbl U3 nyna uMmelowmnxcs
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Kak 3anycTtutb
TECTOBYIO
ceccuio?

YmeTb naBatb 3apaHune areHTty
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Kak 3anycTtutb
TECTOBYIO
ceccuio?

YmeTtb ny6nnkoBaTb pe3ynbTaTbi
BbINOJIHEHNSA 3aAaHNS
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Kak 3anycTtutb
TECTOBYIO
ceccuio?

OnunoHanbHO aBTOMAaTU4YEeCKU
3asoaunTb barun
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Y10 HY>XXHO
AenaTb Ha
TECTOBOM
cteHpe?

Hy>xHo 3HaTb Ha Kakom cTeHpae
3anyLweHa TecToBasi ceccus
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Y10 HY>XXHO
AenaTb Ha
TECTOBOM
cteHpe?

Hy>xHo npepocTaBuTb TECTY
nHTepdeinc ynpasneHns TeCTOBbIMMU
MHCTPYMEHTamMun
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Y10 HY>XXHO
Aenartb Ha
TECTOBOM
CTeHA e? Hy)>KHO NOArOTOBMTH TECTOEOE

OKpY>XeHue



Y10 HY>XXHO
AenaTb Ha
TECTOBOM
cteHpe?

3anycTuTtb TECT
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Y10 HY>XXHO
AenaTb Ha
TECTOBOM
cteHpe?

MpubpaTtbca nocne TecToBO ceccum

50



Y10 HY>XXHO
AenaTb Ha
TECTOBOM
cteHpe?

3arpy3unTb TectoBblie apTedakTbi B
XpaHunuwe



L"I TO r 0 B 0 p NT MoaxoaawmMX MHCTPYMEHTOB B
OTKPbITOM AOCTYrE HET

MUpoBas

npakTuka?



YT0 rosopuT
MnpoBas
npakTuka?

Kop paboTbl c annapaTHbIiMN
MHCTPYMEHTaMu NpuAeTCs nucaTtb
caMmum
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YT0 rosopuT
MnpoBas
npakTuka?

Ectb Xopowune TeCcToBblie ABNKKN
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ApxutekTypa pperimBopka
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ApxutekTypa pperimBopka
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ApxutekTypa pperimBopka
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ApxuTtekTypa ppenmBopka
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®PukcTypa machines

@pytest.fixture()
def machines(request, stand):

Fixture gets all machines from stand container.
Scope: function.

def teardown():
try:

for machine_name, machine in stand.get_elements_by type(Machine).items():

machine.stop()
except Exception as e:
raise KTTMachineError("Failed to teardown machine(s)!", =e)

request.addfinalizer(teardown)

try:
return stand.get_elements_by type(Machine)
except Exception as e:
raise KTTMachineError("Failed to setup machine(s)!", =e)

machine

object_storage
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dukcTypa systems

@pytest.fixture()
def systems(request, stand, machines):

Fixture gets all systems from stand container and deploy them to the associated machines.
Scope: function.

def teardown():
try:
systems = stand.get_elements_by type(OperationalSystem)
for system in systems:
systems[system].off()
except Exception as e:
raise KTTSystemError("Failed to teardown system(s)!", =e)

request.addfinalizer(teardown)

try:
from ktt.libs.system import OperationalSystem
systems = stand.get_elements_by type(OperationalSystem)

for machine_name, machine in machines.items():
machine.deploy()
machine.boot()
return systems
except Exception as e:
raise KTTSystemError("Failed to setup 'system(s)'", =e)

object_storage

I B
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CewmelircTBa KJ1accoB
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CewmelircTBa KJ1accoB
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CewmelircTBa KJ1accoB
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CemeincTBa KnaccoB

Serial
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Console
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CewmelircTBa KJ1accoB
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CemeincTBa KnaccoB
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CewmelircTBa KJ1accoB
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CemeincTBa KnaccoB
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HpanBepa
TECTOBbIX
NMHCTPYMEHTOB

MpepnocTaBnsem tecty Habop
06beKTOB, ABNSIOWMIACS
nHTepdelicom K NporpamMmMHbIM W
annapaTHbIM pecypcam cTeHAa
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HpanBepa
TECTOBbIX
NMHCTPYMEHTOB

HacTpauBaem Habop c nomouybio
KOH$UrypaumoHHbix ¢painnos
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HpanBepa
TECTOBbIX
NMHCTPYMEHTOB

KoHdurypaumoHHbie ¢paiinbl morxxem
BbiGMpaTb B 3aBUCUMOCTM OT...
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Habop nHctpymeHToB anga tecta moounbHoii OC

stand:
machine:
type: phone_aarch64
power:
type: mobile_tool
address: '192.168.0.2'
login: $(KSM/mobile-tool-1/username@password_manager)
password: $(KSM/mobile-tool-1/password@password_manager)
console:
type: telnet
address: '192.168.0.2:6000
bootloader:
type: mobile_tool
address: '192.168.0.2'
login: $(KSM/mobile-tool-1/username@password_manager)
password: $(KSM/mobile-tool-1/password@password_manager)
system:
type: KOS
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Habop NHCTpYMEeHTOB ANng TecTa TOHKOro K/IMEHTa

stand:
machine:
type: tn1200
power:
type: snmp
address: "kocherga.local.ru"
outlet_id: 12
console:
class: SSHConsole
address: "192.168.0.222"
login: $(KTC/ktc3/rpi/lusername@password_manager)
password: $(KTC/ktc3/rpi/password@password_manager)
system:
type: KOS
bootloader:
- type: pxe
mode: legacy
- type: grub
mode: legacy
loader: multiboot
- type: ulinux
keyboard:
type: hardware_emulator
class: HardwareEmulatorKeyboard
console:
type: telnet
address: "192.168.8.333:23"



Ha6op MHCTpyMeHTOB ansa TecTa 6e3onacHoro wnio3sa

stand:
ksc:
url: "https://10.165.1.162:8080"
hostname: kisgkscO1.local
machine:
type: utx3117
net_interface:
- role: wan
address: 192.168.2.202
- role: lan
address: 192.168.1.1
power:
type: snmp
address: "kocherga.local.ru”
outlet_id: 20
console:
type: telnet
class: TelnetConsole
address: consolel.ru:6002
bootloader:
- type: pxe
mode: legacy
loader: mboot.c32
- type: ulinux
system:
type: KOS



TecT HacTpoikn nonnTuk goctyna yepe3 KSC Ha linux

def test_policy(ksc, avp):
policy = 'user_policy'
ksc.deny_policy(policy)
is_enabled = avp.check _policy(policy)
assert is_enabled, f'Policy {policy} has not been set'
ksc.allow_policy(policy)
is_enabled = avp.check_policy(policy)
assert not is_enabled, f'Policy {policy} has not been cleared'
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TecT HacTpolkn nonnTuk poctyna yepe3 KSC Ha mobunbHom Tenedor

def test_policy(ksc, ksm):
policy =
ksc.deny_policy(policy)
is_enabled = ksm.check_policy(policy)
assert not is_enabled, {policy}
ksc.allow_policy(policy)
is_enabled = ksm.check_policy(policy)
assert is_enabled, {policy}

QtWebDriver Phone Ul

Y

KasperskyOS
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TecT HacTpolkn nonuTuk goctyna vYepe3 KSC Ha TOHKOM KNiMeHTe

def test_policy(ksc, ktc):
policy = 'user_policy'
ksc.deny_policy(policy)
is_enabled = ktc.check policy(policy)
assert not is_enabled, f'Policy {policy} has not been set'
ksc.allow_policy(policy)
is_enabled = ktc.check policy(policy)
assert is_enabled, f'Policy {policy} has not been cleared'

Ethemet
Keyboard

AverMedia Thin Client
Display ul
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TecT HacTpolkn nonuTuk pocTtyna vYepe3 KSC Ha 6esonacHom wniose

def test_policy(ksc, kisg):
policy =
ksc.deny_policy(policy)
is_enabled = kisg.check_policy(policy)
assert not is_enabled, {policy}

ksc.allow_policy(policy) o = e

is_enabled = kisg.check policy(policy)
assert is_enabled, {policy}
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BbiBOAbI

CywecTBeHHO obnerunnm pa3spaboTky
cucteMHbix TectoB KasperskyOS

Obecneunnu nerkoe nobasneHne HOBbIX
annapaTHbIX CTEHAOB

PaszpaboTann egnHbIA NHCTPYMEHT,
KOTOpbIV No3BoNSieT pa3pabaTbiBaTb U
3anycKaTb TECTbl KaK JIOKasnbHO, TakK U Ha
KOHBeWepe

TecTbl Tenepb MoryT 6biTh
KpoccnnaTpopmMeHHbIMIN
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BbiBOAbI

CywiecTBeHHO obnerunnm paspaboTky
cuctemHbix TectoB KasperskyOS

Obecneunnu nerkoe pobasneHne HOBbIX
annapaTHbIX CTEHO,0B

PaszpaboTann egnHbIA NHCTPYMEHT,
KOTOpbIV No3BoNSieT pa3pabaTbiBaTb U
3anycKaTb TECTbl KaK JIOKasnbHO, TakK U Ha
KOHBeWepe

TecTbl Tenepb MoryT 6bITb
KpoccnnaTpopmMeHHbIMIN
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BbiBOAbI

PaspaboTann eauHbIA UIHCTPYMEHT,
KOTOpbIli No3BoNgeT pa3pabaTtbiBaTb
3anyckaTb TECTbI Kak NIoKanbHO, TaK U Ha
KOHBeuepe
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BbiBOAbI

CywiecTBeHHO obnerunnm paspaboTky
cuctemHbix TectoB KasperskyOS

Obecneunnu nerkoe nobasneHne HOBbIX
annapaTHbIX CTEHO,0B

PaspaboTtanu egyiHbIfi NUHCTPYMEHT,
KOTOpbIN No3BoNseT paspabaTbiBaTh 1
3anyckaTb TeCTbl KaK JIOKanbHO, TaK 1 Ha
KOHBeWepe

TecTbl Tenepb MoryT 6biTb
KpoccnnaTtpopmMeHHbIMIN
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BbiBOAbI

O6ecneunnu NPoroH TeECTOB NO
TpeboBaHNSM N TPaccUpPyeMoCTb
pe3ynbTaToB
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BbiBOAbI

MoBbicunmn kavecTBo OC n npoayKkTOB Ha
ee ocHoBe
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