
И как их готовить 

Архивы 
уязвимостей
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Андрей 
Кулешов

https://github.com/akuleshov7
COSV
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В предыдущих сериях 
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01. Проблематика
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Разбираемся на котиках - на примере GH
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Github Security R&D lab
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https://github.com/user/project/settings/security_analysis

Посмотрим, что есть у 
каждого публичного проекта 

на Github 
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https://github.com/akuleshov7/ktoml/settings/security_analysis
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Source Code Scan
Сканирование изменений
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Source Code Scan
Сканирование изменений
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Static Analysis Results 
Interchange Format

SARIF {
  "version": "2.1.0",
  "$schema": "http:-/json.schemastore.org/sarif-2.1.0-rtm.4",
  "runs": [
    {

--.

    "results": [
        {
          "level": "error",
          "message": {
            "text": "'x' is assigned a value but never used."
          },
          "locations": [
            {
              "physicalLocation": {
                "artifactLocation": {
                  "uri": "file:--/C:/dev/example.js",
                  "index": 0
                },
                "region": {
                  "startLine": 1,
                  "startColumn": 5
                }
              }
            }
          ],
          "ruleId": "no-unused-vars",
          "ruleIndex": 0
        }
      ]
    }
  ]
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Загрузка SARIF’ов

Github предоставляет 
стандартный API для 
загрузки репортов

upload-sarif
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Загрузка SARIF’ов

Github предоставляет 
стандартный API для 
загрузки репортов

upload-sarif  - name: Upload SARIF report to Github
        uses: github/codeql-action/upload-sarif@v3
        if: ${{ failure() }}
        with:
          sarif_file: build/diktat-sarif-reports
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Source Code Scan: CodeQl
https://docs.github.com/en/code-security/code-scanning

/**
* @id java/examples/tryfinally
* @name Try-finally statements
* @description Finds try-finally statements without a catch clause
* @tags try
*       finally
*       catch
*       exceptions
*/

import java

from TryStmt t
where
exists(t.getFinally()) and
not exists(t.getACatchClause())
select t
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https://docs.github.com/en/code-security/code-scanning


Source Code Scan: CodeQl
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Source Code Scan: CodeQl
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Dependency Scan

July 25, 2019
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Dependabot Scan
● Граф зависимостей, но есть 

нюанс

● Авто-обновление 
зависимостей через PR 

● Нотификации об уязвимостях
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Нюанс
Cargo Rust
Composer PHP
NuGet .NET languages (C#, F#, VB), C++
GitHub Actions YAML
Go modules Go
Maven Java, Scala
npm JavaScript
pip Python
pnpm JavaScript
pub Dart
Python Poetry Python
RubyGems Ruby
Swift Package Manager Swift
Yarn JavaScript

Gradle?
SBT?

Kotlin?
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Базы/архивы Уязвимостей 

Основное блюдо
● Базы данных, агрегирующие 

массу one-day уязвимостей 
● Изредка позволяя репортить 

приватные уязвимости
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Базы/архивы Уязвимостей 

Основное блюдо
● Базы данных, агрегирующие 

массу one-day уязвимостей 
● Изредка позволяя репортить 

приватные уязвимости

● Поиск, фильтрация, подключение API
● Репортинг, ревью, агрегация

Функционал
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c 02. Обзор того, 
что уже есть
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ONE-DAYZERO-DAY
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200,000+
All unreviewed

17,000+
Reviewed
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И потребовалась нормализация

https://osv.dev/ 34

https://osv.dev/#use-the-api


Распределенная 
платформа для 

сбора и хранения 
существующих 

Участие в проекте 
схемы OSV

 

Платформа и API

OSV.dev

Клиенты и сканер
OSV-scanner

Схема

Авторы последней версии:

● Oliver Chang 
(ochang@google.com)

● Russ Cox 
(rsc@google.com)
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Распределенная 
платформа для 

сбора и хранения 
существующих 

Участие в проекте 
схемы OSV

 

Платформа и API

OSV.dev

Клиенты и сканер
OSV-scanner

Схема!

Авторы последней версии:

● Oliver Chang 
(ochang@google.com)

● Russ Cox 
(rsc@google.com)
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Open Source Vulnerability Schema

● JSON схема, последней версии 1.6.2
● { "id": string, "modified": string }

<DB>-<ENTRYID>, Время последнего обновления
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Android Vulnerability Database
AlmaLinux Security Advisory

Bitnami Vulnerability Database
Curl CVEs

CVE
National Vulnerability Database 

(provided by OSV.dev)

Debian Security Advisory Database 
(provided by OSV.dev)

GHSA
GitHub Security Advisory Database

Go Vulnerability Database

Global Security Database

Haskell Security Advisory Database

LoopBack Advisory Database

VMWare Photon Security Advisory Database

Python Software Foundation Vulnerability Database

Rocky Linux Security Advisory Database Rocky Linux Security Advisory Database

RConsortium Advisory Database

RustSec Advisory Database

Ubuntu Security Notices

DB
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https://storage.googleapis.com/android-osv/
https://errata.almalinux.org/
https://github.com/bitnami/vulndb
https://curl.se/docs/security.html
https://nvd.nist.gov/
https://nvd.nist.gov/
https://www.debian.org/security/
https://www.debian.org/security/
https://github.com/github/advisory-database
https://pkg.go.dev/vuln/
https://github.com/cloudsecurityalliance/gsd-database
https://github.com/haskell/security-advisories
https://github.com/loopbackio/security/tree/main/advisories
https://github.com/vmware/photon/wiki/Security-Advisories
https://github.com/psf/advisory-database
https://errata.rockylinux.org/
https://errata.rockylinux.org/
https://github.com/RConsortium/r-advisory-database
https://github.com/rustsec/advisory-db
https://ubuntu.com/security/notices


GHSA
39



40



"database_specific": {
    "cwe_ids": [
      "CWE-540"
    ],
    "severity": "LOW",
    "github_reviewed": false,
    "github_reviewed_at": null,
    "nvd_published_at": "2024-03-10T12:15:06Z"
  }

OSV database_specific для GHSA
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Наше участие 

в OSV 

https://github.com/saveourtool/osv4k

42

https://github.com/saveourtool/osv4k


GHSA
43



NVD: national vulnerability database
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“Vulnerabilities within the NVD are 
derived from the CVE List which is 
maintained by processes upstream of 
the NVD”

CVE <-> NVD

NVD: national vulnerability database
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“Vulnerabilities within the NVD are 
derived from the CVE List which is 
maintained by processes upstream of 
the NVD”

CVE <-> NVD

NVD: national vulnerability database
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NVD - это база с метаинформацией о CVE

NVD: national vulnerability database
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CVE: Common Vulnerabilities and Exposures
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Request CVE-ID!
Мучились от дубликатов и 

хотели просто 
пронумеровать уязвимости 

CVE: Common Vulnerabilities and Exposures

49



Request CVE-ID!
“No, CVE is not a 
vulnerability database. CVE 
enables the correlation of 
vulnerability data across 
tools, databases, and 
people.”

Мучились от дубликатов и 
хотели просто 

пронумеровать уязвимости 

Is CVE just another 
vulnerability database?

CVE: Common Vulnerabilities and Exposures
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Request CVE-ID!

CISA | NIST | MITRE

“No, CVE is not a 
vulnerability database. CVE 
enables the correlation of 
vulnerability data across 
tools, databases, and 
people.”

Мучились от дубликатов и 
хотели просто 

пронумеровать уязвимости 

Is CVE just another 
vulnerability database?

CVE: Common Vulnerabilities and Exposures

Участвуют + 365 партнеров
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Request CVE-ID!

CISA | NIST | MITRE

“No, CVE is not a 
vulnerability database. CVE 
enables the correlation of 
vulnerability data across 
tools, databases, and 
people.”

Мучились от дубликатов и 
хотели просто 

пронумеровать уязвимости 

Is CVE just another 
vulnerability database?

CVE: Common Vulnerabilities and Exposures

Поиск

Участвуют + 365 партнеров Только по ID
225к+ уязвимостей
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Новости CVE форматов
- CVE JSON Record Format 5.0.0
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Новости CVE форматов
- CVE JSON Record Format 5.0.0

- “Legacy CVE download formats deprecation is now underway and 
will end on June 30, 2024”
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https://medium.com/@cve_program/phase-3-of-legacy-cve-download-formats-deprecation-now-underway-15c27faa4456


Новости CVE форматов
- CVE JSON Record Format 5.0.0

- “Legacy CVE download formats deprecation is now underway and 
will end on June 30, 2024”

- “The OSV team has directly worked with the CVE Quality Working 
Group on a key new feature of the latest CVE 5.0 standard: a new 
versioning schema that closely resembles OSV’s own versioning 
schema. This will enable easy conversion from OSV to CVE 5.0, 
and vice versa. It also enables OSV to contribute high quality 
metadata directly back to CVE, and drive better machine 
readability and data quality across the open source ecosystem.”

https://security.googleblog.com/2023/03/osv-and-vulnerability-life-cycle.html
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https://medium.com/@cve_program/phase-3-of-legacy-cve-download-formats-deprecation-now-underway-15c27faa4456
https://github.com/CVEProject/cve-schema/blob/master/schema/v5.0/docs/versions.md
https://github.com/CVEProject/cve-schema/blob/master/schema/v5.0/docs/versions.md
https://security.googleblog.com/2023/03/osv-and-vulnerability-life-cycle.html


CWE

CWE: Common Weakness Enumeration
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CWE
CVE CVE CVE

CWE: Common Weakness Enumeration
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CWE
CVE CVE CVE

архивы/базы

OSV + сканеры

CWE: Common Weakness Enumeration
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Пример с CWE-502: Deserialization of Untrusted Data
The product deserializes untrusted data without sufficiently 

verifying that the resulting data will be valid. 
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CVSS - Common Vulnerability Scoring System Version: -> 4.0.0

9/10

HIGH 60



CPE
OWASP

CSAF CSAR

KEV
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c 03.
China OSV 
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Тайминг по COSV-схеме

Создание OSV-совместимого
Формата, удобного для 

существующих баз

2023/04 2023/06 2023/07

Дискуссии среди
 8 организаций

Релиз 
версии 1.0.0
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Сама COSV схема: v1.0.0

https://www.gitlink.org.cn/zone/CCF-ODC/source/7 https://cosv.gitlink.org.cn/vuln/schema
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https://www.gitlink.org.cn/zone/CCF-ODC/source/7
https://cosv.gitlink.org.cn/vuln/schema


Java/Kotlin 
Десериализаторы 
схемы: COSV4K 

https://github.com/saveourtool/cosv4k
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https://github.com/saveourtool/cosv4k


COSV (да и любой другой) архив 
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Агрегация/поискPropose new 68



Агрегация/поиск 69



Страница уязвимости 70
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Завершая 
приготовлени
е
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Забавные вещи из бардака
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Форматов и 
организаций 

бесчисленное 
количество, следим за 

CWE, CVE, OSV, GH

Только если: Партия 
сказала: надо! 

Комсомол ответил: 
есть!

Лучше пишем сканеры

Форматы

Выводы

Возможности

Безграничные 
возможности: от 

bounty hunting для 
CodeQL до 

импортозамещения 

Свои архивы
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CREDITS: This presentation template was created 
by Slidesgo, including icons by Flaticon, and 

infographics & images by Freepik

Thanks!
Andrey Kuleshov

Tg: @akuleshov7
GH: @akuleshov7
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http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr

