Live Streaming CDN
(WebRTC/HLS/RTMP)
rnmasamMmu DevOps

AnekcaHap CTporoHoB
Streaming DevOps MHXXEHE
Mayflower



10+ neT B IT

MpoLwén NyTb OT SHUKEULLMKA 00
pa3paboTumka Ha Python un
DevOps nHxxeHepa.

3+ roga B CTPUMUHIE

3aHMMatocb SRE, mMHbpacTpykTypomn,
APXUTEKTYPOWU M OEXKYPCTBaMM
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B nomncke ngeanbHOro CTOUMUMHI peLlleHmna:
SaasS

Ckonbko ctouT WebRTC TpaduK B Platform Cost per month, $
pacyéeTe Ha 1000 cTpnMoB

AWS 878.559
ONnNTeNbHOCTbLIO 8 Yacos npu 2000
BbOBEPOB? Wowza 599.000
$ 700K B cpegHeM Cloudflare 1.000.000

Gcore 844.800



B nomcke naoeasnbHOro CTPUMUHI peLleHms:
On-Premise

CTOMMOCTb NINMLEH3MNU

CHUYKeHMe 3aTpaT Ha
MacLUTabupoBaHme

OnNTMM3aLMa MCMONb30BaHMA CETEBDIX
pecypcoB

KOHTpOsb Hag MHOPACTPYKTYPOU U

OJaHHbIMWA

Platform
Wowza
Flashphoner

Nimble Streamer

Cost per month, $
200.000
20.833

5.000



B moncke naeanbHOro CTOMMUMHI peLLeHnd

X* HanwucaH Ha java

X" KopoboyHoe pelueHmne

X" beTta-TecT

Flashphoner
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CTpounM CBOWU
CDN
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NHPpaCTPYKTYPa

Dell R840/4xGold/128GB;
CentOS 7

Ansible

GitLab CI/CD

Victoria Metrics
OpenObserve

VICTORIA

METRICS

open

oserve

ANSIBLE

C
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[ToueMy Bare metal

ApeHpa

- servers.com $15.816/rop,
2 X Intel Xeon Gold 5220

- OVH 24.000%/rop,
2 X Intel Xeon Gold 6226

+ TpaduK

¥%

NoKynka

Dell — $20.000
4 x Intel Xeon Gold 6252

NOT BAD
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[Toyemy Bare metal

@6 ee

[MlonHoe ynpaBneHmne cepBepoM
BIOS (C/P-state, SMT, numa nodes)
KactoMmmnsaumga »xenesa (SFP, GPU, etc)

HeT HaknagHbIX PacxXxo4oB Ha BUPTYanm3auumtio
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OnTtnMmsauma:. PowerPolicy

- cpu_governor powersave/ondemand -> performance
- x86_energy_perf_policy -> performance

DaCapo Benchmark v9.12-MR1 pEsh,

Java Test: H2

« msec, Fewer Is Better Phoronix.com

Performance
SE 4/ 40.27, N = 20

Ondemand
SE + 4563 N~20

Conservative
SE +/- 68.98, N =20

Schedutil
SE 4L 7147, N =4

Powersave
SE 4/ 58.36, N = 20

' ) 1600 3200 4800 6400 8000



Network Traffic Basic v

10 Gb/s

0b/s

-10 Gb/s
15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00
== recvbond) == recvbond) == recveno8303 == recveno8303 recv eno8403 == recv eno8403 == recv inet0 recv inet0
recv inetl == recvinetl recv lo recv lo trans bond0 trans bond0 trans eno8303 trans eno8303

== trans eno8403 == trans eno8403 == transinet0 == fransinet0 == transinetl == tfransinetl == translo == translo

LA per core

0.150

0.100

0.0500

15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00

Softnet Out of Quota

0.0500

0.0400

counter

0.0300 ‘ ‘ I ‘

0.0200

“ ol s Lu MJ‘ ALl

15:30 16:00 16:30 17:00 17:30 18; 18:30 19:00 19:30 20:00
Mean Last* Max Min

== CPU - Squeezed 0.00598 0 0.0500 0




OnTnMmsaumm: ethtool

e [IpW CcUIbHOM pPOCTe TpadUKa MOXKeET cnyumnTcs bottleneck Ha
ceTeBbIX MHTepdemcax, YTo NpmBeneT K dropped frames
e MakcrManbHo yBenuymeaem RX/TX ring buffers

e ethtool -G {eth} tx {MAX_BUFFER} rx {MAX_BUFFER}

17



OnTtnMmsaumm: sysctl busy polling

e BbikntouaeM adaptive interrupt throttle rate (ITR), 4yTO6bl yMeHbLUWTL Harpy3ky Ha CPU.

e CTaBMM rx-usecs M tx-usecs Ha 80 MUKPOCEKYHO — 3TO OrPaHMYMBAET KONMMYECTBO
npepbliBaHM K 12,500 B cekyHOy Ha o4epenb.

e ethtool -C <ethX> adaptive-rx off adaptive-tx off rx-usecs 80 tx-usecs 80

Softnet Packets
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OnTtnMmsaumm: sysctl busy polling

Busy polling noMoraet cokpaTuTb
3aePXKKY, MO3BOIAA COKETAM
ornpalumBaTb oyepedb eth rx n
OTKJIKOUAET CETEBbIE MNPEpPbIBAHMA.
Bo3pacTtaeT Harpyska Ha CPU
sysctl.net.core.busy_poll = 50

sysctl.net.core.busy_read = 50

Time (us)

o
o
o

t
o
(=]

2.00

1.00

0.00

Netperf Latency results

UDP half round trip time  TCP half round trip time
m Busy Poll enabled = Busy Poll disabled
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OnNTMMM3aUnMKM: OCTaribHblEe KPYTUITKIA

e Java heap, Java GC, etc HaCTpPOEHbI COMMAacHO AOKYMEHTaLMMN.
He O0anm owyTUMbIX U3SMEHEHUI:

e tcp_congestion_control
e YMeHblUeHUsa TamMayToB a4 syn, retry, fin

e VYBenuyeHwue 6ydepos ona tcp/udp

S
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[Tpon3BOOUTENMBHOCTb

[Npn LA 0.8 Ha 94000 Mbl NONYYUNNIN:

45 cTpmMoB Ha software encoder 720p30;
15 cTpmMoB Ha software encoder 1080p30.

Source Transcoded | Transcoded | Transcoded | Transcoded
1080p30 720p 480p 240p 160p
720p30 480p 240p 160p

21



[MpobneMbl

e beTa-TecT

e ODUKCbl N HOBblE PUYM OOCTABNAIOTCA B NPOOYKT BCE MelJIEHHee
e [Ipobnema cJava (GC, stall'bl)

e [lpmxogmnTca ropuU30oHTaIbHO MacLUTabnpoBaTbLCA

e CTOMMOCTb

22



INn-house
peLleHmne
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[MpnUmMHbI Nepexona K CBoen pa3paboTke

Bo-nepBblX, 3TO KoaeHBe OelleBrne

2020

2021

2022

2023

2024

S 100
I 42

T T 100
I 33

S 100
I 35

Sy 100
I 50

S 100
I 34

0 20 40 60 80 100

I license per server [l programmers

120
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[MpnUmMHbI Nepexona K CBoen pa3paboTke

+ bBbICcTpee peanmsytoTca UM 1 yCcTpaHatoTea 6aru

+ TecHaa MHTerpauma KoMaHObl CTOMMUHIA M NNaTGOPMbI

[MogaBngeTca koMaHaa pa3paboTymkoB Ha C++
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TpaHCKOOWHT

REDIS
CONTROLLER
MME

HLS EDGE
MME

TRANSCODER
MME

ORIGIN
MME

WEBRTC EDGE
MME

¥%



TpaHCKOOWHT

e CaMbll BbICOKOHArpy>XeHHbIM KOMMOHEHT
e CxeMa ob6uleHMa n APl Mexxay KOMMOHEeHTaMM Takasa e, A/19 COBMECTUMOCTM

e HanwmcaH otaenbHbIM cepBucC controller, 3aHKMMatoWMIMca 6anaHCUPOBKOM CTPMMOB

Transcoding pipeline

Transcoder

Receiver Decoder Filters Encoder Publisher
WebRTC |: WebRTC
—1 B He¥ el E—
@ . @

7’ - ‘
7 “ !
s 1

- 2 1080p

I 720p m&,’.ﬁ’ik?ﬁ!
Stall filter + FPS filter for stable 480p

load to encoder and stable
frame rate for HLS 240p




TpaHCKOOWHT

e 15 ctpmmMoB 1080p30 Flashphoner
e LAOS

Type Card stream Server stream
density density
(1080p30)
Software 0 15

¥

Number of
servers

666.6(6)
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TpaHCKOOWHT

e 20 ctpumMoB 1080p30 in-house

e |LAO.S8

Type

Software

Software

D
L

Card stream
density

Server stream
density
(1080p30)

15

20

Number of
servers

666.6(6)

500
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TpaHCKOOWMHT

e 16 cTtpmmoB 1080p30 in-house (nvidia)
e Dell r940xa Ha 6 pci-e cnoTtoB
e 150 ctpmmMoB Ha Dell r940xa

Type Card stream Server stream Number of
density density servers
(1080p30)
Software 0 15 666.6(0)
Software 0 20 500
NVIDIA T4 (6 pci-e) | 16 96 105




TpaHCKOOWHT

25 ctpmmoB 1080p30 in-house (asic)
150 cTpmMoB 6 pci-e Ha Dell r940xa

LA 0.8 ->0.3

CTOMMOCTb 0HOro cTpuMa ynana ¢ $1000 go $197
Type Card stream Server stream Number of

density density servers
(1080p30)

Software 0 15 666.6(06)
Software 0 20 500
NVIDIA T4 (6 pci-e) | 16 96 105
ASIC (6 pci-e) 25 150 67
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TpaHCKOOWMHT
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TpaHCKOOWHT

® CYLUECTBYHIOT LLACCU C BOMbLLUMM KO-BOM pPCi-e C/TIOTOB
e CTOMMOCTb OOHOIO CTPpMMa ynana c $197 go $141

Type Card stream Server stream Number of
density density servers
(1080p30)

Software 0 15 666.6(06)
Software 0 20 500
NVIDIA T4 (6 pci-e) | 16 96 105
ASIC (6 pci-e) 25 150 67

*‘ ASIC (16 pci-e) 25 400 25




HLS-EDGE

HLS EDGE MASTER
MME

REDIS <
CONTROLLER
MME

E

CFLB

MASTER PLAYLIST

CF PROXY «—— MEDAPLAYLIST CF CACHE

ORIGIN TRANSCODER MP4

MME / RiviE

S

—>

CLIENT
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HLS-EDGE

YMeHblweHre LA 0.7 -> 0.08

0.0250

LA per core

LA per core
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HLS-EDGE: Tiered Cache (Origin Shield)

e Kaxabl Edge ExtCDN oTrnpaBigeT 3anpoc Ha HallM cepBepa
e Harpyska yMHO)XaeTcsd Ha konmnyectso ExtCDN npoBanaepos

® ® ®
® j ® ® j ® ® i ®
AN AN L
e AN v AN Z N
@® | ® @ | ® ® | ®
6 @ a 6 @ 4 6 @ 4
ExtCDN N2] ExtCDN N2 ExtCDsN NeX
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HLS-EDGE: Tiered Cache (Origin Shield)

Pa3Hble BMObl ypoBHeW Kella ExtCDN

Timdo Website
Delive
K!o dflare Upper Tier
”l cloudMlare Regional Tier
Vi A

MISS
S | v" Cloudflare Lower Tier

] JLJ[ [

A N
MISS HIT
/ |

X%

¥
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HLS-EDGE: Tiered Cache (Origin Shield)

IlBa ypoBHA Kewa ExtCDN
Mactep ExtCDN Edge
(Origin PoP)
PermnoHanbHbi EXtCDN
Edge

ion

user! ——» pop1
user2 —— pop2 e ;

pop_amsterdam > ; AT

D‘[ pop_frankﬁrt_fallback
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HLS-EDGE: ExtCDN Concurrent Cache

ExtCDN npu oTcyTcTBMM dpamna B cache BbIMOAHAETCA TOMTbKO O4MH
3anpoc

CDN CAC
/1234.TS )
an = P—

m2ts

ORIGIN
/1234.TS
- /1234.TS
/1234.TS
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HLS-EDGE: ExtCDN Concurrent Cache

He paboTaerT:

- MNpeBblWEeH TanMayT;

- Kop oTBeTa 5xx;

- «BbIMblca» Kell 13 PoP;

- pobasBunu ewlé ogHoro ExtCDN npoBangepa.

40



HLS-EDGE: Nginx Cache

e sub_filter domain.local $map_host_tld

#EXTM3U

#EXT-X-VERSION:6

#EXT-X-TARGETDURATION: 2

#EXT-X-INDEPENDENT-SEGMENTS

#EXT-X-MEDIA-SEQUENCE:320

#EXT-X-DISCONTINUITY-SEQUENCE:®

#EXT-X-MAP:URI="https:// .local/hls/108784200/108784200_1init_FeyPpN6IoTk2vXxE.mp4"
#EXT-X-PROGRAM-DATE-TIME:2024-02-16T21:26:25.743+0000

#EXTINF:2.003

https:// .local/h1ls/108784200/108784200_320_SVxjn0q5999N04aa_1708118779.mp4
#EXT-X-PROGRAM-DATE-TIME:2024-02-16T21:26:21.783+0000

#EXTINF:2.002

https:// .local/hls/108784200/108784200_321_QpJw0J70D1aIGWnx_1708118781.mp4
#EXT-X-PROGRAM-DATE-TIME:2024-02-16T21:26:23.763+0000

#EXTINF:2.002

.local/hls/108784200/108784200_322_yOkLmfbH7g0gALhH_1708118783.mp4



HLS-EDGE

e [proxy_cache

19:30  20:00 20:30 21:00

== b-hls-eu1 hit
== b-hls-eul miss

== b-hls-eul expired

Nginx Cache

21:30

22:00

22:30

23:00

23:30

00:00

01:00

01:30

02:00

02:30 03:00 03:30 04:00 04:30 05:00 05:30 06:00
Mean

1714
1138
502

06:30
Last* v
1216
972
323
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HLS-EDGE: Nginx

Nnginx try_files cTOoUT HaMHOro AeleBse, YeM Proxy_pass
COXpaHeHMe YaHKoB Ha tmpfs

Client timeout

se't'tings

are irrelevant
n this case/!

"downstream’

connection pool
HTTP Ke_e,p-AlIve_ is on)

>
Idle timeout of Idle timeout of
upstream connections downstream connections
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HLS-EDGE: Nginx

e NginNXx Njs (orpaHn4yeHme oThgayvm YaHKoB NMo timestamp)

v General

Request URL: https:// (his/91712823/91712823_720p_1171_wevftAlHaRglfOnb_1724905889_part2.mp4
Request Method: GET
Status Code: @ 200 OK

const - lines /_(\d{10})(?:_(?:part\d+))?\.mp4/.exec(r.uri);
if (!1lines 'lines[1]) {
return-0;
}
const max_ts_diff = 30;
const date_now = Math.floor(Date.now() / 1000);
const date_diff = date_now - parselnt(lines[1]);

if (date_diff > max_ts_diff || date_diff < -5) {
timestamp = 0;

¥

¥
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WebRTC-EDGE

REDIS
CONTROLLER
MME
ORIGIN
MME TRANSCODER
>

MME

CF PROXY

WEBRTC

——— WSs———>

VIEWERS
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WebRTC-EDGE

YMeHbweHne LA 0.6 -> 0.2

DS
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WebRTC-EDGE

e CUrHanuMHr yepes WSS
e HeKayecTBeHHas CBA3b BbI3blBAET PEKOHHEKT Y MOJIb30BaTENS

47



WebRTC-EDGE: Proxied WSS

e WSS c noMoLwbto NpokcmMpoBaHma cpeactsamum ExtCDN

WSS WebRTC edge




WebRTC-EDGE

Y nonb3oBaTeNna OTKPbITbl TONbKO NOPThl 80,443

Firewall

Browser - Publisher
Websocket traffic

Media traffic
‘x
>

S

WCS
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WebRTC-EDGE: TURN

e turn listen wan_ip:80 udp

e turn listen relay_addr 127.0.0.x:80 tcp

e nNginxtcp stream wan_ip:80 tcp

["turn:turn.domain.local:807transport=udp",
"turn:turn.domain.local:80?transport=tcp"]

Browser - Publisher

WebSocket traffic

Firewall

Media traffic

= =

. V

TURN

WCS
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ORIGIN

[ RTMP - REDIS
Stream — CONTROLLER
MME
A
WEBRTC
TCP/UDP
WEBRTC TRANSCODER
WSS MME

> CFPROXY «—
WS

¥%



ORIGIN

YMeHbweHne LA 0.6 -> 0.2
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ORIGIN

® CUrHanuHr yepes WSS gna WebRTC
® HeEKa4yeCTBEHHAd CBA3b BbI3bIBAET PEKOHHEKT Y CTpMMeEpPa
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ORIGIN: Proxied WSS

WSS ¢ nomMolLblo NpoKcHnpoBaHnga cpegcteamMm ExtCDN
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ORIGIN

e TaKad »e npobnemay cTpmmMepoB no RTMP
e XoueTcsa HGanaHCUPOBaATb HArpPy3Ky No permoHam
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ORIGIN: LB L4 ExtCDN

Load Balancing L4 Ha RTMP nogauyy cTpmMa

Ib-rtmp
RTMP2D ——> (CFDNS LB
geo steering)

Ib-rtmp-vr
Stream —RTvP3D—> (CFDNS LB
geo steering)

¥

sp-pool
(CF SPECTRUM 2D)

s-sd-eu
(CF POOL EU)

s-sd-us
(CF POOL US)

sp-pool-vr
(CF SPECTRUM 2D)

S-vr

(CF POOL EU 3D) _\

v

ORIGIN
MME
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ORIGIN: LB L4 ExtCDN

| \
‘ ‘ ‘ “‘ \i\”

H‘ ‘ H‘




Controller

HLS EDGE

REDIS
CONTROLLER
MME

—

A

MME

.| TRANSCODER

ORIGIN
MME

¥

> WEBRTC EDGE
MME
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Controller

e VYnpasngwouwmm cepep ¢ CYB/[ Redis
e [lo3BoNgeT BBOOAUTL/BbIBOOUTL CcepBepa
e VYnpaBndeT Harpy3Kom y KOMMOHEHTOB
e Bce KOMMOHeHTbl paboTatoT vepes redis (pub/sub)
&S red
V%
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Controller

e MeXay permoHamMm rnaoxasg CBA3HOCTb
e 3a[epPykka 3anpoca 6onblie 5 cekyHa K peancy KpuTuyHa

@ REDIS | redis_max
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Controller: LB L4 ExtCDN
LB L4 eamHbi GeolP DNS steering

us | iy N
WEBRTC EDGE WEBRTC EDGE |
REDIS |
e CONTROLLER MME
MME
domain.com domain.com domain.com
ExtCDN IP (172.16.0.1)
= ) (ExtCDN IP)
ORIGIN . | -
MME WEBRTC EDGE ORIGIN S
MME MME ‘

e




Controller: LB L4 ExtCDN

REDIS | redis_max




Pe3ynbraTt

v/ Bbonblwe He naatmM 3a MuUeH3nm

N

OcBoboaOUNM B CpeaHeM X3 pecypcoB

v PocT Tpadpumka obecneymBaeTcqd 3aMeHOM CeTEBbIX KapT Ha bornee

eMKume
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Box solution
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Box Solution

e [lpocMoTp/nogadya WebRTC He nmeeT eanHom Toukum Bxoda (DNS).
e banaHcmpoBKoM 3aHMMaeTca Live Streaming Platform.
e Hy)KHO OenaTb NMWHMe OeNCTBMA A9 maintenance cepBepOB.
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Box Solution

'servers' => [
'usl' => 200, 'servers' => [
[Us2 i nane, 'eu20' => 250,
'us3d' => 200, y :
‘us4' => 200 eu2l' => 250,
'us5' => 200, ‘au4d' =>
'usé' => 200,
'us8' => 50, ; |
'us9' => 50, eué' => 1,
'usl5' => 200, eul' =>
'uslé' => 200, ]
'us25' => 200, i . . '

] type' => 'flashphoner',

'type' => 'flashphoner', 'origin' => 'as',

s ‘continents' => ['euv', 'af', 'as’

'continents' => [], , e o e,
‘countries' => ['au'], countries' => ['nz', 'hk', 'sg',

]

'eud' => 1,

]




Box Solution

WebRTC Edge | number_of_variant_streams

0

10:45 11:00 1S 11:30 11:45 12:00 i2:0 5 12:30 12:45 13:00




Box Solution

WebRTC Edge | number_of_streams




Signaling Server

e BbiCTyrnaeT Kak WSS proxy

interceptor @ —> CONTROLLER
e [lony4yaeT OT KOHTpOIepa [_
CLIENT «— N Al N
MHPOPMALIMIO O Harpyske WEBRTC R
WebRTC EDGE/ORIGIN Q  TCP/UDP ' ORIGIN/

WEBRTC-EDGE

ORIGIN/
WEBRTC-EDGE

SIGNALING < WSS

ORIGIN/
WEBRTC-EDGE

¥
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Signaling Server

Uepe3 nginx ¢ momMoLlbto GeolP Mbl MOYXeM HaMpPaBAATb KITMEHTOB B HYXKHYO rpynmny
WebRTC EDGE/ORIGIN

3aceTanneHbl B AWS EC2 (c4.xlarge)

EnomHoe DNS nmq, yepes GeolP steering MoO)XeM HamnpaBiaTbh B pa3Hble signaling
server

NGINX_MAP: |

map $geoip2_country_code:$geoip2_region $map_group_by_country {

DS

"k hk: " webrtc_edge_as; # Hong kong

"kt in: webrtc_edge_eu; # India
"~k jpi webrtc_edge_jp; # Japan
"~k kp " webrtc_edge_us_va; # North Korea
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Signaling Server

SIGNALING

USA

PPPPPPP
ORIGIN/

CORE

CONTROLLER

"

I—’ TRANSCODER

WEBRTC-EDGE

WSS T

—

«
ORIGIN/
BRTC.EDGE ¢ WSS~ > SIGNALING

I V £— WSS

WEBRTC
P/UDP — | CLIENT

W[S
SIGNALING

4J ORIGIN/
‘ WEBRTC-EDGE
17 WSS
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Signaling Server

Mpobnema: Nnpu 2.5k KNMeHToB
Ha4vanu nony4atb 502.

B norax nginx
"upstream_response_time": "7.001",
"status": 502.

[pewmnnm Ha C++ Beast.

boostorg/beast

HTTP and WebSocket built on Boost.Asio in C++11 {

A 140 ® 104 v 4k % 634 O

Contributors Issues Stars Forks
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Signaling Server

[Mpobnema:

e Bcerna CTpaHHbIV TanMayT B 7 CEKyHA.

e tcpdump nokasbiBaeT 3 retry tcp handshake.

e TamMayT pacTeT Horamm n3 TCP xaHOwemka n ero SYN 3anpocos,
KOTOPbIN OH PEeTpaeT Yepes3 1, 2, 4 CeEKyHObI.
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Signaling Server

e [lpob6nema c syn/accept queue.
e nginx default backlog = 511.
e app listen(int sockfd, int backlog =128).

recv SYN

recv ACK (1]
SYN Queue

\‘ J accept()

a" Accept Queue
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PelweHme:

sysctl net.core.somaxconn = 16384,

nginx listen backlog = net.core.somaxconn.
app listen backlog = net.core.somaxconn.
[Mepexon Ha unix domain socket.
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WebRTC Edge | number_of_streams

@ WebRTC Edge | number_of_variant_streams
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NTorm

v [logBunacb oTgenbHaa KoMaHOa CTPMMUHIA C O0MbLLOW
SKCMepTnN30U

NHPpaACTPYKTypa cTajla NpeacKkasyeMom
TpeboBaHMA 6M3HECA BbIMOMHAKTCA ObICTPEe N KadecTBeHHee

BblpOCNO Ka4yeCcTBO OOCTaBKM KOHTEHTA

NSNS

W

/
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