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[TnaH

1. Platform V User Sessions. Hayano nytu

1.1. Pabota ¢ gaHHbIMK U UX nepedada rno ceTtu

2. PazButue User Sessions anga BbiaepxuBaHua highload
2.1. Cepuanusauus gaHHblx B OnHapHbIin goopmaT One Nio
2.2. CoxpaHeHne OaHHbIX «aensraMmmny»
2.3. YUTeHne gaHHbIX nadkamu

3. Kak User Sessions gocturaet high availability
3.1. Load balancing & true sticky
3.2. AcuHXpOHHasi paboTta ¢ 6a3oi JaHHbIX
3.3. XpaHunuuie He B KOHTENHepe
3.4. No vendor lock
3.5. Pennunkaunsa gaHHbIX (B npoLecce peanusaunm)

4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]

4.2. ABTOpU3auus ooctyna K gaHHbIM Yyepes Open Policy Agent
4.3. «He knneHTCcKMe» ceccum
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Pewaemas 3agada

XpaHeHue AaHHbIX BCeX akTUBHbIX ceccun CbepbaHk OnnanH B RAM.

JTroGon mukpocepBuc

MOXET obpallaTbcsa K
OaHHbLIM ceccun

XpaHunuuwge B backend

[aHHble MoryT ObITb
nepcoHasibHbIMU U
KOHMOeHUMarnbHbIMU:

NHopmauma o
KIMeHTe, ero cyeTtax,
KapTtax n np.
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[lpegblayulee HeygadHoe pelleHune

C6epbaHK OHNaliH IBM WebSphere eXtream Scale

End users

(+ browsers) A~
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CosnaHue Platform V User Sessions

[1lpoayKT Ha 3aMeHy
IBM WebSphere
eXtream Scale.

User Sessions —
pacnpegereHHoe
IN-memory xpaHunuiie
ans ceccun online-
KITMEHTOB:

https://platformv.sber.ru/
products/platform-v-
user-sessions

13/241


https://platformv.sber.ru/products/platform-v-user-sessions

CosnaHue Platform V User Sessions

[1lpoayKT Ha 3aMeHy
IBM WebSphere
eXtream Scale.

User Sessions —
pacnpegereHHoe
IN-memory xpaHunuiie
ans ceccun online-
KITMEHTOB:

https://platformv.sber.ru/
products/platform-v-
user-sessions

Platform V —
umndppoBasi obravHas
nnatdopma Cbepa ans
pa3paboTkmn busHec-
pPeLLEHNN.

https://platformv.sber.ru/
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Apxutektypa Platform V User Sessions

End user (+ browser)

Private Cloud
Session cookie [ External
} API Gateway Sf"c& ____________________________
L] " .

CéepbaHk OHNnaunH

| Bu3Hec noruka

KnueHTckui Java API

Slave sidecar

-

f—'___—-_-‘\
Bu3Hec REST ) A S~ ~———
Norvka KHMEH . ToneKo cNCcoK — 5 é !

ceccuii bes
AaHHbIX
1

\
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Apxutektypa Platform V User Sessions

[MepBbIn ycnex

ArpeccuBHoe Jlunkaga ceccus (sticky Bonee 30% 3anpocos
KOLIMpOBaHNE OaHHbIX session) K y3nam He oDOpallaloTcs K CeTu.
Ha CTOPOHE KIneHTa. KIMEeHTAa.

S—_—
| S—
.N
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Ceccunn 1 cekumm aaHHbIX

session-id data

"id1" —pH

"id2" — data2

"id3" —> data3

key value

Cexkuywus "defaultCurrency”
"chE” _P_ ”RUB”
"name" — "pybab"

.

/~  Cekuwms "clientinfo"

"fig" —» Object of

"id" —— 25646234

ru.mycompany.Fio

Cekuumna "interestRates"
"depositRate" —— 10.0

"creditRate"

— 20.0
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CoxpaHeHune nobbix 0OBLEKTOB MNOTPebUTENS

SdsSession session = sds.getSession( private static class MyClass {
<session cookie value>, ...);

public final Map<Integer, List<String>> field;
SdsSessionSection mySection =
session.getSection("mySection");

mySection.setAttribute("int", 123);
mySection.setAttribute("double", 456D);
mySection.setAttribute("String", "String value");

mySection.setAttribute("0Object",
new MyClass(Map.of(123,
List.of("one", "two"))));

public MyClass(Map<Integer, List<String>> field)f{
this.field = field;

sds.saveSessionSections(session, ...);
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Cepuanmnsaumss B JSON oObeKkTOB noTpedutens

TroHUHr Jackson-a

ObjectMapper mapper = new ObjectMapper()

.enable (ACCEPT_SINGLE_VALUE_AS_ARRAY, ACCEPT_EMPTY_STRING_AS_NULL_OBJECT,
ACCEPT_EMPTY_ARRAY_AS_NULL_OBJECT, READ_UNKNOWN_ENUM_VALUES_AS_NULL,
UNWRAP_SINGLE_VALUE_ARRAYS)

.disable (FAIL_ON_INVALID_SUBTYPE, FAIL_ON_NULL_FOR_PRIMITIVES,
FAIL_ON_IGNORED_PROPERTIES, FAIL_ON_UNKNOWN_PROPERTIES,
FAIL_ON_NUMBERS_FOR_ENUMS, FAIL_ON_UNRESOLVED_OBJECT_IDS,
WRAP_EXCEPTIONS)

.enable(MapperFeature.PROPAGATE_TRANSIENT_MARKER)

.enable (ALLOW_SINGLE_QUOTES)

.disable (FAIL_ON_EMPTY_BEANS)

.setDateFormat(new SimpleDateFormat("yyyy-MM-dd'T'HH:mm:ss.SSSZZ"))

.configure(SerializationFeature.WRITE_DATES_AS_TIMESTAMPS, false)

.setVisibility(ALL, NONE)

.setVisibility(FIELD, ANY)

.enableDefaultTyping (NON_FINAL);
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CepuanusoBaHHblie B JSON 06beKTbl NoTpeburtens

TroHUHr Jackson-a

var object = [
MyClass(Map.of (123,

List.of("one", "two"))): {sber.platform.Joker2022.MyC1ass ,

. ) "field":
String json = [
objectMapper.writeValueAsString(object); ] ] ]
"java.util.ImmutableCollections$MapN",

{
"123":
[
"java.util.ImmutableCollections$List12"

[noneu, "tWOH]
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[lepepada cekunn gaHHbIX NO CETU

ObpaboTka gaHHbIX

« Cekumna — Habop key-value nap c
obbekTamMu noTpebutens
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[lepepada cekunn gaHHbIX NO CETU

ObpaboTka gaHHbIX
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« Cepunanusyetcs B THOHEHHbIN JSON

« Cxnmaetca Zip-om
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[lepepada cekunn gaHHbIX NO CETU

ObpaboTka gaHHbIX

Cekuyma — Habop key-value nap c
obbekTamu noTpedbutens

Cepunanunayetcs B THOHEHHbIM JSON

Cxumaetca Zip-om

Heckonbko cekuun B DTO

DTO ana nepepayu

public class <DTO> {
public final String sourceVersion;
public final String id;
public final Map<String, Serializable> attributes;
public final List<SectionDto> sectionList;

+

public class SectionDto {
public final String sectionName;
public final Integer characteristics;
public final Long version;
public final byte[] serializedBinData;
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[1Ba ypoBHS cepmnanunsaunmn gaHHbix B User Sessions

1 bnsHecoBbIN 2 TpaHCNOPTHbLIN

CeKkuunn ¢ oobekTamm noTpeduTens. DTO ¢ HECKONBbKUMU CEKLUSAMM.
TtoHeHbIn JSON. Ob6bI4yHbIN JSON.
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Harpy3ka Ha User Sessions B CoepbaHk OHnanH

3 roga B production

> 110 000

BxonoB nosnb3oBaTtenen B
MUHYTY

> 120 000

3anpocoB B CEKyHAY.

B cpenHem 67 3anpocos 3a
ceccuio.

~ 5 MUHYT

[lepnog akTUBHOCTU Kaxaom
ceccuu

70-80 Kb

CpeaHuin pasmep ceccum (Bce
cekumn)

> 550 000

Ceccuini B MOMEHTEe aBNAI0TCSA
aKTUBHbLIMU

3 Mb

MakcnmanbHbIn pasmep ceccum

(BCe cekummn)
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Hayano npoTtusocTosHus ¢ highload

> 100 o 10 mc
MUKPOCEPBUCOB-MOTPEDUTENEN 0OXOOWNO BPEMS OTKIMKA
y User Sessions B CoepbaHk User Sessions

OHnawvH
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Topmo3sa npu cepunanunsaumm B JSON

UTOo BbIACHUIIN?

« Topmosuna cepunanunsauymsa 8 JSON
Jackson-om

« CymmapHo > 50% BpemeHu paboTbl cepsuca

« OCHOBHblE TOPMO3a Ha TPAHCMOPTHOM YPOBHE
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Topmo3sa npu cepunanunsaumm B JSON

UTOo BbIACHUIIN?

Topmo3suna cepunanusauyms B8 JSON
Jackson-om

CymmapHo > 50% BpemeHun paboThbl cepBuca

OcHoOBHble TOPMO3a Ha TPAHCNOPTHOM YPOBHE

CepuanunsosbiBaTb byte[] B JSON —
HeTunoBoun case!

TpebyeTcs npeobpasoBaHue.

Cepunanunsyemaa DTO

public class <DTO> {
public final List<SectionDto> sectionlList;

}

public class SectionDto {
public final String sectionName;
public final Integer characteristics;
public final Long version;
public final byte[] serializedBinData;
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Topmo3sa npu cepunanunsaumm B JSON

Base64 kogupoBaHue byte([]

CepunanunsoBaHHada DTO [Tpobnembl

{ « MeaneHHas cepuanusauus

1 KB B 2,5 pa3sa meanexHee,

"sectionList":
ionLi [ 4yem ctpoka 1024 cumBona

{
"sectionName": "COMMON",
"characteristics": 0,
"version": 0,
"serializedBinData": "eJyLVspKLEvVUKy3JzNHzSCz08EOGsUNKpVnIMCQ..."
+
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Topmo3sa npu cepunanunsaumm B JSON

Base64 kogupoBaHue byte([]

CepunanunsoBaHHada DTO [Tpobnembl

{ « MeaneHHas cepuanvsauus

1 KB B 2,5 pa3za meaneHHee,

"sectionList":
[ 4yem ctpoka 1024 cumBsona

{
"sectionName": "COMMON", .
"characteristics": 0, * JinwHuin TpaCbVIK
"version": @, Ha 33.3% GonbLe, yem
"serializedBinData": "eJyLVspKLEvVUKy3JzNHzSCz08EOGsUNKpVnIMCQ..." pa3mep camMoro byte[|

+
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Topmo3sa npu cepunanunsaumm B JSON

String BmecTo byte[] — HemHoro 6bicTpee, YeM base64

Cepunanunsyemaa DTO [Tpobnembl

// serializedData = new String(serializedBinData, « MepneHHas cepuanusaums
// StandardCharsets.IS0_8859_1)
1 Kb B 2,3 pa3a meaneHHee,

public class <DTO> { yem ctpoka 1024 cmmBorna

public final List<SectionDto> sectionList;

+
public class SectionDto {
public final String sectionName;
public final Integer characteristics;
public final Long version;
public final String serializedData;
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Topmo3sa npu cepunanunsaumm B JSON

String BmecTo byte[] — HemHoro 6bicTpee, YeM base64

Cepunanunsyemaa DTO [Tpobnembl

// serializedData = new String(serializedBinData, « MenneHHas cepuanusaums

// StandardCharsets.IS0_8859_1)
1 KB B 2,3 pa3a MeaseHHee,

public class <DTO> { yem cTtpoka 1024 cnmeona

public final List<SectionDto> sectionList; * JlnwHmn Tpadmk
He meHee, 4em npu
} kogupoBaHuu byte[] B base64

public class SectionDto {
public final String sectionName;
public final Integer characteristics;
public final Long version;
public final String serializedData;
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Topmo3sa npu cepunanunsaumm B JSON

String BMmecTO byte[] — akpaHupoBaHue BCE NCNOPTUNO

DKpaHUPOBaHUIO noasexar

« 8 crneymarnbHbIX CUMBOIOB

quotation mark U+0022
reverse solidus U+005C

\

/ solidus U+002F
b backspace U+0008
f form feed U+000C
n line feed U+OOBA
r carriage return U+000D
t tab U+0009

« 32 cnyxebHbix cumBona ot U+0000 go U+001F

RFC 4627 on Json: https://www.ietf.orq/rfc/rfc4627 .ixt
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https://www.ietf.org/rfc/rfc4627.txt

Topmo3sa npu cepunanunsaumm B JSON

String BMmecTO byte[] — akpaHupoBaHue BCE NCNOPTUNO

CepuanunsoBaHHas DTO
{

"sectionList": [

{
"sectionName": "COMMON",
"characteristics": 0,
"version": 0,
"serializedData": "Bae n\fQa\f?rA®AA??~n?.np\t ??\uB000§o y-iA\uBGBG2?aE??,#E?..."
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TpeboBaHus K HOBOMY cepuanu3aTopy

bu3HecoBbIN YPOBEHbL

* He gonxHo ObITb TpeboBaHUU K
CTPYKTYpE cepunanmayembliX 00bEKTOB
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TpeboBaHnsa K HOBOMY cepuanunsaTopy

bu3HecoBbIN YPOBEHbL

* He gonxHo ObITb TpeboBaHUU K
CTPYKTYpE cepunanmayembliX 00bEKTOB

~N
otocol Buffers
. NO
ApacieJhrift
Apache A SCHEMA
\__ J
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TpeboBaHnsa K HOBOMY cepuanunsaTopy

bu3HecoBbIN YPOBEHbL

* He gonxHo ObITb TpeboBaHUU K
CTPYKTYpE cepunanmayembliX 00bEKTOB

~N
otocol Buffers
. NO
ApacieJhrift
Apache A SCHEMA
\__ J

TpaHCNOPTHbLIN YPOBEHb

* IpdeKkTnBHAA cepnanunsayms

byte(]

* MnHUManbHLIN pasmep
pes3yneTata
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TpeboBaHnsa K HOBOMY cepuanunsaTopy

bu3HecoBbIN YPOBEHbL

* He gonxHo ObITb TpeboBaHUU K
CTPYKTYpE cepunanmayembliX 00bEKTOB

~N
otocol Buffers
. NO
ApacimeJ hrift
Apache A SCHEMA
\__ J

TpaHCNOPTHbLIN YPOBEHb

* IpdeKkTnBHAA cepnanunsayms

byte(]

* MMHMUMarnbHbIN pasmep
pes3yneTata

Tonbko cepuanu3aTtopbl B
OunHapHbIn chopmaTt
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CepunannsaTtopbl-y4acTHUKM COPEBHOBaHMA

1.Java standard
2.Jackson Smile
3.Bson4Jackson
4.BSON MongoDb
5.Kryo

6.FST

7.0ne Nio
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CepunannsaTtopbl-y4acTHUKM COPEBHOBaHMA

0.Jackson JSON
1.Java standard
2.Jackson Smile
3.Bson4Jackson
4.BSON MongoDb
5.Kryo

6.FST

7.0ne Nio
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[[OHKMK Mexanay cepmnarindaartopammn-y4aCtHMKaMm

Cepmanmsau,vm n aecepmnann3aumd Ha CKOPOCTb

CobcTtBeHHbI benchmark

« DTO cneunuyHbie — He cTanu
O0BEPATb APYrUM

« Ha Java Microbenchmark Harness
(JMH)

* BoinoxeH Ha GitHub:
https://github.com/chernov-af/
serializers-benchmark

50/241


https://github.com/chernov-af/serializers-benchmark

[[OHKMK Mexanay cepmnarindaartopammn-y4aCtHMKaMm

Cepmanvlsau,m n aecepmnann3aumd Ha CKOPOCTb

CobctBeHHbIN benchmark Runtime KoHuUrypauus

« DTO cneunuyHbie — He cTanu * [1poueccop:
OOBEPATbL OPYrvUm Intel Core i7-6700 CPU, 3.4GHz,
8 cores
 Ha Java Microbenchmark Harness
(JMH)  [NlamaTtb: 16 GB
° Bb|ﬂ0>|(eH Ha G|tHub ¢ OC |\/|iCI’OSOf'[ WindOWS 10 (64'b|t)

https://github.com/chernov-af/
serializers-benchmark « JRE: IBMJ9VM1.7.0
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[[OHKMK Mexanay cepmnarindaartopammn-y4aCtHMKaMm

Bce 8 yyacTHuKOB

Bpemsa, mc
NeTtanu 3gechb: Ba ;

J
https://habr.com/ru/ Jackson JSON
company/sherbank/ Bson4Jackson
blog/488612/ 0,040

Java standard

byte[].length 8 DTO,
100 1 000 10 000 6aitTel
Llnkn cepnanusauus + aecepuanusaums
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[[OHKMK Mexanay cepmnarindaartopammn-y4aCtHMKaMm

3 ayTcangepa
Bpemsa, mc

NeTtanu 3gechb: M=

https://habr.com/ru/
company/sbherbank/
blog/488612/ 0,040

0,030

0,020

0,000 byte[].length 8 DTO,
100 1 000 10 000 6aiiTol
Ll,MKﬂ cepnann3auuna + gecepuanniayna
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[[OHKMK Mexanay cepmnarindaartopammn-y4aCtHMKaMm

S OCTaBLUMXCA Y4aCTHNKOB

[leTanu 3gechb:

https://habr.com/ru/
company/sbherbank/
blog/488612/

Bpemsa, mc

0,025

0,020

0,015

b o e s e = e = -

..——-———'--

-
-
-
—-_-—
- -

o e e e e = e -

-
—
-
- -
- — = -
- - -
- e = = - -

/4 F
K LIS
ryo ’
y y
, ,
4 (-’
) e
/
7 s
A7 il
N R 4 One Nio
-—
TN ’
_____ ’
_____ ’,
______ —~7 ,
- ra
/’ ”
”’ ‘I
-- ‘t
—— "’
————— __-—’\
FST

byte[].length 8 DTO,

1000 10 000 GaiiTbl
Ll,MKﬂ cepuanunsauuna + gecepmnann3auna
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[[OHKMK Mexanay cepmnarindaartopammn-y4aCtHMKaMm

2 nugepa
Bpemsa, mc
[etanu agech: 0025 !
/
https://habr.com/ru/ 0/

'
company/sberbank/ Jackson smile /!
blog/488612/ 0,020 \l '

” (] l’
, ’ ,’
Kryo / / J
o»
0,015 | 2 / :
) s,
’
’ #
x’ ,/.}' |0ne‘Nio/
R S B B S P B - Jo
————————— ’ _ - -~ ) ”
T I Pt SIS T e u
____________ -7 FST |
0,000 byte[].length 8 DTO,
100 1000 10 000 6aiiTbl

Linkn cepunanusauus + gecepuanusayms
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B3BeluBaHWe pe3ynsratoB cepmuanms3aTopoB-y4aCTHUKOB

Bce 8 yyacTHMKOB (HEKOTOpbIE B 2-X KOHGUIypaunax)

Paamep, 6aiiTbl

[leTanu 30ecsb: 16000 -
https://habr.com/ru/ 14000 | 13371 13456

10083 10023 10185

= o
0{:0 < 0 « <
o ~ ’@ o° ™~ » : -‘6‘ S W N

X .gx* ° O Q N S W >

v QS @ N3 et & o S o8 gl
& o P &
o

\&f’oo ° W

o " &

Pa3mepsl pesynsrata npu DTO, conepxawien 10 Kb

company/sberbank/ — 11465 11542
k)|()(]/11538363]_22/ 10272 10045 10135 10045 10070 10070 10070
10000 -
8000 -
6000 -
" |
4000 -
2000 -
|| 0 -
g) 5

I I I W After serialize
o
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B3BeluBaHWe pe3ynsratoB cepmuanms3aTopoB-y4aCTHUKOB

Bce 8 yyacTHMKOB (HEKOTOpbIE B 2-X KOHGUIypaunax)

Paamep, 6aiiTbl

[leTanu 30ecsb: 16000 -
https://habr.com/ru/ 14000 13371 13456
company/sberbank/ Lias 11542
12000 -
k)|()(]/llf35363]_22/ 10272 10045 10135 10045 10070 10070 10070 10083 10023 10185
10000 -
8000 -
6000 1 W After serialize
849 912
4000 - -
m After Zip compress
745 805
2000 -
B15 513 572 H12 h52 £52 h44 52 599 725
0 i
& AL N o Y o N A N\ O s
{,O““k \\Qef; X ) %@ *Qe" Is) 'c\Qe:, OQ‘Q *_p\ 5,§6 ) ‘)ﬂs.\e, e@ 6?}
NE I IV & N PO
N 0\‘3\‘ N N \e\ & 0{\\ 5O$ W« @ \&\o\‘
Q‘f’ 0‘: e ® &
s} o B &)
N NG &
\'3(' \?P e

Pa3mepsl pesynsrata npu DTO, conepxawien 10 Kb
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B3BeluBaHWe pe3ynsratoB cepmuanms3aTopoB-y4aCTHUKOB

Jngepsl

[leTanu 30ecsb:

https://habr.com/ru/
company/sbherbank/
bloq/488612/

Paamep, 6aiiTbl
16000 -

14000 13371 13456

12000 - 11465 11542
10272 10045 10135 10045 10070 10070 10070 10083 10023 10185
10000
3000 -
6000 W After serialize
4000 -
W After Zip compress
000 745 805
B15 513 ' A 512 . b i 52 590 725
0 A
= S\ & 2@ o 0 o eN 2N 2 20
(‘{’O m*-\QQ ° 6‘5\\ =N (\Q?Q & & < & e‘c’\ﬁ
o & & o @
I N £ & e
\;b O$ \e w.;b .\\e. :
$ < ¢
& S
\'b(' \‘b(}

Pa3mepsl pesynsrata npu DTO, conepxawien 10 Kb

58/241


https://habr.com/ru/company/sberbank/blog/488612/

[MOKOCTb cepmnann3aTopoB-y4acCTHUKOB

[ToTpebuntenu pasHbiX BEpCUN AOIMKHbI YMETb paboTaTb C OQHUMKU OBbeKTamu

Kputepun

Jackson JSON
Jackson JSON

@)
| -
©
©
c
©
+—
(7))
©
=
©
)

(with types)
Jackson Smile
Jackson Smile
(with types)
Bson4Jackson
Bson4Jackson
(with types)
Kryo (unsafe)
FST (unsafe)
(for persist)

One Nio

Bce 20 kputepues 3gech: https://habr.com/ru/company/sberbank/blog/488612/
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[MOKOCTb cepmnann3aTopoB-y4acCTHUKOB

(1s1suad 10y)
OIN suQ

OIN 9UQ
(8yesun) 1S4
1S4

(eyesun) oAy

0AY

ggobuop
NOSd

(sadA1 yum)
uos)oeryuosg

uosyoeryuosg

(sadA1 yum)
9|lWS uosyoer

3]IWS uosyoer
pJiepue)s ener

(sadA1 yum)
NOSC( uos)oer

NOS([ Uos)aer

Kputepun

ObpaTHasi COBMECTUMOCTb

New Client

Old Client

{

n
c
=
v
7]
@
v
-
o
v
=)

"MBan"

"name’’ :

LastName’ : null

get mmm

mmSave

“"NBaH”’

"name’’ :
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[MOKOCTb cepmnann3aTopoB-y4acCTHUKOB

Kputepun

(with types)
Bson4Jackson
(with types)
FST (unsafe)
One Nio

One Nio

(for persist)

Jackson JSON
FST

ol Kryo
+ LOGYORCIEEHE))

"o Jackson JSON
|
|
|
+

+ REVERS R E
ll Jackson Smile

ObpaTtHaga coBMeCTUMOCTb

[Mpsimasi COBMECTUMOCTb

Old Client New Client
{ {
"name’” : ""NesaH”’
“n m ": “VIB " mmm() O 11 17/ 11 "
} ame an J lastName”: “lNBaHoOB
}

// lastName wurHopupyeTtcs
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[MOKOCTb cepmnann3aTopoB-y4acCTHUKOB

(1s1suad 10y)
OIN auQO

E
6%23 1S4

Amu_mmc:v oA

ggobuop
NOSd

(sadA1 yum)
uos)oeryuosg

uosyoeryuosg

(sadA1 yum)
9|lWS uosyoer

9]IWS uosyoer

pJlepuels ener

(sadA1 yum)
NOS(C uos)oer

NOS([ Uos)oerl

Kputepun

ObpaTHasi COBMECTUMOCTb

[Mpsimasi COBMECTUMOCTb

[ecepunanusauunsa obbekTa,

i
pr}
©
o
7))
)]
i,
(@)
m
T
)
I
o
.
@)
Qo
o
T
o
X
©
Q
&)
E
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[MOKOCTb cepmnann3aTopoB-y4acCTHUKOB

Z P () (¢)) c c
olo _|s|lEl 1218 0 ~
% =) n . = © Y— —
— Dol el N DY % % O N g %
Kputepuis s 55| El5|c5|2|25 S| |22 |28
7)) n = n w0 n < < + ~ S| =z = ((b]
— Q
i ¥ C ||l X | xc| & & c ol o - 7
&) o X > &) O ¥ o O + S > — .
© © = | @®© C = 2 v = < Z n| S c o
e T B Sl B S o T B R o'a [ 0'0 [N Y | X w | O O
ObpaTHasi COBMECTUMOCTb + + + | + + + + + + o+ | = = = +
[Mpsasmaa coBMeCTUMOCTb + + + o+ + + + + + |+ = = — +

Hecepunanusaumns obbekTa,

Kriacca KOToporo Het B classpath

Old Client

New Client ‘\E

savenq Name: String = “lsaH”
car: Car = Lada

name: String = “eant “‘Oner’ ™mJet
car: Stub = Lada s ave
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[MBKOCTb cepnanns3aTopoB-y4acTHUKOB
JIlnpepsbl

P Z - | @ c c
Q19 _| B|E 3| 2 @) @
O || S| E X | X0 G N =
< ik Dol |l % % Q n 8 1%
Kpurepuit s | 52| 8|5 SISg S| |2|le |eB
~ (@
¥4 X O © | X c C c @) @)
— =R oY s m| o Y | XY | O O =
ObpaTHasi COBMECTUMOCTb + + + | + + + + + + |+ | ==1] = +
[Mpsasmaa coBMeCTUMOCTb + + + o+ + + + + + |+ = = — +
ecepunanmsaymsa oobekT
Hecep Lnsa ob6bekTa, o VI B D B PR O O .\

Kriacca KOToporo Het B classpath
Bce 20 kputepmes 3gech: https://habr.com/ru/company/sberbank/blog/488612/
Bcero 6annoB: 16 145 13 /113 /11 11 105 | 19
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[MBKOCTb cepnanns3aTopoB-y4acTHUKOB
JIlnpepsbl

P Z - | @ c c
Q19 _| B|E 3| 2 @) @
O || S| E X | X0 G N =
< ik Dol |l % % Q n 8 1%
Kpurepuit s | 52| 8|5 SISg S| |2|le |eB
~ (@
¥4 X O © | X c C c @) @)
— =R oY s m| o Y | XY | O O =
ObpaTHasi COBMECTUMOCTb + + + | + + + + + + |+ | ==1] = +
[Mpsasmaa coBMeCTUMOCTb + + + o+ + + + + + |+ = = — +
ecepunanmsaymsa oobekT
Hecep Lnsa ob6bekTa, o VI B D B PR O O .\

Kriacca KOToporo Het B classpath
Bce 20 kputepmes 3gech: https://habr.com/ru/company/sberbank/blog/488612/
Bcero 6annoB: 16 145 13 /113 /11 11 105 | 19

Mocne obmeH cxemamu, 6bicTpaa One Nio ctana rubkon, kak One Nio (for persist)! < 7 | ,\E
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PesynsraT copeBHOBaHUSA cepuanm3aTopoB

[lobeaunTenb UTo OH nony4unn

_ * Vlcnonb3oBaHune Ha TPaHCMOPTHOM YPOBHE
One NIO cepuanusaumm

* /lcnonb3oBaHue Ha bU3HECOBOM YpPOBHE
cepuanusauum
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Fork One Nio

OcHoBHble AopaboTKK

1.sun.misc.Unsafe smecTto sun.reflect.MagicAccessorimpl

2.0nTuMmn3saumns cepmanusaymmn CTpokK
3.B0O3MOXHOCTb NeEpeEMEHOBBLIBATDL KIlacChbl HECKOSbKO pas
4.BO3MOXXHOCTb permctpupoBaTb CuUstom-Hble cepuanusaTopbl
5.ecepuanusayma Collection/Map ¢ npnBaTHbIM KOHCTPYKTOPOM
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Fork One Nio

OcHoBHble AopaboTKK

1.sun.misc.Unsafe BmecTto sun.reflect.MagicAccessorimpl

[opaboTaH kog reHepaummn 6anTkoga cepuann3aTtopos.
MagicAccessorimpl He paboTtaeT Ha IBM JDK, a Takke Ha ntodom JDK npu Java >= 9.
ABTOMAaTUYECKOE OETEKTUPOBAHME, YTO MOXHO ncnonb3oBatb MagicAccessorimpl.

2.0nTuMmn3saumns cepmanusaymm CTpokK

3.BO3MOXHOCTb NEpEMMEHOBBLIBATDL KlacChbl HECKOSbKO pas
4.BO3MOXHOCTb pErMcTpupoBaThb CUStom-Hble cepuanmna3aTopbl
5.0ecepuanusayma Collection/Map ¢ npuBaTHbIM KOHCTPYKTOPOM
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Fork One Nio

OcHoBHble AopaboTKK

1.sun.misc.Unsafe smecTto sun.reflect.MagicAccessorimpl

2.0nTMMmmnsauma cepuanumsayuum CTpok
String.getBytes(UTF8) n Unsafe.copyMemory() Bmecto metoaa Uft8.write()
CKopocCTb cepunanusaummn cTpok ysenundunacek Ha 30-40%.

3.BO3MOXHOCTb NepenMeHoBbLIBaTb KIlaCcChbl HECKOMNbKO pas
4.BO3MOXHOCTb perncTpmpoBaTtb CUStom-Hble cepunanunsaTopbl
5.0ecepunanunsaumna Collection/Map ¢ npuBaTHbIM KOHCTPYKTOPOM
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Fork One Nio

OcHoBHble AopaboTKK

1.sun.misc.Unsafe smecTto sun.reflect.MagicAccessorimpl
2.0nTuMmn3saumsa cepmanmsaumm CTpokK

3.Bo3MOXHOCTb nepemmeHoOBbLIBATb KidaCCbl HECKOJIBKO pa3

@Renamed NO3BOJIAET YKa3aTb TOJIbKO 1 npeabiaywee Nnma Knacca/nons.
HoBas @Renames no3sonsaeT YKa3aTb MaCCUB XPOHOJTOMTMHYECKNX I'IepeI/IMeHOBaHI/IIZ.

4.BO3MOXHOCTb perncTpmpoBaTtb CUStom-Hble cepunanunsaTopbl
5.0ecepunanunsaumna Collection/Map ¢ npuBaTHbIM KOHCTPYKTOPOM
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Fork One Nio

OcHoBHble AopaboTKK

1.sun.misc.Unsafe smecTto sun.reflect.MagicAccessorimpl

2.0nTMmM3aumsa cepmanmn3auyum CTpoK
3.B0o3MOXHOCTb NEpenMeHOBbIBaTb KNaccbl HECKOMNBbKO pas3

4.BO3MOXHOCTb perucTpmpoBaTh CUStOM-Hble cepuanun3aTopbil

Tenepb MOXHO TaK:
Repository.provideSerializer(new CustomSerializer(CustomClass.class))

PaHbLie aTto npmBoguno kK StackOverflowError.

5.1ecepunanunsaumna Collection/Map ¢ npuBaTHbIM KOHCTPYKTOPOM
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Fork One Nio

OcHoBHble AopaboTKK

1.sun.misc.Unsafe smecTto sun.reflect.MagicAccessorimpl

2.0nTMuMmsaums cepmanmsaumm CTpok
3.B0O3MOXHOCTb NeperMeHOoBbIBaTb KIlacCbl HECKOMNbKO pas3
4.Bo3MOXHOCTb perMcTpupoBaTthb Custom-Hble cepuanuaaTopsl

5.0ecepuanu3sauun Collection/Map ¢ npuBaTHbLIM KOHCTPYKTOPOM

Pesynbrat — ncxogHoln Knacc, a He ArrayList / HashSet / HashMap.
[TpocTo ncnonb3oBanu constructor.setAccessible(true)
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Koo cepuanusauun ¢ ncnonbdosaHnem One Nio

CMm. benchmark:
https://github.com/chernov-af/serializers-benchmark

OnNTMM3aUMOHHbBIN TPIOK O11A cepuanmaaunm
PersistStream-om (cnounep — nbiTaemcs yragathb
pasmep).
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YckopeHue oT ucnonb3oBaHuga One Nio

[Tocne 3ameHbl JSON-a Ha One Nio Bpewms
OTKINKMKa Mumkpocepsuca User Sessions

yMeHbLUunoch ~ B 2 pa3al
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2. PazButue User Sessions anga BbiaepxuBaHua highload

aYalV, ull. 1AC] D N1/ N V. WaaYaValV One Nio

2.2. CoxpaHeHne AaHHbIX «aensramm»

2.3. YUTeHne gaHHbIX nadkamu

3. Kak User Sessions gocturaet high availability
3.1. Load balancing & true sticky
3.2. AcuHXpOHHasi paboTta ¢ 6a3oi JaHHbIX
3.3. XpaHunuuie He B KOHTENHepe
3.4. No vendor lock
3.5. Pennukauus gaHHbIX (B npouecce peanusauumn)

4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]

4.2. ABTOpU3auus ooctyna K gaHHbIM Yyepes Open Policy Agent
4.3. «He knneHTCcKMe» ceccum
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CeTteBou Tpaduk User Sessions

Client

Sessions

master AT
Slave
sidecar
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CeTteBou Tpaduk User Sessions

Cekuus Client

MuHumanbHas
eanHuua
nepegayvu
OAaHHbIX

Ko 3

MO CeTU sidecar

Sessions

master SCILIAT
Gateway ) -

771241



CeTteBou Tpaduk User Sessions

Client

CeKkuus

MuHnmanbHas
eanHuua
nepegayvu

AdHHbIX Slave )
Mo CeTn sidecar One Nio

Sessions

master ﬁ
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CeTteBou Tpaduk User Sessions

Client

CeKkuus

MuHnmanbHas
eanHuua
nepegayvu

AAdHHbIX Slave )
No CETU sidecar One Nio

Sessions

-

master ﬁ
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[lepepaBaemas No CeETU CeEKLUN

session-id data

"id1" —pH

"id2" — data2

"id3" —> data3

S1 COCTOUT U3 aTpudyToB

key value

Cekyma "defaultCurrency”

Tlcodell TIRUBTI

Ilnamefl ”py6_ﬂb"

Cekyus "clientinfo™
"id" —— 25646234

"fio" —» Object of
ru.mycompany.Fio

Cekums "interestRates"”

——» 10.0
— 20.0

"depositRate"

"creditRate"
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PaboTta c User Sessions 1 nepegada gaHHbIX

Mwukpocepsuc 1

SdsSession session = sds.newSession(...);
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PaboTta c User Sessions 1 nepegada gaHHbIX

Mwukpocepsuc 1

SdsSession session = sds.newSession(...);

MukpocepBuc 2

SdsSession session = sds.getSession(
<session cookie value>, ...);

SdsSessionSection section =
session.getSection("clientInfo");

section.setAttribute("name", "WBaH");
section.setAttribute("lastName", "WBaHOB");
section.setAttribute("patronymic", "WBaHoBUY");
section.setAttribute("cards",

List.of("MWP C6epkaTa", ..
section.setAttribute("deposits",

List.of("C6epBknag Mpaum", ..
sds.saveSessionSections(session, ...);

J);
));
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PaboTta c User Sessions 1 nepegada gaHHbIX

Mwukpocepsuc 1

SdsSession session = sds.newSession(...);

section LuennKkom cepmanmnsyercs,

MukpocepBuc 2

SdsSession session = sds.getSession(
<session cookie value>, ...);

SdsSessionSection section =
session.getSection("clientInfo");

section

section.
.setAttribute("patronymic", "WBaHoBUY");
.setAttribute("cards",

section
section

section

.setAttribute("name", "WBaH");

setAttribute("lastName", "WBaHoB");

List.of("MWP C6epkaTa", ..

.setAttribute("deposits",
List.of("C6epBknag Mpaum", ..

CYMMaeTca n nepep‘aéTcﬂ No cetTn =—=» sds.saveSessionSections(session, ...);

J);
));
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PaboTta c User Sessions 1 nepegada gaHHbIX

Mwukpocepsuc 1

SdsSession session = sds.newSession(...);

section LuennKkom cepmanmnsyercs,

MukpocepBuc 2

SdsSession session = sds.getSession(
<session cookie value>, ...);

SdsSessionSection section =
session.getSection("clientInfo");

section

section.
.setAttribute("patronymic", "WBaHoBUY");
.setAttribute("cards",

section
section

section

.setAttribute("name", "WBaH");

setAttribute("lastName", "WBaHoB");

List.of("MWP C6epkaTa", ..

.setAttribute("deposits",
List.of("C6epBknag Mpaum", ..

CYMMaeTca n nepep‘aéTcﬂ No ceTu =—=» sds.saveSessionSections(session, ...);

&3 HeT AnwHero TpaduKa
=

J);
));
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PaboTta c User Sessions 1 nepegada gaHHbIX

MukpocepBuc 3

SdsSession session = sds.getSession(
<session cookie value>, ...);

SdsSessionSection section =
session.getSection("clientInfo");

section.setAttribute("deposits",
List.of("C6epBknag MNpanm",
"Nyqumnn %")) ;

sds.saveSessionSections(session, ...);
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PaboTta c User Sessions 1 nepegada gaHHbIX

MwukpocepBuc 3

SdsSession session = sds.getSession(
<session cookie value>, ...);

3arpy»atotca Bce 5 atpnbyros:

SdsSessionSection section = ) )
session.getSection("clientInfo"); <€— name, lastName, patronymic, cards, deposits

section.setAttribute("deposits",
List.of("C6epBknag MNpanm",
"Nyyunn %"));

sds.saveSessionSections(session, ...);
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PaboTta c User Sessions 1 nepegada gaHHbIX

MwukpocepBuc 3

SdsSession session = sds.getSession(
<session cookie value>, ...);

3arpy»atotca Bce 5 atpnbyros:

SdsSessionSection section = ) )
session.getSection("clientInfo"); <€— name, lastName, patronymic, cards, deposits

section.setAttribute("deposits", |
List.of("C6epBknag Npaim", &= HeT MLHero Tpaduka
"Nyyunii %")); ——

sds.saveSessionSections(session, ...);
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PaboTta c User Sessions 1 nepegada gaHHbIX

MwukpocepBuc 3

SdsSession session = sds.getSession(
<session cookie value>, ...);

3dIpy>XaroTCAa BCe 5 anI/I6yTOB:
SdsSessionSection section =

session.getSection("clientInfo"); <€— name, lastName, patronymic, cards, deposits

section.setAttribute("deposits",
List.of("C6epBknag MNpanm",

"Nlyqunin %")); section uenmMkom cepuanmnsyeTcsa,

sds.saveSessionSections(session, ...); e CAKUMAETCA U NEPEAAETCA NO CETH
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PaboTta c User Sessions 1 nepegada gaHHbIX

MwukpocepBuc 3

SdsSession session = sds.getSession(
<session cookie value>, ...);

3dIpy>XaroTCAa BCe 5 anI/I6yTOB:
SdsSessionSection section =

session.getSection("clientInfo"); <€— name, lastName, patronymic, cards, deposits

section.setAttribute("deposits",
List.of("C6epBknag MNpanm",

"Nyuunit %)) ; section LeMKom cepuanmsyercs,
€— CXKMMaeTca U nepefaérca no ceTu

™ E ectb AMwHuii Tpaduk!

]

sds.saveSessionSections(session, ...);
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Save Bcerga naeTt oo master-a

Sessions

aHUWINLLUE

master
Slave
sidecar

90/241



«[pA3HbIE» N3MEHEHNS aTpMOYTOB HE COXPAHSOTCH

SdsSession session = sds.getSession(
<session cookie value>, ...);

SdsSessionSection section =
session.getSection("clientInfo");

List<String> deposits = section.getAttribute("deposits");
deposits.add("Nyuunn %");

section.setAttribute("deposits", deposits);

sds.saveSessionSections(session, ...);
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«[pA3HbIE» N3MEHEHNS aTpMOYTOB HE COXPAHSOTCH

SdsSession session = sds.getSession(
<session cookie value>, ...);

SdsSessionSection section =
session.getSection("clientInfo");

List<String> deposits = section.getAttribute("deposits");
deposits.add("Nyyuuin %"); — He,ﬂ,OCTaTOLIHO!

section.setAttribute("deposits", deposits);

sds.saveSessionSections(session, ...);
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«[pA3HbIE» N3MEHEHNS aTpMOYTOB HE COXPAHSOTCH

SdsSession session = sds.getSession(
<session cookie value>, ...);

SdsSessionSection section =
session.getSection("clientInfo");

List<String> deposits = section.getAttribute("deposits");
deposits.add("NMyyuun %"); — He,ﬂ,OCTaTOL-IHO!

section.setAttribute("deposits", deposits); € HY}XHO ABHO COXPaHUTb

sds.saveSessionSections(session, ...);
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Tonbko n3ameHéHHble aTpubyThbl NepenatoTcs No CeTu

SdsSession session = sds.getSession(
<session cookie value>, ...);

SdsSessionSection section =
session.getSection("clientInfo");

List<String> deposits =
section.getAttribute("deposits");
deposits.add("Nyyuunn %");

section.setAttribute("deposits", deposits);

sds.saveSessionSections(session, ...);
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TonbKo N3MeHEHHbIEe aTpUbyThI NepeaarTcHa No CeTu

5 Client
SdsSession session = sds.getSession( Q§> eTTTTTTTTTTTTToToommmmmmmmeneettees )
<session cookie value>, ...); (\? ' Client | BusHec noruka | |
. . . S . app :
SdsSessionSection section = > User Sessions Java API §§
session.getSection("clientInfo"); 2*7 ____________________________________ .
&
List<String> deposits = save Only ChangEd
section.getAttribute("deposits"); l‘,
deposits.add("Nlyyuun %"); NEY

save

i
sidecar —.—)
step 2

section.setAttribute("deposits", deposits);

sds.saveSessionSections(session, ...);

95/241



[opaboTtka DTO ans nepenayn AaHHbIX NO CETU

Bbino CTtano

public class <DTO0> { public class <DTO0> {
public final List<SectionDto> sectionList; public final List<SectionDto> sectionList;
+ +
public class SectionDto { public class SectionDto {
public final String sectionName; public final String sectionName;
public final Integer characteristics; public final Integer characteristics;
public final Long version; public final Long version;
public final byte[] serializedBinData; public final Map<String, byte[]> serializedDataMap;
+ +

96/241



[lopaboTka XpaHunuiia gaHHbIX

sectionl ->
Map<String, byte[]>

section2 ->
Map<String, byte[]>

o : Sessions
master *CELILITE>

slave : save onl
sidecar g | y API
/" changed Gateway
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YckopeHne oT coxpaHeHUs AaHHbIX «aensTaMmny»

CpenHee BpeMs OTKIIMKa Mukpocepsuca User
Sessions ymeHbLuunocb ~ Ha 33%!
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YckopeHne oT coxpaHeHUs AaHHbIX «aensTaMmny»

CpefHee BpeMs OTKNMKa Mukpocepsuca User CymMapHO ¢
Sessions ymeHbLlumnock ~ Ha 33%! One Nio obuee
yCKOpeHue

~ B 3 pa3a!
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2. PazButue User Sessions anga BbiaepxuBaHua highload

aYallV, A AC1 I o2ty N 1 CNONDM ATaYaW\NITa

3. Kak User Sessions gocturaet high availability
3.1. Load balancing & true sticky
3.2. AcMHXpOHHasi paboTa ¢ 6a30i1 JaHHbIX
3.3. XpaHunuuie He B KOHTeNHepe
3.4. No vendor lock
3.5. Pennukaums gaHHbIX (B npouecce peanunsauumn)

4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]

4.2. ABTOpU3auus ooctyna K gaHHbIM Yyepes Open Policy Agent
4.3. «He knneHTCcKMe» ceccum
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YTeHne gaHHbIX «aensraMmm» HEBO3MOXXHO

dDakT

HeunsBecTHO, KakMmMmn atpudytamu
NPOYNTAHHOWN CEKLIUMN BOCMOSb3YHTCA.
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YTeHne gaHHbIX «aensraMmm» HEBO3MOXXHO

dakT Cnencrteue

HensBecTHO, Kakummn atpmbytamm CeKumsa gaHHbIX YUTaeTCa LLeNIMKOM,
MPOYMTAHHOWN CEeKLMN BOCMONb3YHOTCA. a He «aernsTamMmmny.
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HeckonbKko 4TeHnn 3a 1 3anpoc end user-a

End user (+ browser)

' Client ( BusHec noruka |

. app : i
! User Sessions Java API

Sessions

- ﬁ

API
sidecar Gateway
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Heckonbko YteHun 3a 1 3anpoc end user-a

End user (+ browser)

=

. app : i
! User Sessions Java API

Slave

sidecar

( BusHec noruka |

] (6] 0 1

Z N =

API
Gateway

Sessions

- ﬁ
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B ceccum MHOro cekumm gaHHbIX

session-id data

"id1" —pH

"id2" — data2

"id3" —> data3

value

key

Cexkuwusn "defaultCurrency”
"CDde" IIRUBII

ITnamell ”pY6nb"

Cekuwmsa "clientinfo”
"id" —— 25646234

"fig" —» Object of
ru.mycompany.Fio

Cekuumsn "interestRates"
"depositRate”

"creditRate"

—— 10.0
— 20.0

e o ©
(aecAaTKNn)
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[na 1 busHec-onepaunm HY>XHO HECKOSbKO CEKLINM

Mpumep MUKpocepBuca

KoHTponnep

@RestController
@RequestMapping(path = "/v1", ...)
public class DepositController {

@Autowired
private DepositService deposits;

@PostMapping("/deposit")
public Deposit createDeposit(@CookieValue("SESSION-ID") String sessionId) A{
return deposits.createDeposit(sessionId);

}

106/241



[na 1 busHec-onepaunm HY>XHO HECKOSbKO CEKLINM

Mpumep MUKpocepBuca

KoHTponnep

@RestController
@RequestMapping(path = "/v1", ...)
public class DepositController {

@Autowired
private DepositService deposits;

@PostMapping("/deposit")
public Deposit createDeposit(@CookieValue("SESSION-ID") String sessionId) A{
return deposits.createDeposit(sessionId); // co3paHue BKNaga

}
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[na 1 busHec-onepaunm HY>XHO HECKOSbKO CEKLINM

[Mpumep MuUKpocepsuca

Spring OuH

public Depo§1t cr‘eaFeDeposn(Str‘lng s.:essmnIt?l) { nosyyeHue ceccum
SdsSession session = sds.getSession(sessionId, ...); <<$----------
var deposit = new Deposit(); — 3anpocCK slave

SdsSessionSection clientInfo = session.getSection("clientInfo");
deposit.setClientId(clientInfo.getAttribute("id"));

SdsSessionSection defaultCurrency = session.getSection("defaultCurrency");
deposit.setCurrency(defaultCurrency.getAttribute("code"));

SdsSessionSection rates = session.getSection("interestRates");
deposit.setRate(rates.getAttribute("depositRate"));

// ... coxpaHeHue deposit B BJ
return deposit;
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[na 1 busHec-onepaunm HY>XHO HECKOSbKO CEKLINM

[Mpumep MuUKpocepsuca

Spring OuH

public Depo§1t cr‘eaFeDeposn(Str‘lng s.:essmnIt?l) { nonyqume ceCCm
SdsSession session = sds.getSession(sessionId, ...); €
var deposit = new Deposit();

— 1 3anpoc K slave

_ . _ _ , , nony4yeHue ceccuum
SdsSessionSection clientInfo = session.getSection("clientInfo"); h
deposit.setClientId(clientInfo.getAttribute("id")); — 2 3anpoc K slave

SdsSessionSection defaultCurrency = session.getSection("defaultCurrency");
deposit.setCurrency(defaultCurrency.getAttribute("code"));

SdsSessionSection rates = session.getSection("interestRates");
deposit.setRate(rates.getAttribute("depositRate"));

// ... coxpaHeHue deposit B BJ
return deposit;
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[na 1 busHec-onepaunm HY>XHO HECKOSbKO CEKLINM

[Mpumep MuUKpocepsuca

Spring OuH

public Depo§1t cr‘eaFeDeposn(Str‘lng s.:essmnIt.i) { nonyqume ceCCm
SdsSession session = sds.getSession(sessionId, ...); €
var deposit = new Deposit();

— 1 3anpoc K slave

_ . _ _ . _ nonyvyeHme cekKuunu
SdsSessionSection clientInfo = session.getSection("clientInfo"); <€
deposit.setClientId(clientInfo.getAttribute("id")); — 2 3anpoc K slave

. . . . nonyyeHume cekumu
SdsSessionSection defaultCurrency = session.getSection("defaultCurrency");
deposit.setCurrency(defaultCurrency.getAttribute("code")); — 3 3anpoc K slave

SdsSessionSection rates = session.getSection("interestRates");
deposit.setRate(rates.getAttribute("depositRate"));

// ... coxpaHeHue deposit B BJ
return deposit;
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[na 1 busHec-onepaunm HY>XHO HECKOSbKO CEKLINM

[Mpmep MmukpocepsBuca

Spring OuH

public Deposit createDeposit(String sessionId) A MONYYEHME CECCHM
SdsSession session = sds.getSession(sessionId, ...); <€ _ 1 33anpoc K slave
var deposit = new Deposit(); P

nonyvyeHme cekKuunu
SdsSessionSection clientInfo = session.getSection("clientInfo"); <€
deposit.setClientId(clientInfo.getAttribute("id")); -2 3dMPOC K slave

) . . . nojayvyeHne cekuuu
SdsSessionSection defaultCurrency = session.getSection("defaultCurrency"); €=
deposit.setCurrency(defaultCurrency.getAttribute("code")); -3 3dMpocC K slave

nonyvyeHume cekumu

SdsSessionSection rates = session.getSection("interestRates"); h
— 4 3anpoc K slave

deposit.setRate(rates.getAttribute("depositRate"));

// ... coxpaHeHue deposit B BJ
return deposit;
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[na 1 busHec-onepaunm HY>XHO HECKOSbKO CEKLINM

[Mpmep MmukpocepsBuca

Spring OuH

public Deposit createDeposit(String sessionId) A MONYYEHME CECCHM
SdsSession session = sds.getSession(sessionId, ...); <€ _ 1 33anpoc K slave
var deposit = new Deposit(); P

nonyvyeHme cekKuunu
SdsSessionSection clientInfo = session.getSection("clientInfo"); <€
deposit.setClientId(clientInfo.getAttribute("id")); -2 3dMPOC K slave

) . . . nojayvyeHne cekuuu
SdsSessionSection defaultCurrency = session.getSection("defaultCurrency"); €=
deposit.setCurrency(defaultCurrency.getAttribute("code")); -3 3dMpocC K slave

nosyyeHue cekumm
— 4 3anpoc K slave

“F

SdsSessionSection rates = session.getSection("interestRates"); —(E
deposit.setRate(rates.getAttribute("depositRate"));

// ... coxpaHeHue deposit B BJ
return deposit;
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[na 1 busHec-onepaunm HY>XHO HECKOSbKO CEKLINM

Mpumep MUKpocepBuca

public Deposit createDeposit(String sessionId) A
SdsSession session = sds.getSession(sessionId, ...);

var deposit = new Deposit();

SdsSessionSection clientInfo = session.getSection("clientInfo");
deposit.setClientId(clientInfo.getAttribute("id"));

SdsSessionSection defaultCurrency = session.getSection("defaultCurrency");
deposit.setCurrency(defaultCurrency.getAttribute("code"));

SdsSessionSection rates = session.getSection("interestRates");
deposit.setRate(rates.getAttribute("depositRate"));

// ... coxpaHeHue deposit B BJ
return deposit;
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[NoTpebutenb yKasbiBaeT HYXXHbIE EMY CEKLINUU

Mpumep MUKpocepBuca

Spring OuH

public Deposit createDeposit(String sessionId) A
SdsSession session = sds.getSession(sessionId, ...,
Map.of("sections.intended.to.use",
List.of("clientInfo", "defaultCurrency", "interestRates")));
var deposit = new Deposit();

SdsSessionSection clientInfo = session.getSection("clientInfo");

/...

SdsSessionSection defaultCurrency = session.getSection("defaultCurrency");
/...

SdsSessionSection rates = session.getSection("interestRates");

/] ...

// ... coxpaHeHue deposit B BJ

return deposit;
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[NoTpebutenb yKasbiBaeT HYXXHbIE EMY CEKLINUU

[Mpumep MuUKpocepsuca

Spring OuH

public Deposit createDeposit(String sessionId) A nonyyeHume ceccuu
SdsSession session = sds.getSession(sessionId, ..., S EEEEEEE——— 3-X cekKumun
Map.of("sections.intended.to.use", 3a 1 3anpoc K slave

List.of("clientInfo", "defaultCurrency", "interestRates")));
var deposit = new Deposit();

SdsSessionSection clientInfo = session.getSection("clientInfo"); @@ HET 33MPOCA =
/... i

SdsSessionSection defaultCurrency = session.getSection("defaultCurrency"); €= HET 3dMpocCa =
//... )~

SdsSessionSection rates = session.getSection("interestRates"); E——— HET 34MPOCA F
/] ...

// ... coxpaHeHue deposit B BJ
return deposit;
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AHHOTaUUA AN yKa3aHUSA HY>XHbIX CeKLunmn

Mpumep MUKpocepBuca

KoHTponnep

@RestController
@RequestMapping(path = "/v1", ...)
public class DepositController {

@Autowired
private DepositService deposits;

@SdsSectionsIntendedToUse(
url = "/vl/deposit",
sectionNames = { "clientInfo", "defaultCurrency", "interestRates" }

)
@PostMapping("/deposit")

public Deposit createDeposit(@CookieValue("SESSION-ID") String sessionId) A
return deposits.createDeposit(sessionId);

}
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AHHOTaUUA AN yKa3aHUSA HY>XHbIX CeKLunmn

[Mpumep MuUKpocepsuca

KoHTponnep

@RestController
@RequestMapping(path = "/v1", ...)
public class DepositController {

@Autowired
private DepositService deposits;

@SdsSectionsIntendedToUse(
url = "/vl/deposit",
sectionNames = { "clientInfo", "defaultCurrency", "interestRates" }

)
@PostMapping("/deposit") BHYTPU noany4vyeHue
public Deposit createDeposit(@CookieValue("SESSION-ID") String sessionId) { ceccum u 3-X CEKLI,Mﬁ
- - - ° _
, return deposits.createDeposit(sessionId); 33 1 3anpoc K slave
) |
-

— 117/241



YCKopeHme OT YUTEHNA AaHHbIX Na4YKaMW

B Heckonbko pa3

YMEHbLUMIOCb CyMMapHoe
BpemMa obpalleHun K User
Sessions
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YCKopeHme OT YUTEHNA AaHHbIX Na4YKaMW

B HecKkonbKko pas bbino 3,3 Mmc  HemHoro 1

YMEHbLUMIOCb CyMMapHoe Latency nocne One UTeHne HeCKOombKux

BpemMa obpalleHun K User Nio 1 coxpaHeHumn CekUuMn He3HaYnUTENbHO
Sessions «gensTamMmm» «TSKernee» YTeHUss oaQHOM
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YCKopeHme OT YUTEHNA AaHHbIX Na4YKaMW

B HecKkonbKko pas bbino 3,3 Mmc  HemHoro 1

YMEHbLUMIOCb CyMMapHoe Latency nocne One UTeHne HeCKOombKux
BpemMa obpalleHun K User Nio 1 coxpaHeHumn CekUuMn He3HaYnUTENbHO
Sessions «gensTamMmm» «TSKernee» YTeHUss oaQHOM

B cpegHem ctano 1 mc

Ha obpaulieHue K 1 cekumm

IT0 ypoBeHb Apache Ignite, Redis,
Hazelcast n gp.
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YCKopeHme OT YUTEHNA AaHHbIX Na4YKaMW

B HecKkonbKko pas bbino 3,3 Mmc  HemHoro 1

YMEHbLUMIOCb CyMMapHoe Latency nocne One UTeHne HeCKOombKux
BpemMa obpalleHun K User Nio 1 coxpaHeHumn CekUuMn He3HaYnUTENbHO
Sessions «gensTamMmm» «TSKernee» YTeHUss oaQHOM
B cpegHem ctano 1 mc bynet ewle bbicTpee

Ha obpaulieHue K 1 cekumm [lpeacroaT apyrme ontummsauunm

(Hanpumep, zip -> 1z4)

IT0 ypoBeHb Apache Ignite, Redis,
Hazelcast n gp.
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2.2 CoxpaHeHne gaHHbiX «AenbTamby
2-3-YTeHue-gaHHbix-Aadkami
3. Kak User Sessions aocturaet high availabilit

3.1. Load balancing & true sticky
3.2. AcMHXpOHHasi paboTa ¢ 6a30i1 JaHHbIX
3.3. XpaHunuuie He B KOHTeNHepe
3.4. No vendor lock
3.5. Pennukauns gaHHbIX (B Npouecce peanunsaummn)
4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]

4.2. ABTOpU3auus ooctyna K gaHHbIM Yyepes Open Policy Agent
4.3. «He knneHTCcKkne» ceccumn
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TpeboBaHusa k goctynHoctn B CoepbanHk OHnanH

99,99% 52 MUHYTHI Mission critical

BpemeHn mukpocepsuc B rog — gonyctumebin CepBucoM ABMnsETCS
OOMKeH ObITb AOCTYNEH downtime User Sessions
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3. Kak User Sessions aocturaet high availabilit
3.2. AcMHXpOHHasi paboTa ¢ 6a30i1 JaHHbIX
3.3. XpaHunuuie He B KOHTeNHepe

3.4. No vendor lock
3.5. Pennukauusa gaHHbIX (B Npouecce peanunsauun)
4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]

4.2. ABTOpU3auus ooctyna K gaHHbIM Yyepes Open Policy Agent
4.3. «He knneHTCcKkne» ceccumn
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OT yero oTTankmBaemcs

6,5 net 1 CYyTKU 99,96%
HapaboTtka Ha oTka3 y OnepaTuBHaa 3amMeHa [Tonydaembln YpOBEHb
COBPEMEHHbIX cepsepa OOCTYMHOCTU

cepBepoB ~B

P
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MHoro cepBepoB U load balancing

Client

Slave e

sidecar

APl Gateway

v

User Sessions User Sessions

User Sessions

master w
-
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MHoro cepBepoB U load balancing

Client

LLIno3 Ha 6a3e Nginx Slave T

3 Platform V Synapse Siecar “
APl Management

https://platformv.sber.ru

/products/synapse-api-
management API Gateway

v

User Sessions

User Sessions User Sessions

master master
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https://platformv.sber.ru/products/synapse-api-management

Active health check yanos master-a

Client
Active health check Slave o qreTEmm.

n3 Nginx gopaboTaH B Sidecar
Platform V:

* cnonb3yetca mTLS

« [lobaBneHbl METPUKN
. 1 ap. [ APl Gateway ]
( round robin Irl—'Ealth check

User Sessions User Sessions

lI MasEEr czm I

User Sessions
master

master
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Active health check yanos master-a

Client
Active health check

paboTaert, KakK
readiness probe

Slave e

sidecar

B Kubernetes

APl Gateway
( rt':uund rubil;l i; health check }

® [ ]

User Sessions “lger Sessio” .

master

m masu. - :Wm

User Sessions
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Pa3amep rpynnbl 6anaHCcMpoBKU

Client
24 y3na master-a Slave  qgreTmEm

- sidecar
B O4HOU rpyrnne “

banaHCcnpoBKU B
APl Gateway
| ruund rubln Irrealth check

Cbepbank OnnanH

pynna
6anchMpOBKM

I

User Sessions User Sessions User Sessions

master

master master
(XpaHunuuge 3
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Pa3amep rpynnbl 6anaHCcMpoBKU

Client
24 y3na master-a Slave T

o sidecar
B O4HOU rpyrnne m
banaHCcnpoBKU B

Cbepbank OnnanH

APl Gateway

round robin health check

Co6nrogatotcsa 9999 I'pynna

HUYTOXHA
BEPOATHOCTb Kpaxa /
24-X cepBepoB
O[IHOBPEMEHHO

User Sessions User Sessions User Sessions
master

m master w master w
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He Bce TaK NpocCTo

Stateful by design

[aHHble XpaHATca B RAM

Bce paBHO

Ha kakon master
npunaeT 3anpoc TosIbKO
npu co3gaHnmn ceccum

Load balancing ~ =
-

He Bce paBHO

Kyoa npuger 3anpoc
Nno y>ke co3gaHHOU

ceccumn
. -
Load balancing = =
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True sticky K y3nam master-a

Client

Slave e

sidecar
l.- sticky cookie

APl Gateway
true sticky ] [ round robin | [ health check

User Sessions User Sessions User Sessions

master master master
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True sticky K y3nam master-a

Client

True StICky Slave T

sidecar
HE NomaeT “
NpUNUNaHMsa Npu -
M3MEHEHUW rpynMbl l’ sticky cookie
GanaHCcnpoBKU

APl Gateway

true sticky ] [ round robin | [ health check

User Sessions User Sessions
master
CXpanunuue J

User Sessions

master master

134/241



True sticky K y3nam master-a

Client
True StICky Slave T

sidecar
He JIOMaeT

NPUNMNaHus npu -
l’ sticky cookie

N3MEHEHUN TPYNIibl

GanaHCcnpoBKU
APl Gateway
true sticky ] [ round robin | [ health check
NosBonser
MaclwtabupoBaTb

master-a «Ha rops4yto» User Sessions User Sessions User Sessions

master

- master I master -
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HeT ropn3oHTanbHbIX CBA3EN

Client

Slave -I:E'I_T-
sldecar

’ sticky cookie

[ APl Gateway \J
Gue stlcﬁ mnd rolﬁ health check

/

User Sessions User Sessions
master master
CXpanunuue J

User Sessions
master
Xpanunmue
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HeT ropusoHTanbHbIX CBA3EN

Client
NpeackasyemocTb -
id
latency — BaxxHoe sidecar “
[OCTOUHCTBO

l 4P sticky cookie

[ APl Gateway \J
ri?ue sticm mnd rol:m health check

/

User Sessions User Sessions
master master
: (Xparmnmiye 3

User Sessions
master
Xpanunmue
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3.2. AcMHXpOHHasi paboTa ¢ 6a30i1 JaHHbIX

3.3. XpaHunuuie He B KOHTeNHepe
3.4. No vendor lock
3.5. Pennukaums gaHHbIX (B npouecce peanunsauumn)
4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]

4.2. ABTOpU3auus ooctyna K gaHHbIM Yyepes Open Policy Agent
4.3. «He knneHTCcKkne» ceccumn
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Cnuncok ceccun B ba3e gaHHbIX

User Sessions
(uENE)

ToNbKO CNNCOK ——
ceccuid 6es
AAHHbIX
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J[1laHHble ceccun B naMATU master-oB

User Sessions
(master)

XpaHNMLLES
Bu3Hec
API

A
\/

TONbKO CNUCOK ——
ceccuia 6e3 ‘

:

AaHHbIX

L

[
1\
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Basa gaHHbIX Ang agMUHUCTPUPOBAaHUS cepBuCca

Ul KOHCOmMb OuneTpbl M Nonck MoXHO yoanaTth
AOMUHUCTPATOP [Mbkne dmnbTpbl ceccumn ceccuun
n nouck no 1D YMNOJTHOMOYEHHbIM

BUOWUT aKTUBHbIE

ceccun COTPyOHUKaM
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XpaHumas B base gaHHbIX MHpopMaLms

® Cnuncok ceccum (100500 HanpeHo)

MpenTHbMKaTop ceccuu

[aTta coaganma INorvH nons3oeatens IP-aapec KnKeHTa IP-aapec u nopT MacTep-cepeepa ATpUBYTEI

IUpQ40uSoGVLRIGFIPNvcKog- WCivMbRVEILTnMVwU 1wSP-02Q7)NgfCaxk2i 18.09.2022 18:01:38 SRV SR B : R
6p_IfXvwOH-vRM_rD5C2FicaX3aNIwXNZB1diBhMKibRvx3acTOKS0Z 1YW xaui- 18.05.2022 18:01:28 e ek L L e R T Mokszats
mkjdfiYHTmWXFDHL 5 AwxLta6WoMx14nByNzzzaQFpNmPG7BIUBAFeYOvIYhiz130 18.09.2022 18:01:19 AR AT g Moka2aTh
NstD7pR35D6nEDTCTOMaC DbSpZwiRvTGOBz-FXR5yiROhihWoxjlcOdX 1I-KNRz 18.09.2022 18:00:50 L PR W5 8 S MNokazats
QLAIL4yETeGTFVKBA55 Tay1VpjBczhouz TSU9OWIdH2EKgSDbLhUO4IUVUSh1wRE 18.05.2022 18:00:42 R S N Mokszats
sXyrewKMRWic2BmzoXvNCvOON_CHK7MsMxWWSErAwg-gTuféx7qWUYsxlgl2-CPk  18.09.2022 18:00:36 R ANEREEED. RN MEee=e
bdzfOVZXQb230YnZ0zuZItwz CGhIFQIWUSVrUIrMIGFYY78D9SBwWBrNTzmISf5Bt 18.05.2022 18:00:25 TR % oo : Moks25Th
HyM4P3i552m80QSAEK XICu2xeZnXGnyKlIZiIMTeEslgZvkAe1[YHE9QLGS 1dfXeH 18.09.2022 18:00:22 Mokazats
p7942a550uubRHTMTOIZMGoi61U CkOCGEYntv7 QhsAS3g8RS _ojjkacnzPrZf T45 18.05.2022 18:00:07 T B Mokazats
KENsxm4z0T26lb5dI Ds15Ff5xAQSFQoVISSVIE4takFNCXkYdbzvHwWNICk6GOWVUP 18.05.2022 18:00:00 SRR e MokazaTs
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CUHXpOHHasa BCTaBKa B 6a3y AaHHbIX

User Sessions

(master)

- YcnewHblia
XugaHve oTBeT

3anpoc Ha
CO3/aHue ceccuu

[ baza AaHHbIX ]
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CUHXpOHHasa BCTaBKa B 6a3y AaHHbIX

User Sessions

(master)

3anpoc Ha o YcneLHsli
CO3/aHune ceccuu HKNAAHWE oTBeT

3anpoc Ha
CO34aHue ceccuu

OxxXngaHume

[ baza AaHHbIX ]
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User Sessions MoXeT paboTtaTb npu HegoctynHou bl

ACUHXPOHHO

naykamm Tenepb
BCTaBnsATCSA ceccun B b1

Ecnn B[l oTkasana

« ObcnyxnBaHue noTpeduTenen
He npekpallaeTcs

e Ceccun He BUOHbI B aAMUHKE
MeHbLuee 3o, 4em downtime

145/241



ACMHXPOHHAasA NnakeTHasa BCTaBka B 6a3y AaHHbIX

User Sessions

(master)

3anpoc Ha
CO3/aHKe ceccumn

YcnewHbln
OTBEeT
YcnewHbIn
OTBEeT

3anpoc Ha
CO3/aHKe ceccumn

Jyepeab HelaBHO CO3AaHHbLIX ceCCUM
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ACMHXPOHHAasA NnakeTHasa BCTaBka B 6a3y AaHHbIX

User Sessions

(master)

Jyepeldb He1aBHO CO3AaHHLIX ceCCUA

ACUHXPOHHasA ACUHXPOHHasA
3ajaya Oxxupanne 3ajauya
ba3a AaHHbIX
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ACMHXPOHHAasA NnakeTHasa BCTaBka B 6a3y AaHHbIX

User Sessions

(master)

Jyepeldb HelaBHO CO3aHHLIX ceCCA

ACUHXPOHHasA ACUHXPOHHaA
3ajaua OxxunpgaHwne OxxunpgaHme 3ajaua

[ ba3a AaHHbIX ]
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ACMHXPOHHAasA NnakeTHasa BCTaBka B 6a3y AaHHbIX

User Sessions

(master)

Jyepeldb HeAaBHO CO34aHHLIX ceCCMA

ACUHXPOHHasA - Normpyem ACUHXPOHHaA
3ajava HUAAHNE  o1imbky Oxwupaxue 3ajaya

[ ba3a AaHHbIX ]
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ACI/IHXpOHHOe rNnakeTHoe ygarieHne m3 6a3bl JaHHbIX

AHanorm4yHo BCTaBKe OTpenbHas ovepenb

nadkamu ygansarTca Ceccum n3a ncnonb3yeTcsa Ans niaHUpoBaHUA
b SQL delete
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Younu aByx 3auLeB

1 2

Yckopunu co3gaHue/yaaneHme [lepecTanu 3aBUCETbL OT OTKA30B
ceccun =1
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3.3. XpaHunuuie He B KOHTeNHepe

3.4. No vendor lock
3.5. Pennukauusa gaHHbIX (B Npouecce peanunsauun)
4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]

4.2. ABTOpU3auus ooctyna K gaHHbIM Yyepes Open Policy Agent
4.3. «He knneHTCcKkne» ceccumn
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IBM's Java EE Application Servers

End user (+ browser)

C6epbaHK OHNaH 8

IBM's Java EE Application Servers

Stickylsessionf External

// |API Gateway
Client /\\

1
I
1
1
I
1
|
1
: [ BHBHEC-I'IPHIIO)I(EHHE T\
1
I
I
I
1
|
I
1
|
1

Sessions
master TS

e Slave sidecar
I —"‘ﬂ—”_a
BusHec REST 1 Gateway
NornkKa KAneHT /

153/241



[ToTpebutenn nownm B obnako

Bbi3oB 1

Mwukpocepsucel B CoepbaHk
OHnawnH ctanun pasBepTbiBaTbCA
B KOHTENHEpax
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[ToTpebutenn nownm B obnako

BbI30B 1 Bbi30B 2
MukpocepBucbkl B CoepbaHk [ToaBunca HOBbIN KPYMHbIN
OHnawnH ctanun pasBepTbiBaTbCA notpebuTens C cepBucamu B
B KOHTENHEpax KOHTEeNHepax

[1lpyron opkecTtpaTop
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He Bce Tak npocTo

Mbi stateful

Ham
“NpOTMBOMNOKa3aH"
pecTapT y3noB C
master-xpaHmnuem
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He Bce Tak npocTo

Mbi stateful

Ham
“NpOTMBOMNOKa3aH"
pecTapT y3noB C
master-xpaHmnuem

He rotoBbl Ha

 autoscaling

* BbITECTEHWE C Y3/1a U3-
3a pa3BePTbIBAHUSA
Opyroro cepsuca

* N MHOTO€E Jpyroe
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He Bce TaK NpocCTo

Mbi stateful

Hawm
“‘NnpoTnBornokasaH”
pecTapT y35oB C
master-xpaHmnuem

He rotoBbl Ha

 autoscaling

* BbITECTEHWE C Y3/1a U3-
3a pa3BePTbIBAHUSA
Opyroro cepsuca

* N MHOTO€E Jpyroe

KoHTenHepbl Ang
stateless

He pekomeHayeTcs
pa3BepTbiBaTh Stateful
cepBucbl B production
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PelueHne — xpaHunuiuie He B KOHTENHepE

Master He B KOHTeMHepe  KrnKWeHTbl B KOHTEUHEPE

OctaéeTtcs Ha IBM’s Java EE [ToTpeboBancs psig AopabdboTok
Application Servers User Sessions
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Slave sidecar B kKOHTeNHepe

! Contalner orchestrator namespace

. K
_____________ on c00
 SesS |
[ Cloud

Gateway

==\

/7~ KoHTenHep

K3aLl

\S

“ Bu3Hec REST J
NOrnKa KNNeHT /

slave sidecar™

End user (+ browser)

API

“|Gateway

Private Cloud

User
Sessions

master ﬁ
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Slave sidecar B kKOHTeNHepe

! Contalner orchestrator namespace

. K
_____________ on c00
 SesS |
[ Cloud

Gateway

==\

/7~ KoHTenHep

K3aLl

\S

“ Bu3Hec REST J
NOrnKa KNNeHT /

slave sidecar™

End user (+ browser)

API

“|Gateway

Private Cloud

User
Sessions

master ﬁ
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Sticky session B obnake

End user (+ browser)

|

|

| |

| I

| I
I

: Sticky session

| 1

| . \ 1

: / CI 1= nt 1K \\ : Private Cloud
1

: [ Br3Hec KOHTelHep J |

| 1

| |

KoHTenHep | slave sidecar

| . N | User

: : Sessions

| K3LU |

1 I API master m

I “ BusHec REST J I Ncateway

: noruka KNNEHT : #

| \\ / |

| |

162/241



Sticky session B obnake

End user (+ browser)

[ e e R 1 Segs.lon COOK
Container orchestrator namespace ! '
Gatewa

|

|

| |

| I

| I
I

: Sticky session

| 1

| . \ 1

: / CI 1= nt 1K \\ : Private Cloud
1

: [ Br3Hec KOHTelHep J |

| 1

| |

KoHTenHep | slave sidecar

| . N | User

: : Sessions

: : API master m

I BusHec REST J I Ncateway

: noruka KNNEHT : #

I \\ I

| |
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[Mopgaepxann obnavHblXx NOoTpedbuTenen

KnneHTbl B KOHTENHEPE [1oCTynHOCTb Ha BbICOTE

I_IOTpe6OBaJ'|CFI pAL ﬂ,Opa6OTOK: MaSter-XpaHl/lﬂl/lLLl,e OCTaJ10Cb Ha
e slave Ha Sp“ng Boot IBM’s Java EE Application Servers

* Nnepexop Ha Java 11
* sticky session Ha Cloud Gateway
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3.5. Pennukauns gaHHbIX (B Npouecce peanunsaummn)

4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]
4.2. ABTOpM3auus goctyna K gaHHbiM Yepes Open Policy Agent
4.3. «He knneHTCcKkne» ceccumn
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Client

API
Gateway

Private Cloud

(master)

REST Bi3Hec
NornKa
API
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BMs Java EE Apolication.S

Yxopn ot 3anagHoro Private Cloud

COep oaBHO Hauvarn
YXO4UTb OT 3anagHblX
NPOAYKTOB

(master)

. API JlorKa
Client e AP
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BM's Java EE Anolication.S

Yxopn ot 3anagHoro Private Cloud

COep oaBHO Hauvarn
YXO4UTb OT 3anagHblX
NPOAYKTOB

(master)

Oka3anuchb - et
noAroToBJi€HbI Client "—Gateway AP noruka

K CerogHsALLIHNM
peannam
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BM's Java EE Aoslication. S

MoMHUM Private Cloud

Master-y Henb34a B
KOHTENHepPDI
(OpenShift / k8s)

(master)

. | AP Noruka
Client e AP
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Master-xpaHunuiie Ha BUpTyankax

Spring Boot Private Cloud
[onon Java EE

busHec
— AP REST —

Client Gateway ' AP Noruka
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Master-xpaHunuiie Ha BUpTyankax

Spring Boot Private Cloud
[onon Java EE

Tomcat
BmecTo IBM’s

application server SUsHaC
- 4 | API
Client Gateway ' R;EPSIT = joruka ﬁ

Spring Boot + Tomcat
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Master-xpaHunuiie Ha BUpTyankax

Spring Boot Private Cloud
[onon Java EE

Tomcat
BmecTo IBM’s

application server SUsHaC
- 4 | API
Client Gateway > REST == oruka ﬁ

Java 11
BmecTo Java 8

Spring Boot + Tomcat + Java 11
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CtapTt master-a Ha BUpTYyarke

Ctapr fat jar

3anyck Ha BCTpoeHHOM B Spring Boot

Tomcat-e:
java -jar master-spring-boot-fat.jar
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CtapTt master-a Ha BUpTYyarke

Ctapr fat jar CKkpunTt-ctapTtep
3anyck Ha BCTPOeHHOM B Spring Boot [oTOBUT Spring Boot okpyxeHue ans
Tomcat-e: cTapTa master-xpaHunuiia.

java -jar master-spring-boot-fat.jar
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CKpunT-cTapTep HannucaH Ha Java

JEP 330

Launch Single-File
Source-Code Programs
https://openjdk.org/jeps/330

CTapTt npocTon KOMaHOOoWN:
java Run.java
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https://openjdk.org/jeps/330

CKpunT-cTapTep HannucaH Ha Java

JEP 330 Run.java
Launch Single-File String command = , o
Source-Code Programs java -jar master-spring-boot-fat.jar’”;
https://openjdk.org/jeps/330 ProcessBuilder builder =

new ProcessBuilder(command.split(” *);
CTapT NPOCTON KOMaHAOM. Process process = builder.start();
java Run.java process.waitFor(<timeout>);

return process.exitValue();
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https://openjdk.org/jeps/330

CkpunT-cTapTep 3anyckaetcs crnyxoon Linux

[locne gennos

systemctl start <service-name>

YTto paer

ABTOMaTUYECKUIN CTapT Nocre:

e (OOpPC MaXopoB

* 0bHOBIEHUM

e pecTtaprta Linux-a
* 1 Np.
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CkpunT-cTapTep 3anyckaetcs crnyxoon Linux

Systemd toHUT-haunn

[Unit]
Description=sds master
After=syslog.target
After=network.target
[Service]
User=sds-master
Group=sds-master
WorkingDirectory=skkxkkkkkkhkkkkx
OOMScoreAdjust=-100
Type=forking
ExecStart=/usr/bin/java ./app/Run.java
ExecStop=/usr/bin/java ./app/Stop.java
Restart=on-failure
RestartSec=60
[Install]
WantedBy=multi-user.target
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No vendor lock result

N30aBunnchb CaKoHOMUNNU

OT noteHumanbHoro downtime-a n3-3a Ha oTKase oOT
broknposkm seHgopckoro 0O IBM’s Java EE Application Servers
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3. Kak User Sessions gocturaet high availability

Sl oac-baleacioBtuosticlky

S fepenagpaspabes o boool po e
e e
3-4—Ne-vohdorlock

4. NanbHeuwee pa3Butue User Sessions
4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]
4.2. ABTOpM3auus goctyna K gaHHbiM Yepes Open Policy Agent
4.3. «He knneHTCcKkne» ceccumn
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[Toka HeT pennukauuun

—

save i@ sticky cookie @ sticky cookie

(error

: APl Gateway .

N

‘Iser Sessior”.
mas.w. ™ Wm

User Sessions
master

User Sessions
ER

l\
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[Toka HeT pennukauuun

TepsarTca ceccum

XpaHuMble Ha
NOTEPAHHOM Yy3r1e

—

save i@ sticky cookie @ sticky cookie

(error

: APl Gateway .

N

‘Iser Sessior”.
mas.w. ™ Wm

User Sessions
master

User Sessions
ER

l\
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« Kyl'll/lpOBaHl/Ie» OTCYTCTBUA peENJINKaunmu

Single Sign On

B CbepbaHk
OHnavH
aBTOMaTUYECKM
nepeco3aatoTcs
noTepPsAHHbIE
ceccumn
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« Kyl'll/lpOBaHl/Ie» OTCYTCTBUA peENJINKaunmu

Single Sign On Ha cTapToBbIX 3KpaH

B CbepbaHk BbIKMHET KNMEHTa npu nortepe
OHnaviH ceccuu.

aBTOMaTUHECKun JNlornH/naponb NOBTOPHO He
nepecos3narTcd BBOASATCH.

NOTEPSAHHbIE

ceccun
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« Kyl'll/lpOBaHI/Ie» OTCYTCTBUA peENJINKaunmu

Single Sign On

B CbepbaHk
OHnavH
aBTOMaTUYECKN
nepeco3aatoTcs
noTepPsAHHbIE
ceccumn

Ha ctapToBbIN 3KpaH

BbIKUHET KIMTMEHTAa MNpu nortepe
ceccun.

JNNormH/naponb NOBTOPHO HE
BBOASITCA.

He downtime

doopMarnbHo...
HO >XMPHbLIN MUHYC

‘w’/‘;—-—\.
p—
Pe—
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Pennukauusa B npouecce peannsauunm

[Tpamo cenvac

peanunsyeTtcd
pennukaunsa gaHHbIX
B User Sessions
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Pennukauusa B npouecce peannsauunm

[lpamo cenyac  CAP Teopema

peanuayercs \/ Consistency
pennMKaLms 4aHHbIX Availability

B User Sessions \/ Partition tolerance
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Pennukauusa B npouecce peannsauunm

[lpamo cenyac  CAP Teopema Koroa Bce XUBbI

peanuayeTcs \/ Consistency Latency ocTtaHeTcst
pennukaums B User Availability NPaKkTUYEeCKN HEN3MEHHOM

Sessions \/ Partition tolerance

et
-

N‘:ﬂ/
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ByneT nocne peanusauun pennukaumnm

—

savi' sticky cookie gei’ sticky cookie

[ - APl Gateway - ]

User Sessions ‘Iser Sessior”. User Sessions
mas.w. ™ Wm

master m master m
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ByneT nocne peanusauun pennukaumnm

He 3ameTHO [ Client ]_]J

ana notpebutens i i

BbIMOJTHAETCA save i@ sticky cookie get @ sticky cookie
nepeKkriyeHne Ha
pennuky
o o
[ o APl Gateway o ]
(J (]

User Sessions
master

User Sessions ‘Iser Sessior”.

master

masw. * g
VJ

o O
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MTor no goctmxeHuto high availability

Llenbin paa pewieHnn  He npekpallaem

y>Ke peann3oBaH.
YacTo CnoXxHo nsmMepuThb

clooloolTigp

aHalln3
NnoTeEHUNAlIbHbIX

npobnem n 60pbby C
HUMMU

3 rona

6e3 0TKa3oB B
production

——
| S—

J\z‘:ﬂ/
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2.2 CoxpaHeHune gaHHbtx «aehbTamiy
2-3-YTeHne-gaHHb-Aa4Kkami
Z—tareteor soecione noepe e —hohaetle o iy
3.1 Load balancing & true sticky
3.2 AcunxponHas pabora ¢ 6a3on gaHHbix
e e
3.4 Novendor-lock
T R T e
4. JanbHenwee pasButne User Sessions

4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]
4.2. ABTOpM3auus goctyna K gaHHbiM Yepes Open Policy Agent
4.3. «He knneHTCcKkne» ceccumn

192/241



4. NanbHeuwee pa3Butue User Sessions

4.1. Platform V DataGrid (Ha ocHoBe Apache Ignite) Bmecto CYB[]

4.2. ABTOpM3auus goctyna K gaHHbiM Yepes Open Policy Agent
4.3. «He knneHTCcKkne» ceccumn
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3a4yemM oTkasbiBaTbca ot b7

OcobeHHOCTU XpaHUMbIX OaHHbIX

He mission critical

[1pn oTkase Bl npocTo He
BUOHO CECCUN B aJMUNHKE
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3a4yemM oTkasbiBaTbca ot b7

OcobeHHOCTU XpaHUMbIX OaHHbIX

He mission critical  3demepHblie

[1pn oTkase Bl npocTo He Ceccuu XuByT He
BUOHO ceccu B aMUHKe OOrro:
* 5 MUHYT aKTUBHbI
e 20-25 XunByT

«OpOLLEHHBIEY
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3a4yemM oTkasbiBaTbca ot b7

OcobeHHOCTU XpaHUMbIX OaHHbIX

He mission critical = OdemepHblie KoMnakTHble
[1pn oTkase Bl npocTo He Ceccuu XuByT He TeopeTnyecknmn nuk
BUOHO CECCUN B aMUHKeE nonro: 500 TbiCcAY ceccun

e 5 MUHYT aKTUBHbI Bnesaet 8 RAM

e 20-25 XunByT

«OpOLLEHHBIEY
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Y10 BMecTO B17?

Platform V DataGrid

PacnpegenéHHas in-memory 6asa
ONaHHbIX

https://platformv.sber.ru/products/dataqrid
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https://platformv.sber.ru/products/datagrid

Y10 BMecTO B17?

Platform V DataGrid CBoun Knacrep
PacnpegenéHHas in-memory 6asa BmecTo BblAENEHHOro Knacrepa
ONaHHbIX

https://platformv.sber.ru/products/dataqrid @

g
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https://platformv.sber.ru/products/datagrid

Embedded knactep DataGrid (Ignite)

Maven dependencies

<dependency>
<groupId>com.sbt.ignite</groupId>
<artifactId>ignite-core</artifactId>

</dependency>

<dependency>
<groupId>com.sbt.ignite</groupId>
<artifactId>ignite-indexing</artifactId>

</dependency>

<dependency>
<groupId>com.sbt.ignite</groupId>
<artifactId>ignite-kubernetes</artifactId>

</dependency>

bM3Hec noruka

+
ignite-core.jar
ignite-indexing.jar
ignite-kubernetes.jar
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Embedded knactep DataGrid (Ignite)

! User Sessions User Sessions
I servant servant

Ignite cluster
Ring topology
REPLICATED cache

User Sessions User Sessions
servant servant
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Embedded knactep DataGrid (Ignite)

CbepbaHK OHNaH ¢

. ] . o e 2 Container orchestrator namespace:
Client ]] / P
Fd
!
h 4 ! User Sessions User Sessions
AP I : servant servant
Gateway ! : : Cignite cache’

Private Cloud

Ignite cluster
Ring topology
REPLICATED cache

User Sessions
servant
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Servant moxet pabotatb ¢ b1

CbéepbaHK OHNaviH ¢
Client]]] cee

Private Cloud

b
API
Gateway

——— = = = = = = e = e e e = = e = = e e e e = = e = e = =

User Sessions User Sessions
servant servant

User Sessions

servant
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Yto nony4vum, nadasmeimncet ot b17?

+ YCTONYMNBOCTb - U3D0bITOYHOCTb + SKOHOMMUS

He3aBMCUMOCTL OT B apxutekType Ecrin CYB[] 6bina
oTkasoB b/] cepBuca niaTHOW
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4.2. ABTOpM3auus goctyna K gaHHbiM Yepes Open Policy Agent

4.3. «He knmneHTCKMEe» ceccum
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[Mpobnema oTcyTCTBMA aBTOPU3aLUM

JTrooon moxeT

JTiobon MMKpocepBUC MOXKET
NpPOYNTaATL/M3MEHUTL CEKLIUIO
NaHHbIX, 3Has eé nms
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[Mpobnema oTcyTCTBMA aBTOPU3aLUM

JTrobon moxeT Hy>XHO 3awuaTb
JTiobon MMKpocepBUC MOXKET MuKpocepBucam Hy>KHO 3aLlmLLaTh
npoYnTaTb/M3MEHUTL CEKLMIO CBOU KOHTPaKTbl OT APYrmux

[NaHHbIX, 3HasA e€ NM4 MUKPOCEPBUCOB

206/241



[Mpobnema oTcyTCTBMA aBTOPU3aLUM

C6epbaHk OHNaviH

______________________

1

1 KpeguTHble cekumn
|

1 AaHHbIX:

KpeauThl

/

* % cTaBKK Mo Kpeantam

KpeauTHble E * KpEAUTHAA UCTOPYS
KapThbl ' K/NNeHTa

b oem e o e e e e mm mm mm e o mm e e mm omm e e omm wd
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[Mpobnema oTcyTCTBMA aBTOPU3aLUM

C6epbaHk OHNaviH

______________________

1

1 KpeguTHble cekumn
|

1 AaHHbIX:

KpeauThl

/

* % cTaBKK Mo Kpeantam

KpeaguTHble
KapThbl

* KpeanTHad NCTopuns
KNNEeHTa
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[Mpobnema oTcyTCTBMA aBTOPU3aLUM

MukpocepBuc,
a He end user C6epbaHK OHNamnH

SABNSAETCS CYyObEKTOM
npaB OOCTyNa K . KpeAVTHbIE CEKLMM

cekumam erp.HTbI \i AAaHHbIX:

1 ¢ % CTaBKW Mo Kpeantam

KpeauTHble E * KpEAUTHAA UCTOPYS
KapThbl ' K/NNeHTa

Apyron X
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[TnaHnpyem ncnonb3osatb Open Policy Agent

Platform V IAM SE CGepBaHK OHAaiAK

MMEET B cocTaBe
Open Policy Agent,
aopaboTaHHbIN 00
enterprise-ypoBH4

https://platformv.sber.ru
/products/iam

(4

[

[ Open Policy Agent]]]
P (PDP)

XpaHunnuiie nonnTumK
ﬁL (PIP)

e S S S S |
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https://platformv.sber.ru/products/iam

MmnopT nonntuk B Open Policy Agent

C6epbaHK OHNavH

Platform V IAM SE deploy deploy deploy
MMEET B COCTaBe - . .

Open Policy Agent, Client Client Client
aopaboTaHHbIN 00 \ I l
enterprise-ypoBH4

import import ; ¢
https://platformv.sber.ru impor

/products/iam

q

[ Open Policy Agent
P (PDP)

: \ | ]

save Ssave save

XpaH nanwe NnoINTUMK
e
|

:OpenShift | Kubernetes namespace

e S S S S |

wti
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https://platformv.sber.ru/products/iam

Master obpalyaetca k Open Policy Agent

C6éepbaHK OHNnavH

Client

[ Open Policy Agent noruka
N (PDP) —

XpaHunuile nomMTUK
(PIP)
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JSON nonutunkn ana Open Policy Agent

Rego nonntuka

[Nonutukm ana OPA
NULLYTCA Ha A3blKe
Rego
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JSON nonutunkn ana Open Policy Agent

Rego nonntuka  Yutaet JSON

[Nonutukm ana OPA B Platform V
NULLYTCA Ha A3blKe Rego nonutuka
Rego YynTaeT geknapauuu

n3 JISON
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JSON nonutunkn ana Open Policy Agent

Rego nonutnka Yutaet JSON  JSON ACL Policy

[MonuTtukn gna OPA B Platform V dopmar, Kak B
MULLYTCS Ha A3blKe Rego nonutuka Amazon Web Services
Rego YMTaeT Aeknapauuu

n3 JISON
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[Mpumep JSON nonutukn ana Open Policy Agent

«Kpeontbl» ganu cebe npaBa Ha YTeHWe/3annchb CeKLMM «rates»

"Version": *xx%,
"Statement": [
{
"Sid": "rates_access",
"principal": A{
"groups": ["rn:sbrf:credits:*:private:sbol:*"]
H
"Effect": "Allow",
"Action": [
"sessions:get",
'"'sessions:save"
1,

"Resource": ["rn:sbrf:sessions:*:private:sbol:namespaces/some-ns/sections/rates"]
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UT0 XXe cTaHeT c latency master-xpanumnuiia?

C6éepbaHK OHNnavH

Client

BusHec
noruvka
(PEP)

|

{
[ Open Policy Agent]]]
P (PDP)

XpaHunuile nomMTUK
(PIP)

:OpenShift | Kubernetes namespace
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KawunposaHue otesetoB Open Policy Agent

OTBeTbl CTaTU4YHbI

N3meHeHnsa Tonbko
npu pegensoe

C6epbaHK OHNnawvH
Client

A ecnu

B o HET By
o e o KoLle ([
Open Policy Agent||] !
‘ (PDP)

XpaHunuiuie nojiMTuK
(PIP)

OpensShift | Kubernetes namespace !

- o - E S E O Es s Es as e s s ms oms owl

aHUInNLe

rrrrrrny

Liiiliil
rrrrrrnra

\\_\_______‘__/

218/241



KawunposaHue otesetoB Open Policy Agent

C6epbaHK OHNnawvH
OTBeTbl CTaTUYHbI

N3meHeHnsa Tonbko
npu pegensoe

Client

~15000 BapuaHTOB
oTBeToB OPA
-------------------- ecnun

150 cepBucosB * . P . HET B,
100 cekuyumn o %o 05 c®

Open Policy Agent||] !
Bneset B namMaATb ‘ (PDP)

|
|
|
|
XpaHMﬂMLIJ,E NnoJIMTUK 1
|
|
|

aHUInNLe

Ll Ll

\\_\_______‘_,/

(PIP)

OpensShift | Kubernetes namespace !

- o - E S E O Es s Es as e s s ms oms owl
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KawunposaHue otesetoB Open Policy Agent

C6epbaHK OHNnawvH
OTBeTbl CTaTUYHbI

N3meHeHnsa Tonbko
npu pegensoe

Client

~15000 BapuaHTOB
oTBeToB OPA
-------------------- ecnun

150 cepBucosB * . P . HET B,
100 cekuyumn o %o 05 c®

Open Policy Agent||] !
Bneset B namMaATb ‘ (PDP)

|
|
|
|
XpaHMﬂMLIJ,E NnoJIMTUK 1
|
|
|

aHUInNLe

Ll Ll

\\_\\_______‘_,/

HeT nuBanungauuu (PIP)

KaLlua — 6queT IOpenShift | Kubernetes namespace !

aCUHXPOHHas
aKkTyanusaums

- o - E S E O Es s Es as e s s ms oms owl
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Y10 nony4ymm ot aBTOpM3aLINKN?

BesonacHocTb 3alWNLLEHHbIE KOHTPAKTHI

NCNONb30BaHUA OaHHbIX Hawwnx notpebutenen ot apyrmux
B User Sessions MUKPOCEPBUCOB

221/241



v‘ y‘ v ‘y‘ i Y, A
4.3. «He knmneHTCKMEe» ceccum
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UTO Takoe «He KIMMEeHTCKne» ceccum?

He aong end user

Ceccunm He cBSA3aHbl C
KOHKPETHbIM
nosrib3oBaTenem
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UTO Takoe «He KIMMEeHTCKne» ceccum?

He onga end user  bonbwon TTL

Ceccumn He CBA3aHbI C [aHHble XnBYT O0Nro,
KOHKPETHbIM Hanpumep, Mecs
nonb3oBaTenem
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UTO Takoe «He KIMMEeHTCKne» ceccum?

He aong end user

Ceccunm He cBSA3aHbl C
KOHKPETHbIM
nosrib3oBaTenem

bonbwon TTL

[1aHHbIe XXNBYT O0MrO,
Hanpumep, Mmecsy

TepMuHa HeT

BapuaHTbl:

* «HE KITMEHTCKMEY
* CNy>XebHbIE

* TEXHUYECKME
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«He knneHTckue» ceccmmn — BaxkHas domya

Paclumpset Macca use case-0OB
obnactb NPUMEHeHUs * MPOCTO iN-Memory xpaHunuiue
User Sessions » k3w nepen B

* aCUHXPOHHasA o0bpaboTka AaHHbIX
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Use case: KoMOnHaumsa KNMeHTCKON U He KIMMEHTCKOWU ceccun

C6epbaHK OHNanH

Cos3paTenb
ceccui

CnpaBoYHUKU
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Use case: KoMOnHaumsa KNMeHTCKON U He KIMMEHTCKOWU ceccun

______________________

C6epbaHK OHNanH \ KnneHTckas ceccumsi:

1 * CMPaBOYHMK % CTaBOK
1
2: * CNPaBOYHUK KypCOB

c03 ' BanioT :
Co3paTtensb /L:‘:"_T'_”_'_______________:
ceccun

CnpaBoYHUKU
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Use case: KoMbuHaumsa KrnMeHTCKon u

C6epbaHK OHNanH \ KnneHTckas ceccumsi:

1 * CMPaBOYHMK % CTaBOK
1
a' * CNPaBOYHUK KypCOB

1o
00393 E BaNtoT
Cozpartenb 1 i= ‘it
ceccun e
 "He knneHTcKasa" ceccna:
- : * CNMPaBOYHUK % CTaBOK

I
S | * CNPaBOYHVIK KypCoB
- BantoT

He KITMeHTCKOWN ceccum

C6epbaHK OHNaH

A Sy
AKTyanunsartop

-1 T ceccumm

~
CnpaBoOYHMKNA /
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: KnuneHTcKkasa ceccus:

1
1 * CMPaBOYHMK % CTaBOK
1
2: * CNPaBOYHUK KypCOB
BaoT

C6epbaHK OHNanH

Cos3paTenb
ceccum

. "He KnmneHTCKan" ceccms:
- : * CNMPaBOYHUK % CTaBOK
S . CNpPaBOYHUK KypCoB
- BanoT

’

C6epbaHK OHNaH

N
CospaTtenb

ceccumn

A Sy
AKTyanunsartop

ceccnun

~
CnpaBoOYHMKNA /

Use case: KoMOnHaumsa KNMeHTCKON U He KIMMEHTCKOWU ceccun
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Use case: KoMOnHaumsa KNMeHTCKON U He KIMMEHTCKOWU ceccun

C6epbaHK OHNanH | KnueHTCcKas ceccus: C6epbaHK OHNaH
: * CNPaBOYHKK % CTaBOK '
1b2: * CMPaBOYHMK KYpPCOB mco
Oo?.»ﬁ\a ' Ba/oT : 3'473T,5~
CozpaTtens I i=  catneoo : B Co3paTtesnb
ceccumu L LT T T TP PP : = o~ | ceccuin
 "He KnneHTcKasa" ceccua: | P
- | * CTIPaBOYHUK % CTaBOK :
te e Si= ' * CNPaBOY4HIIK KypCOB \ e
e A Sy
, w0 ! AKTyanusartop
_-ET T2 ceccmm
CnpaBoYHUKM /
>110 000
B MNH
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Use case: KoMOnHaumsa KNMeHTCKON U He KIMMEHTCKOWU ceccun

C6epbaHK OHNanH | KnueHTCcKas ceccus: C6epbaHK OHNaH
: * CNIPaBOYHMK % CTaBOK '
1b2: * CIPaBOYHUK KypCOB mco
003)3\3 ' Ba/oT : 3'473T,5~
CozpaTtens I i=  catneoo : B Co3paTtesnb
ceccumu L LT T T TP PP : = o~ | ceccuin
 "He KnneHTcKasa" ceccua: | P
- | * CTIPaBOYHUK % CTaBOK :
te e NI — ' * CNPaBOYHMK KYpCOB \ e
e A Sy
 car ! AKTyanusartop
_-ET T2 ceccmm
CnpaBoYHUKM ?—
>110 000 1
B MNH B MNH
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Use case: KoMOnHaumsa KNMeHTCKON U He KIMMEHTCKOWU ceccun

C6epbaHK OHNanH | KnueHTCcKas ceccus: C6epbaHK OHNaH
: * CNIPaBOYHMK % CTaBOK '
1b2: * CIPaBOYHUK KypCOB mco
003)3\3 ' Ba/oT : 3'473T,5~
CozpaTtens I i=  catneoo : B Co3paTtesnb
ceccumu L LT T T TP PP : = o~ | ceccuin
 "He KnneHTcKasa" ceccua: | P
- | * CTIPaBOYHUK % CTaBOK :
te e NI — ' * CNPaBOYHMK KYpCOB \ e
e A Sy
 car ! AKTyanusartop
_-ET T2 ceccmm
CnpaBoYHUKM ?—
>110 000 - 1
B MNH € 2 B MNH
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YTO Nony4ymm oT «HEe KITMEHTCKUX» CECCUIN?

Mbl Hageemca OcobeHHO BMecTe C
* huya byget * pennukaunuen gaHHbIX
BOCTpeboBaHa e aBTOpU3aLmMen Ooctyna K CeKLUNAMm

* MOTPEOUTENEN CTAHET
bonbLue
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BbiBOAbI

1.He cepunanunaynte bantosble maccusbl B JSON

2.bepute One Nio gns Java cepuanusauum - He onbEeTECH
3.MNocmoTpute mon benchmark ¢ npumepamun Java cepuanusaymm
4.He pa3BepTbiBanTe stateful cepBuchkl B KOHTENHEPAX
5.MNogymanTe, cTouUT Ny npoAgonkartb ncnonb3osartk 3anagHoe N0
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BbiBOAbI

1.He cepunanunsyunte 6antosble maccuBbl B JSON
JSON — TeKcT, a byte[] B TeKCT npmuxogutcs npeobpas3oBbiBaTh.

2.bepnte One Nio gns Java cepuanusauum - He oLLMBETECH
3.[NMocmoTpute mon benchmark ¢ npumepamun Java cepuanumsaymu
4.He pasBepTbiBanTe stateful cepBuUCbl B KOHTEUHEPAX
5.MNogymanTe, cTouUT Ny npoAgonkartb ncnonb3osartk 3anagHoe N0
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BbiBOAbI

1.He cepunanunsynte bamntoBble maccuBbl B JSON

2.bepute One Nio anga Java cepuanusauum - He ownobeTechb
MMXO, One Nio — nydwee peweHne ansa Java cepunanusaunm.

3.[NocmoTpute mon benchmark ¢ npumepamun Java cepuanusaymu
4.He pa3BepTbiBanTe stateful cepBuChl B KOHTENHEPAX
5.MNogymanTe, cTouUT NK npoAgonkartb ncnonb3osartk 3anagHoe N0

2371241



BbiBOAbI

1.He cepunanunaynte bantosble maccusbl B JSON
2.bepute One Nio gns Java cepuanusauum - He onbEeTECH

3.MocmoTpuTte moun benchmark ¢ npumepamun Java cepuanusauumm

https://github.com/chernov-af/serializers-benchmark
KOHKpEeTHbIe NpUMepsbl, Kak pas3HbiMKU BMbnnotTekamm cepnanm3oBbiBaTh AaHHbIE B Java.

[Ona One Nio TamM eCTb OAMH ONTUMUIUPYIOLLNA TPIOK.

4.He pasBepTtbiBanTe stateful cepBuchl B KOHTEMHEPAX
5.MNogymanTe, cToUT Ny npoAgonkartb ncnonb3osartb 3anagHoe N0
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https://github.com/chernov-af/serializers-benchmark

BbiBOAbI

1.He cepunanunaynte bantosble maccusbl B JSON
2.bepute One Nio gns Java cepuanusauum - He onbEeTECH
3.MNocmoTpute mon benchmark ¢ npumepamun Java cepuanusaymm

4.He pasBepTtbiBanTe stateful cepBuUCbI B KOHTEMHEpax
CucTtembl ynpaBrieHUs1 KOHTEMHEPAMN U3HaYanbHO CNPOEKTUPOBaHbI 4SSl pa3BEPThIBaAHUS
stateless cepBuncoB, 1 3TO OHW denatT XOPOLUO.

5.MNogymanTe, cTouUT Ny npoAgonmkartb ncnonb3osartb 3anagHoe N0
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BbiBOAbI

1.He cepunanunaynte bantosble maccusbl B JSON

2.bepute One Nio gns Java cepuanusauum - He onbEeTECH
3.MNocmoTpute mon benchmark ¢ npumepamun Java cepuanusaymm
4.He pa3BepTbiBanTe stateful cepBuchkl B KOHTENHEPAX

5.NMNoaymanTe, CTOUT N npoponXKaTb ucnonb3oBartb 3anagHoe NO
Pucku HegocTtynHocTu Takoro 0O, puckn 6e3onacHocTn, Aa n NpocTo He KOMMOPTHO.
I'IepexonMTe Ha oTedeCTBeHHOE |_|O, rae 310 BO3MOXHO.
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PLATFORM V

C ' AHgpen HepHoB
I-I a C M O m Java apxutektop B CbepTex
@ chernovaf@mail.ru

4 chernovaf
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