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" [oe n 3a4em HyKHbl CeEPTUPUKATbI [B KOHTEMHEPHbIX cpeaax]?

“ TLS unn mTLS?

" PekomeHaaunM BEHAOPOB UM TpebOBaHMA 3aKOHOAATEe/IbCTBA?
" YTO MOXKEeT NOUTU He TaK?

“ B yem CNOXHOCTU peanunsaumm?

“ Haw onbIT nocne 35 000 000 BbINyLWEHHbIX CEPTUPUNKATOB

* YeK N1UCT ¢ peKoMmeHaaumsmu



Handshake Protocol
TLS = < + Record Protocol
+ Alert Protocol

HTTPS = HTTP + TL.S

'\




Y10 obecneymBaeT ncnonbsosaHme TLS 1 mTLS?

KoHOMAEHUNAaNbHOCTb
LlenocTHOCTb
AyTEHTUPUKALUIO



[1na 4ero n3 3Toro HyXHbl cepTUPUKaTbI?

KoHOMAEHUNAaNbHOCTb
LlenocTHOCTb
AyTeHTUPUKALUA
dunbTpaumna TpaPuka
PaszpeneHue poneu
Zero Trust



[1na 4ero n3 3Toro HyXHbl cepTUPUKaTbI?

KoHOMAEHUNAaNbHOCTb
LlenocTHOCTb
AyTeHTUPUKALUA
ABFopH3atiin
dunbTpaumna TpaPuka
PaszpeneHue poneu
Zero Trust



SPOOFING

In the context of
information security,
and especially
network security, a
spoofing attack is a
situation in which a
person or

program successfully
identifies as another
by falsifying data, to
gain an illegitimate
advantage.

TAMPERING

Tampering can refer
to many forms of
sabotage but the
term is often used to
mean intentional
modification of
products in a way
that would make
them harmful to the
consumer.

REPUDIATION

In digital security,
non-repudiation
means a service that
provides proof of the
integrity and origin of
data, or an authenti-
cation that can be
said to be genuine
with high confidence.

INFO
DISCLOSURE

Information disclo-
sure is the unwanted
dissemination of
data, technology, or
privacy. legal and
political issues
surrounding them. It
is a violation of data
privacy[2] or data
protection. The
challenge of data
privacy is to use data

DENIAL
OF SERVICE

A denial-of-service
attack (DoS attack) is
a cyber-attack in
which the perpetrator
seeks to make a
machine or network
resource unavailable
to its intended users
by temporarily or
indefinitely disrupt-
ing services of a host
connected to the

ELEVATION
OF PRIVLEGE

Privilege escalation is
the act of exploiting a
bug, design flaw or
configuration
oversight in an
operating system or
software application
to gain elevated
access to resources
that are normally
protected from an
application or user.



MITRE ATT&CK for Containers Matrix
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PekomeHaaLumnm no
MCMNONBb30BaAHMIO MTLS



PekomeHaaumm no Mcnoab3oBaHmo mTLS -
Kubernetes

«TLS should be enabled for every component that supports it
to prevent traffic sniffing, verify the identity of the server, and
(for mutual TLS) verify the identity of the client.»


https://kubernetes.io/blog/2018/07/18/11-ways-not-to-get-hacked/

PekomeHaaumm no Mcnoab3oBaHmo mTLS -
OWASP

«Since securing microservices is hard, there are many tools
that address microservices security. However, the service mesh
is the most elegant solution for addressing encryption of on-
the-wire traffic within the network.»



PekomeHaaumm no Mcnoab3oBaHmo mTLS -
OWASP

«Since securing microservices is hard, there are many tools
that address microservices security. However, the service mesh
is the most elegant solution for addressing encryption of on-
the-wire traffic within the network.

't provides defense with mutual TLS (mTLS) encryption of the
traffic between your services, and the mesh can automatically
encrypt and decrypt requests and responses, which removes
that burden from application developers.»



PekomeHaaunm no MCNosab3oBaHMo MITLS —
Istio n OpenShift

«Istio will automatically encrypt traffic using Mutual TLS whenever possible. However, proxies

are configured in permissive mode by default, meaning they will accept both mutual TLS and
plaintext traffic.

While this is required for incremental adoption or allowing traffic from clients without an Istio
sidecar, it also weakens the security stance. It is recommended to migrate to strict
mode when possible, to enforce that mutual TLS is used.»

«By default, mTLS in OpenShift Service Mesh is enabled and set to permissive mode, where

the sidecars in Service Mesh accept both plain-text traffic and connections encrypted using
mTLS.

Enabling mTLS across the mesh at the control plane level secures all the traffic in the service
mesh without rewriting hosted applications and workloads...»



PekomeHaaunm no MCNosab3oBaHMo MITLS —
Istio n OpenShift

[To ymon4yaHuto permissive mode
PekomeHayeTca nepeBoauTb Ha strict mode



[OCT P 57580.1-2017/

3BC.1 MpumeHeHUe ceTeBbIX MPOTOKO/I0B, 06ecneYmnBato X 3aWmnTy
NOAMHHOCTU CETEBOro coeAMHEHUA, KOHTPO/Ib LLe/IOCTHOCTH
CeTeBOro B3aMMOAEeUCTBUA U peann3aumio TeEXHO/I0TUM
ABYXCTOPOHHEN ayTeHTUPUKaL MM Npu oCcyLLecTBAEHUN IOTMYECKOro
I0CTYMa C UCMONb30BaHNEM TENEKOMMYHUKALUMOHHbIX KaHanos U (nnu)
JIMHUW CBA3U, HE KOHTpOoAMpyembiX GUHAHCOBOM OpraHM3aLmei



NIST Special Publications

e SP 800-207A
A Zero Trust Architecture Model for
Access Control in Cloud-Native
Applications in Multi-Location

EﬂVIFOﬂmeﬂtS 200 Firewall Firewall | P2
. 8 7z
] SP 800_204A Firewall rules chan\g/e per app-app pair
Building Secure Microservices- - | .
Based Applications Using Service P Il | Frewal Gateway

Mesh Architecture /\ . J
* SP 800-204B

g Dynamic identity-based policy controls app-to-app communication
Attribute-Based Access Control for

Microservices-Based Applications
Using a Service Mesh



YTO MOXKeT NONTU He TaK?

[TpocpoYeHHble cepTUPUKATDI
[TpoBepKa OT3blBa cCepTUPMKATOB
BbICOKaA Harpyska

MOHUTOPUHT



YTO MOXKeT NONTU He TaK?

[TpocpoYeHHble cepTUPUKaTbI



8 anpena 2023 roaa B pabote SpaceX Starlink npown3sowén rnobanbHbIM cOoOM M3-3a MPOCPOYEHHbIX
cepTUdUKATOB HA3EMHbIX CTaHUMI. [Toib30BaTENN NO BCceMy MUpY Bonee Yem Ha ABa Yaca octanmnch bes
[0CTYNa K CMYTHUKOBOMY MHTEPHETY, TaK Kak MX aDOHEHTCKME YCTPOMCTBA HE NOy4anu CUrHa bl OT
Ha3eMHbIX cTaHumn Starlink

69 SpaceX Starlink outage caused by expired ground station certificates

31 mana 2022 roaa nonb3osatenn naatpopmsbl Spotify bosee BoOCbMM 4acoB HE MOTFN NOAYYUTb AOCTYN K
cBOUM NtobUMbIM nogxgactam. Coom B pabote cucTeMbl BO3HUK/IM U3-3a TOTO, YTO KOMMAHMA HE CMOTNa
BOBpeMsi 00HOBUTb cepTUdUMKaT be3zonacHocTn Megaphone (oaHoro u3 cepsucos noaKacTos Spotify).

69 Spotify's failure to renew security certificate causes massive podcast outage



https://www.datacenterdynamics.com/en/news/spacex-starlink-outage-caused-by-expired-ground-station-certificates/
https://economictimes.indiatimes.com/tech/technology/spotifys-failure-to-renew-security-certificate-causes-massive-podcast-outage/articleshow/91934749.cms?from=mdr

YTO MOXKeT NONTU He TaK?

[TlpoBepKa 0T3bIBa CEPTUPUKATOB
NMposepka CRL n OCSP

Cpoku geiicteua ceptTuduKaTos
ddemepHbie cepTUPMKaATbl U UX KOHTPOb



YTO MOXKeT NONTU He TaK?

MaclwTtabupoBaHue K nepesanycK Kaacrepa



BbIMYLWEHO CEPTUGUKATOB

Lllyl_l/l >15 000 000
B LMppaXx

>6 000 000
J‘@ >1 000 000 .
[nsa cpen, NPOMBbILL/IEHHOM

pa3paboTKu cpeapl
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YTO MOXKeT NONTU He TaK?



MOHUTOPUHI AOCTYNMHOCTWN KOMMNOHeHTOoB PKI
N ayaAnT AOCTYMNa K KNK4Yam

Bce BHellHMe N BHYTPEeHHME KOMMNOHeHTbI PKI
CUHTETUYECKUN MOHUTOPUHT PKI

KOHTPO/b OT3bIBa CEPTUPMKATOB

BO3MOXHOCTb MOHUTOPUHIA MHPpPACTPYKTYpbl PKI TOCT

KOHTPO/b KaK CPOKa AENCTBUA KNtOYa, TaK U CPOKA AENCTBUSA
cepTndmnKaTa

Cal\/\O,ﬂ,VIaFHOCTVI Ra CUCTEMbI MOHUTOPWUHTA

MOHUTOPUHT cepTUPUKATOB U LWABNOHOB C MOTEHLMANBHO
OMaCHbIMM COYETAHUAMM aTPNOYTOB



*mTLS Be3ae

* BHewHunn YU

* OTKa30yCTONYMNBOCTb M DaNaHCUMPOBKA HArPy3KK
* CPOK *XM3HU cepTUdMKaTa HECKOSIbKO AHEN

* JTornpoBaHme N akTUBHbIN MOHUTOPUHT
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