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01          

git push
1 apiVersion: kustomize.config.k8s.io/v1beta1

2 kind: Kustomization

3

- namespace: a2p-ingress

4

5 resources:

                     .               master.

2



01          

30
   5      .                                .

3



  master
flux reconcile

        1

        2

        3

…

        30

01          

Blast radius
                  namespace                       :       40              ,           Kafka   Postgres.

4



01          

«Flux                    »

5



01          

  GitOps               reconciliation.

    gate.

6



01          

Principal SRE · Mindbox

    : SberHealth · SberMarket · Lamoda

5+    
  FluxCD

x40
                    — Kubernetes

            ,           ,                      .

7



01          

01        gate

02                 Flux

03
          state machine          

04
           CI                         

05
       :        ,                

8



02                 blast radius

GitOps               

Git Flux

9



Git Flux         

        1

        2

        3

…

        N

02                 blast radius

10



02                 blast radius

     k8s-base        

      overlay

11



02                 blast radius

        1

        2

        3

…

        N

                                               ,                      

12



02                 blast radius

                   ,
                 : 

13



03         gate

reconciliation
                                                . 
                     GitOps-           .

propagation
                                           . 
            GitOps        , Flux              .

OpenGitOps,         4: Continuously Reconciled

14



03         gate

Promotion gate
       —        gate.                          .

                          .
       —                      .           —      .

gate

15



03         gate

           gate

dev stage prod

                                              .                      rollout:
                          .

16



03         gate

         gate

dev
gate

stage
gate

prod

                     ,              gate       .

17



03         gate

                    ,     Flagger     Argo
Rollouts?

18



                 : gate       ,                       

                :        0   100%, Flagger / Argo Rollouts

prod 0% ·      gate

stage 50% ·                   

dev 100% ·                 

gate:                          

gate:                          

03         gate

                —                 : Flagger                             , gate                       .

19



03         gate

Ready=True,                         

              Ingress
    Kibana, Ready=True

nginx            

             ,       

Kibana         200   4XX

                  :             4XX-           2                    .

20



03         gate

                            ,                               .

01                      ?
delivery

02            ?
workload

03                   ?
SLI

04                   ?
              ,                 

21



03         gate

       1   2:                      

                     ?

         Ready

         suspend

           ?

wait: true

                ,         Pending    

Migration Job                    

         wait         

       1–2                          : .                     —
              .

22



03         gate

        3:                   

                ,                 ,          ,    
          ,        

          Kibana              : Ready        ,        4xx        
            .

23



03         gate

        4:                   
               :                             ,                          ,                .

       ,                                                       
          ,               .

24



03         gate

                   .            soak time.

Soak time —                                  , .

                 baseline           +           
        SLO

1

                       ,      ,      ,        

2

3 Fail closed
           soak time     — gate               

4

25



03         gate

  GitOps               reconciliation.

    gate.

26



04                  Flux

Flux                    gate. 

27



04                  Flux

suspend

flux suspend kustomization app

           -    .

status.conditions[Ready]

lastAppliedRevision: main@sha1:9f2c…

             gate:                 Ready —      
            .

dependsOn

dependsOn: [ infrastructure ]

              ,                            
        .                         .

wait + healthChecks

wait: true · timeout: 5m

kstatus                  «       »   «           ».

                                       !

28



04                  Flux

Commit status
            Ready                   .

01
kustomize-controller

02

notification-controller

03
commit status   GitLab
/ GitHub

04

                    API  
                —    

                                          . 
                                          .

29



04                  Flux

     Flux        
                                               .

«                           -  »

Approve
          ,                                          ,             

30



05          

      —                CI?
              ,        .

31



          state machine          ?

            CI               (Kargo)

05          

          state          

       1

            CI
                                           .        
                              .

       2

Kargo        Freight,                              .
CI                         .

32



05          

Gitless:        —         OCI-         
CI        OCI-           registry. 
         —          . Git            .

Git-        :        —           
                —       .

                          master, 

33



06         1:            CI  ·                   · CI + gitless,                       

       1:            CI

                             .          —                    .
                                                       .

34



Git

1.8.2

0operator-and-crd/

1base/

charts/

CI
flux push / tag artifact

OCI registry
k8s-base:1.8.2           

dev, preprod
X.X.X-rc.X

X.X.X-{postfix}

postfix: {region}.{cluster_id}            CI   registry. Flux

    : semver +         

06         1:            CI  ·                   · CI + gitless,                       

              . Flux                        .

35



06         1:            CI  ·                   · CI + gitless,                       

flux push / tag artifact
                    : X.X.X —                 

flux push artifact \ 

  oci://${OCI_HOST}/k8s-base:${CI_COMMIT_TAG} \ 

  --path=./manifests \ 

  --source=${CI_PROJECT_URL} \ 

  --revision="${CI_COMMIT_SHA}"

        :             OCI registry

flux tag artifact oci://${OCI_HOST}/k8s-base:${CI_COMMIT_TAG} \ 

  --tag ${CI_COMMIT_TAG}-${PREFIX} \ 

  --creds ${OCI_USERNAME}:${OCI_PASSWORD}

revision                                —         commit status   OCI            .

36



06         1:            CI  ·                   · CI + gitless,                       

                                     :                               OCI-        ,         digest.

       —                  .
.

37



06         1:            CI  ·                   · CI + gitless,                       

OCIRepository: semver        
        : semver +               

kind: OCIRepository

spec:

  url: oci://${OCI_HOST}/k8s-base

  ref:

semver: ">= 1.0.0-0 "    # pre-release     

semverFilter: <              >

---

kind: Kustomization

spec:

  sourceRef: { kind: OCIRepository, name: k8s-base }

  path: ./

# dev, preprod

".*-rc.*"

#             

".*-{region}\.({cluster_id})?"

            Flux

#        registry                     

1.8.2-rc.3                 dev, preprod

1.8.2                       #             

1.8.2-ru.01                ru.01

1.8.1-ru.01                 #           

Flux       
               .

38



06         1:            CI  ·                   · CI + gitless,                       

CI.           .

CI
push                 

Flux            
       pull

39



06         1:            CI  ·                   · CI + gitless,                       

Release queue:                    

N+1      N

    ,                               
     N            ,      N+1   registry     — Flux

CI. Semver                    ,     Flux                   
                    .

40



06         1:            CI  ·                   · CI + gitless,                       

    gate:            GitLab
               —             .             ,                 .

push

push

flux push artifact:
           registry

verify gate

verify:rollout

dev   preprod

setup

generate-pipeline

        downstream-

deploy

deploy:cascade

Trigger job:

downstream gate

cascade

           :      
      gate  

manual rollout
                       —

Gate             :                                      .

41



06         1:            CI  ·                   · CI + gitless,                       

               :     CI       ,                   

                      ,                                             ,   gate                  .

42



06         1:            CI  ·                   · CI + gitless,                       

    Flux                          
          Alert        .                                          revision.

OCIRepository

alert-info-oci

PROGRESSING

revision: 1.22.2@sha256:…

HelmRelease

alert-info-helm

install   upgrade               

Kustomization

alert-info-kustomization

SUCCEEDED

Health check passed

revision: 1.22.2@sha256:…

kind: Alert

metadata: { name: alert-info-kustomization }

spec:

  providerRef: { name: grafana-oncall }   # type: generic

eventSources:

  - kind: Kustomization

    name: platform-release

inclusionList: ["Health check passed.*"]

  eventMetadata:         #      «       ×        »

cluster_name: ${cluster_name}

env: ${cluster_env}

FAILED
alert-error-kustomization

Namespace   eventSources —         ,            
.

43



OCI registry CI
job          = gate        ×        

Flux SLO-      
CR        Ready           

pull
        Flux:
webhook

1

2

3

4

5

06         1:            CI  ·                   · CI + gitless,                       

44



06         1:            CI  ·                   · CI + gitless,                       

SLO-      :                            

01
              : Flux
         reconcile

02
    : hook     ,        

03
      :          
      , Keptn

04
        : CEL  
healthChecks   Ready
         «        »

          —    20–25      .                                    ,                         .

    Helm-     : post-upgrade hook                        , Kyverno                TTL — label cleanup.kyverno.io/ttl.

45



06         1:            CI  ·                   · CI + gitless,                       

            :                 SLO
Keptn:           

apiVersion: metrics.keptn.sh/v1 

kind: KeptnMetricsProvider 

metadata: { name: prometheus, namespace: elastic } 

spec: { type: prometheus, targetServer: http://prometheus.monitoring:9090 } 

--- 

kind: KeptnMetric 

metadata: { name: error-rate, namespace: elastic } 

spec: 

  provider: { name: prometheus } 

  query: nginx_ingress_controller_requests:burnrate15m{slo="kibana"} 

  fetchIntervalSeconds: 30 

--- 

kind: KeptnMetric 

metadata: { name: p99-latency, namespace: elastic } 

spec: 

  provider: { name: prometheus } 

  query: histogram_quantile(0.99, sum by (le) (rate( 

    nginx_ingress_controller_request_duration_seconds_bucket 

      {ingress="kibana"}[5m])))

Keptn:                                 

apiVersion: lifecycle.keptn.sh/v1

kind: KeptnEvaluationDefinition

metadata:

  name: kibana-slo

  namespace: elastic

spec:

  objectives:

  - keptnMetricRef: { name: error-rate, namespace: elastic }

    evaluationTarget: "<0.01"    #        1%       

  - keptnMetricRef: { name: p99-latency, namespace: elastic }

    evaluationTarget: "<0.5"     # p99        500   

---

kind: KeptnEvaluation          #         /slo/check.yaml

metadata: { name: kibana-check, namespace: elastic }

spec:

  evaluationDefinition: kibana-slo

  retries: 3

  retryInterval: 30s

46



06         1:            CI  ·                   · CI + gitless,                       

            :          Flux
Helm hook:          ,                     

apiVersion: batch/v1

kind: Job

metadata:

  name: kibana-slo-gate

  annotations: { helm.sh/hook: post-upgrade }

  labels: { cleanup.kyverno.io/ttl: 2h }    # Kyverno       

spec:

  template:

    spec:

      serviceAccountName: kibana-slo-gate    #       RBAC,   .     

      restartPolicy: Never

      containers:

      - name: gate

        image: <            kubectl>

        command: [sh, -c]

        args: ["sleep 15m && kubectl apply -f /slo/check.yaml"]

           ServiceAccount   Role    create keptnevaluations —          
     ,         .

Flux            

apiVersion: kustomize.toolkit.fluxcd.io/v1

kind: Kustomization

metadata: { name: elastic, namespace: flux-system }

spec:

  path: ./infra/elastic

  wait: true

  timeout: 25m         #      15m +       

  healthChecks:

  - apiVersion: lifecycle.keptn.sh/v1

    kind: KeptnEvaluation

    name: kibana-check

    namespace: elastic

#   HelmRelease      spec.timeout: 25m

47



06         1:            CI  ·                   · CI + gitless,                       

      : PROGRESSING

                    «       ×        »:
k8s-base 1.22.2   ru-dev —      PROGRESSING.

48



06         1:            CI  ·                   · CI + gitless,                       

      : SUCCEEDED

                     —            .

49



06         1:            CI  ·                   · CI + gitless,                       

Job         

            20       : 07:59:45   08:00:05.
                   ,                              .

50



06         1:            CI  ·                   · CI + gitless,                       

           «   »

Progressing
           ,                ,                       .                              ,

                 -            

Gate                     .                     -        —
fail closed                               .

51



06         1:            CI  ·                   · CI + gitless,                       

08:00:45 — gate           07:58:38 —                     
                : Flux          reconcile

                           ,                         .                 SLO-      .

                        — 20–25      .                      .

52



06         1:            CI  ·                   · CI + gitless,                       

             1

.

OCI, X.X.X           

Flux

SLO-              

Job         
            —      
     gate

53



06         1:            CI

  GitOps               reconciliation.

    gate.

54



07         2:                         ·  Mindbox · Kargo + Git,                       

       2:                       

Kargo                              verification
,          Freight                      Stage. CI                .

55



    Argo CD          : argocd-update, argocd-wait.            
Argo CD           ,         Kargo                   Flux.

07         2:                         ·  Mindbox · Kargo + Git,                       

Kargo               Argo CD
    —                    Argo. 
Argo CD     Kargo —                                                            .

    Kargo         Argo CD

argocd-update —                  Application

argocd-wait —           Healthy   Synced

health check Application —              

                   Flux

git-commit, git-push — Flux                 

oci-push —               ,               1

http —         Receiver,                  

verification —                     AnalysisTemplate

56



07         2:                         ·  Mindbox · Kargo + Git,                       

              Kargo
         Kargo             —                   ,             .

     ,                        

      Freight:               —           Freight,               —       ,              . 1.0.3593 —   staging   beta, 1.0.3590 —   sigma,
1.0.3589 —   omega, 1.0.3584 —   stable.

57



07         2:                         ·  Mindbox · Kargo + Git,                       

         Kargo

Project · ProjectConfig        :          ,      ,                     

Warehouse

          processing-
orders.git           

Freight Stage · staging

     Freight      

beta   sigma  
stable

               Freight       Stage             Promotion:    ,    ,     ,                            .

58



07         2:                         ·  Mindbox · Kargo + Git,                       

processing-orders: Warehouse   omega   staging   beta   sigma   stable.                                                         .

59



07         2:                         ·  Mindbox · Kargo + Git,                       

                    —           

Promotions ·        omega

Verifications ·             

60



07         2:                         ·  Mindbox · Kargo + Git,                       

     —        .         A: git-commit   PR
Kargo           ,                   :                                          .

steps:

- uses: git-clone           #              GitOps-           

- uses: yaml-update         #                  values

- uses: git-commit

- uses: git-push            #                  

- uses: git-open-pr

- uses: git-wait-for-pr     #           

Kargo                                                          .

61



07         2:                         ·  Mindbox · Kargo + Git,                       

             Kargo: git, GitLab     gitless

A
Kargo             git

Kargo
git-commit   MR

Git
MR        

Flux

B
Kargo         GitLab —                 

Kargo
play manual-     

GitLab CI Git Flux

                       final

      verification: AnalysisTemplate             —                Freight            .

C
Gitless: Kargo                 , Git            

Kargo
oci-push

OCI registry Flux
OCIRepository          

62



07         2:                         ·  Mindbox · Kargo + Git,                       

        B:          gitlab-play-job

kind: ClusterPromotionTask

metadata: { name: gitlab-play-job }

spec:

  vars: [apiURL, projectId, jobName, targetTag]

  steps:

  - uses: set-freight-alias   # Freight =           

  - uses: http    # live:              environment

  - uses: http    # project:            UI

  - uses: http    # find-pipeline, find-job        

  - uses: set-metadata        #                          

  - uses: http    # play     retry manual-     

  - uses: http    # wait:             30  ,    2  

  - uses: http    # final: deployment = success

  - uses: set-metadata        #    ,            ,    

0       Argo CD
      12      : 9 × http, 2 × set-metadata, 1 ×
set-freight-alias

             :        environment             ,

 GitLab deployment =                 ;         
          verification

       — sharedSecret,                    

63



64

07         2:                         ·  Mindbox · Kargo + Git,                       

           AnalysisTemplate                 Kargo. VictoriaMetrics —                        prometheus.

Prometheus

           —       

VictoriaMetrics

                prometheus Datadog Amazon CloudWatch

New Relic InfluxDB Graphite Apache SkyWalking

Job

Kubernetes Job:                 —               
     ,         

Web

HTTP-                           ,        JSON-      



07         2:                         ·  Mindbox · Kargo + Git,                       

AnalysisTemplate:                Prometheus

kind: AnalysisTemplate    # CRD    Argo Rollouts

spec:

  args: [{ name: app }]

  metrics:

  - name: error-rate

    initialDelay: 2m       #                          

    interval: 1m

    count: 10              #        10      

    failureLimit: 1

    successCondition: result[0] < 0.01

    provider:

      prometheus:

        address: http://prometheus.monitoring:9090

        query: |

          sum(rate(http_requests_total{app="{{args.app}}",code=~"5.."}[5m]))

          / sum(rate(http_requests_total{app="{{args.app}}"}[5m]))

kind: Stage 

spec: 

  verification: 

    analysisTemplates: 

    - name: error-rate 

    args: 

    - name: app 

      value: processing-orders

 count × interval + initialDelay —     
        ,             12      

 failureLimit —                        

 successCondition —             

65



07         2:                         ·  Mindbox · Kargo + Git,                       

          :                    
            — ,     — .

Prometheus    

         .          
          —            

             5xx

             .        :
or vector(0)

           : 0 / 0

                       :

«           —
      ,   »

             : gate      

successCondition: result[0] < 0.01

failureCondition: result[0] >= 0.01    # NaN   Inconclusive

query: |

  (sum(rate(..{code=~"5.."}[5m])) or vector(0))

  / sum(rate(..[5m]))

           —              
.

66



07         2:                         ·  Mindbox · Kargo + Git,                       

Verification           downstream

dev

Verification       , Freight

stage

Verification            :
AnalysisRun        

prod

Freight               ,     
stage           

                     —                 ,          -          .

67



08           

PROMOTED VERIFYING

OK         

FAILED             ?

       1 · CI + OCI (GitLess)        2 · Kargo

STOP Job                   SUCCEEDED —                 Verification         — Freight                     

RETRY               job         :                    Reverify:                            

ROLLBACK CI-                 , Flux                         autoRollback: Kargo                        
            Freight

SUPERSEDE N+1               ,               N                                  ,           verification.       
approve                    

68



08           

       1 ·            CI        2 ·            Kargo

          state machine          GitLab CI           : Stage, Freight, Promotion

Release unit OCI-        ,     X.X.X Freight:                 

Source of truth OCI registry:                           Kargo —                     , Git —         

OCIRepository: semver +           : git-commit, GitLab-     , oci-push

Audit trail         Promotion   Verification

State machine           :        , retry,
rollback,                   ,      

       control plane:      CRD,      ,

69



09                    

                           ,                      Kargo        . 
                     ,            ,                               .

           CRD

Project, ProjectConfig

Warehouse, Stage, Freight

AnalysisTemplate

CRD Argo Rollouts

           ·        

sync-cronjob   RBAC

          UI     approve

GitLab-     

ServiceAccount     Grafana

      Crossplane

70



09                    

                   Kargo               . 
              —         .

71



09                    

GitLab CI,         needs. staging beta sigma stable

Kargo, processing-orders
staging beta sigma stable

                   .        «            »                         ,             — verification.

72



10       

GitOps Promotion Observability

73



10       

            —            

          promotion flow           

            state machine

         flow,             
State machine         CI.            

         ,        owners,
            , policies
                    .      
            Kargo

       trust boundary           

            feedback Pull: gate                            Push:                      

74



10       

  GitOps               reconciliation.

    gate.

75



10       

dev   stage.     production.

   -    
       ,         soak time                         · Mindbox

76



01 Gate                :                   SLO-      

02 Kargo:                              

03             gate:                 soak time

04                       : commit status                

77



11       

                          .          ,                            .

78



11         ·                 

   -     gate

       :                  
        , suspend: false

           : wait: true,         

      :                        ,
p99,          ,                  

      :                      
         ,          

        soak time
                  :        

              :    ,      ,      

Fail closed:            soak time     —
gate               

                          ,     

timeout   Kustomization  
HelmRelease            

                NaN: or vector(0)  
failureCondition

CRD Argo Rollouts         
       Kargo

       approve                  —

79



11         ·       3    4

            gate:                 soak time

01        
               ,
                   ,
    suspend

02            
       ,         ,
Pending,         

03                
                 ,
          ,
         ,       

04                
       ,        

Flux + Helm post-upgrade hook          ,         KeptnEvaluation; Flux           healthChecks

Kargo verification AnalysisTemplate: initialDelay + count × interval

Kargo               requiredSoakTime: Freight                            N      

   20–25                                    —        

80



11         ·       4    4

                      : 
commit status                

Commit status    Flux

Provider   Alert   notification-controller

       Kustomization;   OCI —           Flux 2.5    ,                   

      GitLab                  

       ×        ,                     

     GitLab,              ,                      —        .
            —                                           .

81



11         ·                  

Hotfix         gate

       1 · GitLab CI
      hotfix             :          gate
            , CI                                  .

       2 · Kargo
Manual approve Freight                  : verification
  soak time                                      .
               promote.

kargo approve --project <project> \ 

  --freight <freight-id> --stage stable 

kargo promote --project <project> \ 

  --freight-alias <alias> --stage stable

      —                    :                   .

82



11         ·  Flux         

                  GitOps.                                             .

GitRepository
ref: branch, tag, semver, commit

OCIRepository
ref: tag, semver, digest

                ,       Git                   :
   staging          .

83



11         ·  Flux         

merge        

                        .
                   , .

84



11         ·  Flux         

HelmRelease

remediation test
Helm-                     

                                     «               ».
«                      »                   .

85



11         ·  Flux         

Provider, Alert, Receiver
      Receiver                           CI.

Alert   Provider:                                  Receiver: «                »,                       

86



11         ·  Flux         

kind: Provider 

spec: 

  type: gitlab 

  address: https://gitlab.example.com/infra/fluxcd 

  secretRef: { name: gitlab-token } 

--- 

kind: Alert 

spec: 

  providerRef: { name: gitlab } 

  eventSources: 

    - kind: Kustomization 

      name: '*'

                      :                        GitLab,                                 .

87


