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YrpaBneHue
TLS-cepTnonkatamm

B MHPPACTPYKTYpPE



[apy cnoB 060 MHe

OMuTpum Pbibanka
Crapmm nHxeHep NT-mHPppacTpyKTypb!

= tech



CopepykaHue

1. Y3HaeM 4UTo 3a cepTUPMKaTbl U MPOTOKOSbI UX Nepenayn
2.He Let’s Encrypt eamHbl
3.PackpoemM Bonpoc 6e30nacHOCTU 1 PacKpPbITUS MHGOPMaLIMM
4 .YnpaBneHve ceptudukatamm B cpene Kubernetes

1.Cert manager

2 .kubernetes-replicator

3.vault-secrets-webhook

4 External secrets

S5.Hawm onbIT 1 TeKyLL@A TOYKa Ha MyTU
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Kubernetes
FIRST
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Kubernetes
2 o

[aTa-ueHTpa 30H OOCTYMHOCTU
KnacTepoB
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Kubernetes

10K+
SK+
2 O O+ CepTtudpuxkatoB

Node
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[ lpOoTOKONDI

Secure Sockets Layer (SSL)
Transport Layer Security (1L5)
Two Way TLS nnun mutual TLS (mTLS)

= tech



CepTrdumKaThl

Ceptndunkatol SSL/TLS no3songatoT
bpay3epaM npoBepATb NOASIMHHOCTb
BEO-CaUTOB U YCTaHaBIMBATL C HUMU
3alLNPPOBaHHbIE CETEBbIE
CoOeMHEHNS C UCMOJIb30BaHUEM

npotokona SSL/TLS.

Amazon (c)

= tech



[ lpOoTOKONDI

Transport Layer Security (T.5)

kind: Secret

type: kubernetes.ioftls

data:
tls.crt: (uenoyka cepTUdPUKaTOB)
tls.key: (npuBaTHbLIN K/IOY)

= tech



[ lpOoTOKONDI

Two Way TLS nnau mutual TLS (mTLS)

kind: Secret

type: Opaque

data:
tls.crt: (uenoyka cepTdPUKaTOoB)
tls.key: (NnpuBaTHbLIN K/1HOY)
ca.crt: (1 nnn Habop ca cepTndPmMKaToB yaasieHHON CUCTEMbI)

= tech
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PazpeneHne ceptMpumnKaToB

= tech



= tech

CepTndukaThl

&

lcnonb3ytoTcs oS
cpenbl pa3paboTKU
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= tech

CepTrdumKaThl

&

cnonbaytoTtcsa ons Issuer
cpenbl pa3paboTKU
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= tech

CepTndukaThl

& @

Mcnonbaytotesa oS Issuer Only
cpenbl pa3paboTKU
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CepTndukaThl

&

lcnonb3ytoTcsa oS

= tech



CepTndukaThl

llcnonb3ytoTca oS Issuer

= tech



CepTndukaThl

= tech



OueBngHbI/CaMbi NPOCTOU NYTb

‘ Let’s Encrypt

HELM
~NA

°<90

Ingress

/
/

= tech
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['1nrocbl nopgxona

ABTOMaTU3aUUSA
["lpOCTOV MOHUTOPUHT

= tech

t

HELM

p
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['1nrocbl nopgxona

ABTOMaTU3aUUSA
["lpOCTOV MOHUTOPUHT

@ tech

%

MWHyCbI nogxoaa

- OTCYTCTBYET YyrpaBfieHne

- Oyonu ceptndmkaTos

- Tonbko <90 gHeun

- [NpobneMbl c 6e3onacHOCTbIO
- Paborta B pamMkax 1 knacrepa

t

HELM

p
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Wildcard vs
Per Host

= tech
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Wildcard vs Per host

Kon-Bo cepTnpmnKaToB

Wildcard Per host

* example.com host1.example.com
VS host2.example.com

host100.example.com

hostN.example.com



http://example.com
http://host1.example.com
http://host2.example.com
http://host100.example.com
http://hostN.example.com

Wildcard vs Per host

PackpbITna nHpopmMauum
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[1lamMn DNS 30Hbl

&

[poBepka sharing 1p

PucyeTt cxembi U ...
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Host Records (A)

www.instamart.ru

HOXKO

RIS

lenta.proxy.instamart.ru

HOXO

2

[1lamMn DNS 30Hbl

178.154.243.118

1)) aLe)s) . 5E 4

&

[poBepka sharing 1p

®

PucyeTt cxembi U ...
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Host Records (A)

WWww.instamart.ru

HORO

lenta.proxy.instamart.ru

HOXRS

2

[amn DNS 30HbI ["poBepKa sharing Ip Pucyet cxeMbi ...




2 & ©

["lonHas 1 noppobHas Hannuue paclumpeHHoro He npoLuaeT owwmbok
McTopUS NMomcKa




Crt .sh

2021-02-15 2021-02-15 2021-05-16 vault-vpn.k-sec.sbermarket.tech vault-vpn.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-15 2021-02-15 2021-05-16 vault-1-vpn.k-sec.sbermarket.tech vault-1-vpn.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-15 2021-02-15 2021-05-16 vault-2-vpn.k-sec.sbermarket.tech vault-2-vpn.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-15 2021-02-15 2021-05-16 vault-1-vpn.k-sec.sbermarket.tech vault-1-vpn.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-15 2021-02-15 2021-05-16 vault-0-vpn.k-sec.sbermarket.tech vault-0-vpn.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-15 2021-02-15 2021-05-16 vault-vpn.k-sec.sbermarket.tech vault-vpn.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-15 2021-02-15 2021-05-16 vault-0-vpn.k-sec.sbermarket.tech vault-0-vpn.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-13 2021-02-13 2021-05-14 sonar.k-sec.sbermarket.tech sonar.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-13 2021-02-13 2021-05-14 sonar.k-sec.sbermarket.tech sonar.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-10 2021-02-10 2021-05-11 airflow.k-content.sbermarket.tech airflow.k-content.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-10 2021-02-10 2021-05-11 airflow.k-content.sbermarket.tech airflow.k-content.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-09 2021-02-09 2021-05-10 bs-mr-assigner-go.k-prod.sbermarket.tech bs-mr-assigner-go.k-prod.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-09 2021-02-09 2021-05-10 bs-mr-assigner-go.k-prod.sbermarket.tech bs-mr-assigner-go.k-prod.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-09 2021-02-09 2021-05-10 defectdojo.k-sec.sbermarket.tech defectdojo.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-09 2021-02-09 2021-05-10 defectdojo.k-sec.sbermarket.tech defectdojo.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-09 2021-02-09 2021-05-10 defectdojo.k-sec.sbermarket.tech defectdojo.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-09 2021-02-09 2021-05-10 defectdojo.k-sec.sbermarket.tech defectdojo.k-sec.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-09 2021-02-09 2021-05-10 webhook k-infra.sbermarket.tech webhook k-infra.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-09 2021-02-09 2021-05-10 webhook k-infra.sbermarket.tech webhook k-infra.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
2021-02-08 2021-02-08 2021-05-09 pims-api.sbermarket.tech pims-api.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
pims.sbermarket.tech
2021-02-08 2021-02-08 2021-05-09 pims-api.sbermarket.tech pims-api.sbermarket.tech C=US, O=Let's Encrypt, CN=R3
pims.sbermarket.tech
[ lonHaa u I'IO,EI,pO6HaFI Hanunume PacCWnNpeHHOro He MNoOoLWaeT OLLMOOK

NCTOPUS NMOonCKa
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Wildcard vs Per host

MacLuTab npv KoMnpoMeTaumm

Wildcard Per host

* example.com host1.example.com
VS host2.example.com

host100.example.com

hostN.example.com


http://example.com
http://host1.example.com
http://host2.example.com
http://host100.example.com
http://hostN.example.com

Haww Bbibop

= tech
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?[ne HaUTM mpe

ree wildcard

@ tech
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Let’s Encrypt

CloudFlare
Sectigc) D|g|Sert

ZeroSSL

Google Trust Services



Let’s Encrypt vs ZeroSSL



Let’s Encrypt vs ZeroSSL
8




Mntocol D>

BecnnatHocTb pnga wildcard

opaepkka SAN & wildcard

opnepxka RSA/ECDSA ceptrdmkaToB
Bo3MoyHOCTb yBenmunTb raite limits
Delegated Domains for DNSO1

@ tech
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Mntocol D>

BecnnatHocTb pnga wildcard

opaepkka SAN & wildcard

opnepxka RSA/ECDSA ceptrdmkaToB
Bo3MoyHOCTb yBenmunTb raite limits
Delegated Domains for DNSO1

@ tech

MWHYCBbI

- Raite Limits API
- Bo3aMO»KHble CaHKLUUU

36



Kubernetes

= tech



H a U afl O (BbINYCK cepTUPUKATA)

-

~NA

s
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BHYTpW .

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: secret-name-wild-Tle
namespace: release-namespace
annotations:
meta.helm.sh/release-name: release-name
meta.helm.sh/release-namespace: release-namespace
labels:
app.kubernetes.io/managed-by: Helm
spec:
dnsNames:
- 'x.examle.com'
issuerRef:
kind: ClusterIssuer
name: issuer-name-dns
secretName: secret-name-wild-le
secretTemplate:
annotations:
replicator.vl.mittwald.de/replication-allowed: 'true’
replicator.vl.mittwald.de/replication-allowed-namespaces: .*

3anpoc BbinycKa ceptudmkaTa yepes let’s Encrypt

= tech

BS)



H a U afl O (BbINYCK cepTUPMKaTA)

‘ Let’s Encrypt

= tech
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H a U afl O (BbINYCK cepTUPUKATA)

XXX

[lomMeHOoB

@ tech
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@ tech

Encrypt

DNSO1 Challenge

Delegated Domains for DNSOT1

42



Delegated Domains for DNSO1

https://cert-manager.io/docs/configuration/acme/dnsO1/#configuring-dns01-challenge-provider
_acme-challenge.example.com IN CNAME _acme-challenge. less—privileged.example.org.

cxonoHbIv OMeH [NomMeH peneraumm

@ tech
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Delegated Domains for DNSO1

https://cert-manager.io/docs/configuration/acme/dnsO1/#configuring-dns01-challenge-provider

_acme-challenge.example.com IN
_acme-challenge.www.example.com IN
_acme-challenge. foo.example.com IN

_acme—-challenge.bar.example.com IN

cxooHbIV QOMEeH

@ tech

CNAME
CNAME
CNAME
CNAME

_acme—-challenge
_acme—-challenge
_acme—-challenge

_acme-challenge

. less—privileged.example.org.
. less—privileged.example.org.
. less—privileged.example.org.
. less—privileged.example.org.

[lomMeH peneraumm
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H a U afl O (co3paHme cepTUc

NB

DUKaTa)

= tech

I

\

HashiCorp

Vault

KV xpaHunnue
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BHYTpW

(=

nanzaicloud/vault-secrets-webhook

nttps:/foank-vaults.dev/docs/mutating-webhook

@ tech

"'""""-!'rEI

n:?‘
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H a U afl O (BbINYCK cepTUPUKATA)

-

~NA

s
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BHYTpW .

banzaicloud/vault-secrets-webhook

@ tech

apiVersion: vl

kind: Secret

metadata:
name: secret-name-wild-vault
namespace: release-namespace
annotations:

vault.security.banzaicloud.
vault.security.banzaicloud.

vault.security.banzaicloud
vault.security.banzaicloud
type: kubernetes.io/tls
data:

io/vault-addr: https://vault.local
io/vault-path: vault-patch

.io/vault-role: vault-role
.io0/vault-serviceaccount: vault-sa

tls.crt: "dmF1bHQ6azhzL2RhdGEvcGFOY2gvdG8vY2VydGlmaWNhdGUjdGxzLmNydAo="
tls.key: "dmF1bHQ6azhzL2RhdGEvcGFOY2gvdG8vY2VydGlmaWNhdGUjdGxzLmtleQo="

3anpoc cepTrdmKaTa U3 vault

48



BHYTpW .

banzaicloud/vault-secrets-webhook

@ tech

annotations:

vault.
vault.
vault.
vault.

type:
data:

tls.
tls.

#rpe

tls:
tls.

security.banzaicloud.io/vault-addr: https://vault.local
security.banzaicloud.io/vault-path: vault-patch
security.banzaicloud.io/vault-role: vault-role
security.banzaicloud.io/vault-serviceaccount: vault-sa

kubernetes.io/tls

crt:
key:

crt:
key:

"dmF1bHQ6azhzL2RhdGEvcGFOY2gvdG8vY2VydGlmaWNhdGUjdGxzLmNydAo="
"dmF1bHQ6azhzL2RhdGEvcGFOY2gvdG8vY2VydGlmaWNhdGUjdGxzLmtleQo="

"vault:k8s/data/patch/to/certificate#tls.crt"
"vault:k8s/data/patch/to/certificate#tls.key"

3anpoc cepTrdmKaTa U3 vault

49



BHYTpW .

banzaicloud/vault-secrets-webhook

@ tech

annotations:

vault.
vault.
vault.
vault.

security.banzaicloud.io/vault-addr: https://vault.local
security.banzaicloud.io/vault-path: vault-patch
security.banzaicloud.io/vault-role: vault-role
security.banzaicloud.io/vault-serviceaccount: vault-sa

type: kubernetes.io/tls

data:

tls.
tls.

#rpe

tls:
tls.

crt:
key:

crt:
key:

"dmF1bHQ6azhzL2RhdGEvcGFOY2gvdG8vY2VydGlmaWNhdGUjdGxzLmNydAo="
"dmF1bHQ6azhzL2RhdGEvcGFOY2gvdG8vY2VydGLlmaWNhdGUjdGxzLmt1leQo="

"vault:k8s/data/patch/to/certificate#tls.crt"
"vault:k8s/data/patch/to/certificate#tls.key"

3anpoc cepTndmKaTa ns vault
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BHYTpW
(=

kubernetes-replicator

https://github.com/mittwald/kubernetes-replicator

MDyHKUMOHan:

CuHxpoHunzauma Secret mexxay NameSpace

@ tech =



BHYTpW
(=

kubernetes-replicator
https://github.com/mittwald/kubernetes-replicator

CekpeT ACTouHUK

@ tech
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BHYTpW
(=

kubernetes-replicator
https://github.com/mittwald/kubernetes-replicator

CekpeT ACTouHUK

@ tech

53



BHYTpW .

(=

kubernetes-replicator
https://github.com/mittwald/kubernetes-replicator

apiVersion: vl
kind: Secret

metadata:
name: secret-name-vault
annotations:
replicator.vl.mittwald.de/replicate-from: ns/secret-name-vault
CekpeT MpueMHUK replicator.vl.mittwald.de/replicated-from-version: "'’
type: kubernetes.io/tls
data:
tls.key: ""
tls.crt: ""

@ tech
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BHYTpW .

(=

kubernetes-replicator
https://github.com/mittwald/kubernetes-replicator

apiVersion: vl
kind: Secret
metadata:
name: secret-name-vault

annotations:
replicator.vl.mittwald.de/replicate-from: ns/secret-name-vault
CekpeT MNpueMHUK replicator.vl.mittwald.de/replicated-from-version: "'
type: kubernetes.io/tls
data:
tls.key: ""
tls.crt: ""

@ tech
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['1nrocbl nopgxona

[lexknapaTyBHbIV NOOXOA
MOHUTOPWHI COCTOAHUS

= tech
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['1nrocbl nopgxona

[lexknapaTyBHbIV NOOXOA
MOHUTOPWHI COCTOAHUS

@ tech

%

MWHYCbI NOAX04a D>

- CnoyHocTtb 0bHoBneHusa ( helm upgrade —force)

- Hannume konmm ceptmnpmKaTta B KayKaoMm
NameSpace

A
~NA

57



Cenyac

© git

= tech

Bce

DukcmpyroTca B



Cenyac

© git

= tech




Cenyac

© git

Os

Infra Knactep

= tech



Cenyac

© git

external-secrets

\

@ tech



BHYTpW
(=

external-secrets

https://external-secrets.iof

@ tech
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BHYTpW
(=

external-secrets

https://external-secrets.iof

DyHKUMOHarn:
CuHxpoHm3auma ¢ Vault (m MHornmm gpyrmmm)

MOHUTOPWHI .
BbibopouHoe kKonnposaHme Secret In NameSpace

@ tech o



Mnockl noaxona —>

MOHUTOPUHI KayKOoro Lwara

KOHTPO/b LIENTOCTHOCTU

["locTosiHHasa [ nepmognyeckasa CUHXPOHM3aLUmMA ¢ vault
BepcnoHHOCTb

EnmHoe MecTo XpaHeHUs

BbicTpaga n MaccoBas 3aMeHa ceptudmkata (~ TOMUHYT )

@ tech
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Mnockl noaxona —>

2 onepatopa (Cert manager + External-secrets)
MOHUTOPUHI KayKOoro Lwara

HOC'[OFIHHaFI [ neprogmyeckas CUHXPOHU3aLUUS
Cc vault

BepcnoHHOCTb
EanHoe MecTo XpaHeHus

BbicTpasa 1 MaccoBad 3aMeHa cepTUdmKaTa
(~ SMUHYT)

@ tech

MWHyCbI nogxoaa

- JocTynbl K cepTUdrKaTaM Ha YPOBHE
NameSpace

- Bce elle cnoyxHbIM npoLiecc
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MOHUTOPUHT
=

X.509 Certificate Exporter
https://grthub.com/enix/x509-certificate-exporter

@ tech
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MOHUTOPUHT
=

X.509 Certificate Exporter

(DyHKLMOHan:

MoHuTOpPUHIr kubernetes.io/tls & opaque
poBepka BanmupoHocTn
pocTon U noHATHbIM Grafana Dashlboard

@ tech -


http://kubernetes.io/tls

MOHUTOPUHT .

X.509 Certificate Exporter

8a Kubernetes / Certificates (x509-exporter) w <3

Datasource = Prometheus v

DyHKUMOHaM:

Total Certificates

MoHUTOpPUHI kubernetes.io/tls
& opaque

noBepKa BannpHocTtn
NOBEPKa OT3bIBa

NOCTOM U NoHATHbIM Grafana

Dashboard

v Expiration

LR Y LT e W

[ 1 B T S— R o p——
§ o pein Paief cmccle T

Ll el o Bl @ w i s

EETLL"NEY I PeAR T .

311

Expiring within 28 days Media Exporters

Expired Expiring within 7 days
rrrrrr t percentage
== Kubernetes Secret 96 31% 20
== Kubeconfig Embedded 52 17%

== Certificate File 163 52%
Exporter Errors

Host Files (time left < 180 days)

Kubernetes Secrets (time left < 180 days)

Bew BEEE Lad ol T A Hal s

LS Ty g e

w vl ubiny gou i g mople s =

Paaie? B B Bl i Bl ]

B SR Y LA I

s LE B ™5 --'.:-

ol e ak = = 8 e NN

B BEAE Ll et

LAY TR LA

NcTouHumk: https://aithub.com/enix/x509-certificate-exporter/blob/main/docs/grafana-dashboard.jpg

@ tech
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http://kubernetes.io/tls
https://github.com/enix/x509-certificate-exporter/blob/main/docs/grafana-dashboard.jpg

MOHUTOPUHT
=

ssLexporter
https://github.com/ribbybibby/ssl exporter

@ tech



MOHUTOPUHT
=

ssLexporter

DyHKUMOHan:

poBepKa oT3biBa Mo OCSP (13 KopobKK)
poBepka oT3biBa Mo CRL (nmaTy)

@ tech T



MOHUTOPUHT
=

vault ssl exporter

CBos pa3paboTKa ( BeoeM paboTbl 19 nydonmyuHou nyonukaumm )

@ tech

71



UncTtoTa 1 3aboTa

ABTO o4MnCTKa Secrets
Args:
-enable-certificate-owner-ref=true
Helm:

Jolobal/enableCertificateOwnerRef
true

= tech
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UncTtoTa 1 3aboTa

ABTO ouncTKa Secrets
Args:
-enable-certificate-owner-ref=true
Helm:

Jolobal/enableCertificateOwnerRef
true

= tech

A

,(llEll), [EXTERNAL SECRETS OPERATOR J

ExternalSecret:
[spec/target/deletionPolicy
Delete

73



[ logBoOa ntToru

[lexknapaTVBHbIU
KOHTPO/Ib LLIAroB

= tech

[ ToMHUTB O

Be30nacHoOCTU

(/

MOHWUTOPWHI Ha
BCEX 3Tarnax
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[ logBoOa ntToru

= tech

[lexknapaTVBHbIU
KOHTPO/Ib LLIAroB

[ ToMHUTB O
Be30nacHoOCTU

&

YnpaBnatb TLS-
cepTUDUKATAMU JIEFKO

(/

MOHWUTOPWHI Ha
BCEX 3Tarnax
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cnacunbo 3a BHUMaHue

= tech




