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O yeM AOKAAA?

MoAeAU NaMATMu:
2 X86-64 / ARMv8 / RISC-V

WOKEeNe30»

2 Java/ C++ / Rust / Go

A3bIKM NPOrPaMMnpPoBaHNA

@ Linux Kernel Memory Model
AAPO LiNnux

2 LLVM

KOMMUAATOPHAaA MHPPACTPYKTYPA

e RC11 / Promising Semantics
aKapeMumyeckme paboThbl

MUZ Plat.Form
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'MAQH

« C yero sce HaAa4YaAoOCb?

riepBble CTaTbU U1 MOAAU TNIaMATHI B «>Kene3er

= TlosiBAeHue Mmoaenem namatuv B Al

JMM kak nepBasa (He)YyCrielLHas MOAEAL MNaMATU, APRYITNE S3bIKM

s AKapeMunyeckue paboTbl

KaKYHO MooOOAEMY MbITAKTCH PeLLINTh?

s KaK XUTb AaAbLle?
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AaBa 1. OTKyAaQ Bcé 6epeTcs

rnepBble CTaTbU + «XKeAe30»
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[MepBble MHOIronpoLecCcopHblie cCUucTembl

1967 IBM System/360 Model 65MP
1971 C.mmp
1972 ILLIAC IV

: KaK AaTb pa3pab6boTynkam

rapaHTM U NpaBMAa OTHOCUTEADbHO TOro, Kak
pa6oTaTb c 060pyAOBaHUEM?
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Sequential Consistency aka SC

«How to Make a Multiprocessor Computer That
1979 Correctly Executes Multiprocess Programs»
by L. Lamport

SC : «Pe3yAbTaT AIO60ro UMCNOAHEHUSI HE OTAMYMUM OT

CAy4Yasl, Koraa Bce onepauuMuM Ha BcexX npoueccopax
MCMNOAHSAIOTCS B HEKOTOPOM NOCAAOBATEAbHOM

nopsiAke, M onepauuMuM Ha KOHKPEeTHOM npoleccope
MCMNOAHSIIOTCS B NopsiAKe, 0603HaYeHHOM NporpamMmMon»
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Sequential Consistency aka SC

Onepaunmn BbINMOAHAITCH MOCAEAOBATEAbHO OAHA 3a
APYIron, MHOrAQ NepeKkArYasdcb Ha Apyrov aorok CPU

MOV [a] « 1 MOV r2 « [b]
MOV [b] € 2 MOV rl e [a]
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BO3MOXXeH AU UCXOA: N2
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BOo3MOXXeH AM UCXOA: "2 = 2; rl

¥ o poed -

i‘é{(-, , Qufyiolecw
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NMpo6AaeMa: SC He 6ecnAaTeH

g XOTUM OCAAOGUTb MOAEADb, HO Kak ?

1995 «Weak Ordering - A New Definition»
by S. Adve, M. Hill

@ SC-DRF : @CAM HET FOHOK MO AAHHbIM - TO UCXOAbI TaKme
. )Ke, Kak B SC

@ YTO6bl He 6bIAO FOHOK - )XEAE30 NPeAOCTaBASIeT
- synchronization operations

é SC-DRF : «a contract between software and hardware»
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Pentium Pro XBG

HUKaKHX yﬂOMMl—/a/—/MMU O MOACAU TIaMATH B CHGL/MQZ)MKGL/MM

1996

19995 pa3pa6oTka Linux Kernel / Plan 9
. HepOopManbHbIe OOBACHEHUS B 1y OAUYHbBIX OOCY KACHMAX

2@05 Pentium D

_ Intel 64 Architecture Memory Ordering White Paper
20075 T[LO+CC: total lock order + causal consistency

~ «A Better x86 Memory Model: x86-TSO»
2009 py S. Owens, S. Sarkar, P. Sewell
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Xx86-TSO: MeHTaAbHasa MOAEADb

Thread 1 ELZ@J = 9K 2@J = 9,<
' 3T I U ! 3
Wl A A Wl A A Wl A A
e — |w — |w
r r r
+=EGJQ
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x86-TSO: message passing

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

MOV [al « 1 | MOV r2 « [b]
MOV [b] « 2 1 MOV rl ¢« [a]

Bo3MOXXeH AM UCXOA: "2 = 2; rl

SC : HeT
Xx86-TSO : HeT

I
(@
"V
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x86-TSO: store buffer

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

MOV [a] € 1 ! MOV [b] ¢ 1
MOV r2 ¢ [b] 1 MOV rl ¢« [a]

SC : HeT
x86-TSO :
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Power / ARM: ME@HTaAbHasi MOAEAD

Thread 1

14
W[ IR

Memory 1

P,S
4;% "
/ o >
¢, 4y 3
& Y
Op >
%

MUZ Plat.Form

Thread 0

Thread 1 Thread 2 Thread 3
¥ v v

v
memory
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Power / ARM: message passing

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

MOV [al « 1 | MOV r2 « [b]
MOV [b] « 2 1 MOV rl ¢« [a]

Bo3MOXXeH AM UCXOA: "2 = 2; rl

SC : HeT
X86-TSO : HeT
Power / ARM:

I
(@
"V
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KorepeHTHOCTD

Bce onepaunnm no oAHOM KOHKPEeTHOW
OUKCNPOBAHHOUN AOKALUMKMN NMaMATK
(aka nepemMeHHOU) BbINMOAHAKTCH B
rAODAABbHOM MOopaAKE
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KorepeHTHOCTD

..............................................................................................................................................................................................................................................................................................

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

MOV [x] €1 MOV [x] € 2 § §M0v Pl e [x] MOV r3 € [x]
| n MoV r2 € [x] MOV r4 € [x]

LN EESESNEEEESREESESNEESESNEESEANEESESEEsEESEEsEssEsssaneEEsnaes” 2 HESEENNEEEENNEEEEENEEEEENEEEEEEEEEEEEEEESEEEEssEssnanEsEnaEEEEEEs® 09090 L EANEEESSEESEESEEEEESESssSEEsssEsEEsssssEsssasEsssnsssssnassssnass® 209090 NGNS SESEEEEESEESESSEESESESESESRSESESRSENESRSESESEEEEESEEEEEEEEE

BO3MOXXEeH AU UCXOA:
rit=1; r2 =2; r3 =2; r4 =172

SC / x86-TSO / Power / ARM : HeT
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FAaBa 2. A3blIKU NporpaMMmUpoBaHUSA
Java U He TOAbKO
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KorepeHTHOCTD

int x = 0
Thread 1 Thread 2 Thread 3 P Thread 4
x = 1 X = 2 rl=x = pr3=x
r2 = Xx r4 = X

L

BO3MO)XeH AU UCXOA.:
rit=1; r2 = 2; r3d = 2; r4 =1 ?
SC / x86-TSO / Power / ARM: HeT

A3bIKU NpOorpaMMmMpoBaHmA.:
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AapanTtauua SC-DRF ana Al

2 MCXOAHO: «a contract between software and hardware»
@ HyY)>XeH KOHTpPaKT MeXAYVY Al un npukKAaAHbIM Pa3paboTYNKOM
2 MO>XKHO onpeapeAnTb SC-DRF aAna AN !

@ WcnoAb3yeM synchronization operations
AASl u3beraHmda roHoki SC
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Java : nepBas HeyaAaJvyHada NonbITKA

s MosiBAeHue MoaeAM: Java Language Specification (7994)

@ SC-DRF He ncnoabsoBaAacCb

2 KorepeHTHoe yteHue 3anucb yepes volatile
- HO HUKaKkoro happens-before

1nt X =0
_ volatile int flag = 0O
............................ e B
x =1 while (flag == 0) { sleep() }
flag = 1 assert x == 1
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Java : ucnpaBAeHHast MoaeAb (2004)

2 OcCHoOBaHa Ha SC-DRF

s OnpeapeAsroTcd synchronization operations, Ha OCHOBaAHUM
KOTOPbIX cTpouTca happens-before

2 CneunmaAbHass ceMaHTUKa AAA final-noAen
e WcnoAab3ya happens-before, rapaHTUPYEM, YTO FOHOK HeT

2 OnpeaAeAsieTcsa CeMaHTUKA AAA NMpPOorpaMM C roHKamMm
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NMpo6AeMbl MOAEAUM NAMATU Java

«On the Validity of Program Transformations

in the Java Memory Model»
by J. Sevcik, D. Aspinall

«Memory Models: A Case For Rethinking

Parallel Languages and Hardware»
by Adve, H. Boehm

«Compiling Volatile Correctly in Java»
by S. Liu, J. Bender, J. Palsberg
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. Redundant Write After Read Elimination

Thread 1 Thread 2 Thread 3

ri = x

..................................................................................................................................

BepeH AM MHBapMWaHT : rl == P2 —
HeT . S
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. Redundant Write After Read Ellmlnatlon

---------------------------------------------------------------------------------------------------------------------------------

BepeH AM MHBapMWaHT : rl == P2 —
HeT . S
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. Redundant Write After Read Ellmlnatlon

int X
mmmmm¥g;gga ..... ;mmmmm_mmmmm¥gzgggm5 ...................
Ilock a Ilock b
I I
x =1 X = 2
I I
Iunlock a Iunlock b

__________________________________________________________________________________________________________________________________

MUZ Plat.Form

------------------------------------------------------------------------------------------------------------------------------------------

Thread 3

Lock a
Llock Db

rl

I
X

r2

I
X

unlock b
unlock a

SBOAOLUSA MOAEGAEN MaMATU | 29



. Redundant Write After Read Ellmlnatlon

int x = 0
mmmmw¥g;gga ..... S égmmmmM¥Hﬁggém§ .................. é é ............................ D
lock a i Tlock b § §,1°Ck a
| 1 é 1 Lock b
|
I x =1 L x = 2 =
I : : : ri = x
'unlock a 'unlock b L x=rl
.................................................................................................................................. | r 2 = X
| |
| |
I/ unlock Db

unlock a
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. Redundant Write After Read Elimination

int x = 0
MNMMM¥B;;;E ..... S §§MMNMM¥H;QQQME .................. é é ............................ DR
lock a . lock b § - tock
: 1 : 5 | Llock b
|
x =1 X = 2 .
| : : : rl = x
'Unlock a unlock b X S rl
................................................................................................................................. 1/ | r2 = X
|
|
KOMI'IMI\FITOp: MOTY AU A unlock b

L
BbIKMHYTb X = rl ? | untock a

.....................................................................................

MU= Plat.Form SOBOAOLUS MOAEAEN MAaMATU | 3



NMpo6AeMbl MOAEAUM NAMATU Java

2 HACKOAbKO CUABHO peaAu3aLum orpaHuuUYeHbl B
onTuMmsauumax?

e JDK-8262877
«PowerPC sequential consistency problem:
volatile stores are too weak»

2 HacKOAbKO peaAbHble peaAusauum ctpoxe / crnabee cBoUX
MoAeAen?

@ VarHandle : opaque un acquire-release HapyLwalT NPUHLMUN
SC-DRF = KaK BNMUcaTb UX B CYLLLeCTBYIOLLLYIO MOAEADL?

MUE Plat.Form SBOAKOLINA MOAGAEN NaMATH | 32


https://bugs.openjdk.org/browse/JDK-8262877

€& Moaenb namsiTn C++ (2011)

@ OcHoBaHa Ha SC-DRF,
TpebyeTca SsBHO@ UCNOAb3OBaHMUSA std::atomic

2 [OHKa He no std::atomic ?
e [Mpumep : AOFTMPpOBaHNEe CUTVALIUU TOHKM

2 Pa3Hble pe>XXuMbl AOCTYNA K NaMATM :
memory_order_relaxed
memory—order—consume
memory_order_acquire
memory_order_release
memory_order_seq_cst

MU= Plat.Form SOBOAOLUS MOAEAEN MAaMATU | 33



Q NMpo6AeMbl MOAEAU MAMATHU

«Common Compiler Optimisations are Invalid
in the C11 Memory Model and what we can do about it»
by V. VVareiadis, T. Balabonski, S. Chakraborty

std::atomic<int> x = 0
std::atomic<int> y = 0
....................................................... }H;;;gm;mmmmmmmmmmmmmmMEémmmmmmmmmmmmmmmm;E;;;gmgmmmmmmmmmmmmmmmw
if (x.load(relaxed) == 1) ég if (y.load(relaxed) == 1)
y.store(1, relaxed) ) x.store(1l, relaxed)

BoaMo)xeH AMucxoa: x = 1; y =1 ?
C++: Aq, out-of-thin- a|r (O0TA)
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Q NMpo6AeMbl MOAEAU MAMATHU

=0
std: :atomic<int> x = 0
std::atomic<int> y = 0

Thread 8 é Thread T = Thread 2

a =1 é § if (x.load(rlx) == 1) é if (y.load(rilx) == )g
-+ if (a == 1) . x.store(1, rlx)
y.store(1, rix) A

..................................................................................................................................................................................................................................................................................

EAVHCTBE@HHbIN AONYCTUMbIU UCXOA:
X =0 ; vy =0
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Q NMpo6AeMbl MOAEAU MAMATHU

=0
std: :atomic<int> x = 0
std::atomic<int> y = 0

Thread 0 é Thread T = Thread 2

" if (x.load(Plx) == 1) if (y.load(rlx) == 1)
. if (a == 1) § g x.store(1, rlx) é
y.store(1l, rix) A

..................................................................................................................................................................................................................................................................................

Sequentialisation transformation: C1|| C2i {C1; C2;}
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Q NMpo6AeMbl MOAEAU MAMATHU

=0
std: :atomic<int> x = 0
std::atomic<int> y = 0

Thread 0 é Thread T = Thread 2

gg a =1 - ;

~ if (x.load(rlx) == 1) : if (y.load(rlx) == 1)

. if (a == 1) § g x.store(1, rlx) ?
y.store(1, rlx) -

..................................................................................................................................................................................................................................................................................

Sequentialisation transformation: C1|| C2i {C1; C2;}
noAyuuam OoTA
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@ Rust

2 «Rust does not yet have a defined memory model»
2 MoAeAb NaMATU «KaK B C++», std::sync::atomic

2 [OHKM NMo AQHHbIM 3anpeLleHbl* HA YPOBHEe KOMIMUAATOPA
O6AaropAaps KoHLUenuum BAaAGHUSA

2 OO6OLWAUN yepe3 unsafe?
2 HacKoOAbKO MoAeAb NnaMaTum Linux Kernel coBMecTMa C

MOAEADbIO NaMaTU Rust?
(Hanpumep, CONTROL DEPENDENCIES)
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'Go

2 «Don’t be clever» : SC-DRF

2 ECTb roHKuU? HedopMaAbHO,
MAU OCTAHOBKA 4Yyepes race detector,
MAU UTEHUEe BEepPHeT KaKoe-To 3HaYeHue

2 OoTA 3anpeLleH -
HEeKOTopblie KOMMUASTOPHbIE ONTUMMU3ALIUU 3aMNpeLlUeHbl

2 KOHKYpeHLUuda yepes KOoOpAUHaLmIo,
A He pa3paeAseMble AaHHble

MUE Plat.Form DBOAKOLMA MOAEAEN NaMATH | 39



FAaBa 3. Pa3zButTue MmoaAenenm



TekyLwiue MoaAeAn
@ NcnoAab3yloT SC-DRF
@ HeT TOYHbIX rapaHTUi AASl CUTYaLMM C rOHKaMu! 1
@ N 3TU rapaHTuUM He 6yAYT 6eCnAaATHbIMM...

gg_zg «Bounding data races in space and time»
- by S. Dolan, KC. Sivaramakrishnan, A. Madhavapeddy

@ ECTb roHKu?
Hy>kHO paccMaTpuBaTb BCIO NPOrpamMMy rao6anbHO ;
AOKaAbHbIE PAaCCYXXAEHUS
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& HeBO3MOXKHOCTb AOKAABHBIX PACCY>XXAEHMIA

YcAaoBuUe:
HeT Apyrux onepaumMmc b, a

O)XXuAaeMbi MHBapumaHT: b == a + 10

MU= Plat.Form DBOAKOLIMSA MOAEAEN MAMATH | 42



& HeBO3MOXKHOCTb AOKAABHBIX PACCY>XXAEHMIA

Thread © § é Thread 1
c = a + 10

//some code %g c =1
b=a+10

YcAaoBuUe:
HeT Apyrux onepaumMmc b, a

O)XXUAaeMbi MHBapMaHT: b == a + 10

MU= Plat.Form DBOAKOLIMSA MOAEAEN MAMATH | 43



& HeBO3MOXKHOCTb AOKAABHBIX PACCY>XXAEHMIA

int ¢c = 0 _
......................... e T B
t = a + 10
c = ¢t
//some code c =1
b = t

YcAaoBuUe:
HeT Apyrux onepaumMmc b, a

O)XXuAaeMbi MHBapumaHT: b == a + 10

MU= Plat.Form DBOAKOLMSA MOAEGAEN MaMATH | 44



& HeBO3MOXKHOCTb AOKAABHBIX PACCY>XXAEHMIA

YcAaoBuUe:
HeT Apyrux onepaumMmc b, a

O)XXUAaeMbi MHBapMaHT: b == a + 10
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& HeBO3MOXKHOCTb AOKAABHBIX PACCY>XXAEHMIA

int ¢c =0 _
......................... e T B
t = a + 10
c = ¢t
//some code c =1
b = C

YcAaoBuUe:
HeT Apyrux onepaumMmc b, a

HeT UHBapuaHta:b == a + 10

MU= Plat.Form DBOAKOLIMSA MOAEAEN MAMATH | 46



. HeBO3MOXXHOCTb AOKaAbHbIX PaCcCYy>XAEHUN

Thread ©
Cc new C()
C.X 42

int a = c.Xx

HeT APYrux onepauumm c nepeMeHHOM a
OXXUAAEMbIN UHBAPUMAHT: 2 == 42

MU= Plat.Form DBOAKOLNSA MOAEAEN MaMATH | 47



. HeBO3MOXXHOCTb AOKaAbHbIX PaCcCYy>XAEHUN

class C { int x }

C global = new C()

Thread 0@ Thread 1
Cc=new C(O -
C.X = 42
(int a = c.X global.x = 7
global = c N

HeT APYrux onepauumm c nepeMeHHOM a
OXXUAAEMbIN UHBAPUMAHT: 2 == 42

MU= Plat.Form DBOAKOLIMSA MOAEAEN MAMATH | 48



. HeBO3MOXXHOCTb AOKaAbHbIX PaCcCYy>XAEHUN

MUZ Plat.Form

class C { int x }

C global = new C()

Thread © Thread 1
Cc=new CO -
C.X = 42 -
global = c 2 global.x = 7
int a = c.Xx N

HeT APYrux onepauumm c nepeMeHHOM a
HeT MHBapMaHTa :a == 42

SBOAOLUSA MOAEGAEN MaMATU | VARS)



- OCaml Memory Model

s Ocaml 5.0.0: oTkas oT global runtime lock (2022)

@ TOADBKO ABa peXXuMa Aoctyna (aToOMapHbIA U HE aTOMAapPHbIN)

@ Local DRF:
pe3yAbTaT YUTeHUs X He 3aBUCUT OT NNOHKMU No nepeMeHHoun Y

2 YTeHus B OAHOM NMOTOKE U3 A BEpPHYT OAHO U TOXXe 3HaYeHue
(ecAM HEeT KOHKYpUpYIOLLLEen 3anucu)

2 HeT O0TA

2 He 6ecnAaTHoO: load-to-store reordering 3anpeLyeH

MUE Plat.Form DBOAKOLMA MOAEAEN NaMATH | 50



Promising semantics

Concurrency»

by Sung-Hwan Lee, Minki Cho, Anton Podkopaev, Soham
Chakraborty, Chung-Kil Hur, Ori Lahav, Viktor Vareiadis

2020 «Promising 2.0: Global Optimizations in Relaxed Memory

@ OnepaunoHHasa MoAeAb, BepuduuupoBaHHas Ha Coq

@ Het OoTA ! HeT orpaHM4YeHMN Ha ONTUMMU3ALLUM,
. MUHMMAaAbHbIe HaKAaAHbIe pacXoAbl !

e Her MPU roHKax !

é OAHO HO...
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Memory Helpers: Thread Helpers:
(MEMORY: NEW) (WRITE-HELPER)
m=(x:_@(_t],R) Vix) <t
r
(P.M)y 25 (P M &> m) (READ-HELPER) V' =Vu{x@t}
m=(x:_ @_tLR)eM V(x)<t o=rlx=R=1
(MEMORY: FULFILL) o=rlx=V' =V u{x@t} o=ra=P(x)=0AR=V
mePp o=ra=V =VU{x@t}UR (p, My Zs (P’ M)
(P,M) = (P\ {m}, M) (V, M) =55 (V' M) (V,P, My =Sy (V', P, M)
Thread Steps:
(PROMISE)
=(: @(, |.R) (RESERVE) (CANCEL)
M=M&&m ReM m={:(, ] M =M&m m={( :(, ])eP

{0, V,P),M)— ((0,V.PU{m}), M) ({0, V.P), M) — {(0.V,PU {m}), M) ({0, V,P), M) = {{o,V,P\ {m}), M\ {m})

(READ) (WRITE) (UPDATE)
R(ox,0) , W(ox,0) U(0r,0w,X,0,0w)
o o o o o > 0
m=(x:0@(,_],_) m={x:0@(__], ) mp = {(x:0.@(_t]..) my= (x Uw@(t _10)
v, My 25 (v, M) (v, P, My 25y (V! P, M) WMy e v oMy (VL P MY 22 (v P M)
{o,V,P),M)—> (" V',P),M) {({o,V,P),M)— (o', V',P"),M) {o,V,P), M) — (", V"' P"), M"")
(SILENT) (SYSTEM CALL) (FAILURE)
Silent , Sys(o) Fail . . .
O———— 0 c—— 0 P=0 o e (o0,“V, P) is promise-consistent
! Fail
((O’,W,P),M)—)((J,W,P),M) (( (VP) M) Sys s(v) ((G’ {VP) M) <(O'(VP) M> ai
Machine Steps:
AT B eEr) (MACHINE SYSTEM CALL)
(TS(i), M) =+ (TS', M’) (TS(i), My —* 222, Sys(o) (TS, M") (MACHINE FAIL) N
(TS, M") is consistent (TS', M’} is consistent (TS(i),M) =" — L
: / 4 Fail
(TS, M) — (TS|i— TS'|,M") 7S my 22, Sys (o) (TS[i > TS'] M) (TS, My 221,




“MTorum

®

NMocMOTpPEeAUn Ha 3BOAIOLUIO MOAEAEH NaMATHU

Bo Bcex nonyAsdapHbiX AN ecTtb npo6AeMbl €
MOAEASMU NaMATH

Y kaxxporo Al ecTb CBOU NMPUHATBIA NOAXOA K
peLUeHUIO 3TOU NPpo6AeMbl - 3HaUTe ero

FOHKM 3A0! Bbarm ecTtb Bespe - B XKeAe3e, cnekax,
KOMMUASITOPAX U paHTaume !
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Cnacubo

32 BHUMaHue!

CtaTtbu n npumMepbl

github.com/lantalex/mm-evolution/
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