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Back to Basics.
Ceptudukarbl, TLS

N B3aMMHasi ayTeHTUpuKauums
cepBUCOB

JlydyHUK AHHa



CepTtundukaTtbl: GopmMaT 1 NpoBepKa NoaAJIMHHOCTHU

OcHoBbl KpunTorpadumn, HeobxoamMMble ONS
NOHUMaHUSA paboTbl CEPTUDUKATOB

TLS umTLS
YacTble owunbKM Npu HaCTporKe cepTUpuUKaToB

N KaK OLLNBOKUN nsdexkaTb



Yem BbiI3BaH Takou poct HTTPS-Tpaduka?

Growth of HTTPS Traffic on Google

m Average annual growth m Starting growth w¥ear end growth

91% 91.00%3% 93%7°%

85% 85%
78% 78%

65%

50%

2.19% 1.30¢°

JanS, 2014 to Jand,K 2015to Jan3, 2016to Janl, 2017 to Janl, 2018to  Jan 1,6 2019to
Decem28,6 2014 Decem27,62015 Decem25,2016 Decem 31, 2017 Decem 31, 2018 Octd, 2020




HTTPS nosbiwaeT SEO

Google npusBan K noBceMecTHOMY ucrnosnb3oBaHnto HTTPS ans
NOBbILLEHNSI 6€30MNaCHOCTN BO BCEM UHTEPHETE.

CanTtbl ucnonbayrowme HTTPS nony4danu 6onee BbICOKUA PEUTUHT B
MOUCKOBOW Bbljayve.

Google Hayana HakasbiBaTb HTTP-cautbl, nomMeyast nx Kak
«Hebe3onacHble» B 6pay3epe Chrome.



A ewe HTTPS obecneunBaeT



HTTPS =HTTP+ 1|5

4 )

Handshake Protocol

TLS =< + Record Protocol
+ Alert Protocol

- _/




TLS1.2vs TLS 1.3
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TepmuH, KoTopbin yctapen 10 net Ha3aa, HoO...

SSL certificate ~184,000,000 pe3ynbraTtoB B Google
TLS certificate ~56,400,000 pe3ynbraTtoB B Google




CepTudmKaT
CepTuduUKaT

Certificate Viewer: clearway.ru X

General Details

Issued To

Common Name (CN)
Organization (0O)
Organizational Unit (OU)

Issued By

Common Name (CN)
Organization (0O)
Organizational Unit (OU)

Validity Period

Issued On
Expires On

SHA-256
Fingerprints

Certificate

clearway.ru
<Not Part Of Certificate>
<Not Part Of Certificate>

R10
Let's Encrypt
<Not Part Of Certificate>

Thursday, July 18, 2024 at 3:38:00PM
Wednesday, October 16, 2024 at 3:37:59PM

0bef4279720f650a1e4a3f926e3e93ae2eabca91db06b8143b5e

e58ee8c51b65

Public Key

50ac0b143337b51934ed3761a04759fa3fc620e1f3edaf44adbal

5969¢c2673b7

Subject Name
Common Name

Issuer Name
Country or Region
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm
Parameters
Public Key
Exponent

Key Size

Key Usage

Signature

Extension
Critical
Usage

Extension
Critical

Expires: Wednesday, October 16, 2024 at 15:37:59 Moscow Standard Time
® This certificate is valid

— clearway.ru
”:ﬂ'/ “ | lssued by: R10
T
Trust
Details

clearway.ru

us
Let's Encrypt
R10

04 0F0657500DB1IC5C120517FSBED73729AC4
3

SHA-256 with RSA Encryption { 1.2.840.113549.1.1.11)
None

Thursday, July 18, 2024 at 15:38:00 Moscow Standard Time
Wednesday, October 16, 2024 at 15:37:59 Moscow Standard Time

RSA Encryption ( 1.2.840.113549.1.1.1)
None

256 bytes : E9 4F A3 4C OC 47 FF 83 ...
65537

2,048 bits

Encrypt, Verify, Wrap, Derive

256 bytes : B6 84 40 5D 68 8A 36 01 ...

Key Usage ( 2.5.29.15)
YES
Digital Signature, Key Encipherment

Basic Constraints ( 2.5.29.19)
YES



Hy»Hbl 11 SSL
cepTndmrKaThbl

NNA
VCTAaHOBKU TLS
COeIMHEeHMNA?




Hy»Hbl 11 SSL
cepTndmrKaThbl

NNA
VCTAaHOBKU TLS
COeIMHEeHMNA?
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status_request
signed_certificate_timestamp
CertificateVerify (optional)
Finished

. Application Data
-«

» |
Application Data .
>

Key
Exchange

Server
Parameters

Authentication



DH Key Exchange

Common Paint

Secret Colors

-

Exchange

Alice Paint Bob Paint

Secret Colors

Common Secret

Figure 1. Diffie-Hellman key exchange concept diagram.



Security overview
a ® A

7\

This page is secure (valid HTTPS).

Certificate - valid and trusted

The connection to this site is using a valid, trusted
server certificate issued by DigiCert TLS RSA
SHA256 2020 CA1.

View certificate

Connection - secure connection settings

The connection to this site is encrypted and
authenticated using TLS 1.3, X25519, and
AES_256_GCM.

Resources - all served securely

All resources on this page are served securely.

Security overview

a ® A

L /AN

This page is secure (valid HTTPS).

Certificate - valid and trusted

The connection to this site is using a valid, trusted
server certificate issued by WE1.

[ View certificate

Connection - secure connection settings

The connection to this site is encrypted and
authenticated using TLS 1.3,
X25519Kyber768Draft00, and AES_128_GCM.

Resources - all served securely

All resources on this page are served securely.

Security overview

a ® A

7\

This page is secure (valid HTTPS).

Certificate - valid and trusted

The connection to this site is using a valid, trusted
server certificate issued by R10.

View certificate

Connection - secure connection settings

The connection to this site is encrypted and
authenticated using TLS 1.2, ECDHE_RSA with
X25519, and CHACHA20_POLY1305.

Resources - all served securely

All resources on this page are served securely.



Security overview
a ® A

7\

This page is secure (valid HTTPS).

Certificate - valid and trusted

The connection to this site is using a valid, trusted

server certificate issued by DigiCert TLS RSA
SHA256 2020 CA1.

View certificate

Connection - secure connection settings

The connection to this site is encrypted and
authenticated using TLS 1.3, X25519, and
AES_256_GCM.

Resources - all served securely

All resources on this page are served securely.

Security overview

a ® A

L /AN

This page is secure (valid HTTPS).

Certificate - valid and trusted

The connection to this site is using a valid, trusted
server certificate issued by WE1.

[ View certificate

Connection - secure connection settings

The connection to this site is encrypted and
authenticated using TLS 1.3,
X25519Kyber768Draft00.Jand AES_128_GCM.

Resources - all served securely

All resources on this page are served securely.

Security overview
a ® A

7\

This page is secure (valid HTTPS).

Certificate - valid and trusted

The connection to this site is using a valid, trusted
server certificate issued by R10.

View certificate

Connection - secure connection settings

The connection to this site is encrypted and
authenticated using TLS 1.2, ECDHE_RSA with
X25519, and CHACHA20_POLY1305.

Resources - all served securely

All resources on this page are served securely.



Client

MmTLS

Server

T | Client connects to server

____________________________________________________>

Server presents 2
TLS certificate

3 Client verifies
server's certificate

Client presents Server verifies Server 6
TLS certificate client's certificate grants access

Client & server exchange information over
encrypted TLS connection
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CepTUOUKATHI,

NX anI/I6yTbI * OCHOBHble aTpUbyYTbl CEPTUPUKATOB
* YnocTtoBepAoLwWwme LeHTPbl N OBEPUTE/IbHbIE
M NMPOBEPKA OTHOLLEHMUA
NOA/TUHHOCTW * [lpoBepKa CEPTUPMKATOB: LLENOYKN JOBEPUA U
aTpubyThbl

* [IpoBepKa 3anNpPOCOB Ha BbIMYCK CEPTUPUKATOB:
NONUTUKU U aTPpUOYTHI




Optional —

Certificate

Yersion

Certificate Serial Number

Certificate »
Algorithm Identifier for
Certificate Issuer’s Signature

Issuer

Validity Period

Subject

Subject A laorith =
Public-Key gorlt m Identifier
Information | Public-Key Value

Issuer Unique Identifier

Subject Unique Identifier

Extensions

T UOISIBA

Z UOISIOA

€ UOISIOA

Certification Authority’s
Digital Signature

__|Extension Fields
(optional)




LlenoyKa posepua

End-Entity Certificate

Subject's (End-Entity) Name

Issuer's (Root CA) Name

4 N
Subject's (End-Entity) PublicKey
\. .
) Reference
Issuer's (Intermediate CA) Name
_ Sign
Issuer's (Intermediate CA) Signature = = = = = w = -[ Intermediate CA's PrivateKey ] Intermediate Certificate
v
Subject's (Intermediate CA) Name
{ N
Verify Signature )
Subject's (Intermediate CA) PublicKey
\, v,
Reference
Issuer's (Root CA) Name
, : Sign .
Issuer's (Root CA) Signature o -[ Root CA's PrivateKey ] Root Certificate
|
|
Self-Sign | Subject's (Root CA) Name
|
Verify Signature | i
g | Subject's (Root CA) PublicKey ]
: \
|
|
|
|

=mmmw=P |ssuer's (Root CA) Signature ‘



Cached CRL CRL

Update every
60 mmutes

& E'a

Signed OCSP response

=] A

OCSP Response Cache




Tunbl SSL cepTndmkaTos

1. Extended Validation certificates (EV SSL)

2. Organization Validated certificates (OV SSL)
3. Domain Validated certificates (DV SSL)

4. Wildcard SSL certificates

5. Multi-Domain SSL certificates (MDC)

6. Unified Communications Certificates (UCC)



YacTble owmnbKM Nnpm HacTponKe cepTUPUKATOB

IrHopnpoBaHMe 1 HEKOPPEKTHAA NPOBepKa KIIMEHTCKMX CEPTUPUKATOB
HenpaBunbHaa paboTa ¢ knroyamMm (oLLmMbKu Npu reHepaumm 1 ynpaBneHmm Kinoyamm)
[TpocpoyeHHble cepTUdUKaTbl U UX BINAHUE HA CUCTEMY

Ownbkm Npm NPoBepKe 0T3biBa CEPTUDUKATOB U LIENOYEK A0BEPUS

CamMonoanncaHHble cepTuduKaTbl



KopHeBom YL (Root CA)

eeeee



Wepapxmna YL n
BasicConstrainskExtention



https://blogs.technet.microsoft.com/pki/2014/03/05/constraints-what-they-are-and-how-theyre-used/

AIA n CDP

IIIII



CTL vs CRL

IIIII



3akpbITbin KNou (Private key)

Security



KONMYeCcTBO CepTUPUNKATOB

Performance



Yek anct

1.

2.

3.

4.

Nepapxua YU

ATpunbyTbl cepTUPmKaTta
[10ONUTUKK BbINYCKa
Kpuntorpapuyeckme anroputmbl

CpOK }KM3HU CepTUPUNKATOB
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