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Insecure Direct Object Reference (IDOR)
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KaK HayaTb - MHCTPYKLMA N0 ycTaHoBKe Burp

e VYCTaHOBUTb M 3anycTuTb Burp Suite
https://portswigger.net/burp/releases#community

e BKIWYUTb NPOKCUpOBaHMe 127.0.0.1:8080

e [lepenTtn Ha http://burpsuite/ u ckadaTb cepTudukaT

e YCTaHaB/NMBaeM €ro B XpaHuiuue poBepeHHbix cepTudpukatos OC umnm B
cBoe xpaHunuue y firefox

e (CkayaTtb jython standalone https://www.jython.org/download.html

e Ha Bknagke Extender/Options pob6aBuTtb ero B Python Environment

e [lepenTn Ha BKNagky Extender/BApp Store - BbbpaTb cneea
"Autorize'"- cnpaBa u HaxaTb install
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[lonyyeHue Bcex onepaLyu Yy)Xoro aKKayHTa

POST /balance
Host: test

Content-Type:

application/json-patch+json

{account_1id:

1996240}

[Mfony4yaem 4yxme onepauumu
BCeX aKKayHTOB

Request

NOoO oA, WON =20

1962397
1962398
1962399
1962400
1962401
1962402
1962403

Payload

Status

200
200
200
200
200
200
200
200
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Kypc Baniot npu nepesoje MoXHO 3ajath

POST /currency_transfer
Host: test

Content-Type:
application/json-patch+json

{exchange_rates: 0.016,
cur_from: RUB,

cur_to: USD..}

1 pybnb -> 1 ponnap

15



Mo)xHo nonyyutb becnnatHo yenyry, nepeaas dnar

PATCH /advert MpoBepuThb

Host: test POST -> PATCH

Content-Type:

. . . . R -> R
application/json-patch+json esponse equest

error = false

{payment: true..} “\""V/
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(DVHKI.I,VIOHHII A0CTYNEH BCEM HE aBTOPU30BAHHbLIM M0J1Ib30BATENAM

GET /files YbupaeTte aBTOpU3aALNOHHbIE
Host: test OAHHbIe U CMOTpPUTE
Content—Type . Authz. Status Unauth. Status
application/json-patch+json Enforced! Enforced!
Bypassed! Bypassed!
Is enforced??? (ple... Is enforced??? (ple...
Bypassed! Bypassed!

Bypassed! Bypassed!
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CmeHa napons y nboro nonb3oBatens

GET /reset-password/[hash] [hash] - mMoxHO nony4nTb

Host: test nybnnyHomy UserId

Content-Type:
application/json-patch+json

Account takeover through password reset in cups.mail.ru
By weev3kyaw to Mail.ru ® Resolved @ High

9 Mass Accounts Takeover Without any user Interaction at https://app.taxjar.com/
By mr_asg to Stripe ® Resolved @& High $13,000.00

no
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[louemy Bo3Hukaet IDOR?




3abbinu npoBepUTh
aBTOPU3ALMIO




[Tonyyenne npuBaTHOM CYLLHOCTYM - NPOdUNA NOSIb30BATENS

user_profile = if user.account:

self.profile.get(user_id) user_profile =

self.profile.get(user_id)

X v
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ObHOBNEHKE CYLLHOCTK

raw_data = await
request.json()

form = FormsModel (self._db,
raw_data)

X

HyxHO BanugupoBaTb raw_data

v
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WHoraa nposepky
MOXXHO 000/ TK




[Tposepsierca POST - obxoautcsa yepes GET

if request.post? ObxoanTca 4epes

req_params = _method=GET
user_update_params

end

X v
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Mecto IDOR cpeau ys3suMocTeit




IDOR 8 owasp api top 10: 2019

API1:2019 Broken Object Level Authorization
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IDOR B penoptax hackerone

Search results for "idor".

a IDOR allowing to read another user's token on the Social Media Ads service

64 Bya_d_a_mto Semrush ® Resolved @& High

a Mass Account Takeover at https://app.taxjar.com/ - No user Interaction
100 By beerboy_ankit to Stripe ® Resolved @ Critical $11,500.00

a IDOR on TikTok Seller

21 By aidilarf_2000 to TikTok ® Resolved Low $500.00

a delete the subaccount from the user id

24 By qualwin3001 to Showmax ® Resolved @ Medium $700.00
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IDOR vs BOLA?




Insecure Direct Object Reference
Broken Object Level

Authorization




Yek-nuct ¢ npuemamu no nomcky IDOR




Utoru

IDOR nerko TecTupyeTcq IDOR nerko aBTOMaTU3UPYETCH

e [logctaBnan 4dyxue 1id @allure.id("11399")

e Bknw4yan Autorize u xogu no @allure.title("Henb3a ypanutb uvyxon daunn")

canty &
def test_cant_delete_another_file(self, api,
deal, other_file_jpg):
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Bonpocbi?

{ QA ocBOUBIUMIK MNEHTecCT }

{https://t.me/iSavAnna }
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