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• NISTIR 8397 “Guidelines on
Minimum Standards for Developer
Verification of Software” (Oct 2021)
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3.2 Supplemental: Memory-Safe Compilation 

Some languages, such as C and C++, are not memory-safe. A
minor memory access error can lead to vulnerabilities such as
privilege escalation, denial of service, data corruption, or
exfiltration of data. Many languages are memory-safe by default
but have mechanisms to disable those safeties when needed, e.g.,
for critical performance requirements.

Where practical, use memory-safe languages and limit disabling
memory safety mechanisms.

For software written languages that are not memory-safe,
consider using automated source code transformations or
compiler techniques that enforce memory safety. Requesting
memory mapping to a fixed (hardcoded) address subverts
address space layout randomization (ASLR)

https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8397.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8397.pdf


• NISTIR 8397 “Guidelines on
Minimum Standards for Developer
Verification of Software” (Oct 2021)

• NSA “Software Memory Safety”
(Nov 2022)
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https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF

…Microsoft revealed at a conference in 2019 that
from 2006 to 2018 70 percent of their vulnerabilities
were due to memory safety issues ... Google also
found a similar percentage of memory safety
vulnerabilities over several years in Chrome...

…Commonly used languages, such as C and C++,
provide a lot of freedom and flexibility in memory
management while relying heavily on the programmer
to perform the needed checks on memory references.
Simple mistakes can lead to exploitable memory-
based vulnerabilities….

https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF


• NISTIR 8397 “Guidelines on
Minimum Standards for Developer
Verification of Software” (Oct 2021)

• NSA “Software Memory Safety”
(Nov 2022)

Предпосылки

6

https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF

o …

o Pure Virtual Cast: “Где C++, а где безопасность, и
при чем тут авиация?”

o Сpp Cast: “Safety Critical C++”

o …

https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF
https://www.youtube.com/watch?v=HdFq0BLEvao
https://cppcast.com/safety-critical-cpp/


• NISTIR 8397 “Guidelines on
Minimum Standards for Developer
Verification of Software” (Oct 2021)

• NSA “Software Memory Safety”
(Nov 2022)
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• N4028, P1863 (P2028)

https://isocpp.org/files/papers/n4028.pdf

https://isocpp.org/files/papers/n4028.pdf


• NISTIR 8397 “Guidelines on
Minimum Standards for Developer
Verification of Software” (Oct 2021)

• NSA “Software Memory Safety”
(Nov 2022)
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• N4028, P1863 (P2028)

https://isocpp.org/files/papers/n4028.pdf

https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2020/p1863r1.pdf

https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2020/p1863r1.pdf


Предпосылки и митигация?
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• P2739R0 B. Stroustrup:
“A call to action: Think seriously about 
"safety"; THEN do something sensible 
about it” (Dec 2022)

• P2687R0 B. Stroustrup, Gabriel Dos 
Reis: “Design Alternatives for 
Type-and-Resource Safe C++” (Oct 
2022) (etc)

https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2023/p2739r0.pdf
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The latter pins down, safety violations:

• Logic errors;

• Resource leaks;

• Concurrency errors;

• Memory corruption;

• Type errors;

• Overflows and anticipated conversions;

• Timing errors;

• Termination errors;

https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2022/p2687r0.pdf

https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2022/p2687r0.pdf
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Базовый синтаксис

package Sorting api;

fn Partition[T:! Comparable & Movable](s: Slice(T)) -> i64 {
var i: i64 = -1;
for( e: T in s) {

if (e <= e.Last()) {
++i;
Swap(&s[i], &e);

}
}
return i;

}

fn QuickSort[T:! Comparable & Movable](s: Slice(T)) {
if (s.Size() <= 1) {

return;
}
let p: i64 = Partition(s);
QuickSort(s[:p - 1]);
QuickSort(s[p+1:]);

}

https://github.com/carbon-language/carbon-lang/blob/trunk/docs/images/snippets.md#quicksort

https://github.com/carbon-language/carbon-lang/blob/trunk/docs/images/snippets.md#quicksort
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Базовый синтаксис

package Sorting api;

fn Partition[T:! Comparable & Movable](s: Slice(T)) -> i64 {
var i: i64 = -1;
for( e: T in s) {

if (e <= e.Last()) {
++i;
Swap(&s[i], &e);

}
}
return i;

}

fn QuickSort[T:! Comparable & Movable](s: Slice(T)) {
if (s.Size() <= 1) {

return;
}
let p: i64 = Partition(s);
QuickSort(s[:p - 1]);
QuickSort(s[p+1:]);

}

https://github.com/carbon-language/carbon-lang/blob/trunk/docs/images/snippets.md#quicksort

interface Comparable { 

// `Less` is an associated method. 

fn Less[self: Self](rhs: Self) -> bool; 

}
…

https://github.com/carbon-language/carbon-lang/blob/trunk/docs/images/snippets.md#quicksort


Преемник: Carbon
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Смешанный синтаксис

// C++ code used in both Carbon and C++:

struct Circle {

float r;

};

// Carbon exposing a function for C++:

package Geometry api;

import Cpp library "circle.h";

import Math;

fn PrintTotalArea(circles: Slice(Cpp.Circle)) {

var area: f32 = 0;

for (c: Cpp.Circle in circles) {

area += Math.Pi * c.r * c.r;

}

Print("Total area: {0}", area);

}

…
https://github.com/carbon-language/carbon-lang/blob/trunk/docs/images/snippets.md#mixed

…

// C++ calling Carbon:

#include <vector>

#include "circle.h"

#include "geometry.carbon.h"

auto main(int argc, char** argv) -> int

{

std::vector<Circle> circles =

{{1.0}, {2.0}};

// Carbon's `Slice` supports

implicit construction from

`std::vector`, // similar to

`std::span`.

Geometry::PrintTotalArea(circles);

return 0;

}

https://github.com/carbon-language/carbon-lang/blob/trunk/docs/images/snippets.md#mixed
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Carbon Language: Syntax and trade-offs: https://www.youtube.com/watch?v=9Y2ivB8VaIs by Jon Ross-Perkins

https://www.youtube.com/watch?v=9Y2ivB8VaIs


Преемник: Carbon
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https://github.com/carbon-language/carbon-lang

https://github.com/carbon-language/carbon-lang


Преемник: Carbon
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https://github.com/carbon-language/carbon-lang/blob/trunk/docs/project/roadmap.md

https://github.com/carbon-language/carbon-lang/blob/trunk/docs/project/roadmap.md


Преемник: Carbon
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Текущий статус:

• toolchain (unstable) ;

https://docs.google.com/document/d/1RRYMm42osyqhI2LyjrjockYCutQ5dOf8Abu50kTrkX0/edit?pli=1&resourcekey=0-kHyqOESbOHmzZphUbtLrTw#heading=h.n1z6sen0ztt3

https://docs.google.com/document/d/1RRYMm42osyqhI2LyjrjockYCutQ5dOf8Abu50kTrkX0/edit?pli=1&resourcekey=0-kHyqOESbOHmzZphUbtLrTw#heading=h.n1z6sen0ztt3


Преемник: Carbon

18

Текущий статус:

• toolchain (unstable) ;

• explorer (“…is an interpreter 
rather than a compiler…”) ;

https://carbon.compiler-explorer.com/

https://carbon.compiler-explorer.com/


Другой преемник: Cpp2 (cppfront)
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https://www.youtube.com/watch?v=ELeZAKCN4tY

https://www.youtube.com/watch?v=ELeZAKCN4tY
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#include <iostream>

#include <string>

name: () -> std::string = {

s: std::string = "world";

decorate(s);

return s;

}

decorate: (inout s: std::string) = {

s = "[" + s + "]";

}

auto main() -> int {

// name();

std::cout << "Hello " << name() << "\n";

}

https://github.com/hsutter/cppfront/blob/main/regression-tests/mixed-hello.cpp2

Другой преемник: Cpp2 (cppfront)

“within C++, there is a much smaller and 
cleaner language struggling to get out” 

Bjarne Stroustrup, The Design and Evolution of C++

https://github.com/hsutter/cppfront/blob/main/regression-tests/mixed-hello.cpp2
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#include <iostream>

#include <string>

name: () -> std::string = {

s: std::string = "world";

decorate(s);

return s;

}

decorate: (inout s: std::string) = {

s = "[" + s + "]";

}

auto main() -> int {

// name();

std::cout << "Hello " << name() << "\n";

}

https://github.com/hsutter/cppfront/blob/main/regression-tests/mixed-hello.cpp2

name : type = value

Другой преемник: Cpp2 (cppfront)
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#include <iostream>

#include <string>

name: () -> std::string = {

s: std::string = "world";

decorate(s);

return s;

}

decorate: (inout s: std::string) = {

s = "[" + s + "]";

}

auto main() -> int {

// name();

std::cout << "Hello " << name() << "\n";

}

https://github.com/hsutter/cppfront/blob/main/regression-tests/mixed-hello.cpp2

name : type = value

Другой преемник: Cpp2 (cppfront)

смешанный 
синтаксис
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#include <iostream>

#include <string>

name: () -> std::string = {

s: std::string = "world";

decorate(s);

return s;

}

decorate: (inout s: std::string) = {

s = "[" + s + "]";

}

auto main() -> int {

// name();

std::cout << "Hello " << name() << "\n";

}

https://github.com/hsutter/cppfront/blob/main/regression-tests/mixed-hello.cpp2

name : type = value

Другой преемник: Cpp2 (cppfront)

смешанный 
синтаксис

pure C++ syntax
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Другой преемник: Cpp2 (cppfront)

https://github.com/hsutter/cppfront#epilog-2016-roadmap-diagram

Основные цели альтернативного 
синтаксиса:

• Исправление поведения по умолчанию 
([nodiscard] etc)

• Использование современного С++ 
(=начиная с С++20);

• Отказ от небезопасных конструкций 
(union, адресная арифметика etc) ;

• Безопасность типов и памяти по 
умолчанию;

• Уменьшение сложности использования 
языка;

https://github.com/hsutter/cppfront#epilog-2016-roadmap-diagram


25https://godbolt.org/

- Bounds checking on args
- Args param has type 

vector<string_view>

“Simple and safe starts with… main” 

https://herbsutter.com/

https://godbolt.org/
https://herbsutter.com/
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Стандартная библиотека «из 
коробки» без #include / import etc

“Simple and safe starts with… main” 

https://godbolt.org/

https://herbsutter.com/

https://godbolt.org/
https://herbsutter.com/


• P2759 “DG opinion on safety for ISO C++”
• Static, dynamic code analysis remains (wow!)
• Safety’s (and its understanding) is evolving too
• Backwards compatibility!
• Profiles!

И снова про С++
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https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2023/p2759r0.pdf

https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2023/p2759r0.pdf
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https://www.val-lang.dev/

https://www.val-lang.dev/
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vector<int> v = {3, 2, 1};

auto broken_less(int left, int right) -> bool {

v.push_back(v.front()); // ! 

return left < right;

}

void test() {

sort(v.begin(), v.end(), broken_less);

}

Mutable Value Semantics
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vector<int> v = {3, 2, 1};

auto broken_less(int left, int right) -> bool {

v.push_back(v.front()); // ! modification requires 

exclusive access! Law of Exclusivity (LoE)

return left < right;

}

void test() {

//sort(v.begin(), v.end(), broken_less);

sort(&v, broken_less);

}

Mutable Value Semantics
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swap(&x[i], &x[j]);

// ^LoE violation

-> x.swapAt(i, j);

// i = ++i + i++; 

// ^also LoE violation

Mutable Value Semantics

https://www.youtube.com/watch?v=4Ri8bly-dJs

https://www.youtube.com/watch?v=4Ri8bly-dJs
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https://www.val-lang.dev/pages/implementation-status.html

Roadmap: (shortened)

• 2023 – Q1/Q2
• Deliver an alpha version of Val

• Validate the language’s design 

• Access its usability 

• 2023 – Q3/Q4
• Complete the design of the language 
• Implement a standard library 
• Write and publish a specification

https://www.val-lang.dev/pages/implementation-status.html


В заключение
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https://www.youtube.com/watch?v=ELeZAKCN4tY&t=86s

https://www.youtube.com/watch?v=ELeZAKCN4tY&t=86s
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