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[ ne camokaTtbl?

1 3amena onepatopa

2 Wcnonb3oBatb bluetooth Ha knueHTe
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Perform turn on” BLE operation
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Perform turn on” BLE operation
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Perform turn on” BLE operation
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Perform turn on” BLE operation

i

g /tag/evolve g
~ .success(BLEAuth)

|00

OK

L ltag/evolve with BLE flag

OK

13



Perform turn on” BLE operation
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Low energy (LE) Basic Rate / Enchanced Data Rate (BR/EDR) “classic”

i0S § i0S 13
0.3 - 0.6 Mbps 3 Mbps
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Low energy (LE) Basic Rate / Enchanced Data Rate (BR/EDR) “classic”
iI0S 5 i0S 13

w08 s Core Bluetooth > Mbps
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Observer

Broadcaster
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Central

Observer

Broadcaster

Peripheral
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Core Bluetooth
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CBUUID

.uuid
.value



CkaHupoBaHue (central - side)

let centralManager = CBCentralManager(
delegate: self,

queue: nil
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CkaHupoBaHue (central - side)

let centralManager = CBCentralManager(
delegate: self,
queue: nil

if manager?.state == .poweredOn {
manager?.scanForPeripherals(
withServices: [Constants.serviceUUID],
options: nil
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CkaHupoBaHue (central - side)

let centralManager = CBCentralManager(
delegate: self,
queue: nil

if manager?.state == .poweredOn {
manager?.scanForPeripherals(
withServices: [Constants.serviceUUID],

options: nil

func centralManager(
central: CBCentralManager,
didDiscover peripheral: CBPeripheral,
advertisementData: [String: Anyl],
rssi RSSI: NSNumber

peripheral.delegate = self
foundedPeripherals.append(peripheral)
manager?.connect(peripheral, options: nil)
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CkaHupoBaHue (central - side)

let centralManager = CBCentralManager(
delegate: self,
queue: nil

if manager?.state == .poweredOn {
manager?.scanForPeripherals(
withServices: [Constants.serviceUUID],

options: nil

func centralManager(
central: CBCentralManager,
didDiscover peripheral: CBPeripheral,
advertisementData: [String: Anyl],
rssi RSSI: NSNumber

peripheral.delegate = self
foundedPeripherals.append(peripheral) func centralManager (

manager?.connect(peripheral, options: nil) central: CBCentralManager,
didConnect peripheral: CBPeripheral

) {

peripheral.discoverServices([Constants.serviceUUID])
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[TlonyyeHue cepBUCOB M XapakTepUuUcTUK (central-side)

func peripheral(
_ peripheral: CBPeripheral,
didDiscoverServices error: Error?
) {
peripheral.services?.forEach { service in
peripheral.discoverCharacteristics(
|
Constants.readCharacteristicUUID,
Constants.writeCharacteristicUUID

1,

for: service
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[TlonyyeHue cepBUCOB M XapakTepUuUcTUK (central-side)

func peripheral(
peripheral: CBPeripheral,

didDiscoverServices error: Error? func peripherall

peripheral: CBPeripheral,
didDiscoverCharacteristicsFor service: CBService,
error: Error?

peripheral.services?.forEach { service in

peripheral.discoverCharacteristics(
[ service.characteristics?.forEach { characteristic in

Constants.readCharacteristicUUID, switch characteristic.uuid {

Constants . writeCharacteristicUUID case Constants.readCharacteristicUUID:
. readCharacteristic = characteristic

1, case Constants.writeCharacteristicUUID:
for: service writeCharacteristic = characteristic
default:
break

guard let r = readCharacteristic, let = writeCharacteristic else {
readCharacteristic = nil
writeCharacteristic = nil
return

peripheral.setNotifyValue(true, for: r)
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YBegomrnieHue o6 UaMeHeHUU xapakrepuctukum (central-side)

peripheral.setNotifyValue(true, for: r)




YBegomrnieHue o6 UaMeHeHUU xapakrepuctukum (central-side)

peripheral.setNotifyValue(true, for: r)

func peripheral(
_ peripheral: CBPeripheral,
didUpdateNotificationStateFor characteristic: CBCharacteristic,
error: Error?
) {
guard error == nil, characteristic.isNotifying else {
return

}




YBegomrnieHue o6 UaMeHeHUU xapakrepuctukum (central-side)

peripheral.setNotifyValue(true, for: r)

func peripheral(
_ peripheral: CBPeripheral,
didUpdateNotificationStateFor characteristic: CBCharacteristic,
error: Error?

guard error == nil, characteristic.isNotifying else {
return

func peripheral(
peripheral: CBPeripheral,
didUpdateValueFor characteristic: CBCharacteristic,
error: Error?

guard
characteristic.uuid == Constants.readCharacteristicUUID,
let value = characteristic.value,
let response = Response(value)

else { return }

handleResponse(response, from: peripheral)




ATT

SR

Apps

Core Bluetooth

Bluetooth low energy
protocol stack

Y

GATT

ATT

A\

Y
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I\

-

10S 6

func peripheralManager/(
peripheral: CBPeripheralManager,
didReceiveRead request: CBATTRequest

)

{

if

peripheral-side

request.characteristic.uuid == readCharacteristic.uuid,
let value = readCharacteristic.value

guard request.offset <= value.count else {
peripheralManager.respond(
to: request,
withResult: .i1nvalidOffset

)

return

request.value =

)
} else {

value.subdata(in: request.offset..<value.count)
peripheralManager.respond(
to: request,
withResult:

« SUCCESS

peripheralManager.respond(

to: request,
withResult:

.1nvalidAttributeValuelength




L2CAP

Y

Apps

Core Bluetooth

Bluetooth low energy
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Y

AL
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L2CAP

10S 11

peripheral-side

peripheralManager.publishL2CAPChannel(withEncryption: true)
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L2CAP
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peripheral-side

peripheralManager.publishL2CAPChannel(withEncryption: true)

func peripheralManager (
peripheral: CBPeripheralManager,

didPublishL2CAPChannel PSM: CBL2CAPPSM,

error.

10S 11

Error?
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L2CAP
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peripheral-side

peripheralManager.publishL2CAPChannel(withEncryption: true)

func peripheralManager (
peripheral: CBPeripheralManager,

didPublishL2CAPChannel PSM: CBL2CAPPSM,
error: Error?

|OS 11 func peripheralManager (

peripheral: CBPeripheralManager,
di1dOpen channel: CBL2CAPChannel?,
error: Error?

inputStream = channel?.inputStream
outputStream = channel?.outputStream
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struct ScooterBLEAuth {
typealias IMEI = String

let : String
let : IMEI?
let : String

let imeli = advertisementData["kCBAdvDataManufacturerData"] as? NSData
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[lpoTokon ooweHusa App - loT

Bytes Parameter
0-1 HDR
"""""""""" > | owN
"""""""""" 5| okey
"""""""""" 4 | RN
"""""""""" 5 | LEN
"""""""""" 6 | DATA
"""" 6+LEN | CRC
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(0x03) Device Key
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(0x03) Device Key

Communication Key
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(0x03) Device Key

(0xXX)
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CopepxaHue

1 KoHtekcT npoaykra. Mpo6nema

? PeweHne c BLE

4 nNoaBepeHue utoros
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Tsxkenbin geodar

42

14:399

< [Touck

135 - 862869030739986

Unlock

Open cable lock

Open cable lock & Unlock

Ignore cable unlock BLE Error

Skip Cable BLE Failure Retries
Logs

ll" ? tfl‘




barun ot npounsBoguTens

private enum AuthenticationResultTag: UInt8 {
case = 0x1

case = 0x0

{
"ble_config": {
"ignore_cable_unlock_error": true,
"skip_cable_unlock_failure_retries": true,
¥
I
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barun ot npounsBoguTens

private enum AuthenticationResultTag: UInt8 {
case = 0x1

case = 0x0

{
"ble_config": {
"ignore_cable_unlock_error": true,
"skip_cable_unlock_failure_retries": true,
¥
I
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HoBble caMoKaTbl

struct ScooterBLEAuth {
typealias IMEI = String
typealias MAC = String

let name: String

let 1me1: IMEI?

let mac: MAC?

let password: String

let imeiOrMacData = advertisementData["kCBAdvDataManufacturerData"] as? NSData
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CopepxaHue

1 KoHtekcT npoaykra. Mpo6nema

? PeweHne c BLE

3 TpyaHocTu B paspaboTke
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1 YmeHbweHume owmnbBoYHBIX ceccuin Ha 2-3%

2 [Denaem cBow loT

3 HoBble hnum
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