hh

CseTocnas KapaceB

DriverKit

[oHsieM faHHble No NnpoBoAy
6e3 mam nan u MFi



Ceetocnas
KapaceB

iOS Tech Lead

* B HatmBHOM iOS paspaboTke ¢ 2015
*  VHorga BbiCTynato
* HemHoro peBepc-mHxeHep

* HewmHoro paguontobuTens



Software-defined Radio (SDR)

. .
cg\

ooa

° PaguocTtaHuun
* AIS (kopabnw)
* ADS-B (camonetbl)

* [leperoBopbl CaMOSETOB,
Kopabnen, pagnontodutenen,
cnyxo, etc

* Wi-Fi, Bluetooth

* CHuMKM noroabl co CNyTHUNKOB







2MH300,3MH00,4MHA00,5MH300,6MHA00,7MHA00,8MHI00 SMHAO TNz 101, 1MHZ101, 2MHAO:

E

FregLabDriver Manager

all Dext Play Stop Disconnect




3auem?

PaboTa ¢ nepuepuiiHbim
YCTPOWUCTBOM

Hanpumep:

O6meH 60onbLUMM MOTOKOM AaHHbIX
C MYUHUManbHOWM 3aEepP>KKOMN

O6paboTka pagnocurHanoB
(Software Defined Radio)

MpowwTs flipper
BHelwHne kamepbl (MHpaKpacHbIe)

MpodeccrnoHanbHoe ayamo
obopynoBaHue

Etc.




Yr1o Hac xper?

PaccmoTpum kakve ecTb BapuaHThl
AN KOMMYHUKaUUN mexay
nepuepumHbiM geBancom

n Apple yctponctesamum

Cosgagmm cBoe NPpUMUTUBHOE
nepuepumnHoe yCTpomncTBo

nh)

CpaBHum

<Wi-Fi> <Bluetooth> <USB>
o

* [locmoTpum, Kak nucaTb gpaneepa

* BcnomHum C++

« Ybepumcs,
yTOo Swift npekpaceH

Y3HaeM, kak MUnnuapabl pasHbixX
YCTPOWCTB NepeaarT MHpopmaumo
BCEero no ABym npoBoaam

1 NMOHMMAaIOT ApYr Apyra

Pasbepemcs
C OTaaKowm



MpakTnyeckun npumep

R | HA K SENTELERN

CENTRALL AR




MpakTuyeckun npumep




BapuaHThbl

o

01.

Wi-Fi

+ MoxHo cosgartb ceTb 1 BbICTPO
0BMeHMBaTLCS AaHHbIMM

e JloBONBHO NPOCTON Cnocob

e YcTponcTteo 6e3 cum-kapTbl
He ByaeT MMeTb BbIXO B MHTEPHET BO
BpeMsi AENCTBUIN B 3TON CETU

* Bale ycTponcTBO AOMKHO
nmetb Wi-Fi moagynb

02.

Bluetooth

*%

e [MpocTtota* 1 JOCTYNHOCTb
e CkopocTb go 2 Méut/c

¢ HyxeH bluetooth moaynb
B BalleM YCTPOWCTBE

03.

usSB

[o 480 MéuTt/c no USB 2.0

HeBO3MOXHO HOpMarnbHO
ucnonb3oBatb Ha iPhone 6e3 MFi
(made for iPhone): nporpammel
AN co3gaHna NULEH3MPOBaHHbIX
akceccyapoB ans yctponcts Apple

MN3ameHeHuns nossunucs B iOS 16
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Yactb 1

USB



Universal Serial Bus 2.0

Data-

Ground-, Data+ | Power (5VDC) 5

Voltage signal in

Differential decoding
NRZI decoding

Packet format

the diﬁerentialw

L LF

i
|

K'J kl)lkl) klkly )iklkikl)l)lk olol]
0 1/0/{1/1/ 0|10
| | |
Start of packet | Packet ID End
/ clock sync (LSB first, 1010 = NAK)||of packet

12



Ycrpoicrtea Ha wmnHe USB

Svst USB Host Controller
yRUSl < and Root Hub

P TN

Zip drive Hub
Printer <—
v
Flash drive Keyboard ——> Mouse <—

Compound
Device

Composite
Device

13



HekoTtopble Knaccbl yCTPOUCTB

Knacc ycTponcTB MaccoBOro XpaHeHust
Mass Storage Class, MSC

Knacc nsobpaxeHui
Image Class

Uy

Knacc ycTtponcTs cBsi3u
Communication Device Class

I
U

Knacc «4enoBeyecknx» yCTpOMCTB BBOAA
Human Interface Device Class, HID

o

Knacc 3BykoBoro ycrporncraea
Audio Device Class

PRl

Knacc pa3HoobpasHbix yCTPONCTB
Miscellaneous Class

d h
=}

Knacc npuHTepos
Printer Class

(Y

Knacc BungeoyctponcTs
Video Class

Knacc Vendor Specific
Knacc cneundunyHbix
Ansi NPOV3BOAUTENS YCTPOWCTB

14



XocT

Jlornyeckoe
yctponcteo USB

Software

NHTepdenc

15



Tunbl nepeaaymn AaHHbIX

P

01.

MN30XpOHHBbIE
nepenayvu

Isochronous Transfers

3

02.

Mepenaun
C NnpepbiBaHMEM

Interrupt Transfers

03.

MaccoBble
nepenaiun

Bulk Transfers

04.

Ynpasnsirowue
nepegayun

Control Transfers

16



Y10 noumrtartb

USB
(OMPLETE

FIFTH EDITION

THE
DEVELOPER’S
GUIDE

Includes
SuperSpeed and
SuperSpeedPlus
(USB 3.1)

= JAN AXELSON

nh)

0xCD 0xCD

—)> N
11001010 00000011 11111000 11001001 SESEtaE:

USB - Universal Serial Bus
YHUBEPCA/NbHAA MOCAEAOBATE/IbHASG WKNHA

nnnnnnnn

https://radiohlam.ru/usb1/
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MuHu ntor
USB 2.0

A%a]
]

01.

OyeHb
npocTo

e Bcero 4 npoBoga
e 2 npoBoga ong
nepegayn gaHHbIX

02.

MHoro knaccos
YyCTPOUCTB

°  XpaHeHue NnHgopmaumm
* YcTpouncTBa BBOAA

e CBs3b

e CrnoxHble yCTponcTBea

o

03.

3HaKoOMbI OOMEeH
nHopmaumen

* WHTepdencol

*  OHAOMNOUHTbLI
e [lannbi

18



Yactb 2

[enaem Xxenesky



[lenaeM BHELUHUA CKaHep

HyxeH devboard HyXHa BO3MOXXHOCTb
¢ Wi-Fi na 6opty peanu3oBbiBatb USB
yCTpoMnCTBa

>KenartenbHo
cpasy 2 USB nopta

20



ESP32-S3

=
I
I
T
=
o
AN
(99]

Q
o)
O
O
o
-
o)
Q
c
o

=

=

o

4

N

<
Q

7

© [OByxsoepHbl

Fi n Bluetooth

0
@,
-
AN
)

@ 6002 Ha AliExpress

21



RaspberyPi Pico W

© [ByxbsaepHbIn npoLeccop
Arm Cortex MO+, rnbkas
TaktoBasi Yactota go 133 My

@ Wi-Fi, Bluetooth

@ USB 1.1 ¢ nogaepxkon
YCTPOUCTB 1 XOCTOB

Q@ 6€ B EBpone, ot 800P
Ha AliExpress

22



HactpanBaem
YCTPOUCTBO

Bocnonb3yemcs
Gubnuotekon TinyUSB

tusb_desc_device_t const desc_device =

{
.bcdUSB = USB_BCD, // USB 2.0
.bDeviceClass = TUSB_CLASS_MISC,
.idvendor = USB_VID,
.idProduct = USB_PID,
.bcdDevice = 0x0100,

}i

uint8_ t const desc_fs_configuration[] =

{
TUD_CONFIG DESCRIPTOR(1, ITF_NUM TOTAL, 0, CONFIG TOTAL LEN, 0x00, 100),
TUD_CDC_DESCRIPTOR(ITF_NUM CDC, 4, EPNUM CDC_NOTIF, 8, EPNUM CDC_OUT, EPNUM CDC_IN, 64),
TUD_VENDOR DESCRIPTOR(ITF_NUM VENDOR, 5, EPNUM VENDOR_OUT, 0x80 | EPNUM VENDOR_IN, 64),
}i



Bce pabotaer
B LUuKne

static void usb_ task(void *pvParam)

{

(void)pvParam;

do

// TinyUSB device task
tud_task();
cdc_task();

vendor task();

} while (true);

24



CkaHupyem
cetu

void cdc_task(void)
{

uint32 t count = tud_cdc_read(buf, sizeof(buf));
(void)count;

if (buf[0] == '1') {
uintlé_t size = 20;
wifi network wifiList[20] = { 0 };
int number = scan wifi(wifilList, size);

for (int i = 0; i < number; i++)

{
ESP_LOGI("RECEIVED", "%s %d", wifiList[i].ssid,
char* ssid = (char*)wifiList[i].ssid;
tud_cdc_write(ssid, strlen(ssid));
tud_cdc_write("\r\n", 2);

}

tud_cdc_write flush();

} else {

wifiList[i].rssi);

25



Tectupyem
6e3 apanBepoB

@® i1 screen [dev/tty.usbmodem1234567890121

Hello!
Command list:

'1'

- Scan WiFi networks

Wi-Fi-dlya-lohov

Dima

whan_

home

TP-Link_sashal
Nevalink_50
Gnhezdo
TP-Link_C5C4
Skynet_379
Vaisman
Lovit158

26



~ Control + A

~ Control + \

27



Y10 nouutartb

https://github.com/svedm/
esp32-usb-wifiscanner/tree/
master

ESP32-C3

BecnpoBoagHoOE NpUKNOYeHue

IlonHoe pykoeoacTeo no loT

D D G G

| ‘_.' )
.- — qvf -\ ==
-, lv AN < l
by

ans.

28


https://github.com/svedm/esp32-usb-wifiscanner/tree/master
https://github.com/svedm/esp32-usb-wifiscanner/tree/master
https://github.com/svedm/esp32-usb-wifiscanner/tree/master

MuHu ntor

CospaHue
ycTpoucTBa

iy

01.

Mopmonpet nobon
Hepgoporon MK
c nognepxkou USB

» ESP 32-S3
* RPi PicoW

* MoOXHO B34Tb 1 FOTOBOE
YCTPOWCTBO ANS CBOUX
uernen

[‘-]::|

02.

Koa nucartb
He CJI0XHO, eCTb
embeded-swift

B npowwueke MK 3agatotcs
OCHOBHbIE NapamMeTpbl
USB-yctporictBa

29



YacTtb 3

HeMHoro reopum
Darwin



MNMogkno4veHue
YCTPOUCTBA

31



MNMogkno4veHue
YCTPOUCTBA

01

02

03

04

05

OnpeneneHne ycTpoucTBa

3anpoc naeHTUuKaLMoHHOU
nHopmauymn

[Monck nogxopsuwiero apansepa
3arpyska n aktmBaums gpaneepa

MOHUTOPUHT 1 ynpaBneHune

32



NpanBepa B macOS

33



Kernel Extension

WcnonHgaeTcs
B NPOCTpaHCTBE Aapa

S>> Ecnuv napaer,
TO BMeCTe C S4pOoMm

[Ana oTnagku Hy>XeH
BTopon MK

User Space

Kernel Space

Hardware

Application 1 Application 2
v \4
Kernel
v v v
Main :
Devices
B Memory

34



10Kit

lMo3BonseT nucaTb AparviBepa u pabotatb
C HAMW B «YHUKanNbHOM» OBBbEKTHO-
OPUEHTUPOBAHOM CTUNE

HanucaH Ha Embedded C++

Peanuayet gpanBepHyto mogens macOS

35



Ot IOKit He yinTH

OS classes (general) OSObject
IORegistry Entry
IOKit classes (general)
IOService

Family classes (general)

nh)

IOKit family superclasses

36



DriverKit Extension

macOS 10.15+ (Catalina)
iOS 16.0+
iPadOS 16.0+

PaboTaeTt B nonb3oBaTenbCKOM
NpoCcTpaHCcTBe

MageHna He NpMBOAAT K dpaTarnbHbIM
nocneacTBmaAM®

MoxHo aebaxuntb Yepes LLDB
6e3 gononnHutenbHoro MK

Takne KnaccHble ype3aHHble Ntochl
PaboTtaet Ha iPad ¢ M1 v Bblwe

PekomeHOoOBaH K MCMONb30BaHUIO

37



DriverKit

USBDriverKit (iPadOS, macOS)

PCIDriverKit (iPadOS, macOS)

AudioDriverKit (iPadOS, macOS)

SerialDriverKit (macOS)

NetworkingDriverKit (macOS)

HIDDriverKit (macOS)

38



x0S AL
InternailsS
OuepeaHasn nonesHas The trutn 15 T A

nuTeparypa

|OKit Fundamentals:
Apple archive

0S Xand i0S Kernel
Programming

Ole Henry Halvorsen | Douglas Clarke

Apress*

@ 39



MuHu utor

[Mpn nogknYeHnn ycTponcTaea
noabupaetca apaneep.
OC cneguT 3a ero CoCTossHUEM

KEXT pabotaet DEXT B pabotaet
B MPOCTpaHCTBE Agpa Nnonb30BaTENbCKOM NPOCTPAHCTBE

nh)

Ectb 2 TMNa gparisepoB

IOKit + DriverKit

40



Yactb 4.1

Ot cnoB K geny



XBaTuT TEOpPUUN —
nuwieMm apamneep

Choose a template for your new target:
tvOS visionOS DriverKit Other

Multiplatform ios macOS watchOS
Driver
Framework & Library
=) T
Framework Library
Cancel

&

42



MbaTumHr gpanBepa u
YCTPOUCTBA

© ConocTtasrneHue Knacca

© [laccnBHBIN MATUYUHT
no napameTpam

@ AKTUBHbBIN MATYUHT

3 WiFiScanner ) & WiFiScannerDriver ) E3 Info.plist ) No Selection

Key

Information Property List
v |0KitPersonalities
v WiFiScannerDriver
CFBundleldentifierKernel
I0Class
IOMatchCategory
I0ProviderClass
IOResourceMatch
IOUserClass
IOUserServerName
idVendor
idProduct
binterfaceNumber
bConfigurationValue
bcdDevice
v UserClientProperties
IOClass
IOUserClass
Privacy - Driver Extension Usage Description

<>

oe

<>

Type

Dictionary
Dictionary
String
String
String
String
String
String
String
Number
Number
Number
Number
Number
Dictionary
String
String

Value

(2 items)

(1 item)

(13 items)

com.apple.kpi.iokit

IOUserService
$(PRODUCT_BUNDLE_IDENTIFIER)
IOUSBHostInterface

10Kit

WiFiScannerDriver
$(PRODUCT_BUNDLE_IDENTIFIER)
51966

16401

2

1

256

(2 items)

IOUserUserClient
WiFiScannerDriverClient
qwegweasdasd
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IORegistry

ioreg -irbln "TinyUSB Device"

eoe MacBook Pro — Svetoslav — I0Service — TinyUSB VENDOR@2
10service [} a )
b [}
TinyUSB VENDOR@2
Registerad  Retan Caunt: 4
Matched  Busy Count
Bundie com apple kit 0USBHostFamiy Active
Property e value
AppleUSBHostCompositaDaice Usespoed Namber  0c1
interface Namber 08
 10USEHostnorface@0 Bintertaceprotocal Namber  0x0
 AppleUSBSLCOM bAernateSotting Namber 030
oSaralBsoCiant idproduct Namber x40
AopleUSB204bPort@OTI30000 bedoevice Number  0x100
TiyUSB Devica@01130000 Us product Name Stng  Tinyus8 Device
AopleUSBCDCCompositeDavice locatoniD Namber  0x113000¢
 10USBHostterface@] bintetaceClass Nomber Ot
~ ApplsUSBACMDSts binterfaceSubClass Namber 050
oSeralasoClent > 0CFPuginTypes Dictionary
 TinyusB CoCE0 UsaorType Namber | 0x0
AopleUSBACNConirol usestring Sting  TiyUss VENDOR
bintertaceumber Namber <2
~ AppleUSB20HUbPori@OTI40000 bConfguratonvaive Namber 061
~USBZ0BILLBOARD  ©0T140000 0SB Vendor Name swng  Tiyuse
AppleUSBHostCompostaDavice idvendor Namber  Ocate
< ool vesa orgldp-usb-ype-</@0 > I0SenvceDEXTEnttamants  Aray
AppleUSBHostBilboardDevice BNumEndpoints Namber  0x2
loUsBHostiterface@0 UsB Seral Number Swng 122456785012

 Usb-drd1-port-s5@01200000

v USBIOHU  @01200000

 AppleUSB30HUb@OT200000
‘AppleUSBI0HUBPOr@0T210000
‘AppleUSBI0HUBPor@01220000
AppleUSB30HULPort@01230000

~ AppleUSBNCMData@1
 AppleUsBDeviceNCMData
 1ONetworkStack
1ONetworkStackUserClient
 AppleUSBNCMDataA@3
 AppleUsBDevicoNCMData
< anpit
 1ONetworkStack
IONetworkStackUserClient
10USBDeviceConfigurator
~ usb-drd202280000
~ ADpIETB000USBXHCI@02000000
usb-drd2-port-hs@02100000
usb-drd2-port-s5@02200000
 AoDIeT8103USBXDCIA2
MacBook Pro — Svetoslav (<Unknowns)

02052024 23:49:08

"USBSpeed” = 1
"iInterface" 5
"bInterfaceProtocol”
"bAlternateSetting" o

"idProduct" 16401

"bedDevice” = 256

"USB Product Name" = "TinyUSB Device"
"locationID" = 18022400
"bInterfaceClass" = 255
"bInterfaceSubClass"
"TOCFPLugInTypes”
"USBPortType"
"KUSBString" = "TinyUSB VENDOR"

"bInterfaceNumber” = 2

"bConfigurationValue" = 1

"USB Vendor Name" = "TinyUSB"

"idVendor" = 51966

"I0ServiceDEXTEntitlements" = (("com.apple.developer.driverkit.transport.usb"))
"bNumEndpoints" = 2

"USB Serial Number" = "123456789012"

[
{"'2d9786c6-9ef3-11d4-ad51-000a27052861"="T0USBHostFamily . kext/Contents/PlugIns/I0USBLib . bundle"}

+-0 TinyUSB VENDORE2 <class IORegistryEntry:I0Service:I0USBInterface: I0USBHostInterface, id 0x1000021d4, registered, matcheds
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Kak nocmorpertb
Ha iPad?

|O Explorer

https://github.com/svedm/IOExplorer

TinyUSB Device@00100000

10Service:/AppleARMPE/arm-io@10FO00000/AppleT810xI0/usb-drd0@82280000/AppleT8103USBXHCI@00000000/usb-drd0-port-hs@00100000/
TinyUSB Device@00100000

AppleUSBCDCCompositeDevice
[Class: AppleUSBCDCCompositeDevice | Retain: 4.
TinyUSB CDC@0

[Class: I0USBHostInterface, Retain: 5|

IOUSBHostInterface@1

Class: 10USBHostinterface | Retain: 5]
TinyUSB VENDOR@2
Class: 10USBHostinterface | (Retain: 11

45


https://github.com/svedm/IOExplorer

NMacCUBHBIA MITUYMHT

Table 1-2 Keys for finding a USB device
Key Notes

idVendor + idProduct + bcdDevice bedDevice contains the release number of the device

idvendor + idProduct

idVendor + bDeviceSubClass + bDeviceProtocol Use this key only if the device’s bDeviceClass is $FF

idvVendor + bDeviceSubClass Use this key only if the device’s bDeviceClass is $FF

bDeviceClass + bDeviceSubClass + bDeviceProtocol | Use this key only if the device’s bbeviceClass is not $FF

bDeviceClass + bDeviceSubClass Use this key only if the device’s bDeviceClass is not $FF

Table 1-3 lists the keys you can use to find interfaces (not devices). Each key element is a piece of information contained in an interface descriptor for a USB device.

Table 1-3 Keys for finding a USB interface
Key Notes

idvendor + idProduct + bcdDevice + bConfigurationValue + bInterfaceNumber

idvendor + idProduct + bConfigurationValue + bInterfaceNumber

idVendor + bInterfaceSubClass + bInterfaceProtocol Use this key only if bInterfaceClass is $FF
idVendor + bInterfaceSubClass Use this key only if bInterfacesubClass is $FF
bInterfaceClass + bInterfaceSubClass + bInterfaceProtocol Use this key only if bInterfacesubClass is not $FF
bInterfaceClass + bInterfaceSubClass Use this key only if bInterfacesubClass is not $FF

nh)



He 3a6yabte npo capatibilities

WiFiScanner

(] General  Signing & Capabilities
+ Capability Debu Release
PROJECT m °
WiFiScanner &5 DriverkKit
5 DriverKit USB Transport (development)
TARGETS

WiFiScanner

& WiFiScannerDriver

Resource Tags Build Settings Build Phases

"DriverKit USB Transport (development)"
entitlement may require additional
configuration.

WiFiScanner ¢ & WiFiScannerDriver ) [&] WiFiScannerDriver.entitlements ) No Selection

Key

v Entitlements File
v DriverKit USB Transport
v Iltem O
idVendor

OO

Type Value
Dictionary (2 items)

(1 item)
Dictionary (1 item)
String *

Build Rules
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3anyck Ha macOS

© HyxHo otkntoumnTs SIP

© systemextensionsctl developer on

private let dextIdentifier = "net.svedm.WiFiScanner.WiFiScannerDriver"
let request = OSSystemExtensionRequest
.activationRequest (forExtensionWithIdentifier: dextIdentifier, queue: .main)

request.delegate = self

OSSystemExtensionManager.shared.submitRequest (request)



It's a match




I
-

inyUSB VENDOR®2 <class IORegistryEntry:I0Service:I0USBInterface:IOUSBHostInterface, id @x10000ed76, registered, matched, active, busy @ (49 ms), retain 7>

-

o
|
| "USBSpeed" = 1

| "iInterface" =5

| "bInterfaceProtocol" = @

| "bAlternateSetting" = @

I "idProduct" = 16401

I "bcdDevice" = 256

| "USB Product Name" = "TinyUSB Device"

| "locationID" = 18022400

| "bInterfaceClass" = 255

I "bInterfaceSubClass" = @

| "IOCFPlugInTypes" = {"2d9786c6-9ef3-11d4-ad51-000a27052861"="T0USBHostFamily.kext/Contents/PlugIns/IOUSBLib.bundle"}
| "USBPortType" = @

| "kUSBString" = "TinyUSB VENDOR"

I "bInterfaceNumber" = 2

| "bConfigurationValue" = 1

| "USB Vendor Name" = "TinyUSB"

I "idVendor" = 51966

| "I0ServiceDEXTEntitlements" = (("com.apple.developer.driverkit.transport.usb™))

I "bNumEndpoints" = 2

| "IODEXTMatchCount" = 1

| "USB Serial Number" = "123456789012"

|

|

s

}
-0 WiFiScannerDriver <class IORegistryEntry:I0Service:IOUserService, id 0x10000edf@, registered, matched, active, busy @ (@ ms), retain 9>
{
"I0Class" = "IOUserService"
"kOSBundleDextUniqueldentifier" = <@Sb62aabee2cfe@22acl52ec8d129a34a42619c7bbfOf46196b66892c92c70c7>
"I0UserClass" = "WiFiScannerDriver"
"I0UserServerName" = "net.svedm.WiFiScanner.WiFiScannerDriver"
"IOResourceMatch" = "IOKit"
"IOPersonalityPublisher” = "net.svedm.WiFiScanner.WiFiScannerDriver"
"idProduct" 16401
"bcdDevice" = 256
"IOProviderClass" = "IOUSBHostInterface"
"IOPowerManagement" = {"CapabilityFlags"=2,"MaxPowerState"=2,"CurrentPowerState"=2}
"IOProbeScore" = 100000
"I0UserServerCDHash" = "94a1f68c486417d39d849belb1c11037ec92c91f"
"IOMatchedPersonality" = {"IOClass"="IOUserService","CFBundleIdentifier"="net.svedm.WiFiScanner.WiFiScannerDriver","IOProviderClass"="IOUSBHostInterface","IOUserServer(DHash"="94a1f68c486417d39d849belb1c11037ec92c91f", "becdDevice"=256,$
"IOUserClasses" = ("WiFiScannerDriver","IOService","0SObject™)
"CFBundleIdentifierKernel" = "com.apple.kpi.iokit"
"bConfigurationValue" = 1
"IOMatchCategory" = "net.svedm.WiFiScanner.WiFiScannerDriver"
"CFBundleIdentifier" = "net.svedm.WiFiScanner.WiFiScannerDriver"
"bInterfaceNumber" = 2
"idVendor" = 51966
"UserClientProperties” = {"I0Class"="IOUserUserClient","IOUserClass"="WiFiScannerDriverClient"}
}



Ecnu Matya He cnyyunocs?

© MpaBunbHo nu coctaBneH plist, coBnagaet nu B Hem IOProviderClass ¢ Tem 4To Bbl
3ansfiaHMpoBanum

Mpoeeputb MoxxHO cobpaB CFDictionary ana 10ServiceGetMatchingServices

“ CoBnapaeTt nu NpoBWXH U entitlements

© nNoru: https://developer.apple.com/forums/thread/705868

©@ log show --predicate 'sender == "sysextd" or sender CONTAINS "com.example*’ --info --debug --last 1h
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Muwem noruky

®=0e ) >

& BN N Q A © § D B
[ JON J
v [ WiFiScanner

#include <DriverKit/IOService.iig> v 8 Common

o ) ) . h Communication.h
class WiFiScannerDriver: public IOService

{ > @ WiFiScanner M
public: v @ WiFiScannerDriver
virtual bool init(void) override; [%] WiFiScannerDriver.entitlements

virtual kern return t Start(IOService * provider) override; D WiFiScannerDriver.iig M

virtual kern_ return_ t Stop(IOService* provider) override; C* WiFiScannerDriver.cpp M
virtual void free(void) override;

virtual kern_return t NewUserClient(uint32_t type, IOUserClient** userClient) override;

protected:
kern return t openDevice() LOCALONLY;
kern return t closeDevice() LOCALONLY;
kern return t writeToPipe(OSData *data) LOCALONLY;
kern_return_t readFromPipe(IOMemoryDescriptor* buffer, uint32_ t* bytesTransferred) LOCALONLY;
kern return_ t readFromPipeAsync(IOMemoryDescriptor *buffer, OSAction *completion) LOCALONLY;
uintl6_t getMaxPacketSize() LOCALONLY;

52



.:Start

ivars->interface = OSDynamicCast (IOUSBHostInterface, provider);

ret = RegisterService();



Nwem
naunnsl

kern return_ t WiFiScannerDriver::openDevice()
{
const IOUSBConfigurationDescriptor* cfg descriptor = ivars->interface->CopyConfigurationDescriptor();

const IOUSBInterfaceDescriptor* int descriptor = ivars->interface->GetInterfaceDescriptor(cfg descriptor);

ret = ivars->interface->Open(this, 0, NULL);
const IOUSBEndpointDescriptor* endpointDescriptor = NULL;

while( (endpointDescriptor = IOUSBGetNextEndpointDescriptor(
cfg_descriptor,
int_descriptor,
(IOUSBDescriptorHeader*)endpointDescriptor

)) != NULL)
{
if (endpointDescriptor->bEndpointAddress == 0x83) {
IOLog("inPipe found");
ret = ivars->interface->CopyPipe(endpointDescriptor->bEndpointAddress, &ivars->inPipe);
ivars->inMaxPacketSize = endpointDescriptor->wMaxPacketSize;
}
if (endpointDescriptor->bEndpointAddress == 0x3) {
IOLog("outPipe found");
ret = ivars->interface->CopyPipe(endpointDescriptor->bEndpointAddress, &ivars->outPipe);
}
}



Yutaem
M NUIeM

// Sync read/write

ret = ivars->inPipe->I0(buffer, (uint32 t)bufferLength, bytesTransferred, 1000 * 3);

// Async read/write

// In .iig

virtual void ReadComplete(OSAction *action,
IOReturn status,
uint32_t actualByteCount,
uint64 t completionTimestamp

) TYPE(IOUSBHostPipe::CompleteAsyncIO);

// In ::Start

OSAction* readCompletionCallback;

ret = CreateActionReadComplete(0, &ivars->readCompletionCallback);

// r/w
ret = ivars->inPipe->AsyncIO(buffer, (uint32 t)bufferLength, completion, 1000 * 3);
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Kakumu gaHHbIMK Oyaem
obmeHuBaTbca?

©® Ornpasnaem 6ant KomaHabl
© [lonyyaem CULLHYIO CTPYKTYpPY

© Ho moxHO fenaTb Kak xoTuTe:
json, protobuf, etc

typedef struct {
uint8 t ssid[33];
int8 t rssi;

} wifi network;
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Kak gocrtyyartbcs
A0 ApanBepa
U3 NPUNOXeHua?

#include <DriverKit/IOUserClient.iig>

class WiFiScannerDriverClient: public IOUserClient {

public:

virtual kern return_t ExternalMethod(

uint64_t selector,
IOUserClientMethodArguments* arguments,
const IOUserClientMethodDispatch* dispatch,
0SObject* target,

void* reference

) override;

virtual kern return_t CopyClientMemoryForType (
uint64_t type,
uint64 t *options,
IOMemoryDescriptor **memory

) override;
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External method
args

struct IOUserClientMethodArguments {

uint64 t

uint64 t

OSAction

const uinté64 t
uint32 t

OSData
IOMemoryDescriptor
uint64 t

uint32 t

OSData
IOMemoryDescriptor
uint64_t

uint64_t

version;

selector;

completion;

scalarInput;
scalarInputCount;
structureInput;
structurelInputDescriptor;
scalarOutput;
scalarOutputCount;
structureOutput;
structureOutputDescriptor;

structureOutputMaximumSize;

__reserved[30];
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B kope
NPUNOXEHUS

private lazy var asyncCallback: IOAsyncCallback = { (
_ refcon: UnsafeMutableRawPointer?,
_ result: IOReturn,
_ args: UnsafeMutablePointer<UnsafeMutableRawPointer?>?,
_ numArgs: UInt32

) —> Void in
Task.detached(priority: - .userInitiated) {

DriverService.newDataNotifications.forEach { $0() }

}

}

private func setupAsyncCommunication() {
let globalRunLoop = CFRunLoopGetCurrent()
CFRunLoopAddSource(globalRunLoop, runLoopSource?. takeUnretainedValue(), .defaultMode)

withUnsafePointer(to: -asyncCallback) { -asyncPtr in
asyncPtr.withMemoryRebound(
to: io_user_reference_t.self,

) { castedPtr in
withUnsafeMutableBytes(of: -&asyncRef) { ptr-in
let ptr = ptr.baseAddress?.assumingMemoryBound(to: io_user_reference_t.self)
ptr? [kIOAsyncCalloutFuncIndex] = castedPtr.pointee

}

private - func registerAsyncCallback() - {
var inputStruct = CommunicationData()
var outputStruct = CommunicationData()
let inputSize = MemorylLayout<CommunicationData>.size
var outputSize = MemorylLayout<CommunicationData>.size

withUnsafeMutablePointer(to: -&asyncRef) { ptr-in
ptr.withMemoryRebound(to: UIntéd.self, capacity: MemorylLayout<UIntéu>.size) { asyncPtr in
let result = IOConnectCallAsyncStructMethod(
connection,|
MessageType_RegisterAsyncCallback
machNotificationPort,
asyncPtr,
UInt32(kIOAsyncCalloutCount)
&inputStruct,
inputSize,
&outputStruct,
&outputSize
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YyTb npoLye

|OServiceGetMatchingService

|OServiceOpen

IOConnectCallAsyncStructMethod
(IOConnectCallScalarMethod, etc)

|IOConnectMapMemory64
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MuHu ntor
Cozpanu gpauBep

&

01.

Hayuunucb
M3TUYUTDb

* Plist
* loreg
* Docs

02.

Npaiteep J
YyCTPOUCTBO
e Hawnm aHONnouHTHI

e [lannbl
e |O/AsynclO

i

03.

MpunoxeHue @
OpauBep

e KonbGaku
*  O6wwun bydep
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Yactb 4.2

Hi0aHChbI



macOS

01

02

03

04

com.apple.developer.driverkit.allow-any-userclient-access
com.apple.developer.driverkit.userclient-access
Sign to run locally

AD_HOC_CODE_SIGNING_ALLOWED = YES
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Xcode 15

Hy>xxHo nuHkoBate USBDriverKit

/Applications/Xcode.app/Contents/Developer/
Platforms/DriverKit.platform/Developer/SDKs/
DriverKit.sdk/System/DriverKit/System/
Library/Frameworks

Choose frameworks and libraries to add:

(@] )

v &= Developer Frameworks

- InterfaceBuilderKit.framework
- Python3.framework

o XcodeKit.framework

Add Otbher... Cancel
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Ycnex Hen30exeH

Wi-Fi-dlya-lohov
rssi: -41dBm

Dima

rssi: -63dBm

whan_home
rssi: -64dBm

TP-Link_sashal

rssi: -67dBm

Vaisman
rssi: -75dBm

NevaLink_50

rssi: -80dBm

TP-Link_MAX 2.4

rssi: -80dBm

201

rssi: -81dBm

Gnezdo

rssi: -85dBm

Skynet_379

WiFiScanner

WiFiScanner Manager

driver has been activated and is ready to use.

Uninstall Dext

Scan networks

Disconnect



Yactb 4.3

anycKkaem
Ha iPad



3anyckaeMm Ha
iPad

Ybunpaem com.apple.developer.driverkit.allow-
any-userclient-access

Ybupaewm “Sign to Run Localy”
HyxxeH bridging header c IOKit

[obasunTtb Settings.bundle, ecrnn
B HACTpouKax NpuUNoXeHUs HeT apareepa

= 87% @m)

WiFiScanner
ALLOW WIFISCANNER TO ACCESS

n Siri & Search

WIFISCANNER SETTINGS

GROUP

Name

Enabled D

DRIVERS

net.svedm.WiFiScanner.WiFiScannerDriver 0

Drivers work in the background to extend the functionality of your device. They allow apps to
communicate with external hardware.
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Hello, world!

Connected to driver service

whan_home

Dima

Wi-Fi-dlya-lohov

TP-Link_sasha1

NevaLink_50

Gnezdo

TP-Link_MAX

Vaisman

((lovit))

Lovit 221 2,4

TP-Link_39B6

201




Yactb 5

Otnapka



System Extension

©® psax|grep-i “%DRIVER_NAME%”
© — attachtoPID

@© log show --predicate 'sender == "sysextd" or sender CONTAINS "com.example

@ ioreg

--info --debug --last 1h
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Wireshark

@ ioreg -wO0 -rc AppleUSBHostController

© +-0AppleT6000USBXHCI@01000000 <class AppleT6000USBXHCI, id 0x1000005f3, registered,
matched, active, busy 0 (534 ms), retain 96>

() sudo ifconfig XHC1 up
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I?ogm: ' Destination “Protocol  Lengtt Info

Time
9.145955

host USBHUB 49 Unknown type 9 Response
19 0.164136 host 1.1.0 USBHUB 48 GET_STATUS Reguest [Port 3]
20 9.164555 1.1.0 host USBHUB 44 GET_STATUS Response [Port 3]
21 0.165716 1.4.1 host uss 40 URB_INTERRUPT in (completed) l
22 9.400000 1.1.1 host us8 41 URB_INTERRUPT in (completed)
23 0.400222 host 1.1.1 uss 40 URB_INTERRUPT in (submitted)
24 9.490411 host 1.1.0 USBHUB 48 GET_STATUS Reguest [Port 3]
26 9.400873 host 1.1.0 USBHUB 48 CLEAR_FEATURE Request [Port 3: C_PORT_CONNECTION]
27 9.401188 1.1.0 host USBHUB 49 CLEAR_FEATURE Response [Port 3: C_PORT_CONNECTION]
28 0.502486 host 1.1.0 USBHUB 48 GET_STATUS Request [Port 3]
29 9.502914 1.1.0 host USBHUB 44 GET_STATUS Response [Port 3]
30 9.503005 host 1.1.0 USBHUB 48 SET_FEATURE Request [Port 3: PORT_RESET]
31 0.553505 1.1.0 host USBHUB 40 SET_FEATURE Response  [Port 3: PORT_RESET]
32 9.564741 host 1.1.e USBHUB 48 GET_STATUS Reguest [Port 3]
33 9.565126 1.1.0 host USBHUB 44 GET_STATUS Response [Port 3]
34 0.576244 host 1.1.0 USBHUB 48 GET_STATUS Request [Port 3]
35 0.576583 1.1.0 host USBHUB 44 GET_STATUS Response [Port 3]
36 0.576620 host 1.1.e USBHUB 48 CLEAR_FEATURE Request [Port 3: C_PORT_RESET]
37 0.576948 1.1.9 host USBHUB 40 CLEAR_FEATURE Response [Port 3: C_PORT_RESET]
38 0.587265 host 1.1.@ USBHUB 48 GET_STATUS Reguest (Port 3]
44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface XHC1, id @ 2002 01 01 28 01 04 00 €0
v 2010 bd 0@ 02 60 00 00 €0
2020 00 0@ 02 00 09 21 17

[Source: 1.1.0]

[Destination: host]

Darwin header bcdVersion: @x8101

Darwin header length: 40

Request type: COMPLETE (1)

1/0 length [bytes]: 4

Request status: k { )
Isochronous transfer number of frames: @

170 ID: 0x00000008000000bd

Device location ID: €x0110@009

Device speed: High (2)

USB device index: 1

Endpoint address: @x8@

..., 0000 = Endpoint number: @, Direction: IN
Direction: IN (1)

02¢@ = Endpoint number: @

<

Endpoint transfer type: Control (@)
Request in: 24
[Time from request: ©.000413020 seconds]
[bInterfaceClass: Unknown (@xffff}]
> Port Status: @x0101, PORT_CONNECTION, PORT_POWER
> Port Change: @x0001, C_PORT_CONNECTION




Logic analyzer
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LA2016 Connected - KingstVIS

eoe
LA2016 |%¥||2 GSa* v|@[100 MHz |~ ) W
: =2 " T Qe
Normal Mod Expected Sample Time: 20s L ), \
4.37374s 4.373741s 4.373742s 4.373743s ¥ Measurements
v 3.3V CMOS -> Vth: 1 'rsr)Ons 7800:75 | fZOOns 7400ns TGOOns TmOns | TZODns -’-400ns T600ns Tswns | TZOOns T-400ns TGOOns Taotms | TZOOns T-400ns fﬁOOns 7800&5

— Width: it
Channel0  £% £~ % _ Period: #H#
USB LS/FS - D- DutyCycle: ###

Frequency: ###

¥ Pulse Counters

I Channele. & F—% _ PIDDATAT Byte 050000 000T TRCOR0B0TTT TTTT 100070001 ™" E5p "] ¥ Timing Marker Pairs
USB LS/FS - D+
¥ Analyzers

USB LS/FS

000 00 00 00000006 000 0000 000O”© 0000000 ©00 00 =9 0o0

¥ Decoded Results
Q PIDD

PID DATA1

PID DATAL
PID DATAO
PID DATAL
PID DATAD
PID DATA1L
PID DATAO
PID DATAL
PID DATAD

Device Connected




YacTb 6 (annyeckas )

A kak xe iPhone?



Jailbreak

<dict>
<key>com.apple.security.exception.iokit-user-client-class</key>
<array>
<string>AppleUSBHostDeviceUserClient</string>
<string>AppleUSBHostInterfaceUserClient</string>
</array>
<key>com.apple.system.diagnostics.iokit-properties</key>
<true/>
</dict>



Utorm

Y3Hanu, kak paboraet USB Pa3obpanuchb, Kak co3patb cebe

YCTPOMCTBO OJ1sl TECTUPOBaHUA

¢ Kakue ecTb Knacchbl YCTPOUCTB, YCTPOUCTBA

MOTYT ObITb COCTaBHBIMM * MoXHO 1cnonb3oBaTh Aes6opab

* Kak ycTpoeHa nepefaya AaHHbIX: interfaces, ESP32 n Raspberry Pl Pico W

endpoints, pipes * MMucatb npugetca Ha C
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Utorm

Y3Hanu, kakue obiBatoT
ApavBepsbl

Pasobpanuchk, kak 3anyckatb
3710 BCe Ha iPadOS

nh)

Pasobpanuce, kak nponcxoguT
conocTaBrieHne yCTponcTea
n opansepa

3anoMHWNN, YTO MOXXHO HaNTK
3Ty Npesy: B HEW €CTb MHOrO
nandgxakos, ecrnm 4YTo-To

He paboTaet

Monyynnu obLiee noHMMaHue
YyToO AenaTtb, YTOObI co3aaTh

CBOW OpanBsep

Pasobpanucek ¢ gebarom
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