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linkerd install --crds | kubectl apply -f -



linkerd install --crds | kubectl apply -f -

linkerd install | kubectl apply -f -



linkerd install --crds | kubectl apply -f -

linkerd install --ha | kubectl apply -f -
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N 310 Ha camMomM pene paboTtaer

Name

linkerd-destination

linkerd-heartbeat

linkerd-identity

linkerd-proxy-injector

Status
& oK
& oK
& OK
& oK

Type
Deployment
Cron Job
Deployment

Deployment

Pods
3/3
0/0
a3

3/3

Namespace
linkerd
linkerd
linkerd

linkerd
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YcTaHOBKaA

o cli
O Ha nonpoboBaTb
e helm charts

o production-okpyxeHue
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Production
Ready

e HA Configuration

e Separated Node Pool
o Control Plane

e Proxy Resources
o requests

o limits
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Linkerd Configuration

nodeSelector:

cloud.google.com/gke-nodepool: "linkerd-pool"
tolerations:
- key: "linkerd"

operator: "Equal”

value: "true"

effect: "NoSchedule"

proxy:
resources:
cpu:
limit: 1024m
request: 5m
memory :

limit: 2560Mi
request: 8Mi

14



Linkerd Configuration

nodeSelector:

cloud.google.com/gke-nodepool: "linkerd-pool"
tolerations:
- key: "linkerd"

operator: "Equal”

value: "true"

effect: "NoSchedule"

proxy:
resources:
cpu:
limit: 1024m
request: 5m
memory:

limit: 250Mi
request: 8Mi
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Murpauusa Ha Linkerd

# POD or Namespace definition
annotations:
linkerd.io/inject: enabled

Namespace A Namespace B

Meshed App \»

Meshed App

Unmeshed App Meshed App

Unmeshed App

Meshed App
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CPU/Memory Linkerd

cluster - 10 000 pods

Some test namespace Control Plane

GKE Node
GKE Node GKE Node GKE Node

GKE Node
GKE Node

Resource Overhead

Llll
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CPU/Memory Linkerd vs Istio

Control Plane CPU Time (s) Control Plane Memory Consumption (Mb)
5 1000
4.5 900
4 800
3.5 700
3 600
2.5 500
2 400
1:5 300
1 200
0.5 100
o = e e 0
20 RPS 200 RPS 2000 RPS 20 RPS 200 RPS 2000 RPS
M Linkerd m Istio M Linkerd m Istio
Data Plane CPU Time (s) Data Plane Memory Consumption (Mb)
0.1 180
0.09 160
0.08 140
0.07 120
0.06
100
0.05
80
0.04
0.03 60
0.02 40
0.01 20
o = [ . m [ ] |
20 RPS 200 RPS 2000 RPS 20 RPS 200 RPS 2000 RPS
M Linkerd m [stio M Linkerd m Istio

https://linkerd.io/2021/05/27 /linkerd-vs-istio-benchmarks/ 18
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LINKERD

A 4yTO y Hac paboTaeT?

20



PaboTaer

He pa6oTaerT)

Linkerd Core

mTLS + nonnutnkmn aBTopmnsaumm
Load Balancing

Traffic Split

Ingress

Meshed Cron Jobs
Observability
Distributed Tracing
Nonutunkmn aBTopmnsaumm
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Linkerd
Extensions

e linkerd-viz
e linkerd-jaeger
Liolard iehist

e linkerd-easyauth
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Linkerd: the Hard Way
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TekyLllee coCTosAHUe

PaboTaer

He pabotaer

mTLS + nonnutnkmn aBTopmnsaumm
Load Balancing

Traffic Split

Ingress

Meshed Cron Jobs
Observability
Distributed Tracing
Nonutunkmn aBTopmnsaumm
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TekyLlee COCTOAHME

mTLS + nonnutnkmn aBTopmnsaumm
Load Balancing

Traffic Split

Ingress

PaboTaer

e Meshed Cron Jobs
He pabotaer
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Takue npocTblie aHHOTaLUMN

# POD or Namespace definition
annotations:
linkerd.io/inject: enabled

Namespace A Namespace B

Meshed App \»

Meshed App

Unmeshed App Meshed App

Unmeshed App

Meshed App
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Mpo6nema Jobs/CronJobs

Containers Job is completed

Name 4 Status / Image Restart count Logs

-upload & Completed 0 View logs

@proxy (V] R@ 'linkerd-proxy:stable-2.11.0 0 View logs

27



NMpocTon BapuaHT pewleHnsa npobnembl

Containers Job is completed

Name 4 Status / Image Restart count Loas
-upload & Completed jobTemplate:
spec:
@proxy o R@ template:
metadata:
annotations:

linkerd.io/inject: disabled

28



Mpo6nema Jobs/CronJobs

He pa6ortaeT, ecnu Bam
HY)XHO aenaTtb Mesh

Containers

Name 4

Aana axoo6os
Job is completed
Status / Image Restart count
-upload & Completed jobTemplate:

: spec:
o R@ template:

metadata:
annotations:
linkerd.io/inject: disabled

Loas
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Containers

Name 4

-upload

Mpo6nema Jobs/CronJobs

command: ["/bin/sh"]
args: ["-c",

"<job_run_command_here>",

": CODE=$?; wget --post-data hello=shutdown
http://localhost:4191/shutdown; exit $CODE;"]

Status

Completed 0
V) p

9 R@ 'linkerd-proxy:stable-2.11.0 0

.0gs
View logs

View logs
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Mpo6nema Jobs/CronJobs

https://github.com/linkerd/linkerd-await

Containers Job is completed

Name 4 Status / Image Restart count Logs

-upload & Completed 0 View logs

@proxy (V] R@ 'linkerd-proxy:stable-2.11.0 0 View logs
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Mpo6nema Jobs/CronJobs

https://github.com/linkerd/linkerd-await

command: ["/linkerd-await"]
args: ["--shutdown", "--", "/coolcommand"]
Name 4 sunt Logs

Containers

-upload & Completed 0 View logs

@erd-proxy (V] R@ 'linkerd-proxy:stable-2.11.0 0 View logs
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Mpo6nema Jobs/CronJobs

https://github.com/linkerd/linkerd-await

command: ["/linkerd-await"]
args: ["--shutdown", "--", "/coolcommand"]
Name 4 sunt Logs

Containers

-upload & Completed 0 View logs

@proxy (V] R@ 'linkerd-proxy:stable-2.11.0 0 View logs

A KakK Ham MOJIOXUTb 3TOT 6MHaApb BO BCe Hawu [Xo6bi???
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Mpo6nema Jobs/CronJobs

https://github.com/linkerd/linkerd-await

volumes:
- name: linkerd-await
emptyDir: {} )
Containers vuw IS completed

Name 4 Status / Image Restart count Logs

-upload & Completed 0 View logs

@erd-proxy (V] R@ 'linkerd-proxy:stable-2.11.0 0 View logs
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Containers

Name 4

Mpo6nema Jobs/CronJobs

https://github.com/linkerd/linkerd-await

volumes:
- name: linkerd-await
emptyDir: {}

Status / Image

-upload & Completed

initContainers:
- name: linkerd-await
image: "<image>/linkerd-await:0.2.4"
command: ["cp"]
args: ["/tmp/linkerd-await", "/linkerd-await"]
volumeMounts:
- mountPath: /linkerd
name: linkerd-await

35



Mpo6nema Jobs/CronJobs

https://github.com/linkerd/linkerd-await

volumes:
- name: linkerd-await initContainers:
emptyDir: {} . - npame: linkerd-await
Containers vuw IS image: "<image>/linkerd-await:0.2.4"
‘(/// command: ["cp"]
Neme © ik image args: ["/tmp/linkerd-await", "/linkerd-await"]
-upload & Completed volumeMounts:
@proxy QR@ - mountPa'Fh: /11nke|.'d
name: linkerd-await
volumeMounts:

- mountPath: /linkerd
name: linkerd-await
command: ["/linkerd-await"]
args: ["--shutdown", "--", "/coolcommand"]

https://itnext.io/three-ways-to-use-linkerd-with-kubernetes-jobs-c12ccc6d4c7c 36



LINKERD
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LINKERD

H linkerd / linkerd-await
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TekyLlee COCTOAHME

mTLS + nonutnukm aBTopusauum
Load Balancing

Traffic Split

Ingress

Meshed CronJobs

PaboTaer

e Observability
He pabotaer
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Linkerd Viz



HTTP Metrics

Namespace
banking
production
assistance
common
compliance

datascience

Linkerd Dashboard

MeTpukun no
HenMmcnencam

LIVE CALLS

FROM

FROM

Meshed

99/99

273/273

41/41

2/2

23/23

Name

N Success Rate

99.88% @

99.97% @

100.00% ®

100.00% @

100.00% @

ROUTE METRICS

deploy/banking-deployment 4]

deploy/account-statement-deployment

[l

RPS

P50 Latency P95 Latency

71 ms

40 ms

27 ms

1ms

89 ms

P99 Latency

203 ms

163 ms

98 ms

1ms

186 ms

Real-Time meTpuku

anda cepsuca

Method Path Count
POST /api/c 8
GET /api/t 3

Best v Worst

52 ms 95 ms

17 ms 34 ms

Grafana

G

G

16}

5

)
Success
Last Rate
60 ms 100.00% ®
21 ms 100.00% ®

5

b
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Linkerd Dashboard

deploy/nginx-ingress-

controller

SR

RPS

Busyanusaumsa noToKoB
3arnpocos

P99

deploy/prometheus

SR 100.00% deploy/website-
deployment
»
RPS 0.2
SR
{
P99 4 ms
RPS
P99
deploy/tap
SR
»
RPS 0
P99 20 ms
Unmeshed
ip/10.144.47.1 »

ip/10.144.25.1




domumnpoBaHHbIe METPUKMU

SUCCESS RATE REQUEST RATE INBOUND DEPLOYMENTS... OUTBOUND DEPLOYMENT...

21 RPS

INBOUND TRAFFIC

SUCCESS RATE REQUEST RATE LATENCY
100.00%

500 ms

95.00% 400 ms

90.00% 300 ms

85.00% 200 ms

80.00% 100 ms AMM
N\ 2N

75.00%

Oms

13:28 13:30 13:28 13:29 13:27 13:28 13:29 13:30 13:31




Prometheus + Metrics Overload

e He 6ecnnaTtHo
o 200-300 sBopknoanos
o 2 Mnpa. COSMNMOB 3a AeHb

o high cardinality

44



Prometheus + Metrics Overload

He 6ecnnaTtHO

©)

200-300 Bopknoagos

o 2 Mnpa. COSMNMOB 3a AeHb

o high cardinality

TunuyHasa meTpuka linkerd copepxuT:
- pod source

- pod destination

> my-deployment-sh5559f-dxj

45



Prometheus + Metrics Overload

He 6ecnnatHoO
o 200-300 sBopknoanos
o 2 Mnpa. COSMNMOB 3a AeHb
o high cardinality
Real-Time Only
O AepXaTb AaHHble B Te4EeHMe Yaca
o 16 GB n 6onee onepatuBHOMN NaMATH

O W BCEé paBHO CTaObuNbHOCTb U TAaTEHCU HE OYEeHb
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Prometheus + Metrics Overload

He 6ecnnatHoO

o 200-300 sBopknoanos

o 2 Mnpa. COSMNMOB 3a AeHb

o high cardinality
Real-Time Only

O pAepXaTb flJaHHble B TeYeHMe 4aca

o 16 GB n 6onee onepatuBHOMN NaMATH

O W BCE paBHO CTabU/IbHOCTb U NAaTEHCU HE OYEeHb
Stackdriver (Monarch by Google)

O [OpPOro n OTHOCUTE/NIbHO MeQ/IEHHO

O MOXEeT M He 3apaboTtaTb (orpaHun4yeHue Ha 55 nenbnos)

47



Hanpumep 6yget Tak

Managed Service for Prometheus v 1hour 6hours 1day 1week 1month 6weeks CUSTOM w

©  While in Preview, this page can only query metrics sent via Google Cloud Managed Service for Prometheus. LEARN MORE

PromQL Query
request_total RUN QUERY

Query duration Series returned

LINE STACKED AREA

& generic:invalid_argument: One or more errors parsing the query.




THIS IS FINE.

A Tenepb oo6po noxanosatb B OpenSource!
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Prometheus Config. Reduce Labels

Copy all pod labels to tmp labels
action: labelmap
regex: __meta_kubernetes_pod_label_(.+)
replacement: __tmp_pod_label_S$1

. # some other action here
Copy tmp labels into real labels

action: labelmap
regex: __tmp_pod_label_(.+)

50



Prometheus Config. Reduce Labels

# Copy all pod labels to tmp labels
- action: labelmap

regex: __meta_kubernetes_pod_label_(.+)
replacement: __tmp_pod_label_$1

. # some other action here

# Copy tmp labels into real labels
- action: labelmap

regex: __tmp_pod_label_(.+)

91



Prometheus Config. Reduce Labels

# Copy all pod labels to tmp labels
- action: labelmap

regex: __meta_kubernetes_pod_label_(.+)
replacement: __tmp_pod_label_S$1

. # some other action here

# Copy tmp labels into real labels
- action: labelmap

regex: __tmp_pod_label_(.+)
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Prometheus Config. Reduce Labels

.
—aetion:—Jabelmap
—regexi——meta—kubernetes—pod—label{+}
—replacement—tmp—pod—label—S1

. # some other action here

# Copy tmp labels into real labels
- action: labelmap
regex: __tmp_pod_label_(.+)

53



Deep Dive into Metrics

topk (10, count by (__name__)({__name__=~".+"}))

o4



Deep Dive into Metrics

topk (10, count by (__name__)({__name__=~".+"}))

response_latency_ms_bucket:
- histogram
- > 250K cardinality
- additional buckets: 2/3/4/5../40000/50000

95



Prometheus Config. Reduce Cardinality

. # some other action here

metric_relabel_configs:
- action: drop
source_labels: [le]
regex: "2.%*|3.%|4.%|5. %"

. # some other action here

response_latency_ms_bucket:
- 250K -> 70K cardinality

o6



Prometheus -> Victoria Metrics

Service X Control Plane
LI N KERD
Busmess
Log|c

Data Plane Prometheus

L

57



Prometheus -> Victoria Metrics

Service X @ Control Plane
LINKERD
Business
N
N7/
.

Victoria Metrics

58



VM Config. Reuse Prometheus

- args:

-promscrape.config.strictParse=true
-promscrape.config=/etc/prometheus/prometheus.yml
-promscrape.maxScrapeSize=256MB
-storageDataPath=/data

-retentionPeriod=30d

-httpListenAddr=:9090

-search.maxSeries=100000
-search.maxUniqueTimeseries=1000000

59



VM Config. Reuse Prometheus

- args:

-promscrape.config.strictParse=true
-promscrape.config=/etc/prometheus/prometheus.yml
-promscrape.maxScrapeSize=256MB
-storageDataPath=/data

-retentionPeriod=30d

-httpListenAddr=:9090

-search.maxSeries=100000
-search.maxUniqueTimeseries=1000000
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VM Config. Reuse Prometheus

- args:

-promscrape.config.strictParse=true
-promscrape.config=/etc/prometheus/prometheus.yml
-promscrape.maxScrapeSize=256MB
-storageDataPath=/data

-retentionPeriod=30d

-httpListenAddr=:9090

-search.maxSeries=100000
-search.maxUniqueTimeseries=1000000
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VM Config. Reuse Prometheus

- args:
- -promscrape.config.strictParse=true
- -promscrape.config=/etc/prometheus/prometheus.yml
- -promscrape.maxScrapeSize=256MB
- -storageDataPath=/data
- -retentionPeriod=30d
- -httpListenAddr=:9090
- -search.maxSeries=100000
- -search.maxUniqueTimeseries=1000000

B uenom HopM, HO paBaiTe 6onbume?
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Victoria Metrics -> Monarch

Monarch Exporter m =) Google Cloud

|

ﬂ Monarch Frontend
A

NS
X

VICTORIA
METRICS

Victoria Metrics

63



Monarch Config. Scraping

data:
evaluation_rules.yml: |-
groups:
- name: monarch
rules:

- record: job:response_latency_ms_bucket:sum
expr: sum by (deployment, namespace, dst_deployment,
direction, le) (response_latency_ms_bucket)
- record: job:response_total:sum
expr: sum by (deployment, namespace, dst_deployment,
direction, status_code, classification) (response_total)

ToNbKO HYXHblE MEeTPUKM

64



Monarch Resource Consumption

Billable bytes ingested @ Billable samples ingested @
0B 688.57K

Billable samples ingested @

300/s

200/s
[ ]

100/s

u—/\d_\/\/‘\/\/’\/_\—/_‘/\/‘\—‘\/\/\’”—h/\/--

T T T T T
UTC+4 4:10 PM 4:20 PM 4:30 PM 4:40 PM 4:50 PM
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LINKERD

H linkerd / linkerd-await

66



i'l Ili
LINKERD

O

NS
I

A linkerd / linkerd-await

VICTORIA ‘ Stackdriver
METRICS ‘ )

+ Monitoring
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TekyLlee COCTOAHME

PaboTaer

He pabotaer

mTLS + nonnTnkmn aBropmnsaumm
Load Balancing

Traffic Split

Ingress

Meshed CronJobs
Observability

Distributed Tracing
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Distributed Tracing
a la Linkerd Jaeger



Linkerd Distributed Tracing Problem

x-b3-traceid

x-b3-spanid

x-b3-parentspanid - should be propagated (as x-request-id)
x-b3-sampled

x-b3-flags

Service A Service B Service C

Business
Logic

Business
Logic

Business
Logic

x-b3-*

x-b3-*

Data Plane Data Plane Data Plane

x-b3-traceid=x

x-b3-traceid=y

70



e WMHcTpyMeHTaUuus

PeweHne o opentelemetry
npo6nemobl o linkerd-proxy supports x-b3-* only
TPEUCOB e [Mpo6poc 3aro/I0BKOB

o x-b3-*
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o—HHeETpyMeHTat N

PelweHune o—opentelemetry
npo6nembl e—limkerd-prosey-supportsac-bI-tonly
TPEUCOB e [Mpo6poc 3aronoBKOB

o x-b3-*
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Cxema cbopa Tpencos

Nginx Ingress Service A Service B

VS ES
Logic

Business
Logic

Data Plane X-b3-* Data Plane Data Plane

Zipkin \

OpenCensus OpenCensus

Open Telemetry Collector
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Nginx Inits
Trace Emitting

Cxema cbopa Tpencos

Nginx Ingress Service A Service B

VS ES
Logic

Business
Logic

Data Plane X-b3-* Data Plane Data Plane

Zipkin \

OpenCensus OpenCensus

Open Telemetry Collector
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Nginx Inits
Trace Emitting

Cxema cbopa Tpencos

Nginx Ingress Service A Service B

Applications Propagate
x-b3-* Headers

Data Plane X-b3-* Data Plane Data Plane

Zipkin \

OpenCensus OpenCensus

Open Telemetry Collector
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[

Nginx Inits
Trace Emitting

J

Cxema cbopa Tpencos

Nginx Ingress Service A Service B

Applications Propagate
x-b3-* Headers

x-b3-* Data Plane

!

Linkerd Proxy
Emits Traces

X-b3-* Data Plane

l

Open Telemetry Collector

Data Plane

Zipkin \

OpenCensus
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[

Nginx Inits
Trace Emitting

J

Cxema cbopa Tpencos

Nginx Ingress Service A Service B

Applications Propagate
x-b3-* Headers

X-b3-* Data Plane

Linkerd Proxy
Emits Traces

Open Telemetry Collector

Data Plane X-b3-* Data Plane

Zipkin \

OpenCensus OpenC

[

OT Collector Sends
Traces to Jaeger
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Cxema cbopa Tpencos

Nginx Ingress Service A Service B

Applications Propagate
x-b3-* Headers

[

Nginx Inits
Trace Emitting

Data Plane X-b3-* Data Plane X-b3-* Data Plane

OpenC

\\ OpenCensus

Linkerd Proxy
Emits Traces
Pa3Hoo6pa3une NpoTOKOsIOB:

Zipkin / OpenCensus Open Telemetry Collector

OT Collector Sends
Traces to Jaeger
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Nginx Ingress Config

data:
enable-opentracing: "true"
zipkin-collector-host: collector.linkerd-jaeger
zipkin-sample-rate: "0.2"

kind: ConfigMap

79



Nginx Ingress Config

data:
enable-opentracing: "true"
zipkin-collector-host: collector.linkerd-jaeger
zipkin-sample-rate: "0.2"

kind: ConfigMap

PasHoo6pa3une npoToKonos:
Zipkin / Jaeger

|

80



Nginx Ingress Config

data:
enable-opentracing: "true"
zipkin-collector-host: collector.linkerd-jaeger
zipkin-sample-rate: "0.2"
location-snippet: |
opentracing_tag request-id Ssent_http_x_request_id;

opentracing_tag customer-id Ssent_http_x_customer_id;

kind: ConfigMap

81



Npobnema cbopa Tpencos

Service A
/api/customer/1234567890

/api/customer/9876543210
gic
/
Data Plane

82



Open Telemetry Collector

Service A

/api/customer/1234567890 |
Logic e

/api/customer/9876543210 /apliclistomeni{id}

Data Plane ——/

Jaeger / Zipkin

83



OpenTelemetry Configuration

service:
[ TPencoB

o Pipeline o6paboTku
pipelines:
traces:
receivers:
- opencensus
- zipkin
processors:
- batch
- resource
- attributes
- span/name_from_path
- span/extension
- span/specific
- span/id
- span/nodigits
exporters:
- jaeger




OpenTelemetry Configuration

service:

pipelines:
traces:
receivers:

- opencensus [ Zipkin - NpOTOKO/1, KOTOPbIN ]

- zipkin .
processors: ncrionbsyet Nginx

- batch

- resource

- attributes

- span/name_from_path
- span/extension

- span/specific

- span/id

- span/nodigits
exporters:

- jaeger

Opencensus - NpOTOKO/,
KOTOpPbIN ncnosnbsyer Linkerd
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OpenTelemetry Configuration

service:

pipelines:
traces:

receivers:
- opencensus
- zipkin
processors:
- batch
- resource
- attributes
- span/name_from_path
- span/extension
- span/specific
- span/id
- span/nodigits
exporters:
- jaeger

(

resource:

l CTaBMM KOPPEKTHOE MMSA

attributes: cepBwuca ang linkerd-cnaHos

J

- key: service.name
from_attribute: app
action: upsert

attributes:

actions:
- key: "http.url”
pattern: A.*//.*example\.com(?P<http_path>/.*)\?.*$
action: extract
- key: "http.path"
pattern: A(?P<http_path>/.*)\?.*$
action: extract
- key: "http.path"
from_attribute: http_path
action: upsert
- key: "http.url”
action: delete
- key: "http_path"
action: delete

86



OpenTelemetry Configuration

service:

pipelines:
traces:

receivers:
- opencensus
- zipkin
processors:
- batch
- resource
- attributes
- span/name_from_path
- span/extension
- span/specific
- span/id
- span/nodigits
exporters:
- jaeger

resource:
attributes:

key: service.name
from_attribute: app

action: upsert
attributes:
actions: [ O6dyckauna ypnos
- key: "http.url"

pattern: A.*//.*example\.com(?P<http_path>/.*)\?.*$
action: extract

key: "http.path"

pattern: ~(?P<http_path>/.*)\?.*$
action: extract

key: "http.path"

from_attribute: http_path

action: upsert

key: "http.url”

action: delete

key: "http_path"

action: delete
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OpenTelemetry Configuration

service:

pipelines:
traces:

receivers:
- opencensus
- zipkin
processors:
- batch
- resource
- attributes
- span/name_from_path
- span/extension
- span/specific
- span/id
- span/nodigits
exporters:
- jaeger

[ span/* - o6paboTka CnaHoB ]
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OpenTelemetry Configuration

service:

- span/name_from_path:
pipelines: exclude:
traces: match_type: strict
receivers: services: ["nginx"]
- opencensus name :
- zipkin from_attributes: [http.path]
processors:
- batch
- resource
- attributes
- span/name_from_path span/nodigits:
- span/extension name:
- span/specific to_attributes:
- span/id rules:
- span/nodigits - A%/ (?P<id>\d+) . *S
exporters:

- jaeger



OpenTelemetry Configuration

service:

pipelines:
traces:

receivers:
- opencensus
- zipkin
processors:
- batch
- resource
- attributes
- span/name_from_path
- span/extension
- span/specific
- span/id
- span/nodigits
exporters: [ SkcnopTtupyeM B Jaeger ]
- jaeger
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NMpob6nemsl ¢
AePoNTHbIM
Jaeger

e all-in-one (in-memory)
® OrpaHN4YeHHOe KONMN4YecTBO COIMMN/IOB
® HYyXHO Tawutb B

o Cassandra

o Elasticsearch
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Replace Jaeger to StackDriver

service:

pipelines:
traces:

receivers:
- opencensus
- zipkin
processors:
- batch
- resource
- attributes
- span/name_from_path
- span/extension
- span/specific
- span/id
- span/nodigits
exporters: [ 2kcnopTtmpyem B stackdriver ]
- googlecloud
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Mpumep NonyvYeHHbIX TPENCOB

Selected trace details p

Selected trace ID
[ 0000000000000000011b24b5fd78ae84

@ No Logs found for this trace EXPAND ALL
0 10 20

v 7/ (36.254 ms)

v O (35.886 ms)

v ®/api/customer/ (35.4 ms)
v /api/customer/ (33.663 ms)
v /api/customer/. (32.564 ms)

30

> [oniiowsomer sy

40

50

/api/customer/

Start Time: @3.13 ms
Timestamp: 2022-10-18 (11:31:24.203) +0300

Details wv

Trace logs View | @
Service api

HTTP Method GET

HTTP Path /api/customer;
HTTP Status Code 200
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i'l Ili
LINKERD

O

NS
I

A linkerd / linkerd-await

VICTORIA ‘ Stackdriver
METRICS ‘ )

+ Monitoring
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5 4 A linkerd / linkerd-await
'I' III
LINKERD

Stackdriver
=
BN Trace

NV

I

VICTORIA {‘}
METRICS WA

crver Telemetry

Stack
@ Monitoring
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TekyLlee COCTOAHME

PaboTaer

He pabotaer

mTLS + nonutukm aBTopusauum
Load Balancing

Traffic Split

Ingress

Meshed CronJobs
Observability

Distributed Tracing

Nonutukun aBTOopMsaLumn

96



Authorization Policies
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YpoBeHb 3aliunThbl onpegenseTcs
caMbiM cNnabbiMm 3BEHOM

Backend A

Hacked Service

Backend B

Backend C
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be3 nonuTuK aBTopusaymuu

Backend A

Hacked Service

Get Data
Frontend 2 Backend B

Backend C
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bes3 wmndpoBaHua Tpadumka

Backend A

Hacked Service

Backend B

Backend C

Listen traffic

101



OrpaHun4yeHune gocTtyna no NO/INTUKaAM

aBTopusaluuu
Backend A

Backend B

Hacked Service

Restrict access
Frontend x >

Backend C
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Ucnonb3oBaHue mILS

Backend A
Hacked Service
m\x BAckERdIE

Prevent listen Ingtraff\l

because it is encrypted

Backend C
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e Server

Linkerd

Authorization O NOPT NpUnoXeHus
Policies e ServerAuthorization
211.x

O noNnInTUKa ansa Server
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mTLS + Authorization. Default

Meshed Services

Unmeshed Service

mTLS - permissive
Authorization Policy - allow all
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mTLS + Authorization. Strict mTLS

Meshed Services

No TLS. Reject it

Service #1 mTLS is used
Unmeshed Service

Service #2

mTLS - strict
Authorization Policy - allow all

106



211.x Health Check Issue

DETAILS EVENTS LOGS YAML

Message

Readiness probe failed: HTTP probe failed with statuscode: 403

Container api failed liveness probe, will be restarted

Liveness probe failed: HTTP probe failed with statuscode: 403

403 - because kubelet is not authorized

Reason

Unhealthy

Killing

Unhealthy
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PewweHue npobnembl C xesicuekamm

Some Namespace

Main Container linkerd-proxy Main Container linkerd-proxy
:serving-port :linkerd-admin :serving-port :linkerd-admin

Serving-Port ‘ Linkerd Admin Port

Server Server

Allow Healthchecks

Policy
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PeweHne npobnembl ¢ xencyekamm

L ( )
apiVersion: policy.linkerd.io/v1betal Kak MUHUMYM HYXHO caenatb
NONUTUKM ONKA MOpPTa NPUNOXEHNUS U

kind: Server
metadata: ans nopta linkerd-proxy
namespace: coolns \. S/
name: linkerd-admin-port (serving-port for app)
labels:
linkerd.io/server-type: common
spec:
podSelector:
matchLabels:
linkerd.io/control-plane-ns: linkerd
port: linkerd-admin (serving-port for app)

109



NMonutukm ana kubelet

apiVersion: policy.linkerd.io/vi1betal
kind: ServerAuthorization
metadata:
namespace: coolns
name: allow-healthchecks
spec:
server: MatumHr no Tnuny Server
selector:
matchLabels:
linkerd.io/server-type: common
client:
unauthenticated: true
networks:
# kubelet CIDRs here, for example with templating
{% for n in range(x, y) %}
{% for m in range(0, 256) %}
- cidr: 10.{{ n }}.{{ m }}.1/32
{% endfor %}
{% endfor %} 110




NMonutukm ana kubelet

apiVersion: policy.linkerd.io/vi1betal
kind: ServerAuthorization
metadata:
namespace: coolns
name: allow-healthchecks
spec:
server:
selector:
matchLabels:
linkerd.io/server-type: common
client:
unauthenticated: true
networks:

# kubelet CIDRs here, for example with templating

{% for n in range(x, y) %}
{% for m in range(@, 256) %}
- cidr: 10.{{ n }}.{{ m }}.1/32
{% endfor %}
{% endfor %}

ABTOpK3yem kubelet
GKE nmeet cxemy Buaa
10.n.m.1/32
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Nonuntukmn aBTopUsaLmnm

apiVersion: policy.linkerd.io/vi1betal
kind: ServerAuthorization
metadata:
namespace: coolns
name: allow-authenticated
spec:
server:
selector:
matchLabels:
linkerd.io/server-type: common
client:
meshTLS:
identities:
- ABTOpun3yem Bce MILS KOHHEKUNMK
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mTLS + Authorization. Strict mTLS

Meshed Services

No TLS. Reject it

Unmeshed Service

[Be careful. Nginx Ingress or Prometheus could be out of mesh J
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mTLS + Authorization. Deny mode

Meshed Services

mTLS is used but no policy

-l

No TLS. Reject it

Unmeshed Service —X»

mTLS - strict
Authorization Policy - deny all
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mTLS + Authorization. Deny mode

Meshed Services

mTLS is used but no policy

-l

No TLS. Reject it

Unmeshed Service —X»

[CTOMT BK/1IOMaTb MOCsie NosIHOM HaCTpOﬁKM BCeX NMNOJ/INTUK J
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PeanbHbIX HepeanbHbIX NPpUMep

Elephants Namespace

Hippo Namespace 116



NMomMHUTE Hawy cxemy?

Some Namespace

Main Container linkerd-proxy Main Container linkerd-proxy
:serving-port :linkerd-admin :serving-port :linkerd-admin

Serving-Port ‘ Linkerd Admin Port

Server Server

Allow Healthchecks

Policy
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HakupbiBaem cneuyndudHbie NOSINTUKU

Some Namespace

Serving-Port
Server Server

Allow Healthchecks
Policy

Service X Specific
Policy

Allow All
Policy

118



One Port - One Server

Main Container linkerd-proxy Main Container linkerd-proxy
serving-port linkerd-admin serving-port linkerd-admin

Serving-Port Linkerd Admin Port
Server Server

Allow Healthchecks

Service X Specific Policy

Policy
Allow All
Policy




One Port - One Server

Main Container linkerd-proxy linkerd-proxy Main Container
serving-port :linkerd-admin linkerd-admin serving-port

Linkerd Admin Port Service Y

Service X
Server Server

Server

Allow Admin Port
Policy
Service X Specific

Policy Allow Healthchecks
Policy




Prometheus Policies

apiVersion: policy.linkerd.io/vi1betal
kind: ServerAuthorization
metadata:
name: linkerd-prometheus-allow
spec. AsTopn3yem Prometheus, 4To6bl
Se;Zigétor: nony4yaTb METPUKMU
matchLabels:
linkerd.io/server-type: common
client:
meshTLS:

identities:
- "prometheus.linkerd-viz.serviceaccount.identity.linkerd.cluster.local”
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Nginx Policies

apiVersion: policy.linkerd.io/vi1betal
kind: ServerAuthorization

metadata:
name: linkerd-nginx-allow

spec:
ABTOpPM3YyEM TO/IbKO TE€ NPUMTOXEHNS,

server:
selector: KOTOpble BbICTaB/IEHbI Yepes ingress

matchLabels: HapyXy
linkerd.io/nginx: enabled
client:
meshTLS:

identities:
- "*.nginx-ingress.serviceaccount.identity.linkerd.cluster.local”
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Namespace Allow Policies

apiVersion: policy.linkerd.io/vi1betal
kind: ServerAuthorization

metadata:
name: linkerd-elephants-allow - -
spec: ABTOpPKM3yeM 3anpockl BHYTPU HEMMCNENCA
server:
selector:
matchLabels:
linkerd.io/server-ns: elephants
client:
meshTLS:

identities:
- "*_elephants.serviceaccount.identity.linkerd.cluster.local”
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YCNoXHUM Hall npumep

Prometheus Service #1

Elephants API
Gateway

Service #2

Nginx Ingress Service #3
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OpraHM?..a UnAd NOJIMTUK aBTOPU3aLlnUn

[ Y Bac 200+ cepBucoB ]

A

‘

125



Helm. Explicit Configuration

#no one allowed
allowedServiceAccounts: []

#some services is allowed
allowedServiceAccounts: J1erko noHsATb ]
- namespace: elephants
name: service3
- namespace: hippo
name: servicel

.ﬂerKOLua6n0Hm3MpOBaTb]

Ho! Hy>xHO ngeHtndumnuympoBaTtb
BCEX K/IMEHTOB
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Explicit Configuration Policy

apiVersion: policy.linkerd.io/vi1betal
kind: ServerAuthorization
metadata:
name: service2-allow
spec:
server:
selector:
matchLabels:
linkerd.io/server-ns: elephants
client:
meshTLS:

identities:
- "service3.elephants.serviceaccount.identity.linkerd.cluster.local”

- "servicel.hippo.serviceaccount.identity.linkerd.cluster.local"
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Helm. Native Configuration

#no dependencies
dependencies: []

#service #3 depends on #1 and #2
dependencies:
- namespace: elephants
name: servicel
- namespace: elephants
name: service2

[ Bonee ecTecTBeHHbI ]
cnoco6 onmcaHum4

Ho! Hy>XHO pewwntb oOpaTHYyto
3apady (o6paTHbIn rpad)
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Native Configuration Policy

{{- range .Values.approvedNamespaces }}

apiVersion: policy.linkerd.io/v1betal
kind: ServerAuthorization

metadata:
name: service3-deps CO3,EI,a,D,VIM MNOJINTUKY 3aBUCUMOCTEN
namespace: {{ . }} On19 cepBuca service3
spec:
server:
selector:
matchExpressions:
- {key: "linkerd.io/authorization-policy", operator: In, values: {{ $.Values.dependencies }}}
client:
meshTLS:
identities:
- "{{ $.values.name }}.{{ S$.Values.namespace }}.serviceaccount.identity.linkerd.cluster.local"
{{ end }}
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Native Configuration Policy

{{- range .Values.approvedNamespaces }}

apiVersion: policy.linkerd.io/vlbetal
kind: ServerAuthorization

metadata:
name: service3-deps NMonntukn paboTatoT TONbKO B
namespace: {{ . }} paMKax O4HOro Hemmcrnenca
spec:
server:
selector:
matchExpressions:
- {key: "linkerd.io/authorization-policy", operator: In, values: {{ $.Values.dependencies }}}
client:
meshTLS:
identities:
- "{{ $.values.name }}.{{ S.Values.namespace }}.serviceaccount.identity.linkerd.cluster.local"
{{ end }}
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Native Configuration Policy

{{- range .Values.approvedNamespaces }}

apiVersion: policy.linkerd.io/v1betal

kind: ServerAuthorization
metadata: NMonntnka BellaeTcsd
hame: service3-deps Ha 3aBUCMMbIe CePBUCHI,
namespace: {{ . }}
spec: d HE HA TOIro, KTO Bbi3blBaeT
server:
selector:

matchExpressions:
- {key: "linkerd.io/authorization-policy", operator: In, values: {{ $.Values.dependencies }}}

client:
meshTLS:

identities:
- "{{ S.values.name }}.{{ $.Values.namespace }}.serviceaccount.identity.linkerd.cluster.local"

{{ end }}
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Native Configuration Policy

{{- range .Values.approvedNamespaces }}

apiVersion: policy.linkerd.io/v1betal
kind: ServerAuthorization

metadata:
name: service3-deps <
T ) ABTOpPKM3YyEM LIeN1IeBON CepPBUC
spec:
server:
selector:
matchExpressions:
- {key: "linkerd.io/authorization-policy", operator: In, values: {{ $.Values.dependencies }}}
client:
meshTLS:
identities:
- "{{ $.Values.name }}.{{ $.Values.namespace }}.serviceaccount.identity.linkerd.cluster.local"
{{ end }}
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e HenmmcnencoszaBuUCUMOCTb

@) NOJINTUKU NMPUMEHSAIOTCS TO/IbKO B paMKaxX O4HOro HemMcnemnca

o Tpebyetca AynnuMKauusa noauTuk

HepxaTtb
B rosioBe
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e HenmmcnencoszaBuUCUMOCTb

@) NOJINTUKU NMPUMEHSAIOTCS TO/IbKO B paMKaxX O4HOro HemMcnemnca

o Tpebyetca AynnuMKauusa noauTuk

HepxaTtb e OpauH NopTt - oAnH Server
B rosioee
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e HenmmcnencoszaBuUCUMOCTb

@) NOJINTUKU NMPUMEHSAIOTCS TO/IbKO B paMKaxX O4HOro HemMcnemnca

o Tpebyetca AynnuMKauusa noauTuk

HepxaTtb e OpauH NopTt - oAnH Server
B rosioee e [MnaTtdopmo-cneumncpuyeckmne seLum
o0 kubelet CIDR

o Internal Load Balancers
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Linkerd
Authorization

Policies
212.x

HTTPRoute

o path Ha nopTy
MeshTLSAuthentication
NetworkAuthentication
AuthorizationPolicy

o BMecTo ServerAuthorization
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HoBaqa cxemMma nosmTuk

Main Container MoxkeT 6biTb MHOXecTBO HTTPRoute
:serving-port
Ansa ogHoro Server
Serving Port HTTPRoute
Server /api/config

ServerAuthorization AuthorizationPolicy AuthorizationPolicy
(deprecated) (main) (for route)

MeshTLSAuthentication NetworkAuthentication
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HTTPRoute B gencrBum

Internal
Ingress

External
Ingress

Some POD

Main Container

Serving Port
Server

r

HTTPRoute
/api/public

:serving-port

f

C BHYTPEHHEr0 MHIrpecca paspeLleH
no6on NyTb 3anNpoca,
a C BHELUHEro ToNbKo Nno ypny
/api/public

~
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212.x Health Check Issue

DETAILS EVENTS LOGS YAML

Message

Readiness probe failed: HTTP probe failed with statuscode: 403

Container api failed liveness probe, will be restarted

Liveness probe failed: HTTP probe failed with statuscode: 403

403 - because kubelet is not authorized
if HTTPRoute is defined :)

Reason

Unhealthy

Killing

Unhealthy
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PeweHune npob6nembl ¢ xencyekamm 2

apiVersion: policy.linkerd.io/v1alphal
kind: NetworkAuthentication

metadata: ABTOpM3yeM kubelet
name: cluster-network-authn GKE nmeet cxemy BMaa
namespace: {{ . }} 10.n.m.1/32
spec:
networks:

# kubelet CIDRs here, for example with templating
{% for n in range(x, y) %}
{% for m in range(0, 256) %}
- cidr: 10.{{ n }}.{{m }}.1/32
{% endfor %}
{% endfor %}
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PeweHune npob6nembl ¢ xencyekamm 2

apiVersion: policy.linkerd.io/vi1betal
kind: HTTPRoute

metadata: -
name: website-healthcheck HobaBnfeM SKCIIMUNTHbIN

spec: HTTPRoute Ha xencuek
parentRefs:

- group: policy.linkerd.io
kind: Server
name: website-srv
rules:
- matches:
- method: GET
path:
type: PathPrefix
value: /healthz
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PeweHune npob6nembl ¢ xencyekamm 2

apiVersion: policy.linkerd.io/vi1betal
kind: HTTPRoute

metadata: -
name: website-healthcheck HobaBnfeM SKCIIMUNTHbIN

spec: HTTPRoute Ha xencuek
parentRefs:

- group: policy.linkerd.io
kind: Server
name: website-srv
rules:
- matches:
- method: GET
path:
type: PathPrefix
value: /healthz

142



PeweHune npob6nembl ¢ xencyekamm 2

apiVersion: policy.linkerd.io/v1alphal

kind: AuthorizationPolicy
metadata: Ilo6aBnsemM nosancm Kotopoe

name: website-healthcheck-allow pa3peLllaeT 4oCTyn U3 cetu
Spec. KflacTepa K xefnicyeky

requiredAuthenticationRefs:

- group: policy.linkerd.io
kind: NetworkAuthentication
name: cluster-network-authn

targetRef:
group: policy.linkerd.io
kind: HTTPRoute
name: website-healthcheck
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Bcé knaccHo, Ho!
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A 4yto Takoe targetRef?

apiVersion: policy.linkerd.io/v1alphaT
kind: AuthorizationPolicy
metadata:

name:. website-healthcheck-allow

spec:

requiredAuthenticationRefs:

- group: policy.linkerd.io
kind: NetworkAuthentication
name: cluster-network-authn

targetRef:
group: policy.linkerd.io
kind: HTTPRoute
name: website-healthcheck
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e HTTPRoute
targetRef e Server

e Namespace
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A 4uTto Takoe targetRef?

apiVersion: policy.linkerd.io/v1alphaT
kind: AuthorizationPolicy
metadata:

name: website-healthcheck-allow

spec:

requiredAuthenticationRefs:

- group: policy.linkerd.io
kind: NetworkAuthentication
name: cluster-network-authn

Fangetieis . . . Het cenektopos! AAAAAA!!!
group: policy.linkerd.io
kind: HTTPRoute
name: website-healthcheck
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Helm. Native Configuration

#no dependencies
dependencies: []

#service #3 depends on #1 and #2

dependencies:
- namespace: elephants
name: serviceT - ~\
- namespace: elephants CnoxHo caenatb.
name: service? MHoro aynnukauvi nosiINTUK -
g C/TIOXHbIN MEHEAXMEHT y
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A 4yTO ewye?
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HoBble npo6nemsi e Obsolete resources

MCNoNb30BaHUS -
e Observability
aBTOPU3ALIMOHHbIX L
e Monitoring

NMNO/INTUK

150



Obsolete Resources

linkerd easyauth authcheck -n ns

https://github.com/aatarasoff/linkerd-easyauth 151



ROUTE

* ¥ X ¥ X *

Observability

linkerd authz -n ns deployment/cool-deployment

SERVER

website—amb
website-srv
website—amb
website-srv
website—amb
website-srv

AUTHORIZATION_POLICY

linkerd-ingress—allow
linkerd-ingress—allow
linkerd-monitoring-allow
linkerd-monitoring-allow

SERVER_AUTHORIZATION
linkerd-healthchecks—allow
linkerd-healthchecks—allow
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Observability

linkerd authz -n ns deployment/cool-deployment

linkerd easyauth authz -n ns deployment/cool-deployment

Up to 10x faster

https://github.com/aatarasoff/linkerd-easyauth 153



AlertManager Config. Monitoring

- alert: Denied tcp requests by auth policies for 1m
annotations:
message: "Deployment: {{ '{{' }} Slabels.deployment }},
Server: {{ '{{' }} Slabels.srv_name }}"
expr: (sum(increase(inbound_tcp_authz_deny_total[1m])) by (deployment, srv_name) > 0)

- alert: Denied http requests by auth policies for 1m
annotations:
message: "Deployment: {{ '{{' }} Slabels.deployment }},
Server: {{ '{{' }} Slabels.srv_name }}"
expr: (sum(increase(inbound_http_authz_deny_total[1m])) by (deployment, srv_name) > 0)
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AlertManager Config. Monitoring

- alert: Denied tcp requests by auth policies for 1m
annotations:
message: "Deployment: {{ '{{' }} Slabels.deployment }},
Server: {{ '{{' }} Slabels.srv_name }}"
expr: (sum(increase(inbound_tcp_authz_deny_total[1m])) by (deployment, srv_name) > 0)

- alert: Denied http requests by auth policies for 1m
annotations:
message: "Deployment: {{ '{{' }} Slabels.deployment }},
Server: {{ '{{' }} Slabels.srv_name }}"
expr: (sum(increase(inbound_http_authz_deny_total[1m])) by (deployment, srv_name) > 0)

[FIRING:1] Denied http requests by auth policies for 1m
' Alerts Firing:
- [WARNING] Deployment: website-deployment, Server: website-srv
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TekyLlee cocTosiHUe

PaboTaer

mTLS + nonnuTnkmn aBropmnsaumm
Load Balancing

Traffic Split

Ingress

Meshed CronJobs
Observability

Distributed Tracing
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5 4 A linkerd / linkerd-await
'I' III
LINKERD

Stackdriver
=
BN Trace

NV

I

VICTORIA {‘}
METRICS WA

crver Telemetry

Stack
@ Monitoring
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-
HELM

:
L | N K E R D “ Stackdriver

[
B Trace

A linkerd / linkerd-await

' ' l ' ' . A aatarasoff / linkerd-easyauth

M ¢
Vv |r\(4:E'!'r(R)I(|:}S| A “ Stackdriver Telemetry
m Monitoring
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BbiBOoAbl

159



BbiBOAbI

Linkerd Core “npocro pa6oraer”

Bba3zoBble Belwun, Takme kak mrTLS,
6anaHcMpoBKa 3anpocos
paboTaloT N3 KOpooKu

160



BbiBOAbI

Observability TpebyeTt nsyveHusa m
akcnepTusbl B o6nactu third-party
peLueHnm

Victoria Metrics gnsa real-time
MeTPUK U cTabunbHOCTU Aawbopaa

Stackdriver nunu gpyron long-term

storage AN NCTOPUYHECKUX METPUK
161



BbiBOAbI

PacnpegeneHHan TpaccupoBKa Tpeobyert
AO0PAOOTKU NMPUNOXKEHUN

OpenTelemetry Collector Tpebyer
HaCTPOMKU ANA KpaCcuUBbIX TPEUCOB

Jaeger nnu gpyroe peLueHne Hy>XXHO

ceTannTb CaMoMy
162



BbiBOAbI

ABTOpM3aLMOHHbIe NOTNTUKK paboTaloT
B MPOCTbIX Cy4Yasx

TpebyloT KponoTiMBoun paboTbl NO
YHUcpKaumm n MOHUTOPUHra

MiMmeloT psag orpaHnYeHum m

ABOUCTBEHHOCTM
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LINKERD
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