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YUT00bI YTO?

BbinonHsaem TpeboBaHua cepTudukaymi.
He renmnm.

He mewaem nogam pabotartb.

https://mindbox.ru/security/



tsh request create --roles=k8s-admin --reason="ckpuHwotr gns pgoknapa"

B Creating request...

M)KeH Request ID: 2762f757-2b8e-4d57-94b0-3212a2abfc97
Username: clain23

Roles: k8s-admin

,D,OCTyI'IbI no 3al'lpocy. Reason: "CKpuHWOT ana pgoknapa“

Reviewers: [none] (suggested)
A Expi : 2023-08-16 04:37:26
ABTOMAaTUYECKN. e

Status: APPROVED
hint: use 'tsh login --request-id=<request-id>' to login with an approved request

[ocTyn BpeMeHHbIN

Waiting for request approval...

Approval received, reason="Approve for any reason"
Getting updated certificates...

Bce ayaupyertcs 3 it-sec-teleport v

. Hoctyn K knactepam k8s  +

| teleport-auto-approve APP 14:38 Today v
8 APPROVED
User clain23, request reason: ckpuHLWOT Ans Aoknaaa, env: yandex-cloud




CerogHs B nporpamMmme

- SaaS

- VPN

- SSHwn RDP

- Kubernetes

- Privileged access management (PAM)
- Databases

- Pipelines



SAML — 310 goporo

SCIM eLue gopoxe
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Plus
A place for small groups to plan &
get organized.

$8

per user / month
billed annually

$10 billed monthly

Get started

Everything in Free, and

v Unlimited blocks for teams
v Unlimited file uploads

v 30 day page history

v Invite 100 guests

Business
For companies using Notion to
connect several teams & tools.

$15

per user / month
billed annually

$18 billed monthly
Get started

or Request a Trial

Everything in Plus, and

v SAML SSO

v Private teamspaces

v Bulk PDF export

v Advanced page analytics
v 90 day page history

v Invite 250 guests

il

Enterprise
Advanced controls & support to run
your entire organization.

(2

Request a demo

or Request a Trial

Everything in Business, and

v User provisioning (SCIM)

v Advanced security & controls
v Audit log

v Customer success manager
v Workspace analytics

v Unlimited page history

v Invite 250 guests



OAuth + Terraform

Signin to Teleport [semenova] data-mesh-staging editor #6672

Other sign-in options L) Conversation 2

’ SemenovaMasha (Mari

G Sign in with Google

Signin
to continue to grafana-auth }
nyet : {
Email or phone "cloud": []

"data-mesh-staging": ["k8s.viewer", "storage.viewer", "storage.editor", "mdb.viewer"]
"data-mesh-production": ["k8s.viewer", "storage.viewer", "mdb.viewer"]
"personalization-production”: ["compute.operator"]

"cdp-production": ["storage.viewer"]

Forgot email?




VPN gaet goctyn B nepUMETP

@ VPN Connection Failed

A connection to the remote computer could not be

established. You might need to change the network settings

for this connection.

(0] ¢

.. U HEHageXHo (0:)




Zero Trust

SEARCH... ® Advanced

Servers
NAME ~ DESCRIPTION & ADDRESS

2FA

B Applications e ch-repl-scenarios-rt-stable-http tep://ch-repl-scenarios-rt-stable-http.teleport.mindbox.cloud
RB A C Kubernetes e ch-repl-scenarios-rt-stable-tcp tcp://ch-repl-scenarios-rt-stable-tcp.teleport.mindbox.cloud
clickhouse-ch-scenarios-logs-stable- tep://clickhouse-ch-scenarios-logs-stable-
@ Databases http http.teleport.mindbox.cloud
Au d It clickhouse-ch-scenarios-logs-stable- tep://clickhouse-ch-scenarios-logs-stable-
l;l Desktops tcp tcp.teleport.mindbox.cloud
eu-aws-elasticsearch-mta-logs- tcp://eu-aws-elasticsearch-mta-logs-production-a-1-v1-
S h rt | . d Active Sessions production-a-1-v1-tcp tep.teleport.mindbox.cloud
tcp://eu-aws-graylog-common-master-
G eu-aws-graylog-common-master-tcp tep.teleport. mindbox.cloud
° kafka https://kafka.teleport.mindbox.cloud



SSH n RDP

Revoke npu yBonbHeHUn

{32 Teleport

HashiCorp

B Boundary Passwordless

Session recording

strongdm
infra @

Jump
Server



PAM

RBAC

UneHcTBO B rpynne as code
onunoHanbHo CODEOWNERS

He sudo a specific rights
Hanpumep kafka-maintenance

organization: mindbox-cloud
team: flant
roles:

- flant
organization: mindbox-cloud
team: product-cdp—admin
roles:

— product-cdp—admin

— apps—all
organization: mindbox-cloud
team: it
roles:

- k8s—-dev
organization: mindbox-cloud
team: devwip
roles:

- k8s-viewer



Kubernetes - organization: mindbox-cloud

team: platform

Clusters None v roles:

- kss—admin—requested

CLUSTER RESOURCES kube-infra

— k8s-viewer

Namespaces .
odes kube-infra
PersistentVolumes API URL: https://not.you.business
META Namespaces
Resource Types Nae Labels
O alertmanager-global kind: system kubernetes.io/metadata.name: alertmanager-global managed: true prometheus: old
O annotator kubernetes.io/metadata.name: annotator name: annotator

] cert-manager kubernetes.io/metadata.name: cert-manager  name: cert-manager



Kubernetes + Octopus Deploy

Script Console

Use the Script Console to run one-off scripts remotely on deployment targets. Scripts run this way are not associated with projects or deployments.

Targets

Targets The script will run on ‘B Cluster Infrastructure (kube-in...

v | Script run from management console
Script

Body Select the script language and enter the body of the TASK S TASK LOG

Expand Log level Log tail
QO Powershell Bash O c# CGustom v  Info v Last20

This task started 4 minutes ago and ran for 3 seconds
1 kubectl get pods -n cert-manager

Creating kubectl context to https://still.not.your.business/ (namespace default) Info
using a Token

NAME READY STATUS RESTARTS AGE Info
cert-manager-74b8b5fd5f-m6c12 iyl Running @ 23d Info
cert-manager-cainjector-58448cbc99-4d7ww 1/1 Running @ 53d Info
cert-manager-sync-58f546cb47-ztkxb 1/1 Running 7 (18d ago) 211d 1Info
cert-manager-webhook-89f77959f-brmz9 171 Running 0 53d Info

cert-manager-webhook-yandex-6f5987447c-9wbcg 1/1 Running 2 (53d ago) 211d Info



Kubernetes + Octopus Deploy

B Deployment targets (312) @ 303 HEALTHY

@ HEALTHY (303)

[k8s] ab-tests (eu-aws-kube-

common-production) = . -

@ https://not.your.business.eks.amazona . Production ®  abtests | GEEND 4
ws.com

@ o = rowen i QEESED

[k8s] ab-tests (kube1-staging) = .
@ https://255.255.255.0 @ Staging @ ab-tests -

resource "octopusdeploy_token_account" "main" {
name = "[k8s] ${var.name} (${var.cluster_name})"
token = data.kubernetes_secret.deploy_service_account_token.data.token

tenanted_deployment_participation = "Tenanted"
tenant_tags = var.octopus_tenant_tags

environments = var.octopus_environments
lifecycle {
ignore_changes = all

"ab-tests" =
quotas =
limits
cpu
memory =

deploy_circuits = {
production = [
"legacy_stable",
"legacy_eu",
1
staging = [
"staging",

labels = {
product = "caprica"

github = "https://github.com/mindbox-cloud/ab-tests"




Databases

L 4| CeTteBoit goctyn - VPN / Teleport DB Access / Teleport TCP Application
? [0e XpaHUTb YY4EeTKM NPUITOXKEHUN

? Kak potupoBatb

? Kak nogkntoyaTtbcs paspaboTymkam



Databases

9 application logs into database
using credentials provided by
Vault

.

o application requests 9 Vault creates new user
database credentials In database and returns
username and password to
application

https://developer.hashicorp.com/vault/docs/secrets

Cassandra

Couchbase

Elasticsearch

HanaDB

IBM Db2

InfluxDB

MongoDB

MongoDB Atlas

MSSQL

MySQL/MariaDB

Oracle

PostgreSQL

Redis

Redis ElastiCache

Redshift

Snowflake



A ecnun Vault He ymeeT?

apiVersion: vl
kind: Secret
metadata:

name: "jwt-secret"
type: Opaque
data:

# retrieve the secret data using lookup function and when not exists, return an empty dictionary / map as result
{{- $secretObj := (lookup "v1" "Secret" .Release.Namespace "jwt-secret") | default dict }}

{{- $secretData := (get $secretObj "data") | default dict }}

# set $jwtSecret to existing secret data or generate a random one when not exists

{{- $jwtSecret := (get $secretData "jwt-secret") | default (randAlphaNum 32 | bé64enc) }}

jwt-secret: {{ $jwtSecret | quote }}




CI/CD

jobs:
build:
et
steps:
A
— name: Import Secrets
id: import-secrets
uses: hashicorp/vault-action@v2
with:
url: https://vault.mycompany.com:8200
token: ${{ secrets.VAULT_TOKEN }}
caCertificate: ${{ secrets.VAULT_CA_CERT }}
secrets: |
secret/data/ci/aws accessKey | AWS_ACCESS_KEY_ID ;
secret/data/ci/aws secretKey | AWS_SECRET_ACCESS_KEY ;
secret/data/ci npm_token

https://docs.github.com/en/actions/security-guides/security-hardening-for-github-actions



CKOJbKO TpaTuTb?

— CtoumocTb cepTndumkaymmn
— ®OT
- Mo
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NToro
— Npem ot busHeca

— Eaum cnoHa no kyckam, He obsi3aTesibHO BfiMBaTb MUMNTNOHbI

— PaboTtaeT TonbKo ecrnm He oWndnucs Npu Hamme
nitoc KoHe4yHO NDA v npoyme cTpalunmikn ana CoTpyaHMKOB



[MpepgnocnegHun cnang

Bonpochk!?



MaTepuanbl

- JOoknan ot Wildberries Ha PHDays npo Teleport
- [pogomkeHune Ha Highload

-  PeweHuns
- https://github.com/gravitational/teleport
- https://github.com/hashicorp/vault
- https://github.com/hashicorp/boundary
- https://github.com/infrahqg/infra
- https://github.com/OctopusDeploy



https://www.youtube.com/watch?v=l93STngtTkU
https://highload.ru/spb/2023/abstracts/10147
https://github.com/gravitational/teleport
https://github.com/hashicorp/vault
https://github.com/hashicorp/boundary
https://github.com/infrahq/infra
https://github.com/OctopusDeploy

