HTTP/3 n UDP B
bpay3epe n Node.js




Ob6 aBTOpE

bonee 10 neT B IT

Bbin Texnmuaom Ha kpuntobupxe, CTO B
KOMMNaHun ayTcopcepe

BeicTtynan Ha HolyJS ¢ goknagom npo
nobeny B GameFi xakatoHe

B cBobogHOE BpeMs genaro OHNamH urpbl
B Bebe

Pa3pabaTbiBan NpunoXxeHmsa Ha
npotokonax: HTTP, HTTP/3, SPDY,
WebSocket, Raw native sockets




CopoepxaHue

BbICTpbI 0630p AOCTYMHbLIX NPOTOKOSOB B BEbE

OcHoBHble HoaHckl HTTP/3

[MpakTnyeckoe ncrnosnb3osaHne WebTransport

demo 1 n 6eHumapk. Kak Beget cebsi npunoXxeHue rnpu notepe
NakeToB

[Nemo 2. [NonHOoUEeHHOE NMPUNoXeHne, NpocTas OHNamnH urpa

e BbiBOObI



\ [TogbopKa NornesHbIX CChINoK 1

e [lpo WebTransport ¢ HolyJS 2022
https://holyjs.ru/talks/4bab221ffc52430ba41f3609b1bf35de/
e [lpownoe, HacToswee n dyaywee HTTP ot Cloudflare
https://blog.cloudflare.com/http3-the-past-present-and-future/
e Node.js bpenmBopkM Ans paspaboTKn OHMANH Urp
o WebRTC - https://geckos.io/
o WS, WT - https://colyseus.io/



https://holyjs.ru/talks/4bab221ffc52430ba41f3609b1bf35de/
https://blog.cloudflare.com/http3-the-past-present-and-future/
https://geckos.io/
https://colyseus.io/

\ [1poToKonbl JoCcTynHbIE B bpay3epe, HTTP 1/2

e OcHoBaH Ha TCP
e Bcemu nobumbie “Pyykn’
e OpaunH KOHHEKT Ha 3anpoc B HTTP 1,
nepeuncnonb3dyembin B HTTP2
e OnunoHanbHbIN SSL
e HO3Kenchl:
o bonee 90% knneHT-cepBEPHOro OoLLEHNS
o C nonfMHrom no4vTn Kak BedcokeT
o CraTuka, havunsl n 14




\ [TpoTokonbl AOCTyNHbLIE B bpay3epe, WebSocket

e OcHoBaH Ha TCP
e [locTosiHHOE coeAuHeEHNE MeXOy KINUEHTOM U
cepBepom
e Hwxe ypoBHeM, Yyem http, TpebyeTcs MHOro
OOMNOSTHUTESNbHOIO Koaa
e EcTb 00BA3KM B BMae stomp un socket.io
e OnuwnoHanbHbIN SSL
e HO3Kenchl:
o YaTbl n cou.cetu
o bwupxun
o Wrpsbl
o Jltobon nHTepakTmB




\ [poTokonsl goctynHble B bpay3epe, WebRTC

e OcHoBaH Ha UDP
e P2P npotokon
e Hw3koypoBHEBBLIN, TPEDYETCA MHOIO
OONOSNTHUTENLHOMo Koaa
e HyxeH curHanbHbIN cepBep Ana YCTaHOBKU
coeHEHUS]
e HO3Kkeuchl:
o Bwnoeo n ayano 3BoHKK
o P2P npsimasa nepegaya gaHHbIX




[TpoTokonbl gocTynHbIE B bpay3epe, HTTP/3

OcHoBaH Ha QUIC, koTopbin peannsoBaH nosepx UDP

ObsasartenbHbin SSL gaxke onst nokanbHOM pa3paboTku

PaspaboTunkam goctyneH HoBbi WebTransport AP

WebTransport o4eHb NpoCTON N HN3KOYPOBHEBBLIN, NPUAETCA NMcaTb MHOIO
Koda nNnbo xaatb abcTtpakuum Tuna Stomp nnm Socket.io

WebTransport 3ameHnsier WebSocket, moxeT pabotaTh B Reliable u
Unreliable pexxnmax

Ob6bl4Hble HTTP 3anpockl NpOCTO NOMEHSIOT TPAHCMOPT Mo, KanoToM,

aHanornyHo HTTP/2
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WebTransport

A

Protocol framework to send and receive data from servers using

Limited availability across major browsers @ &

HTTP3. Similar to WebSockets but with support for multiple
streams, unidirectional streams, out-of-order delivery, and
reliable as well as unreliable transport.
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Kak npoBepuTb pa60Ty e OTKpbITb CrieumnanbHbI canT Ans
KnueHTckon npoeepkn QUIC, Hanpumep
HTTP/3 https://cloudflare-quic.com/
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https://cloudflare-quic.com/

HioaHcbkl FrontEnd

e B aktyanbHbIx Bepcusax 6paysepos yxe goctyneH WebTransport API

e MoxeT NnoHagobuTCs BKIMOYEHUE OOMNONHUTENBLHbLIX onaros U
napameTpoB bpaysepa

e [lna nokanbHoU pa3paboTku bpaysep HeoOxoanMMOo 3anyckaTb U3
TepMUHana ¢ ONONHUTENbHbLIMU apryMmeHTaMmu

e Ob6gasateneH fallback Ha 6onee pacnpocTpaHeHHbIN NPOTOKOS



#!/bin/bash

openssl req -new -x509 -nodes -out cert.pem \
-keyout key.pem \

-newkey ec \

-pkeyopt ec paramgen curve:prime256v1 ﬂ
-subj '/CN=127.0.0.1" \

-days 365

#!/bin/bash

chrome
--ignore-certificate-errors-spki-1list=x1WN/zo6uNlhvMAgORPO4KLY7BXxp+w8jLUrovgocliyk= \
--origin-to-force-quic-on=23.111.202.19:443 \
--user-data-dir=quic-user-data \
https://23.111.202.19: 3000

3anyck 6pay3epa Chrome ana nokanbHon pa3paboTku



\ HioaHckl BackEnd

e OdwmumanbHo He nogaepxmBaetcs Node, Bun u 14
e JloctynHo Ha Node 4epes buHanHrn quiche ot Google

https://qithub.com/fails-components/webtransport/

e ECTb MHOXECTBO peanunsauunn Ha Opyrnx sasblkax
https://qithub.com/qgooaqle/quiche,

https://github.com/cloudflare/quiche



https://github.com/fails-components/webtransport/
https://github.com/google/quiche
https://github.com/cloudflare/quiche

\ Mcnonb3oBaHne WebTransport AP

Streams reader and writer

Reliable unidirectional stream

Reliable bidirectional stream

Unreliable datagrams

HnakoypoBHEBLIN DUHAPHbLIN NPOTOKOS

Ko ansa knueHTa u cepBepa Noxox, OTnmM4yaeTcst MMHUMarbHO



\ [Topbopka NoresHbIX CCbINOK 2

HokymeHTauua no WebTrasport ot Mozila

https://developer.mozilla.org/en-US/docs/Web/API/WebTransp
ort API|

[Mpumepsbl 1 o3kencol ot W3C
https://qithub.com/w3c/webtransport/blob/main/explainer.md

[Mpumep Ha Node.js n Socket.io
https://socket.io/get-started/webtransport



https://developer.mozilla.org/en-US/docs/Web/API/WebTransport_API
https://developer.mozilla.org/en-US/docs/Web/API/WebTransport_API
https://github.com/w3c/webtransport/blob/main/explainer.md
https://socket.io/get-started/webtransport

const wt = new WebTransport( https://${serverAddress}:3000 ); async bidirectionalInit() {
wt v th b const reader = this.bidiStreams.getReader();
.ready.then(() => { while (true) {

new WebTransportClient(webTransport); const { done, value } = await reader.read();
}); if (done) {
break;
}

if (!this.bidiReader) {
this.bidiReader = value.readable.getReader();
this.bidiReader.closed.catch(e => console.log("Bidi readable closed", e.toString()));

constructor(transport)
this.datagramsReader = transport.datagrams.readable.getReader();
this.datagramsWriter = transport.datagrams.writable.getWriter(); }

class WebTransportClient {
It
L

if (lthis.bidiwriter) {
this.bidiwriter = value.writable.getwWriter();
this.bidiWriter.closed.catch(e => console.log("Bidi writable closed”, e.toString()));

this.bidiStreams = transport.incomingBidirectionalStreams;
this.bidiReader = undefined;

this.bidiWriter = undefined; }

- i it this.readData('reliable’);
this bidiDstatoscnd = [], await this.readData('reliable’)
this.datagramDataToSend = []; }

this.bidirectionalInit().then(() => {
this.readData( 'unreliable’);

1)s

}

}

1

KnneHTtcknn koa ninumanusaumm WebTransport



async writeBidiData(data) { selus Lebiiinine g sl

e const streamReader = streamType === ‘unreliable’ ? this.datagramsReader : this.bidiReader;
Y 1
if (this.bidiwriter) { if (streamReader) {
await this.bidiWriter.write(data); tet 1sopen = true;
} streamReader.closed
} catch (err) { .catch((e) => console.error(“Failed to close", e.toString()))

_— . . .finally(() > isOpen = false);
console.error('Write bidi data error:', err); PR A e B S RRE R

while (isOpen) {

—

} try {
const { done, value } = await streamReader.read();
if (done) { break; }
async writeDatagramData(data) { this.routeData(this.binArrayToJson(value), streamType);
try { } catch (e) { e : )
£ ) . console.error(“"Failed to read..."”, e.toString());
if (this.datagramsuWriter) { break;
await this.datagramswWriter.write(data); }
} y
} catch (err) { }
console.error('Write datagrams data error:’, err);
1
J
}

KnneHTCKUN Kog YTeHUA U 3anmcu cTpumoB



[lemo 1

OtnpaBka nrpoBoro coctosHus no Unreliable \

WebTransport n Reliable WebSocket

Kak BeayT cebst oba npoTokona npu notepe
nakeToB



Ncnonb3oBaHue WebTransport Ha npumepe \

OHITavH Urpbl B peanbHOM BPEMEHN



BbiBOAbI

CoBpeMeHHble bpay3epbl yxe rotoBbl K HTTP/3 n MmoxxHo genatb
production-ready npunoxxeHud
[aHHble Tenepb NPUXOAAT BLICTPEE N X MOXHO TEPSATH
KO3kemcol unreliable cTpumos:

o bbICTpble oHanH urpsbl

o CTpMMWHI ayano n Buaeo

o OOHOBNEHMEe KypCcOB BanoT Ha bupxax v 14
Workaround ans Node.js
WebTransport ato pbaktnyeckmn sameHa WebSocket
[TpOTOKOST HU3KOYPOBHEBLIN
https://gitverse.ru/verynimbleferret/HolyJsSpring2024



https://gitverse.ru/verynimbleferret/HolyJsSpring2024

