fHpeKc / HolyJS 2026

Degradation
BMeCTO Downtime

Node.js nog nukoBbiMU Harpyskamun n DDoS

'ne6 PewwetHeB

CTapwmn paspaboTyuk,
\‘ | AHpekc kapThbl
| S A,




Degradation BMecTo downtime

n.de
Us

no@ge

no@ge




Graceful Degradation

Habop nprHUMNOB M NPaKTUK,
KOTOPble MO3BONAIOT HalLen cucrteme
Nnepe>XXnTb NMMKOBbIe Harpy3Ku

N MUHUMUN3NPOBATDL ee NMPOCTOMW.

CnocoBHOCTb CUCTEMbI COXPAHATb YaCTb GYHKLIMOHANbHOCTU
npu cOoax 1 neperpyskax — BMECTO NOJSIHOIo OTKa3a.



[ neb
PelueTHeB

CTtapLumm paspaboTuuK,
AHOekc KapThl

" PaspabaTtbiBato BEO-KapThl
" [Mnwy 6akaHabl Ha Node.js

© /HolyJS 2026



© /HolyJS 2026



© /HolyJS 2026



Tpn ypoBHSA 3aLUTDI

Rate Limiter

02 Dynamic Config

O3 AbortController

/ HolyJS 2026



Tpn ypoBHSA 3aLUTDI

O1 Rate Limiter

Dynamic Config

O3 AbortController

/ HolyJS 2026



Tpn ypoBHSA 3aLUTDI

O1 Rate Limiter

02 Dynamic Config

OB® AbortController

/ HolyJS 2026



Cepsuc Ha Node.js
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X1 O TpadpuKa
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KackagHbIX OTKa3
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YTO nenatb?

Tpaduka MoXeT NpunTn Tak MHoro, Yto Node.js cCHOBa ynager.

01  Oob6aBuTb MHCTAHCOB? 02 CpenaTb MHCTaHCHI
MowHee — CPU, nam4aTtb?
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| ocal Rate Limiter

Rate Limiter —9[
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@ | Itochl @ MwuHyCbl

1. bbICTPbIN 1. He Bngum BCIO Harpysky
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3. MpocToit 2. TOYHOCTb 3aBUCUT

OT OanaHCUpPOBKM Tpaduka
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/ HolyJS 2026



m : '

Local Rate

Global Rate Limiter—=="

© /HolyJS 2026



Global Rate Limiter

Rate Limiter
Service
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Global Rate Limiter

Rate Limiter
n
. . i (State)
ratelelter n API| Gateway
mode: "global" - W%////ﬂ

Rate Limiter
limit: - /

(- \
Rate Limiter

rps: 400 - y Vodejs

strategy: "redis"” [ ‘//4?/7 //’i:[_jj___]
. User ] ocejs

# He XOEM OTBEeT BEYHO

timeout: "10ms" Load Balancer s[ Vodejs J
# fail-open fail-closed [ ]
p ‘ k ) Noole.js

# ecnin XpaHunuwe HegoCTYMHO
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Tenepb cepBUC NepeXkmBaeT BCnnecku Tpaduka
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YTO0 nenatb?

Rate Limiter

O2 bBonblue MHCTAHCOB
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O1 Rate Limiter
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A KaK BbICTPO 3TO caenaTb?

[TncaTb HOBbIU KO
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Dynamic Config
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dnar disableSSR

Nodeds

Dl/na.mic Con‘Pig KB
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O,EI,I/IH if B KOLe if (dynamicConfig.disableSSR) {

return pageWithoutSSR(),
} else {
return pageSSR();
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Dynamic Config
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[TonHumnbl Dynamic Config
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OpgHaXkabl MPULLIY TASYKENbIE 3anpocChl
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[Toopunnumpyem yepes Clinicjs

Clinic.js Doctor

Clinic.js Flame Clinic.js Bubbleprof

clinicjs.org
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Event Loop 3a0uT

HoBble 3anpoChl TOXE XAVYT

« Event Loop Delay
« Active Handles
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YTO Takoe «HeHY>KHbI 3anpoc»?

O1 02

3anpoc Ha KOTOPbIN KITMEHT Ho BHYTpu Node.|s 3anpoc
V)Ke He XOET OTBET NPoAo/HKAET BbINMOMHATb KOJ,
TaKux 3anpocoB
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AbortController

O1 02

CtaHgapTHbit 06bekT Node.js MHorune APl yxe ymetoT
Onst OTMEHbl aCUHXPOHHOW paboTaTb C CUTHANOM
onepaumnu. OTMEHbI.




AbortController

app.get('/page', async (req, res) => {
const controller = new AbortController();

reg.on( 'close', () => controller.abort());

const data = await fetchbData({

signal: controller.signal,

1)

1T (controller.signal.aborted) return;

renderPage(res, data, controller);

1)
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makeRequest ¢ signal

async function makeRequest(url, abortSignal) {
1T (abortSignal.aborted) return null;

const response = awalt fetch(url, {signal: reqg.abortSignal})

.catch((error) => {

1T (error.name === 'AbortError') return null;

throw error;

1)

return response,

}
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SSR c AbortController

1T (req.abortSignal.aborted) return;
const { pipe, abort: abortSSR } = renderToPlpeableStream(<App />);

req.abortSignal.addEventListener( 'abort', () => {
abortSSR();

1)
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[TponyckHasa cnocobHocTb Node.js —
Nocne HEeCKONbKUX

if BKopae
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[lemo: 3 TMna 3anpoCcoB

O1 02

Light Medium
OoTBeYatloT ObICTPO 4yyTb OOSbLUE
= 0.5 MB BPEMEHU

= 3.5 MB

03

Heavy

3aMeTHas Harpyska
Ha Node.|s

=10 MB



CepBep 0emMo

const PATTERN = ['light', 'light', 'medium', 'heavy’, 'light', 'light'];
Llet counter = 0;
app.get('/route', async (_req, res) => {

counter += 1;

const mode = PATTERN[counter % PATTERN. length];

const data = awalt makeRequest( ${ROUTES_URL}/${mode}.json , {
timeout: 4000,

1)

res.json({ mode, data });

© /HolyJs 2026



makeRequest

async function makeRequest(url, { timeout }) {
const timeoutPromise = new Promise((_, reject) => {

setTimeout(() => reject(new Error('timeout')), timeout),

1)

const response = awalt Promise.race(|[fetch(url), timeoutPromise]);
const data = awalt response.json();

return data;
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Harpy>xaem 6e3 AbortController

—— autocannon: vl (timeout 5s) —
$ npx autocannon -c 100 -d 60 -t 5 http://localhost:4000/route EiLJt:()(:Eir]r]()r1

Running 60s test @ http://localhost:4000/route — 100 |'|O.E|||(j'||-()l-|eH|/||7|
100 connections y
x 60 cek, TaumayT S Cek.

1293 ms 4643 ms 4803 ms 1321.23 ms 786.24 ms 4996 ms 18 3 3 2XX

5
non 2xx
Bytes/Sec 2.72 MB 14.9 MB 18.4 MB 79.60 MB 26.9 MB 17.9 MB 2.72 MB 677 tlmeOUtS

1.6 GB read

Req/Bytes counts sampled once per second.
# of samples: 60

1833 2xx responses, 5 non 2xX responses
3k requests in 60.05s, 1.61 GB read
677 errors (677 timeouts)
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Event Loop 6e3 AbortController

Event loop 3arpyxeH. Obbl4HbIE 3anpochbl CTPagatoT BMECTE C TSXKENbIMMN.
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CepBep c AbortController

app.get('/route', async (req, res) => {
counter += 1,
const mode = PATTERN[counter % PATTERN. length];
const ac = new AbortController();
reg.ac = ac;

reg.on('close', () => reqg.ac.abort());

const data = awalt makeRequest( ${ROUTES_URL}/${mode}.json , {
timeout: 4000,

req,

1)
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makeRequest ¢ signal

async function makeRequest(url, { timeout, req }) {
const timeoutPromise = new Promise((_, reject) => {
setTimeout(() => reject(new Error('timeout')), timeout);
3)
const response = awalt Promise.race(|
fetch(url, { signal: req.ac.signal }).catch((err) => {
1T (err.name === 'AbortError') return null;
throw err;

I9F

timeoutPromise,

1)

© /HolyJs 2026



ToT ke cueHapum c AbortController

—— autocannon: v2 (timeout 5s) —
$ npx autocannon -c 100 -d 60 -t 5 http://localhost:4000/route

Running 60s test @ http://localhost:4000/route
100 connections

T P I R -
2013 ms | 2266 ms | 714.43 ms | 604.6 ms | 4046 ms 3540 2xx

, 5 non 2xX
Sz I R I O N S 959 timeouts
Bytes/Sec | 39.4 MB | 61.1 MB | 72.1 MB | 87.7 MB | 71.6 MB | 6.85 MB | 39.4 MB 4.3GB read

Req/Bytes counts sampled once per second.
# of samples: 60

3540 2xx responses, 5 non 2xXX responses
4k requests in 60.03s, 4.29 GB read
659 errors (659 timeouts)
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Event Loop c AbortController

AKTUBHbIX 00paboT4YMKOB MeHbLLE, 3aaepXKka EventLoop meHbLLeE.
N npun aTom B 2 pa3a dbonblle 3arnpocos.

/\ Detected a potential 1/0 issue 5]

« Active Handles
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CepBep c otMmeHon, Ho 6e3 AbortController

app.get('/route', async (req, res) => {
counter += 1,
const mode = PATTERN[counter % PATTERN. length];
reg.cancelled = false;

reg.on('close’, () => req.cancelled = true);

const data = awalt makeRequest( ${ROUTES_URL}/${mode}.json , {
timeout: 4000,

req,

1)
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makeRequest c otmeHom, HO 6e3 signal

async function makeRequest(url, { timeout, req }) {
1T (req.cancelled) return null;
const timeoutPromise = new Promise((_, reject) => {

setTimeout(() => reject(new Error('timeout')), timeout),

3)

const response = awalt Promise.race(|
fetch(url),
timeoutPromise,

1)

1T (req.cancelled) return null;

© /HolyJs 2026



ToT ke cueHapwum c otMmeHon, HO 6e3 AbortController

—— autocannon: v3 (timeout 5s) —
$ npx autocannon -c 100 -d 60 -t 5 http://localhost:4000/route

Running 60s test @ http://localhost:4000/route
100 connections

4298 ms | 4445 ms | 1419.93 ms | 1226.49 ms | 4652 ms 2459 92xx

1 non 2
N N O N K 466 timeouts
2 9GE reac

Req/Bytes counts sampled once per second.
# of samples: 60

2459 2xx responses, 1 non 2xx responses
3k requests in 60.04s, 2.95 GB read
466 errors (466 timeouts)
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Event Loop c otmeHon, Ho 6e3 AbortController

AKTUBHbIX 00paboT4YMKOB MeHbLLE, 3aaepXKka EventLoop meHbLLeE.
N npun aTom Ha 30% OonbLle 3anpocoB YeM Oe3 OTMEHDI.

Event Loop Delay
« Active Handles

CPU Usage % Memory Usage MB A\ e RSS ~---- Total Heap Allocated —— Heap Used
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CpaBHeHue

be3 AbortController

1833 -cnvocos
677 timeouts

4.8 ceK oo
1.6 GB read
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