ddPeKTuBHOeE
yrnpasaeHue

MHPPACTPYKTYpOU

fmy TECH



060 MHe

* K8s

* Hasicorp stack

* Prometheus stack
* |[stio

e GitlabCl

* Gitops

@Mrgreyves

Apo3aeuknn Bnagumup

DevOps Teamlead

fMj TECH




O HacC

10 k8s

clusters
(1000+ CPU cores, 2+ TB Ram)

Golang/Python
Postgresq|
Redis

Elasticsearch

MoapobHee o Hac:
https://github.com/magnit-tech/magnit-online

My TECH




NMnaH

My TECH

* OyemlaC

* Terraform n Kak ¢ HUM XKUTb

* Kak rotosutb terraform moaynum
* Terragrunt —3auem oH Ham?

* Ham ToxKe Hy»XHbI CI/CD naiinnaiiHbl
ANA NHPPACTPYKTYpPbI

* CeKuua speaHbIX COBETOB




My TECH



laC

A Bceraa nu OH
HaM HYXeH?



laC

UHCTpYMeHTbI ANA ynpasaeHUA MHPPACTPYKTYpPOu:

Terraform CDK
Pulumi Ansible, Chef, Puppet, etc.
AWS Cloudformation Bash A_A

fmy TECH



@® /leknapaTuBHOE ynpas/ieHue MHoxecTBo npoBainaepos @

nHopactpykTypom (HCL) (ecnun HeT HyXHoOrO,
HanMLWn CBON)

Terraform

@® State KomaHgoHaa @

+ Backend pa3paboTka
® Moaynu

fmy TECH



Terraform

Backend

e VPN  Local

* JloKa/ibHOE K3lKnpoBaHUe * Terraform cloud + opensource

alternatives
e 3epkana (a oHo ToyHO be3onacHoe?)

o e S3
e CBolt 06pa3 ¢ ycTaHOB/IEHHbIMMU

nposanaepa (He 3abbiBat 0OHOBNATD) * Gitlab

My TECH



Terraform

Backend — a Hy>XHbl
NN Ham 6N1O0KUPOBKN?




Terraform modules

Mepencnonb3oBaHue
Ko/a

BepcuoHupoBaHue
(git tag Hawwe Bce)

11



Terraform
modules

* CTpyKTypa
penosutopuA

°* TMNMYHOro moaynA

My TECH

12



Terraform
modules

* MHoro
nepemMeHHbIX
He bbiBaeT

e 3HayeHue
NO YMOIYaHUIO

* OnwmcaHue

My TECH

variable "memory"

description
default

type

variable "disk"

description
default
type

variable "zone"

description
default
type

"VM RAM size"
2

number

"VM Disk size"
10
number

"Default zone"
"ru-centrall-a"
string




Terraform
modules

* [lpoBepKa
3HAYEeHUM

My TECH

variable "psqgl_service_name"

description = "Managed Service for PostgreSQL name"

type

validation

condition

error_message =

string

can(regex(""[0-9A-Za-z_]*$", var.psql_service_name
"The psql_service_name value can contain numbers, letters and

14



Terraform modules

Hy)>XeH 1n Ham
6a3oBbi moAaynb?



Terraform
modules

TUNMYHbIN generic

MOAY/b BbIrNAANT TaK:

3

My TECH
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Terraform
modules

My TECH

"yandex_compute_instance" "generic"

"snapshot”

null_resource" "node-exporter”

null resource" "ca-cert"

null_resource" "setup-users"”

null_resource" "crt-issuer-consul-template"
consul _node" "node"

consul _service" "node"
yandex_dns_recordset" "generic"
yandex_dns_recordset"” "generic-custom-dns"
yandex_compute_snapshot_schedule”

17



-IjEEIrI'Eirfi:"-r1r| o0
resource "null_resource" "node-exporter"
mOdUIes count = var.num

provisioner "local-exec"
command = format("ansible-playbook -D -1 %s, -u ubuntu
%s/provision/node-exporter.yml"
var.bootstrap &&

yandex_compute_instance.generic| count. index

network_interface|0].nat_ip_add
I(‘}S% !: "nn ?

yandex_compute_instance.generic|count. index

network_interface|0].nat_1ip_add
ress

yandex_compute_instance.generic|count. index].network_interface[0@].ip_address

path.module

depends_on = |yandex_compute_instance.generic

My TECH
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TerrafOrm * Moaynb TMNNYHOIO cepBuca Ha BM
mOdUIes e (Obwasn cTpyKTypa penosuntopusa)

README .md --> Readme file
ansible.cfg --> Ansible configuration file
main.tf --> Terraform main file

outputs.tf --> Terraform outputs file
provision --> Ansible playbook folder

— deploy_vm.yml
L— roles

variables.tf --> Terraform variables file

fmy TECH



Terraform
modules

TUNMUYHOIO MoaynA

My TECH

module "sentry"
source = "git@gitlab.com:olololo-trolololo/generic.git//.?ref=3.0.2"

variable "sentry_version"
type string
default "23.3.1"

resource "null_resource" "sentry_playbook"
depends_on = [module.sentry

resource "consul_node" "sentry"
depends_on = |[module.sentry

resource "consul_service" "sentry"
depends_on =
consul_node.sentry

20



Terraform
modules

OKOHYaTe/IbHbIN BbI3OB
Moayna

My TECH

terraform
source

include
path

inputs =

vm_name
num

cpu
memory

= "git@gitlab.com:olololo-trololo/sentry.git//.?ref=2.0.0"

find_in_parent_folders

21



Terragrunt

Terragrunt nnm Korpa
Terraform un ero moaynen
CTaHOBUTCA HEAOCTAaTOUYHO



Terragrunt

OcobeHHOCTU:

DRY noaxop,

fMj TECH

PacwimnpeHHan
wabnoHusauma

JlononHutenbHble
TUNbl NepeMeHHbIX

Mbkoe
ynpasneHue
3aBUCUMOCTAMM

23



Terragrunt

Crano

My TECH



Terragrunt

My TECH

locals
env_vars = read_terragrunt_config(find_in_parent_folders("env.hcl"
group_vars read_terragrunt_config(find_1in_parent_folders("group.hcl"

generate "provider"
path = "provider.tf"
if_exists "overwrite"
contents = templatefile("${get_parent_terragrunt_dir()}/provider.tmpl"

zone = "ru-centrall-a"
folder_1id = local.env_vars.locals.folder_id
consul_address local.env_vars.locals.consul_address

inputs = merge
subnet_1id = group_vars.locals.subnet_1id
network_id env_vars. locals.network_id
folder_1id env_vars. locals.folder_1id

25



o0
Terragrunt
terraform
required_providers
yandex =
source = "yandex-cloud/yandex"

backend "http"
address = "https://olololo-trololo/${replace(module_path,"/","-")}"

lock _address "https://olololo-trololo/${replace(module_path,"/","-")}/lock"
unlock address "https://olololo-trololo/${replace(module_path,"/","-")}/1lock"
username = "gitlab-ci-token"

provider "yandex"
cloud_id = "super-duper-cloud-id"
folder_id "${folder_1id}"
zone = "¢${zone}"

My TECH 26



Terragrunt

My TECH

dev

— compute

— dmz-external-a

— dmz-internal-a

— dmz-internal-b

global
addresses

—
Q

— —h
o -
~ @D
~- (D
'—l-
o
Q

sentry
victoriametrics
group.hcl

TTTTT

~
(0 0)
wn

B
|
{
B
|
|
|
L
L

env.hcl

27



Terragrunt

- N
terraform
Co3paHune pecypcos source = "git@lolo-trololo/sentry.git//.?ref=2.0.0"
npn NnoOmMmoLiun
terragrunt

include
path = find_in_parent_folders

inputs =

My TECH
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Terragrunt

3aBMCUMOCTU PecypCos:

—— K8s-master-nodes

fMj TECH

—» K8s-worker-nodes

v

v

SG-master-nodes

SG-worker-nodes

29



Terragrunt

Co3naHue master
node

My TECH

terraform

source = "git@gitlab.com:ololo-org/devops/shared-
knowledge/tfmodules/ycloud/k8s_master.git//.?ref=1.3.0"

include
path = find_in_parent_folders

dependency "sg
config_path = "${get_repo_root()}/dev/global/security-groups/k8s/master"

inputs =

cluster_name = "platform-dev"”

cilium = true

version_k8s = "1.24"

zone = "ru-centrall-a"

vpc_Tfolder_1id = "folde-1d" dev catalog

security_group_1ids =
dependency.sg.outputs.security_group_1id

30



Terragrunt

Co3agaHune worker
node

My TECH

terraform
source = "git@gitlab.com:ololo-org/devops/shared-
knowledge/tfmodules/ycloud/k8s_node.git//.?ref=2.0.3"

include
path = find_in_parent_folders

dependency "masters"
config_path = "../masters"

dependency "sg"
config_path "${get_repo_root()}/dev/global/security-groups/k8s/worker"

inputs =

cluster_id = dependency.masters.outputs.cluster_id
pool_name = "dev-zone-a-v2" unique

k8s_version Al o2

nat = false

security_group_ids =
dependency.sg.outputs.security_group_id

31



Terragrunt

OcobeHHOCTU:

01 02 03

OTaenbHbIN CTENT
ON1A KaXKaoro pecypca Terragrunt Kypuua

(He Bcem moXeT bbITb run all UAN ANLUO
yAo6Ho)

fmy TECH



CD infra-pipeline

plan
stage: teplansts
script
- terragrunt run-all plan

apply
stage: apply
script
- terragrunt run-all apply -auto-approve

output
stage: output
script
- terragrunt run-all output

fmy TECH
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CD infra-pipeline

Gitlab + Triggers +
Downstream
pipelines= "7




Generate ci thing
in folder-1

CD infra-

pl pEI | n e Generate ci for ]
folder

Pipeline for everything

Generate ci thing
in folder-2

Generate ci thing
in folder-x

Generate ci thing
in folder-1

Generate ci thing
in folder-2

Generate Generate ci for L
S{ENV_NAME} folder

Generate ci thing
in folder-x

S (S

AP N N N NI N

My TECH



CD infra-
pipeline

Stages for everything

My TECH

include
- '.gitlab-ci-terragrunt.yml’
- '.gitlab-ci-templates.yml’
- '.gitlab-ci-mr-jobs.yml’

generate:dev
stage: setup
extends
- .runners:dev
script
- ./generate-default-jobs.sh dev dev
artifacts

paths
- .gitlab-ci-dev.yml
expire_in: 1 week
rules
- i1f: $CI_COMMIT_REF_PROTECTED == "true"

dev

stage: triggers
trigger

include

- artifact gitlab-ci-dev.yml
job: generate:dev

rules

- i1f: $CI_COMMIT_REF_PROTECTED == "true"

36



CD infra-
pipeline

Dev — triggered
pipeline

My TECH

stages
- build
- deploy

folder-name:plan
stage: butild
variables
TF_ROOT: "folder-path"
extends

- .terragrunt:plan:folder-path

- .rules:default:folder-path
- .variables:protected

folder-name:apply

stage: deploy

variables
TF_ROOT: "folder-path"

extends
- .terragrunt:apply:folder-path
- .variables:protected

needs
- folder-name:plan

37



CD infra-
pipeline

Magic script

My TECH

cat >.gitlab-ci-${parent_prefix

include
- '.gitlab-ci-terragrunt.yml’
- '.gitlab-ci-templates.yml'

stages
- build
- deploy
- setup
- triggers

EOF

for root in ${has_terragrunt
do

prefix=$(echo "$root" | tr / -
basename=$(basename "$root"

cat >>.gitlab-ci-${parent_prefix

${basename}:plan
stage: build
variables
TF_ROOT: "${root}"
extends
- .terragrunt:plan:${env
- .rules:default:${env
- .variables:protected

yml <<EOF

yml <<EOF
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Xo3aMKe Ha 3aMeTKY

Cnegunte 3a nepemeHHbIMM
ABTOMaTMU3NPYNTE CBOIO PaboTy
BepcuoHunpymnte BCe

Mepencnonb3ymnte cBOM HapaboTKky,
He NOBTOPANTECH

laC - B MOMeHTe moXeT bbITb
He HYXeH

My TECH




MnaHbl Ha Byaylwiee

° Pa3pa6OTLIMKM MOTYT BJZINATb HA MHd)paCprKTypy

* Chat-OPS

My TECH %



Cnacubo 3a BHUMaHue!

Opo3aeuKnin Bhagumup

DevOps TeamLead

@Mrgreyves
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