Ucnonb3oBaHne HAProxy ana 6anaHcMpoBKMU
Harpy3sku mexnay nokauyusamu

Makcum KynpmsaHoB




BHewWwHUn 6anaHCUpOBLLMK




[TloyeMy KakK BHELLUHUI 6anaHCUPOBLLNK?

HeszaBMCMMOCTb OT NMocTaBLnKa ycnyr
YnpouleHne maclutabnpoBaHus
OTKa30yCTOMYMUBOCTb

be3onacHOCTb




Haproxy?

e BbicokonpousBoguTenbHbin L7-6anaHcupoBlmnk Tpaduka: ao 2M RPS n go
100I6mT/C HA OAHOM cepBepe

e [Ipoo6pas (Zprox) nosiBuncs B 1999-m, a Haproxy 1.0 Bbiwen 16.12.2001
roga. Tekyuwas ctabunbHasa Bepcus — 3.0. HanucaH Ha s3bike C

e ABTOp N MenHTenHep: Willy Tarreau. BxoauT B Linux Kernel Stable Team un
Linux Kernel Security Team

e bonee mnnnunappga sarpy3ok Ha Docker Hub

e lcnonbayetcs: GitHub, Stack Overflow, Reddit, X, Booking.com, Amazon Web

Services U MHOMMU ApYyrumMu



http://1wt.eu

YuynmMmca nagaTb




Haw caunt




[lnkoBasA Harpyska
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[NaBHbIM NOKa3aTesib Harpysku

Requests Per Second (RPS) — konnyecTBO 3anpoCcoB B CEKYHAY




[pocTeniuunii crocob 3aLluTbl OT NeperpysKu

frontend fe_sitel
bind :80
stick-table type ip size 1m expire 10s store http req rate(10s)
http-request track-sc@ src
http-request deny if { sc_http req cnt(9) gt 100 }
default backend be sitel




Composite Address B Haproxy

/************************* Composite addPeSS manipulation K 3k 3k 3k >k >k 5k 3k >k >k 5k 5k 3k >k ok 5k k k ok ok k

* Composite addresses are simply unsigned long data in which the higher bits
represent a pointer, and the two lower bits are flags. There are several
places where we just want to associate one or two flags to a pointer (eg,
to type it), and these functions permit this. The pointer is necessarily a
32-bit aligned pointer, as its two lower bits will be cleared and replaced
with the flags.

*****************************************************************************/

X %X % * X




Crnocob 3aluTbl OT Neperpysku #2

frontend fe_sitel
bind :80
stick-table type integer size 1 expire 1s store http_req_rate(1s)
http-request track-sc@ always true
http-request set-var(req.rps) sc_http req cnt(0)
http-request set-var(req.rnd) rand,mod(req.rps)
acl overloaded var(req.rps) -m int gt 100
acl unlucky one var(reqg.rnd) -m int ge 100
use_backend be _error 429 if overloaded unlucky one
default backend be sitel

backend be_error_429
http-request deny deny status 429




OcHoBa mMeTopaa:
e Stick-tables & Sticky-counters

o ACL
e [lepeMeHHble




KomMmaHaHasa
paboTa




Tenepb y Hac aBa NPOKCH




Peers-cekuus

global
localpeer tlblsl

peers tlb_ peers
bind :10000
server tlblsl
server tlb2sl 10.0.0.2:10000
table tlblsl type integer size 1 expire 5s store http _req_rate(5s)
table tlb2sl type integer size 1 expire 5s store http_req_rate(5s)




Frontend-cekuus

frontend fe_sitel
bind :80
http-request track-sc@ always true table tlb_peers/tlblsl

http-request set-var(req.rpslsl) sco_http_req_rate(tlb_peers/tlblsl),div(5)
http-request set-var(req.rps2sl) sco _http _req_rate(tlb_peers/tlb2s1),div(5)
http-request set-var(req.rps) var(req.rpslsl),add(req.rps2sl)

http-request set-var(req.rnd) rand,mod(req.rps)

acl overloaded var(req.rps) -m int gt 100

acl unlucky one var(req.rnd) -m int ge 100

use_backend be error_ 429 if overloaded unlucky one
default_backend be_sitel




Ba>XHO MOMHUTb:

e fBHO 3apaBanTe localpeer B global-cekuyunu

e Mexay 6anaHcepaMn MOXXHO BKNOYUTb TLS

e banaHcepbl He CUHXPOHU3UPYIOT, a
nepesanucbiBatoT Tabnunubl




Fallback Ha BTopoi cant




, BTOpOW canT

Pactem




Peers-cekuus

global
localpeer tlblsil

peers tlb_peers
bind :10000
server tlblsl
server tlb2sl 10.0.0.2:10000
server tlbls2 10.0.1.1:10000
server tlb2s2 10.0.1.2:10000
table tlblsl type integer
table tlb2sl type integer
table tlbls2 type integer
table tlb2s2 type integer

size
size
size
size

R R R R

expire
expire
expire
expire

5s
5s
5s
5s

store
store
store
store

http_req_rate(5s)
http_req_rate(5s)
http_req_rate(5s)
http_req_rate(5s)



Backend-cekuyuu

backend be local site
server clusterlsl track be all sites/clusterlsl
server cluster2sl track be all sites/cluster2sl

backend be_all sites
default-server check
server clusterlsl 10.0.0.11:80
server cluster2sl 10.0.0.12:80
server clusterls2 10.0.1.11:80
server cluster2s2 10.0.1.12:80




Frontend-cekuus

frontend fe_sitel
default_backend be_all sites
track-sc@® always_true table tlb peers/tlblsl

http-request
http-request
http-request
http-request
http-request
http-request
http-request
http-request
http-request
http-request

set-var(req.
.rps2sl) sc@_http req_rate(tlb_peers/tlb2sl),div(5)

set-var(req

set-var(req.
set-var(req.
set-var(req.
set-var(req.
set-var(req.
set-var(req.

rpslsl) sc@_http_req_rate(tlb_peers/tlblsl),div(5)

rpsls2) sc@_http_req_rate(tlb_peers/tlbls2),div(5)
rps2sl) sc@_http_req_rate(tlb_peers/tlb2s2),div(5)

rpsl) var(req.rpslsl),add(req.rps2sl)

rps) var(req.rpsl),add(req.rpsls2),add(req.rps2s2)

local srv_count) nbsrv(be_local site)

avg _local srv_rps) var(req.rpsl),div(req.local srv_count)

set-header X-LB-RPS %[var(req.rps)]

acl local srv_alive var(req.local _srv_count) -m int gt ©
acl local rps_ok var(req.avg _local _srv_rps) -m int le 50
use_backend be_local site if local _srv_alive local_rps_ok




[Tone3Ho 3HaTb:

e MoxeT 6bITb HECKOJIbKO backend-cekuum ¢
pa3/IM4YHOMN HAaCTPOUKOUN BECOB 419 CepBepoB

e 3arojIoBKU OYeHb BaXXHbl U HY>XHbl 419 OTNagKu

e Bce gaHHble MOXHO OTNpPaBUTb B J1IOMU




Bonpocbl?




