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rootfull POD's

nginx--2*[nginx]]




‘OmacHoCcTb rootfull

HOST cuctema

selector: # # 3anyck HOST-komaHpa nop root .
matchLabels: # kubectl apply -f deployment.yaml nginx POD
app: nginx # kubectl exec -i pod/nginx-.. -- \
replicas: 1 rm -rf /hostRoot/..
template:
metadata: # # 3anyck BpepgoHocHoro Mo
labels: # # c npaBamu root
app: nginx # kubectl run -i \
Spec: --image <obpa3 c BpenoHOCHbM 0>\

- - <BpepoHocHoe [10>
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# #3anyCK HOST—KOMaHp.noﬂ. root OSTCMCTeMa

# # Mpouecc 3anycKkaeTcsa C NnpaBaMm

# # nonb3oBaTtens c ID=486

app: nging # kubectl apply -f depl.oyment.yaml
replicas: 1 # kubectl exec -i pod/nginx-... -- rm -rf
template: /hostRoot/...
metadata:

labels: # # 3anyck BpepoHocHoro No

app: ngunx # # c npaBaMM noJsib3oBaTens
SPES: UID=486

* k

-;mggg nginx:1.14.2 --image <O6pa3 C BPeOOoHOCHbIM_MNO>\

yolumeMounts: -- <BpepoHocHoe MO0>
- mountPath: /hostRoot
name: host-root

yolumes:

- name: host-root
hostPath:
path: /
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USER=root : .
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-conmon- - - kube-scheduler- -
-conmon- - - kube-controller-
-conmon- - -etcd---8*[{etcd}
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-conmoni- - - kube-proxy- - -5%] -
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FROM ubuntu
USER 4611686818427387984
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ber

(containerd)

| 'fm rJ minkuke: JSernetesh Usermetres
Gend GEenZ
~ Runtime Docker Docker Docker Docker kubeadm
|environment compose compose compose compose
 Containers | Experiment No Experiment Yes Yes
* Policy
" Podman Experiment No Experiment Yes Yes
| (CRI-0)
“|Namespace docker docker rootlesskit| nsenter nsenter
=~ support by podman podman rootlesskit rootlesskit
Language go go go bash bash
| Multihost No No Yes No Yes
" Docker Yes Yes Yes Yes Yes
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 HaTVIBHOE [ Jél BopayVBaHye kuber yepes kubadm Ha Ha
~ MEOXKECTEE Y308, OblJ1 BbIMYLULEH Ha 3 MecsiLa paHee




init-certs

(container1)

master

(container2)

node

(container3)

tls-master
(volume1)

T R s
\;____‘_‘_*—4_____4__/

node2

(container4)

tls-node1

(volume?2)

/‘—_'_.———-_-_—_‘_‘_*_\_\_\
\___\_‘_‘_‘—*—4—._.___'___/

[ tls-node2

(volume3)

Master

systemd

—nsenter (user)
kubelet
coredns
kube-controller
kube-apiserver
kube-scheduler

etcd
kube-proxy
flanneld
‘—rootlesskit (user)
Lexe
L—crio
Worker
(node1, node2)
systemd

nsenter (user)
kubelet
kube-proxy
flanneld

rootlesskit (user)

Lexe
L—crio
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'Runtime
lenvironment

Usernetes
Gend

Docker
Compose

Usgrenneztes pOd SEG

kubeadm Kubeadm

' Multihost

No

Yes YOS

. Image Signing

No

| Containers No/Yes No/Yes YESs

" Policy

" Engine Containetd Containetd CRI=F0

CRI-O CRI-O

- Start kuber Systemd PODs PODS
|services AS services
Monitoring No No Yes
Local Registry No No Yes

No Yes




# Bootstrap a cluster
make up .
make kubeadm-init _
fﬂﬁﬂ{afﬂfyjfrjl|4:FLan13£f‘ﬁﬂ““’

# ~ﬁq0|a'ku)ectgvi
1

- make; kubecontig
- export KUBECONF.

kubectl get pods

maﬁd'“
qnd

*
— —
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KOMaHAObl paboThl C

Nnamespace 110Jib3oBarTéeJisAa

nsenter - koMaHaa 3anycka NPporpaMMbl B NOJIb30BaTEJIbCKOM
namespeces:

mount — nzosiMpoBaHHOEe MOHTUPOBAaHMUE;

UTS — nzonmpoBaHHble hostname n domainname;

IPC — nsonupoBaHHbIe MeXINpolleCCHblie KaHanbl,;

network — nsonMpoBaHHbIe ceTeBble nHTepdeucsl, iptables,

PID — nsonnpoBaHHbIN aepeBo PID-npoueccos;

user - nusonupoeaHHbie UID, GID, capabilities;

cgroup — m3onampoBaHHbIM Control Group (orpaHuuyeHue,
VYeT, N30Jiglus pecypcoB rpynnbl NpoLeccoB);

time — n3onmpoBaHHble CLOCK MONOLITIC un

CLOCK BOOTTIME.
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PATH=/usr/Libexec/podsec/u7s/b: in/:$PATH e

x|

Comepx MMoe KaTe asora /IJJr/ Ly) ur/uw ac/fJ/;'/'-.'C

cubeadm -> /Jusx/bin/podsec-u7s-kubeadm

gpedpmestee = 2.

L2

(\
Lo
{=
=W

In;

\>

\>

ol -
[— l— cr

(U

i

(2

GY
= et

La;

\>

(=

{m

‘.\

n W0

W

g
BN A
Sl

-
=L
Tt
v et
Ui l—

2
N <
2
=
i

§ =
-
—
-
}

i
T

i ==
N
"y

L
W

(m
p_l
L
me

L

Uy
g
=
>
.
UL
>
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CkpunTbl _kubea dm.sh, kubelet t.sh BbI3bIBalOTCA B noJib30BaTe/IbCKOM namespace.
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|/sbin/systemctl ?tuéef -T~\ ‘

start_rootlesskit.service

S Tt /usr/bin/kubeadm

4o 7

e “ el = l/usr/libexec/podsec/u7s/bin/systemctl start kubelet

o

‘.g

| kube- scheduler kube-controller kube-proxy _ flanneld



rootless POD's

=3 \? ---nsenter—-kubelet.sh---kubelet-12+{kubelet)]

USER-=root USER=u7s-admin
|-kubelet.sh---nsenter_u7s
|-rootlesskit.sh—-rootlesskit-—+

(. -conmon-flanneld--8*{{flanneld}]
w ----- 2*[conmon---coredns---7*[{coredns}]

M crio--10*
L_-:szwz- [{crie}]

-slirp4netns
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Master_Node_N

Master_Node 3

Master_Node 2 \

Master_Node 1
Init ControlPlane Join ControlPlane
systemd
systemd
|-nsenter—————kubelet f-nsenter————kubelet
Lrootlesskit Lrootlesskit
Lexe exe
|-conmon—coredns roit f-conmon—=kube -
F-conmon—rkube- controller
controller ) [-conmon—=kube -
-conmon——kube - apiserver
apiserver = [-conmon—Kkube - | |
[-conmon—~kube- scheduler
scheduler |-conmon—etcd
conmon—etcd t:conmon—kube—proxy
-conmon——Kube-proxy L_goﬂmon———flanneld
onmon—Tf lanneld rio
Lcrio

Haproxy_1

Haproxy
systemd
backénbappasgrver
server Master_Node_1 <IP>:6443
check
server Master_Node_2 <IP>:6443
check

server Master_Node_N <IP>:6443

check

Keepalived
systemd

keepalived

8443

6443

Hproxy_2

Worker_Node_1

Worker

systemd
|-nsenter————kubelet
L-rootlesskit
Lexe
[-conmon—kube -
proxy

-conmon—f1lanneld
Lcrio

Haproxy_3

Haproxy
systemd
backéndappasgrver
server Master_Node_1 <IP>:6443
check
server Master_Node_2 <IP>:6443
check

server Master_Node_N <IP>:6443

Haproxy
systemd
backénbappdsgrver
server Master_Node_1 <IP>:6443
check
server Master_Node_2 <IP>:6443
check

server Master_Node_N <IP>:6443

check

Keepalived
systemd

keepalived

8443

check

Keepalived
systemd

keepalived

8443
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i ‘ e ajnexawmum rpynne
oorlrrmm rIA\/ J'JOrJ”rJ ormc' OTCHA B hal. nfig/containers/policy.json

etc

u7-admin imagemaker podmanuser containres
/\ /\ lib
.config local .config Jdocal local policy.json
containres docker
| containres share containres share share
‘ storage
| policy.json  containres policy.json  containres containres

storage storage storage
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N i podsec-create-policy

Master ControlPlane

CRI-O“—

-TdFFOOA
J'IOIJ/J r/J'/ rlo(~ rer

— T
A

Container

Policy

"‘-.._____________—____________...-"'
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# podsec-create-policy registry.local | |sigstore.local
| # podsec-create-services 8 8

- )

N a €
m GET )
“h1.s«—— Container

Policy
i N e

Master ControlPlane
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# podsec-create-policy
.| # podsec-create-services
| # podsec-create-imagemakeruser

imagemaker$ podman ...

f

eﬂd(éw) ksl

itrolPlane:

FQJn "'

reqgistry.local | |sigstor

.

et

.

e.local

SIGN PULL

imagemaker$ podsec-load-sign-oci {/

Y

‘--._________________,..-ﬁ’
PUSH M &GET .
CRI.O“—— Contguner
Policy
“--.,_____________________,.--’

Master ControlPlane
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# podsec-create-policy registry. local

| # podsec-create-services

| # podsec-create-imagemakeruser 8 8

AR 0

# kubeadm init ...
. Master ControlPlane

imagemaker$ podsec-load-sign-oci i PUiLj &GET serrs
RIS PUSH '
imagemaker$ podman... “ CRI-O<— Container
Hexpoit Policy
PATH=/usr/libexeclpodsec/u7s/bin/:$PATH g SRCSSERR A




ControlPlane, Worker: "orlxloo”'lruw rlofmrl

~ocTyna, HacTponka F—UJSFF\

Worker

# podsec-create-policy

ControIPIane
# podsec-create-policy

Container
Policy

Container
Policy

i| # podsec-create-policy registry.local | |sigstore.local
# podsec-create-services

: " # podsec-create-imagemakeruser 8 8

i . : sign PULL GET
imagemaker$ podsec-load-sign-oci PUSH C t Z
imagemaker$ podman... | CRI-O ontainer

: # export
| PATH=lust/libexeclpodsec/u7s/bin/:3PATH

# kubeadm init ...
Master ControlPlane /

Policy




'“JnrrJJHJ«mw \J\/Jf 2 r: PEB"OOrI'l/IBEI HINE

/JI OB "o \ rl rI p,:n M /1 k un e,n,

S Worker
- | # podsec-create-policy
| # export \

~ | PATH=lusrllibexec/podseclu7s/bin/:3PATH
| # kubeadm join ..

ControIPIane
# podsec-create-policy

| # export

| PATH=lustrl/libexec/podsec/u7s/bin/:$PATH |
| # kubeadm join ..

Container
Policy

Container
Policy

# podsec-create-policy registry.local | |sigstore.local
# podsec-create-services

: # podsec-create-imagemakeruser 8 8

; SlGN53 \PULL s
imagemaker$ podsec-load-sign-oci FUSH N :
imagemaker$ podman sign/push ... CRI-g Container

# export \
{ PATH=/usrllibexec/podsec/u7s/bin/:3PATH

A\ # kubeadm init ...
i Master ControlPlane /

Policy
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OcobeHHocTum ALT Orchestra

ALT Orchestra (AnbT OpkecTtpauusa) KJ1oH OS
Talos.

Bce ISO n docker-oopasbl NOJIHOCTLIO
CObVMpaloTCs Ha OCHOBE NaKeTHOM ba3bl ALTLinux-
Sisyphus.

llogaep>XXuBaeTtcsa coObCTBEHHbIN cTeK extensions
Ha OcHoBe naketHoMm ba3bl ALTLinux-Sisyphus.

PYycnULUNPOBaH U NMPUHAT B upstream
MHTepdenc image-factory.

Co3aaH cobcTBeHHbIN cepBuc image-factory
https://factory.altlinux.space/.

3aperncrpMpoBaHoO B peectpe POCCUMUCKOro
NporpaMMHOro obecne4yeHus -
https://reestr.digital.gov.ru/reestr/3607624/



*  O0coDbeHHOCTM peLueHun
Talos

s OTCYyTCTBME OocTyna K y3JsiaM no ssh

» PaboTa c KJlactTepoM TOJIbKO Yyepes
KOMaHAabl
 talosctl
* kubectl

s MMHMMaJibHasa (pbanusioBas cMcTema
pasMelllaeMas B onepaTuBHOU NaMATU U
MOHTMpYEMas B pe>XXUMe TOJZIbKO Ha YTeHue.

s boraTbi HAbOop BCTpoOeHHbIn cepBucoB: CNI,
HA, Service Discovery, VIP, ...
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https://github.com/kafnevod/devoops/tree/main/2025
https://github.com/kafnevod/devoops/tree/main/2025
https://github.com/kafnevod/devoops/tree/main/2025
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