icnonb3oBaHMe aKTOPHOW
MOJENMn B CcUCTeMax
PUHAHCOBbLIX TPAH3AKLUN

x: @nikita_melnikov
Atlantic Money



060 MHe

= VP of EngineeringaAtlantic Money

m ex-T-Bank, ex-T-Bank WHBecTuuyum

= 10+ neT B QUHTeXe

= High-load

= Scala, Golang, PostgreSQL, and Kafka %
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AreHga

= QuHaHCOBble TPAH3aAKUMW W TUMNUYHbIE NPO6GIEMDI
= TpaAUUMOHHbIE MOAXOAbl K pelweHuto npobnem

= ACMHXpPOHHaA o6bpaboTKa

= AKTOpHaAa moAaenb

= Kafka

= Cobupaem BCe BMeCTe
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UTo Takoe (uMHaHcoBas TpaH3aKLUS

‘ Customer | App | ‘ Recipient l
Cospaet $100 -> €90 nepeBoA
O >
Otnpasnset $100
(2] >
Otnpasnset €90
? >

‘ Customer ‘ App | ‘ Recipient |
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YTOo npomcxogut Ha camom perne
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YTOo npomcxogut Ha camom perne

» onb3oBaTenb co3gaeTt nepesog $ — €
s Cuctema xpeT $
= CucTtema 3anucbiBaeT BCe AeTanu nnartexa
= Cuctema 3anyckaeT NPOBEPKM
= [IpoBepKa Ha CAHKUWK MO Pa3/InYHbIM CMNUCKaM
= AHTU-(poAa
= [lpoBepKa AOCTYMHbIX NUMUTOB M 6anaHca
» [logcuyeT KOMUCCUMN
= MHOroe pgpyroe
= Cuctema obmeHuMBaeT BaNwTy

= Cuctema oTnpasnaeT € nonyyaTtenwo
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[loTeHunanbHble NPo6aeMb
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Lost update

Transfers Database Compliance
SELECT ...
Q- >
[poBepKa oTnpaBufensa 1 noayvatens
(2} >
QK
< 3
.. ObpaboTkKa ...
UPDATE ...
? ----------------------------- >
Transfers Database Compliance

7 / 56



Lost update

Transfers Database Compliance
SELECT ...
............................. >
[poBepka oTnpaBufens 1 noayyarens
aK
> ©
par ) ......... [Complianc: a-CMCTeIAx;BeLuMna
3a6/10KMpPOBaTh BCE MEPEBO/DI
ANg KnveHTa]
POST /transfers/cancel
< 0
SELECT ...
............................. ’
UPDATE
LI ot N
UPDATE
............................. >
Transfers Database Compliance
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Lost update
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Lost update

SELECT * FROM transfers WHERE id = 1; SELECT * FROM transfers WHERE id = 1;
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Lost update
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Lost update

UPDATE transfers UPDATE transfers
SET status = 'CANCELLED SET status = 'PAYMENT_RECEIVED
WHERE id = 1; WHERE id = 1;
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Lost update
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Lost update

transfers i@ = ig
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Lost update
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TpaguLMOHHbBIE MOAXOAbI
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BapnaHt #1

TpaH3aKkuma Ha 6a3se
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BapuaHT #1: TpaH3akuymsa Ha 6a3e
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BapunaHT

Transfers

#1: TpaH3aKuma Ha 6ase

(Npoaonkenue)]

Bo3sBspart p

UPDATE ...

Transfers

A4

e3y/ibTaTa

Database Compliance
SELECT ... FOR UPDATE
......................................... >
lpoBepKa oTnpaBuTeNA Y noslyyaTens
OK
par ) [Bnokmposka TpaHcgpepos (Havano)] .
BnokupoBka TpaHchepos
< 0:
SELECT ... FOR UPDATE :
(5 >
... Oxkupanue ...
UPDATE ...
|G ————— »
par J [BrokmpoBKa TpaHchepoB

Database

Compliance
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OrpaHuyeHus TpaH3aKuum Ha 6a3e

Bpemss 06paboTkm 5 cekyHn
X
100 nnaTexen B CeKyHAyY

500 aKTWBHbIX TpaH3aLUuWni
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BapuaHT #2: BNnoKUpoBKM
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BapuaHT #2.1: J/loKkanbHble 6/T0KUPOBKMU

class Transfer
private final ReentrantLock lock ReentrantLock
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OrpaHnyeHne MOKaNbHbIX 6GNOKUPOBOK

Node1 l ‘ Node2 l

[transfefs-api-2]

POST /transferg/cancel
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BapuaHT #2.2: PacnpegeneHHble 6M1OKNPOBKY
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PacnpepgenieHHble

6NOKNPOBKMU

Node 1

Node 2

Distributed Lock Manager Transfer
Request lock
(1] £
Grant lock
< 2]
Node 1 has the lock
Request lock
(3] £
Node 2 oxupgaet
JocTtyn o pecypca
Release lock
Grant lock
< 6]
Node 2 nonyyaet 6/710KMPOBKY
JocTtyn a¢ pecypca
Node 1 Node 2 Distributed Lock Manager Transfer
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XpaHunuiie pacnpegeneHHblXx 6/10KMPOBOK
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XpaHunuiie pacnpegeneHHblXx 6/10KMPOBOK

= Hazelcast
= Zookeeper
= Etcd

= Consul

» Redis
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OrpaHnyeHne pacnpepeneHHbiXx 610KUPOBOK

= [lpo6bnema nopsiaka 6710KNPOBOK
= TammayThl
= TaymayT Ha oXuaaHue 6GNOKMPOBKMY
= TammayT Ha yaepxaHue 6MOKUPOBKM
= 06paboTKa TanWMayToB

= YTo Mbl genaem B c/iyyae TahmayTa?
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[leanoKwu

ResourceB

Node1 Node2 ResourceA
Lock
(1] >
Locked
O L T LR PF LR LR TP CRETPCREPPUREEEEREREEEY (ERPTTEREPPCREREEPEEEPERERPE S (2]
Logk
(3
Locked
‘. ..............................................................
Lodgk (Waiting)
(5
Lock (Waiting)
(6 >
Deadlock occurs as both nodes wait for each other's resource
I I
Node1 Node2 ResourceA

ResourceB
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ACUHXPOHHasa o06paboTKa
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Mogenb TpaHchepa: Finite State Machine
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Mogenb TpaHchepa: Finite State Machine

= Y TpaHchepa eCTb HECKONIbKO COCTOSHUM
= Kaxpgoe cocTosiHMe onpefensaeT BO3MOXHble KOMaHAbI

= [lepexon Mexay COCTOAHMA MPOMCXOAUT uvepe3 KOoMaHzbl
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ACUHXPOHHaA o06paboTKa

public record Transfer(UUID id, Status status
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ACUHXPOHHaA o06paboTKa

FSM

public record Transfer(UUID id, Status status

created

[ReceivePayment]

payment_received

[SendChecksForProcessing]

checks_sent

[ApplyCheckResult]
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[ApplyChegkResult] [ApplyCheckResult]
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Command Processing

public void process(Command command

switch (command

case ReceivePaymentCommand x
checkStatus(this.status, Status.CREATED
this.paymentDetails = x.paymentDetails
this.status Status.PAYMENT_RECEIVED
sender.sendChecksCommand
save

case SendChecksCommand x

/!

case ApplyCheckResultCommand x
//
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TpeboBaHUSA AN ACUHXPOHHOU 06PABOTKMU

» B3aumopencTBue uyepes CoobWEHUS

= One-at-a-time o06paboTKa COObWEHUN
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AKTOpPHada mopdenb
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AKTOpPHaa mopdenb

Mogenb éKTOpOB — MaTeMaTnyecCckKaad mMoAe/ib napa’i/ie/ibHblX BMHMCﬂeHMﬁ, CTpoAlWaAaCA BOKPYI MOHATUA aKTOpa,
cunTawwerocda yHmBepcCalbHbIM MPUMUTUBOM Mapasi/sie/ibHOro MCMNOJ/IHEHNA.

AKTOp B ﬂaHHOﬁ moaenn B3aMMOﬂeﬁCTByeT HyTéM obMeHa coobweHuamm c Opyrmmm aktTopamum, w” KaMﬂNﬁ B OTBEeT

Ha nojiy4Yyaemblie COoObUEHNA MOXeT NMPUHUMaTb /1OKa/lbHble pelleHKWA, CO03aBaTb HOBble aKTOPbl, MOCbLI/IAaTb CBOW

coobluleHna, ycTaHaBNMBaTb, KaK creAyeT pearupoBaTb Ha nocneaywuue cooblieHus .
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https://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_%D0%B0%D0%BA%D1%82%D0%BE%D1%80%D0%BE%D0%B2#:~:text=%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C%20%D0%B0%CC%81%D0%BA%D1%82%D0%BE%D1%80%D0%BE%D0%B2%20%E2%80%94%20%D0%BC%D0%B0%D1%82%D0%B5%D0%BC%D0%B0%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F%20%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C%20%D0%BF%D0%B0%D1%80%D0%B0%D0%BB%D0%BB%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D1%85,%D1%81%D1%87%D0%B8%D1%82%D0%B0%D1%8E%D1%89%D0%B5%D0%B3%D0%BE%D1%81%D1%8F%20%D1%83%D0%BD%D0%B8%D0%B2%D0%B5%D1%80%D1%81%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%BC%20%D0%BF%D1%80%D0%B8%D0%BC%D0%B8%D1%82%D0%B8%D0%B2%D0%BE%D0%BC%20%D0%BF%D0%B0%D1%80%D0%B0%D0%BB%D0%BB%D0%B5%D0%BB%D1%8C%D0%BD%D0%BE%D0%B3%D0%BE%20%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D0%BD%D0%B5%D0%BD%D0%B8%D1%8F.

AKTOpPHaa mopdenb

Actor 1

—Message 1—p»

Actor 2

/—Message 3\

\

Message 2—p»

Actor 3

/

Actor 4

——Message 4
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AKTOpPHaa mogeNib C COCTOAHMEM

‘ Sender l IncrementActor ‘ State l
Increment Command Message
(1
Get State
P
State (Count=0)
...................................... e
Count = Count + 1
New State (Count=1)
...................................... ’
‘ Sender ‘ IncrementActor ‘ State ‘
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= ACWHXPOHHbIN OBMEH COO0bIWEHNAMN

= i301AUMA COCTOAHUSA

= [locnepoBaTenbHas o06paboTKa COO6UWEHUN
= YCTONYMBOCTb K cHosAM

= MacwtabupyemocTb
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YTUHBIN TecT =

Ecnn 3To BbIrNAAUT KaK akTop, o6bpabaTbiBaeT COO6WEHUA KaK aKTOP W XPAHUT COCTOAHUE
KakK aKTop. BepoATHO, 3TO aKToOp
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AKTOpHas MoAenb B CUCTeMe TpaHchepos

Customer Compliance Actor
éar ) [CoobLuyeHus oTrpaBAsAIOTCSA MPUMEPHO OAHOBPEMEHHO, HO Mbl

XOTMM MX 06paboTaTb NocsiesoBaTesIbHO]

OTtmeHa TpaHcdepa (CooblyeHne 1)
(1

Otnpaenset $100 (CoobieHue 2)

\ 4

0O6paboTKa coobleHus| 1 - OTMeHa TpaHcdhepa

A

O6paboTKa coobLeHUA|2 - ObpaboTKa naaTexa

A

OwwnbKa - TpaHchep He B TOM cTaTtyce

Customer Compliance Actor
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NHTepdencsl

Storage @ - XxpaHeHue COCTOAHUA
interface Storage<K, S

Optional<S> get(K key
void put(K key, S value
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NHTepdencsl

Storage @ - xpaHeHue cocToaHua  Actor Mailbox - N0 CyTW o4yepeab coobweHUn

interface Storage<K, S interface ActorMailbox<M
Optional<S> get(K key enqueue(M message
void put(K key, S value
Optional<M> dequeue

interface Actor<S, C
S receive(S state, C command
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NMHTepdpenco - Actor Mailbox

Ans mailbox Ham HyXHa Kakafa-HWbyab cCcucTema obmeHa coobueHusmn. YTo-HMOYAOb
HaJexHoe, MacwTabupyemoe u 6bicTpoe. UTO06b ewe Mbl MOMMM FrapaHTUpoBaTb
nocnenoBaTeNbHY 06paboTKy COO6WEHUW ANA Kaxaoro akTtopa.
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Kafka

37 / 56



Kafka
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Kafka OCHOBbI
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Kafka ocHoBbI

Partition 1

Partition 2

Partition 3

Broker 1

Broker 2

Broker 3
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Kafka OCHOBbI
Partition Offsets

39 / 56



Kafka ocHoBbI
Partition Offsets

Partition 1 Partition 2 Partition 3
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Kafka OCHOBbI

POYyTUHI CoO6lEeHNN
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Kafka ocHoBbI

POYTWHI COOGIWEHNN

Partition 1 Partition 2 Partition 3
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Consumer Groups
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Consumer Groups

Partition 1 Partition 2 Partition 3

Consumer Instance 1 Consumer Instance 2

41 / 56



NoaxoanTt. bepem Kafka W
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Cuctema Ha ocHoBe Kafka

Cobepem BCe BMeCcTe M NOCTpPoOMM cucTtemy Ha ocHoBe Kafka

Compliance Commands Verification Commands Payments Commands

Partition 1 Partition 2 Partition 3
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BaxXHoe 3amMmeuyaHue

3TO He no/sHaa peanu3auns Moaennm akTopoB, Kak B Erlang unm Akka.

Mbl 6yneM NCnonb3oBaTb MOAe€/lb aKTOPOB KaK KOHUeNuUUio Anad noCTpoeHUA CUcCcTembl.
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Kafka Consumer

class Consumer<K, S, C
void consume(Record<K, C> record
K key record.getKey
C command record.getValue

S state storage.Get(key).orElseGet storage.New(key

S newState actor.receive(state, command).getState
storage.Put(key, newState
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[Mapgaxwu!

TyT MoXeT 6biTb 3anucb B PostgreSQL n Kafka! @&
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[lpo6nema ABOWHOW 3anNuUcwu

Ecnun cepsuc ynageT nocne 3anucu B PostgreSQL, HO go oTnpaBku coobueHna B Kafka,

NaHHble 6yayT HecornacoBaHHbLIMN.

Kafka

Service PostgreSQL
3anucb B PostgreSQL
>
MoateepxaeHne 3anucu
L Loccooocooooosooooooocoooocoooocoo00oo000d
OTtnpaBka coobweHpa B Kafka
MoaTBEpKAeHMe PTipaBKu
‘ .........................................
Service PostgreSQL
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[Mpo6nema aABouHoun 3anucu: Outbox Pattern

Transaction tx = db.begin

storage.put(tx, key, newState
E effect effects
outbox.put(tx, effect

tx.commit
Exception e
tx.rollback
e
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Outbox Pattern: 3anucb coobuweHun u3
Outbox B Kafka

l Topic: compliance.commands

Table: transfers Table: outbox Debezium Connector . Topic: payments.commands
Topic: transfer.events
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Tox1lc-coobweHus
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Toxic-coobleHus

= Toxlc-coobuweHns Heob6xoaAMMO 06pabaTbiBaATb
= ToXx1C-Coob6weHna MoryT 6bITb M3-3a:

= HeKOoppeKTHOro opmata coobweHus

= HeKOppeKTHOW Bepcuum CcoobueHns

= HeKOppeKTHbIX AAHHbIX CO06LeHnA
» OWMOGKM NOTUKMK

= HeKOoppeKTHOe COCTOflHMe aKTopa

= HekoppekTHas o6paboTka coobweHun
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Toxic-coobweHua n Dead-Letters

e instanceof KafkaToxicException
deadLetters.produce(record
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Peanu3sauna Kafka Consumer

void consume(Record<K, C> record
K key record.getKey
C command record.getValue

S state storage.Get(key).orElseGet storage.New(key

try
Pair<S, List<E result actor.receive(state, command
S newState result.getState
List<E> effects result.getEffects

Transaction tx = db.begin

storage.Put(tx, key, newState

for (E effect : effects
outbox.Put(tx, effect

tx.commit

catch (Exception e

if (e instanceof KafkaToxicException
deadLetters.produce(record
else
throw e
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Peannsauna Kafka Consumer

K key record.getKey
C command record.getValue
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Peannsauna Kafka Consumer

S state storage.Get(key).orElseGet storage.New(key

try
Pair<S, List<E result actor.receive(state, command
S newState result.getState
List<E> effects result.getEffects
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Peannsauna Kafka

Transaction tx = db.begin
storage.Put(tx, key, newState
E effect effects

outbox.Put(tx, effect

tx.commit

consumer
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Peannsauna Kafka Consumer

e instanceof KafkaToxicException
deadLetters.produce(record

[S]
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Peanu3sauna Kafka Consumer

void consume(Record<K, C> record
K key record.getKey
C command record.getValue

S state storage.Get(key).orElseGet storage.New(key

try
Pair<S, List<E result actor.receive(state, command
S newState result.getState
List<E> effects result.getEffects

Transaction tx = db.begin

storage.Put(tx, key, newState

for (E effect : effects
outbox.Put(tx, effect

tx.commit

catch (Exception e

if (e instanceof KafkaToxicException
deadLetters.produce(record
else
throw e
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Peannsayuna akTopa

Pair<TransferState, List<Effect>> receive(TransferState state, TransferCommand command) {
if (command instanceof ReceivePaymentCommand) {
ReceivePaymentCommand x = (ReceivePaymentCommand) command;
TransferState newState = state.receivePayment(x.getPaymentDetails());

List<Effect> effects = Arrays.aslList(
new SendChecksCommandEffect(state.getTransferID()),
new TransferEvent(new PaymentReceivedEvent(state.getTransferID()))

)

return new Pair< (newState, effects);
} else {

throw new KafkaToxicException("unknown command");
}
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Peannsayuna akTopa

KafkaToxicException("unknown command
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Peannsayuna akTopa

if (command instanceof ReceivePaymentCommand
ReceivePaymentCommand x ReceivePaymentCommand) command
TransferState newState state.receivePayment(x.getPaymentDetails

List<Effect> effects = Arrays.aslList

new SendChecksCommandEffect(state.getTransferID
new TransferEvent(new PaymentReceivedEvent(state.getTransferID

return new Pair newState, effects
else

54 / 56



Peannsayuna akTopa

TransferState newState state.receivePayment(x.getPaymentDetails
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Peannsayuna akTopa

List<Effect> effects = Arrays.aslList
new SendChecksCommandEffect(state.getTransferID
new TransferEvent(new PaymentReceivedEvent(state.getTransferID
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Peannsayuna akTopa

Pair newState, effects
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3aKnwnyeHune

Cambli MPOCTON Crnoco6 pewnTb NPO6/eMbl C KOHKYPEHTHOCTbI0 - M36eraTb KOHKYPEHTHOCTb.
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3aKnwnyeHune

CaMbli NPOCTOW CNoco6 pewnTb MNPo6NEeMbl C KOHKYPEHTHOCTbW - M36eratb KOHKYPEHTHOCTb.

= AKTOpPHas mMoJenb - 3TO MPOCTOW CNoco6 pewnTb NpPo6nemMbl KOHKYPEHTHOCTU. Mbl paboTaem
C OAHMM coobueHMem 3a pa3 - 3TO ynpowaeT XM3Hb
= [Ins peanu3auuy aKTOPHOW Modenu Aaxe B C/IOXHOW CUCTeMe He 06s3aTeslbHo
MCNONb30BaTb CMOXHbIE MWHCTPYMEHTbI.
= Kafka nomoxeT OQoCTaBUTb COOBWEHUA B HYXHOM MopsiaKe ANS KaxAoro akTtopa. 370
HaJeXHas M MacwTabupyemaa cucTema

n [InA XPaHUNALLa 6ep|/|Te UTO BaM HpPaBUTCA W noaxoaAuT nohg Bally 3afdauyy
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