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Start from an Example

How to Perform Static Analysis?



An Example of check rule

• 1. Define a check rule: Case should end with break or $FALL-THROUGH$ comment

• 2. Implement the rule: write a checker

• 3. Scan the code

Wrong caseRight case



An Example about checker
• 1. Define a check rule: Case should end with break or $FALL-THROUGH$ comment

• 2. Implement the rule: write a checker

• 3. Scan the code

1. Relatively complex checker logic compared with simple rule description
2. Operation on nodes of abstract syntax tree: JavaClass, ASTNode, SwitchStatement



Static Analysis in Industry

• Targets of analysis checkers: Java code
• Huge scale

• Complex logic 

• Harmful bugs and vulnerabilities

• Users of analysis checkers: Java developers

• Fast iterative development

• Locate the potential bugs and vulnerabilities

• Quick feedback about the result of static analysis

• Owners of analysis checkers: checker developers

• Various requirements

• Customized check rule

• Develop and modify check rules timely

Scan

Rule description

Feedback about checker result

Test checkers 
via code

Improve quality
of code

Simplify the development of checkers

Java Developers Checker Developers

Java Code

CheckersNo FP! No FN!



Domain-Specific Language (DSL)

• General-Purpose Language (GPL): JAVA, C++

• Common DSL: Maven, Gradle, HTML, SQL 

• Our domain: static analysis
• Program is very complex

• Rice theorem: any non-trivial semantic property of a language which is 
recognized by a Turing machine is undecidable

• The scene of analysis is various

• Different scenes are similar
• Fixed program elements: class, method, statement, expression, variable

• Obtain program elements and perform analysis logic

• The goal of DSL-based analysis
• Simplify development of analysis rule

• Reduce duplicate analysis

How to represent code? 

Find caseBlock cb where 
cb.lastStatement is not or(break, fallthrough)



Abstraction of Code

• Representation of code
• Abstract syntax tree: syntactic structure

• Control flow graph: execution path

• Program dependence graph: data and control dependence

foo()

int x = source() x < MAX

sink(y)

int y = 2 * x



About Code Property Graph

[1] Fabian Yamaguchi, Nico Golde, Daniel Arp, Konrad Rieck: Modeling and Discovering Vulnerabilities with Code Property Graphs. S&P 2014.
https://ieeexplore.ieee.org/document/6956589

• Code property graph: the combination 
of AST, CFG and PDG [1]

How to save code? 

Gather information of 
code together

Extend CPG to contain 
more information



Relational Database VS Graph Database

Function

name

startLine

endLine

Statement
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endLine

enclosing
Function

next
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Variable
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Relational Database Graph Database

Data organization Table and relation Node and edge

Strength Filter structured data Process relation

How many classes do we have?

• Which one is better?

Is there a path from a statement to another?

Relation is more important than data 



Common Graph Database

• TinkerGraph：light、easy to configure、support Gremlin、no transaction、open-source

• OverflowDB：memory friendly、open-source

• JanusGraph：support huge graph、concurrent transaction、open-source of code

• TigerGraph：concurrent graph algorithmbig data process、license for commercial application

• Amazon Neptune：High performance、multiple levels of security、Must access via virtual private cloud

• Neo4j：master-slave topology cluster、real-time schema update、license for commercial application
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Tools using Database and DSL

• CodeQL: relational database with self-defined DSL

• Joern: graph database with Gremlin

• Codyze: graph database with Gremlin



Framework of CodeQL

CodeQL Plugin Cli Tool

Relational Database

AST Query

Taint Analysis

Analysis Language Support

Java/Kotlin
JavaScript/
TypeScript

C/C++ Python Go

Self-defined DSL (QL)

GitHub 
Action

CodeQL Core

Code Scan Service
Rule
Packs

Example



An Example of Query Analysis via CodeQL

• Structure of checker
• Metadata

• Import CodeQL libraries

• CodeQL class and predicates definition

• CodeQL variable declaration

• CodeQL query logic

• Entrance of query: select clause

• Query kind
• Alert (@kind problem): highlight issues in specific code 

locations

• Path (@kind path-problem): describe the flow of 
information between a source and a sink

• Rule: find all empty blocks

Not Java, Not Java, Not Java

Self-defined DSL called QL 



An Example of Taint Analysis via CodeQL

• Import dependencies

• Inherit TaintTracking::Configuration

• Define source and sink

• Source: string contant “tainted”

• Sink: the first argument of function call

• Define taint condition

• Code under analysis

• Analysis result



Taint Analysis with Sanitizer and Additional Flow

• Source: string contant ”source”

• Sink: the first argument of function call println

• Sanitizer: the first argument of function call sanitize

• Self-defined flow: from the first argument to the second of function call extraFlow



Taint Analysis with State 

• Source

• 1. string constant ”sourceCleaned”, initialized with state ”cleaned”

• 2. string constant ”sourceNotCleaned”, initialized with state ”notCleaned”

• Sink: the first arugment of function call println with state ”cleaned”, “notCleaned” or ”taintFromCleaned”

• Sanitizer: the first argument of sanitize with state “cleaned”

• Self-defined flow: Taint the second argument, initialized with state “taintFromCleaned”, if the first 
argument has the state “cleaned”

Clean the taint



CodeQL Plugin only available in VSCode

Import 
database
under 
analysis

Query 
history

DSL Code (Checker)

View AST
of code 
under 
analysis

View analysis result
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Workflow of Our Analysis Engine

JAVA
CallJavaParser

/JDT

CPGC/C++

Query

Other
Languages Graph

Database

DSL 
Rule

External
Parse

Gremlin
Rule

Clang/CDT

Frontend

Adaptive
AST

1.2 Extra Pass

UseDef

Type

Import

Inheritance

1.1 Language 
Frontend

Transform

1. Static Analyzer0.Input

0.1 Source code

0.2 DSL code
2. DSL Parser

Enhanced
Gremlin

Rule

internal
Parse

3. Graph Database
Processor

Bug report

4. Output

• Graph database with self-defined DSL

• Adaptive AST and CPG

• DSL translation



Adaptive AST and CPG

• Java AST Schema
• Class Declaration

• Function Declaration

• Variable Declaration

• Import Declaration

• …

• C++ AST Schema
• Class Declaration

• Function Declaration

• Variable Declaration

• Pointer Type

• …

• Adaptive AST Schema
• Class Declaration

• Function Declaration

• Variable Declaration

• Import Declaration

• Pointer Type

• …

Is it Unified Schema?

Python 

Schema

Typescript 

Schema

• Code Property Graph
• AST Nodes and edges

• Control flow edges

• Data flow edges

• Additional edges

• Function Call -> Function Declaration

• Variable Usage -> Variable Declaration

• Field Access -> Field Declaration

• Type -> Super Type

• Expression/Variable -> Type

CallJavaParser
/JDT

CPGClang/CDT

Frontend

Adaptive
AST

1.2 Extra Pass

UseDef

Type

Import

Inheritance

1.1 Language 
Frontend

1. Static Analyzer

1. Build AST file by file
2. Inter-file edges
3. Postprocess after building AST

Why do we need extra pass?



Introduction to Gremlin Query

• Start steps: V() and E() are for query
• addE(): Adds an Edge to start the traversal

• addV(): Adds a Vertex to start the traversal

• inject(): Inserts arbitrary objects to start the traversal

• E(): Reads edges from the graph to start the traversal

• V(): Reads vertices from the graph to start the traversal

• Five kinds of general step
• MapStep

• FlatMapStep

• FilterStep

• SideEffectStep

• BranchStep

• End steps
• hasNext(): determines whether there are available results

• next(): return the next result

• next(n): return the next n results in a list

• tryNext(): composite of hasNext()/next() 

• toList(): return all results in a list

• toSet(): return all results in a set

• toBulkSet(): return all results in a weighted set

• fill(collection): put all results in provided collection

• iterate(): generate side effects without returning real result

• Query Example

1.Find the co-developers of marko

g.V().has(“name”, “marko”).out(“created”).in(“created”)

.has(“name”, P.neq(“marko”)).toList()

2.Find all developers older than 30

g.V().has(“lang”, “java”).in(“created”)

.where(__.has(“age”, P.gt(30))).toSet()

DSL 
Rule

External
Parse

Gremlin
Rule

0.2 DSL code

2. DSL Parser

Enhanced
Gremlin

Rule

internal
Parse



DSL Translation

• Grammar of self-defined DSL

• Lexer of self-defined DSL

• Define our own DSL • Enhanced Gremlin (APIs for JAVA)

• Original Gremlin

DSL 
Rule

External
Parse

Gremlin
Rule

0.2 DSL code

2. DSL Parser

Enhanced
Gremlin

Rule

internal
Parse



Example of Multi-Layered DSL

• No debug code
• It is a Function

• Its name starts with ”debug”

• It has only one parameter

• The type of parameter is java.util.List”

• Original Gremlin

• Enhanced Gremlin

encapsulate

• Self-defined DSL



Future of Static Analysis

Scan

Rule description

Feedback about checker result

Test checkers 
via code

Improve quality
of code

Java Developers Checker Developers

Java Code

Checkers

Scan

Rule description

Feedback about checker result

Test checkers 
via code

Improve quality
of code

Java Developers Checker Developers

Java Code

Checkers

Engine Developers Analysis Engine

Develop



Summary

Simplify Static 
Analysis

Domain Specific 
Language

Code Property 
Graph

Graph Database or
Relational Database

• Background • CodeQL

Simple DSL Query

Taint Analysis

Enhanced
Taint Analysis

Framework

• Our work

Workflow

Adaptive AST

DSL Translation

Multi-Layered DSL



Thank You!
Спасибо!
谢谢！


