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192.168.1.10 — - [08/Sep/2025:13:10:41 +0530] "PUT /api/vl/data HTTP/1.1" 302 12928 "http://
facebook.com" "Mozilla/5.0 (iPhone; CPU iPhone 0S 17_0 like Mac 0S X)"
203.0.113.45 - — [08/Sep/2025:14:02:34 +0530] "PUT /favicon.ico HTTP/1.1" 502 7507 "http://
example.com" "Mozilla/5.0 (iPhone; CPU iPhone 0S 17_0 like Mac 0S X)"
192.168.1.15 - — [08/Sep/2025:14:07:35 +0530] "PUT /api/vl/data HTTP/1.1" 304 11669 "http://
google.com/search?g=example" "PostmanRuntime/7.32.3"
[Mon Sep 08 13:04:18.000000 2025] [proxy:error] (111)Connection refused: AHQQ957: HTTP:
qua norOB attempt to connect to 127.0.0.1:8080 (backend-server) failed
[Mon Sep 08 13:20:22.000000 2025] [auth_basic:error] AH@1617: user admin: authentication
failure for "/wp-login.php": Password Mismatch
192.168.1.10 — — [08/Sep/2025:14:05:30 +0530] "DELETE /wp-login.php HTTP/1.1" 404 14390
"http://example.com" "Mozilla/5.0 (iPhone; CPU iPhone 0S 17_© like Mac 0S X)"
L‘lVlTaTb OJIro 203.0.113.45 — — [08/Sep/2025:13:21:52 +0530] "PUT /admin/upload.php HTTP/1.1" 404 2640
J:L "http://google.com/search?g=example" "curl/8.0.1"
198.51.100.55 — — [08/Sep/2025:13:25:45 +0530] "GET /admin/upload.php HTTP/1.1" 201 9019
"http://example.com" "Googlebot/2.1 (+http://www.google.com/bot.html)"
198.51.100.55 — — [08/Sep/2025:13:07:10 +0530] "GET /about.html HTTP/1.1" 200 12192 "http://
example.com" "Mozilla/5.0 (iPhone; CPU iPhone 0S 17_@ like Mac 0S X)"
|_|p06ﬂeM CXO|D|y He BVIIDIHO 198.51.100.23 - — [08/Sep/2025:12:50:17 +0530] "GET /api/vl/data HTTP/1.1" 201 5706 "-"
"Mozilla/5.0 (Linux; Android 13)"
203.0.113.100 - - [08/Sep/2025:13:56:43 +0530] "GET / HTTP/1.1" 302 12118 "http://google.com/
search?q=example" "Mozilla/5.0 (iPhone; CPU iPhone 0S 17_0 like Mac 0S X)"
203.0.113.100 - - [08/Sep/2025:12:33:53 +0530] "DELETE /about.html HTTP/1.1" 500 2271 "http://
example.com/admin" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)"
MO)KHO BUNTATbCH, 198.51.100.77 — - [08/Sep/2025:13:54:16 +0530] "POST /blog/article?id=1234 HTTP/1.1" 200 342

"http://example.com/admin" "PostmanRuntime/7.32.3"
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[£] Optimized the conversation

Invalid prompt: your prompt was flagged as potentially violating our usage policy. Please try again with a
different prompt: https://platform.openai.com/docs/guides/reasoning#advice-on-prompting




Kagp: «A, pobot» (2004)



https://www.20thcenturystudios.com/movies/i-robot
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Victopusa async-profiler

 ToO ecTb OH HanmcaH

@English v Contactus  AWS Marketplace ~ Support ¥ My account v

aws’ re:invent Discover AWS Products Solutions Pricing Resources Q search Sign in to console

Amazon Corretto October 2025 Quarterly Updates

Posted on: Oct 21, 2025

On October 21, 2025 Amazon announced quarterly security and critical updates for Amazon Corretto Long-Term Supported (LTS) versions of
OpenJDK. Corretto 25.0.1, 21.0.9, 17.0.17, 11.0.29, 8u472 are now available for download. Amazon Corretto is a no-cost, multi-platform,
production-ready distribution of OpenJDK.

\d ' This release of Corretto JDK binaries for Generic Linux, Alpine and macOS will include Async-Profiler, a low overhead sampling profiler for
y K B a n b H o B H a m e M KO M a H Ae . Java supported by the Amazon Corretto team. Async-Profiler is designed to provide profiling data for CPU time, allocations in Java Heap,

native memory allocations and leaks, contended locks, hardware and software performance counters like cache misses, page faults, context
switches, Java method profiling, and much more.

P ( : Click on the Corretto home page to download Corretto 25, Corretto 21, Corretto 17, Corretto 11, or Corretto 8. You can also get the updates
Ta J-I OA H M M M 3 Ca M bIX M 3 B eC I I I bIX on your Linux system by configuring a Corretto Apt, Yum, or Apk repo.

Java-npoonnnpoBLKOB
n BCTpoeH B IntelliJ IDEA
n Amazon Corretto JDK

Feedback is welcomed!

Create an AWS account @ English v

Async-profiler 4.2 released ;7

&% apangin
Bundling with Amazon Corretto

is a no-cost, multiplatform, production-ready OpenJDK distribution. We are thrilled to announce that, starting with
the October release, official Corretto builds for Linux and macOS include async-profiler. The familiar asprof and jfrconv tools are
available out of the box in the bin/ folder alongside java, javac, and other executables.

https://aws.amazon.com/about-aws/whats-new/2025/10/amazon-corretto-
october-2025-quarterly-updates/

rofiler/discussions/1563
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OTKypa HOrm pacTyT

EHOT / QCloud Core / Oone—cloud—web / Commits / 08b0f02a & @ O github.com Heatmap converter (#944) - async-prof... ‘A Translate @ Ask Alice Al ©] 3 I ©o ﬂ 2 [ 7 7

P Top

v [3 src/main/java/one/cloud/web/profiles/render/heatmap/MethodCache.java deleted [y 100644 - 0

W Src

75 src/converter/one/heatmap/MethodCache. java [
. . . . . . converter
46 public int index(long methodId, int location, byte type, boolean firstInStack) { 33+ int index(long methodId, int location, byte type, boolean firstInStack) {
47 Method method; [® Main.java EZSS Method method;
N 35 + f (methodId < nearCache.length) {
48 if (methodId < nearCache.length) { & one 36 | + int mid = (int) methodId;
49 int mid = (int) methodId; @ convert . #etlind = uearcoehe Inidl
. 38 + f (method == null) {
50 method = nearCache[mid]; [ FlameGraph.java 39+ method = createMethod (methodId, location, type, firstInStack);
51 if (method == null) { B I 40 + nearCache[mid] = method;
q = e E a1+ method. index = methodIndex.index(method);
52 method = createMethod(methodId, locati type, firstInStack); B) o . '
53 nearCache[mid] = method; 3+ eleet
. . JfrToHeatmap.java v .
54 return method.index = methodIndex.index(method);
ResourceProcessor.java 45 + method = farMethods.get(methodId);
55 I 6+ (method == null) {
56 } else { B heatmap 47+ method = createMethod(methodId, location, type, firstInStack);
, . oA 48+ farMethods.put (methodId, method);
57 // this should be extremely rare case B 49+ method. index = methodIndex.index(method);
58 method = farMethods.get(methodId); HtmlOut.java 50+ }
. 51
59 if (method == null) { HuffmanEncoder.java = : ’
60 method = createMethod(methodId, location, type, firstInStack); LzNodeTree.java 53+ Method last = null;
61 farMethods.put(methodId, method); ) 54+ Method prototype = null
62 return method.index = methodIndex.index(method); Methodjae B etttk
4 0C-NCexEs 9 X=1nCex J MethodCache java 56+ f (method.originalMethodId == methodId) {
63 57  + f (method.location == location && method.type == type && method.start == firstInStack) {
4 SampleList.java 58  + method. index;
59 + }
tackSte ‘
65 Stack Sfasiae 60 + prototype = method;
66 Method last = null; SynonymTable.java 61+ ¥
. 62 + last = method;
67 Method prototype = null; ifr 63 + method = method.next;
68 while (method != null) { [®) Dictionary.java . ¥
g & i 65 +
69 if (method.originalMethodId == methodId) { Dictomary It o - N N —
70 if (method.location location &% method.type == type &k method.start == firstInStack) { e 67 + last.next = method = new Method(methodId, prototype.className, prototype.methodName, location, type, firstInStack);
7! return method.index; (- method. index = methodIndex. index(method);
heatmap.html 69 + ¥

72
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prototype = meth
}
last = metho
method = method.next;
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- method / field info
B Nto6ou MOMEHT OnLoad

thread info
get stack trace - get bytecodes ~ access local variables
force gc get constant pool exception events
get object size ~ tag objects method entry/exit events
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- add to classpath -~ gcevents - breakpoints
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(. AreHT )

i - )
npu cTapTe continuous-peXxunum Bo3bMeM 1 Brepeq;’

3arpyxaem B JVM
npwv eé sanycke * He Bce Tak NpoCTO n3-3a «0badyHon cneundunkm»

« [laBanTe NoNMeM, Kak OHO paboTaeT BHYTPW,

4YTOObI MOHATb, B YEM NpPOobema
-agentpath:

libasyncProfiler.so

\_ J




async-profiler

[TyTb oT CPU pgo Flame Graph-a
Ha npumepe CPU cycles




async-profiler
[MyTb oT CPU go Flame Graph-a

PMU o6HapyxunBaeT overflow cuéTtumka




async-profiler
[MyTb oT CPU go Flame Graph-a

1 (perf_events 2\
\_ J

perf_events oTnpaBngeT curHan NOTOKY




async-profiler
[MyTb oT CPU go Flame Graph-a

1 perf_events 2 (CmrHan NOTOKY 3\

-

O6paboTUMK CUrHaNa NosiyvYaeT PerncTpbl NOTOKa




async-profiler
[MyTb oT CPU go Flame Graph-a

1 perf_events 2 (CmrHan NOTOKY 3\

Ko npunoXeHus Ha nayse: paboTaeT o6paboTymK CUrHana



async-profiler L«
[MyTb oT CPU pgo Flame Graph-a

1 perf_events 2 CurHan noToky 3 (Stack Unwinding 4\

-Ox7F12

RIP
RSP -0Ox4A30
RBP -0x19CO

- J

Stack Unwinding: BoccTaHaBNMBaEM LLENOYKY BblI3OBOB




async-profiler L«
[MyTb oT CPU go Flame Graph-a

1 perf_events 2 CurHan noToky 3 Stack Unwinding 4 (_java + native + kernel 5\
- kernel
RIE Ox7F12 ﬁ
RSP -0x4A30
RBP -0x19CO

- J

[o6asnsgem rotoBbll kernel-cTek kK Java/native




async-profiler

Stack Unwinding B Java

Stack unwinding Java-cTek
(jmethodID, BCI)

 [aHo: perncTtpbl NOTOKa

 XOTUM: Kagpbl CTeka

Java: jmethodID + BCI

(0xC3, 24)

MoxeT, JVM yxe ymeeTt?




async-profiler
GetStackTrace & Safepoint bias
Ho async-profiler: GetStackTrace ns JVM Ti

CHMUMOK cTeKka

3anpoc B A -» cHuUmokKk B B




async-profiler

AsyncGetCallTrace —
NCTOYHMK Ha3BaHWA

MepBbiN NOoaxoA,
B async-profiler

Q bes oxunpaaHusa safepoint +

Q HecTtabunbHbin API:
Mor Bbi3BaTb Kpall JVM

AcCUHXpOHHBbIN 06Xx0a B JVM




async-profiler

CoBpeMEHHbDbIN
noaxon — VM Structs

CBoli 06xog cTeka JVM VMStructs
bes safepoint bias

Mixed-cTek Java + native
B peXunme vmx CBou 06xop cTeKa




async-profiler

A Kak nonyyaem HaTtumB & kernel?




async-profiler

Stack Unwinding gns HaTuBa

(" )

CPU state

é Y

frame pointers

* [lpocTas uenoyka caller frames

* TpebyeT -fno-omit-frame-
pointer

A J
4 D

O DWARF CFlI

Call Frame Information
npaswfia BOCCTaHOBEHUS
perncTtpos caller-a

. J

Ox7f3a...el

Ox7f3a...9c

Ox5baa...21

Ox5b5aa...08

addresses



async-profiler

Stack Unwinding gns HaTuBa

( )

CPU state

é )

frame pointers

* [lpocTas uenoyka caller frames

* TpebyeT -fno-omit-frame-
pointer

. J
4 N

O DWARF CFlI

Call Frame Information
npaswia BOCCTaHOBEHUS
perncTtpos caller-a

\ J

Ox7f3a...el

Ox7f3a...9c

Ox5baa...21

Ox5b5aa...08

addresses



async-profiler

Stack Unwinding gns kernel

Kernel-cTek packpy4umBaeT Linux

perf events —

- J

CobupaeTt kernel-ctek

OXFFFF..Al

OXFFFF..9C

OXFFFF..08

[[OTOBas Leno4ka
agpecoB

N\

async-profiler

J

[lo6aBnsaeT kernel-kagpol

K Java/native-cteky

B o6paboTumke curHana kernel-kagpbl y>ke rotosbl



async-profiler o
[MyTb oT CPU go Flame Graph-a

1 perf_events 2 CurHan noToky 3 Stack Unwinding 4 Java + native + kernel 5
; r% kernel
RIP Ox7F12 ﬁ
RSP -0x4A30
RBP -0x19CO

Cobunpaem Kagpbl B ceMnJi

-

Cemnn 6

E=E)
)|
DR
)
()
e/




async-profiler L«
[MyTb oT CPU go Flame Graph-a

1 perf_events 2 CurHan noToky 3 Stack Unwinding 4 Java + native + kernel 5
; r% kernel
RIP Ox7F12 'n
RSP -0x4A30
RBP -0x19CO

CTek packpyTunnu. Tenepb HY>XHbl UMEHa

Cemnn 6 (CI/IMBOJWBaLI,I/Iﬂ: Java, native, kernel 7\

=
-bp-b
oxisco

\_

i




async-profiler ©
[MyTb oT CPU go Flame Graph-a

CumBonnsauymng Java

f

\.

(jmethodID,
bytecode index)

\

J

CunmBonnsauymns native

(

address

\

MeTapgaHHble JVM

(

.

ELF + address

J

Appec BHyTpK ELF

(class.method,

line)

ELF .symtab

* B async-profiler native-kagpbl 06bl4YHO 6€3 HOMEPOB CTPOK 1 HE YYUTbIBAIOT inline-byHKumn.
Opyrne npodunnunposmkn no DWARF .debug_info /.debug _line / GSYM pesonsaT

method




async-profiler
[MyTb oT CPU pgo Flame Graph-a

Cumonnszaunma kernel

address ——>  [proc/kallsyms ——> method

sudo cat /proc/kallsyms | head -5
0000000000000000 A __per_cpu_start
0000000000000000 A fixed_percpu_data

0000000000001000 A cpu_debug_store
0000000000002000 A irg_stack_backing_store
0000000000006000 A cpu_tss_rw




async-profiler L«
[MyTb oT CPU go Flame Graph-a

1 perf_events 2 CurHan noToky 3 Stack Unwinding 4 Java + native + kernel 5
; r% kernel
RIP OX7F12 'ﬁ.
RSP -0x4A30
RBP -0x19CO
Ctpoum Flame Graph n3 JFR
Cemnn 6 CumBonunszauyms: Java, native, kernel 7 (JFR/FIame Graph 8\

handle()
0x4A30 Qp»
get()

i




async-profiler o

A HaTuB & kernel?

3OTO O4YeHb Ba)XKHoe

async-profiler cBouncTBO async-profiler,

BNANT HaTuUB N kernel T. K. HE Ha40 NCNOJ1Ib30OBaTb

APYrne NHCTPYMEHTDI




O6na4yHbie Npo6nembl N peLueHns

BupnmocTb kernel nomorna

5 min : 5 sec

OTpeskn oTCoOpPTUPOBaHbI MO Y6bIBaHUIO
T. e. cMOTpUMM TON MecT no notpebnerHnio CPU




O6na4yHbie Npo6énembl N peLueHns

BugnmocTb kernel nomorna




O61auHble Npo6siemMbl N peLleHns

BugnmocTb kernel nomorna

Bkounnm
onTMMN3aL o

total cpu

9
8
. g
6
5
4
3
2
1
0

kernel cpu

19:55 20:00 20:05 20:10 20:15 20:20 20:25 20:30 20:40 20:45 20:50 20:55 21:00 21:05 i 21:20 21:25 21:30




O6nayHbie Npo6énembl N peLueHns ©

Ho, uTo ecnun npobsiema yxe npoLuna?

JVM nnnm XxoctT mornm

MpocTo async-profiler

HaM YyXXe HE NMOMOXET

yXXe YMepeTb




HenpepbiBHOE
NPoPUINPOBaHNE
B O6nake




O6nayHbie Npo6énembl N peLueHns

@ KOHTENHEPOB MHOIro, NOTOKOB eLLé boSbLue

e

HOST
KoHTenHep KoHTenHep KoHTenHep KoHTenHep
MoTokn

XOTM MUHMMANbHbBIA OBEpXep,



O6nayHbie Npo6énembl N peLueHns

perf-event Ha KaXgbin MOTOK

(>) OTmenbHbiiA FD
Ha Ka)XAabl MOTOK

(>) NamsTb Ha CYUETUMKN
n 6ydepbl cemnnos

(>) Osepxeq npu
nepeKsIioUeHNN NOTOKOB




O6nayHbie Npo6énembl N peLueHns

Kaxxgomy CPU no perf-cyetumnky

(>) 9xoHoMuM daiinosble
AeCKPpUNTOpbI

@ SKOHOMUM MaMATb gJig nepepadn
cTekoB (No aedponTy ee xpaTaeT
Ha 64 noToKa Ha agpe)

(>) CHuxaem osepxeq Ha CPU




O61auHble Npo6siemMbl N peLleHns

Kaxgomy CPU no perf-cuetumnky

[Mpwn overflow cmoTpuM, Kakon NOTOK cenyac
NCMNOJIHAETCSA Ha agpe

HO Ha CPU ncnonHaoTcs pa3Hble KOHTENHEPDbI XOCTa



O61auHble Npo6siemMbl N peLleHns

@ Buanm Bce ncnonHsawowmecs kKoHTenHepbl Ha CPU — HyXeH LWNPOKNIA oCTyn

e

HOST

-

CONTAINER

JVM

\

capabilities @

j

? \
async-profiler ¢
y p container 9
4

Onsa perf_events Ha CPU npaB y KOHTENHEPa HE XBaTaeT



O61ayHble Npo6siembl
N peLueHns

[MpuBmnnernpoBaHHbIN KOHTENHEP

* limeeT paclumpeHHble npasa

JVM JVM JVM JVM
° BVI,EI,I/IT BE&Cb XOCT container container container container

* Nmveem poctyn k perf_events Ha CPU |—|_|_I—'

KOHTEeNHepOoB

HO Tenepb Hago Kak-ToO
async-profiler c HUM NogPYXUTb




O6nayHbie Npo6énembl N peLueHns ©

C MrHMManbHbIM oBepxenom nonyunTtb kernel-ctek Ha CPU
n obpaboTaTb B async-profiler ucnonHaowerocs JVM-noTtoka

4 ) 4 )
HOST - Kernel CONTAINER

Kernel-cTek 7

async-profiler

Kak cCHATb cTek?
Kak poctaBuTb?




O61auHble Npo6siemMbl N peLleHns
eBPF

-

eBPF-nporpamma
(Ha Cn) ncnonHsaercsa

B agpe

HeT nuwHero
nepeko4YeHns

Mexay kernel n user space
— 3koHomum CPU

Tpurreputcsa npu
CpabaTbiBaHUN
perf_events

~N

MHoro
BO3MOXHOCTEN
N3 KOPOOBKIN —
eBPF helpers

* bpf_get_stack
* bpf_send_signal thread

-

\_

NMepepaém cTek
yepes eBPF map




O6nayHbie Npo6énembl N peLueHns

@ Hapo nogpyxuntb eBPF n async-profiler

C I
HOST - Kernel
eBPF
Kernel-cTtek
G
G
S )

Kak cocTbikoBaTb?

=

CONTAINER

async-profiler

CBoin c6op cemMnios

O6bl4HbIN async-profiler He NpuHMMaeT rotosble cemnibl eBPF




O61ayHble Npo6siembl
N peLueHns

async-profiler c eBPF

e [laTyeHHbIN async—proﬁler Code (-) Issues 50 [0 Pull requests 11

— 0 async-profiler / async-profiler ~

 kernel-ctek nonyyaet n3 eBPF B8 async-profiler

* native 1 Java packpy4rBaeT cam
bpfclient

This branch is




O6nayHbie Npo6énembl N peLueHns

[Mepenaem FD map npun nogknoyeHnin

HOST

host TID 9201

¥

eBPF

UNIX-socket

FD map

\

CONTAINER

async-profiler




O6nayHbie Npo6énembl N peLueHns

[Tony4yaem geckpunTtop map

[enaem mmap oavH pas

¥

HOST

host TID 9201

/

eBPF

\

(&

UNIX-socket

\

CONTAINER

J

eBPF map

2

4

mmap

€=

async-profiler




O6nayHbie Npo6énembl N peLueHns ©

eBPF 3anucbiBaeT gaHHble cemnna

eBPF

) a
HOST CONTAINER

async-profiler

0 J = /

host TID 9201




O6nayHbie Npo6énembl N peLueHns

eBPF oTnpaBngaeT curHan noToky

JVM TID 42

[TOTOK BbINOSTHAET 06PaboTUMK CUrHana async-profiler-a




O6nayHbie Npo6énembl N peLueHns ©

Ha curHane untaem g4yenky map

eBPF

0 J = /

) a
HOST CONTAINER




O6nayHbie Npo6énembl N peLueHns

Cobupaem cemnn gnga JFER

YacTu cTeka Cemnn JFR

m 13 eBPF map

native




O6nayHbie Npo6énembl N peLueHns

Cobupaem cemnn gnga JFER

YacTu cTeka Cemnn JFR

m 13 eBPF map

“ PackpyumnBaem yepes FP/DWARF




O6nayHbie Npo6énembl N peLueHns

Cobupaem cemnn gnga JFER

YacTu cTeka Cemnn JFR

m 13 eBPF map

“ PackpyumnBaem yepes FP/DWARF
Java stack unwinding

- (AGCT, VM structs)




one-continuous-
profiler A

T



one-continuous-profiler

ApxunTtekTypa one-continuous-profiler

Host

JVM
containers

eBPF
program

JFR
write

I Install

Privileged ]

Cloud admin page

Flamegraph
rendered

service




one-continuous-profiler B Kubernetes

[lpnMmepHaqa cxema

AreHT Ha Ka)Xkaom
y3ne

[TpuBUNErnpOBaHHbIN
DaemonSet

[MopknapbiBaem .SO B
KOHTEenHep

[locTaBka naT4eHHOro
async-profiler B JVM
yepes hostPath

\_

MeTapgaHHble

CBs3bliBaeM npouecc
C pod n cepBNCOM 4yepes
Kubernetes API




one-continuous-profiler B Kubernetes B

A B Kubernetes 3aBeanetca?

-
Ho:

* CXEeMY He TeCTunn

* one-continuous-profiler
He open-source




one-continuous-profiler K

[MogpobHee nNpo one-continuous-profiler

> g
"
"ix .

) L

INeoHwnp Tananaes Aptem [lpo3nos Anppen NMaHbruH

AHpgpen lNMaHbruH, JleoHng Tananaes,
ApTtem [Jpo3nos

PacckasblBaloT Npo HenpepbiBHOE NpodunnmnpoBaHme
n popmunposaHme Flame Graph-oB

youtu.be/EcmR2BOeVZE



https://youtu.be/EcmR2BOeVZE

Native & Friends /
Linux N\

T



Native & Friends /
Linux

 BcnomumHaem, 4To y Hac
He Tonbko JVM

« Go/C++/Rust

* Hy>XHO nx Kak-To
HenpepbIBHO
npodunnpoBaTb TOXE







a production-ready

* Oopen-source

« Continuous Profiling app ﬁ

Perforator

« that can collect CPU profiles from your
production

« without affecting its performance

* Inspired by Google-Wide Profiling




MWHNMaNNCTNYHOCTb areHTa

CrmBonmsauns oTkNagbiBaeTCs Ha NOTOM

"

Perforator




MWHNManMCTUNYHOCTb areHTa

CumBonnsaums oTknagbiBaeTcsa Ha NOTOM
\_ J

MacwTaébupoBaHue

Perforator

[[OTOBHOCTb XWNTb B OKpPY>XeHnr 10k cepBepOB U
bonee




MWHNMaNNCTNYHOCTb areHTa

CumBonnsaums oTknagbiBaeTcsa Ha NOTOM
\_ J

MacwTaébupoBaHue Perforator

[[OTOBHOCTb XWUTb B OKpYy>XeHn 10Kk cepBepoB 1
bonee
Y,

JInueH3nsa

Apache-2.0, otgenbHble Yyactn GPL-2.0




Native & Friends / Linux

A3bIkn gpyrue — Npo6aemMbl Te Xe

( )
o1 O1
KoHTenHepoB MHOro, NOTOKOB elle 6osblue > perf_events
Ha CPU
\L J
( )
02 02

Bugnm Bce ncnosnHsaiowmecs KOHTenHepbl
Ha CPU — HyXeH LWMPOKNIA OOCTY

A\ 4

[TpuBUNEernpoBaHHbIN
KOHTEWNHEP

03 ’ 03

C MUHMMaNbHbIM oBepxegomM XOTM NOJTYHNTb CTEK

A 4




Perforator

YCTPOUCTBO CHATUNSA ceMmnna

[

Host

A

{ Containers

Stacks

eBPF
program

Web Ul

Symbolizer [ Flamegraph ]

Install

forator agent

[ Per

N\

rofiles
Storage

|

s

4

Persistent storage

eBPF-nporpamma
NOSIHOCTbIO
BOCCTaHaBMBaET
CTeK 1 nepepaet

areHTy y>Xe roToBbIV
cemnn




Perforator

YCTPOUCTBO CHATUNSA ceMmnna

PackpyTka cTeka

Host Web Ul (stack unwinding)
[ Symbolizer }—" { Flamegraph ] NPoONCXoanT
eBPF Cc nomolubto FP
Containers program \ J vnn DWARF
4 BHyTpWn eBPF!

Persistent storage

Install Samples

Profiles
Perforator agent Storage

| 4

He BHYTpW®
KOHTEWHepa, Kak
y one-continuous-
profiler




Perforator

YCTPOUCTBO CHATUNSA ceMmnna

i ¢ AreHT:
Host Web UI
[ Symbolizer i<—v [ Flamegraph ] * arpernpyert
eBPF ceMIibl
Containers program E 4
« nobasnsieT
7' N
) MeTagaHHble
Install Samples Persistent storage

* Neproanvyecku
dopmupyet pprof

Profiles
Perforator agent Storage

| 4




Perforator

YCTPOUCTBO CHATUNSA ceMmnna

) , ~ (pe cnmBonnsaumna?
Host Web UI
Symbolizer [ Flamegraph ] * OTO OCOBEHHOCTb
eBPF Perforator:
Containers program CYMBOMM3aLS
Symbolization? NPOVICXOANT NO3Xe —
. 2 npwn 3anpoce npodunns
Install Samples Persistent storage

[Touemy? 31O camas
BbIYNCANTENBbHO
TS)Kenas 4acTb, KOTopas
Ternepb BbINOSHAETCS
neHmnso on-demand

Profiles
Perforator agent Storage

4




Perforator W

YCTPOUCTBO CHATUNSA ceMmnna

j , y Ho pna cnmesonunsauyun
Host e HY>KeH 61HapPHUK (ELF)
[ Symbolizer [ Flamegraph ]
eBPF ] .
Containers program | | IDIaI n03T0My BCe
Symbolization? 6MHaPHUKI BbIFPYXaloTCs
' B S3 ¢ aepynnvkauyen
: : 1 no build-id
Install Samples Persistent storage

Kpome ELF popmupyeTcs
ewe n GSYM — nHgekc,
pa3paboTaHHbi LLVM
019 YCKOPEHHON
CMBOJSIN3ALNN

Profiles
Perforator agent Storage

| 4




Perforator

YCTPOUCTBO CHATUSA cemMmnna

Perforator

ontainers
|l

Install

eBPF
program

Samples

[ Perforator agent

Profiles

Web UI

[ Symbolizer Flamegraph

Storage

y

h

one-continuous-profiler

Persistent storage

Host

Kernel stack

eBPF

JVM
containers

Local storage

program

A
Install

Privileged
service

Cloud admin page

Flamegraph
rendered

'S




Perforator 0

yCTpOI7ICTBO CHATNSA cemrsia: Bce BbIrnaguT Ao 60a1 3HaKoOMbIM

Perforator pelwaeT 2 3agaun NpenHo Perforator =
OAHOBpEeMEHHO async-profiler +
one-continuous-profiler

EcTb cBON OCO6EHHOCTU — Pewlaemble 3agaum n nogxopapbl K
BCS pacKpyTKa cTteka B eBPF, peLleHnso ogMHaKkoBble (CHATb ceMn,
OTJIOXXKEeHHas cCMMBOJIN3aLuns PaCKPYTUNTb CTEK, CJIOXXWUTb JIOKaNIbHO,

BbIFPY3UTb, CUMBOJIN3NPOBATb)



Perforator 0

ApxnTeKTypa

Host Web UI
[ Symbolizer }4—» [ Flamegraph ]
Ce p BCbl Stacks eBPF }
Containers program | £
 Agent I
« Storage , \

Persistent storage

« Symbolizer install | | Samples

[ ]
W S b Profiles
Perforator agent Storage

XpaHunuwa

 Postgres
 ClickHouse
« S3




Perforator

ApxnTeKTypa

[MopHATNE 1
aKcnnyaTtauumsa Takown

NMHPPACTPYKTYpPbI
TPEO6YIOT BPEMEHN N CAN

Web UI

Containers program

A

Install Samples

Profiles
Perforator agent Storage

Host
{ Symbolizer }4—» [Flamegraph]
Stacks eBPF }

I | 4
~

Persistent storage




Ckavannm,
NOAHANN N TOTOBO?




ApantTunpyem nop cebé4

[logHMaem

NMpo6nema

Hy>XHO HayuynTb NOAHNMATbCS
B cneyundmnyHom Obnake. V13 KOpobKun
Tosnbko Kubernetes

Csomn CI/CD ¢ yyeTom Hawen cneunpukn:

» cBoun Docker-o6pa3sbl

* cneynduryHble systemd-1oHUTDI
(ooCcTaBKa KOHOUrypauuin, oTrpyska fioros, ...)

e CBOW dopmaT MaHNPeCToB

<! Cloud Core / [ one-perforator-ci

‘% one-perforator-ci



ApantTunpyem nop cebé4 e
Cgroups

[Mpo6bnema

O6HapyXeHne KOHTENHEPOB N NX
cgroups 6b1510 3aBsa3aHoO Ha Kubernetes

ViTor

Jo6aBunnn nogaepxky
Hawlero ¢opmaTta cgroups



ApanTupyem nop, cebs ©
Cgroups

[Mpo6bnema

o6 . > [lonyyaem
Han VXN OHTEeVHEe
py P cgroup ID MagaeT Becb areHT
cgroup ncyes

Cgroup y>xe HeT

ViTor

Hayuunun nponyckaTb Takume cay4vyan



ApanTnpyem nopg ceé4 K
CPU

NMpo6nema

AreHT He Bngen
Bcex CPU Ha xocTe

3aBﬂ3aﬂ|/| ero Ha possib/e' 61);idb.abc—sync.hc.one-lm‘ra.ru: /# cat /sys/devices/system/cpu/online

BMeCTO On/ine 1.cdb.abc-sync.hc.one-infra.ru: /# cat /sys/devices/system/cpu/possible
0-111




ApantTunpyem nop cebé4

[MpodunupyeT BCE, YTO BUANT

Perforator

NMpo6nema

MpodunmnpyeT BCe O6HapPY>XEHHble
KOHTenHepbl. loporo

NTor Perforator

Cpenann HacTPOIKY, YTO6bl : -
native.profiler=true
BKJ1toYaTb on demand




ApantTunpyem nop cebé4

Knoum B S3

Mpodunmn n 6uHapmn cknagbiBasancb
B KOpeHb 6aKeTa, YTO NpnBoOANNIO
K MJIOXON 6anaHCNPOBKE Harpys3ku
B S3

Paz6usaem UUID npodunen n
build ID 6unHapen Ha YacTK

bbiio

019a1234-5678-7albc-8def-012345678%ab

Crasio

019a/1234/5678/7abc/8def/0123/4567/89ab




ApanTupyem nop, cebs o

ABTOpMn3auus

[Mpo6bnema

Hy>kHa 6bina koprnopaTnBHas EavHbIN BXOA,

aBTOpU3aUNA BO BCe CepBUCDHI VK Team
BbiCcTpbIN BXO4 Maponb TokeH
Bxop 6e3 BBOAA AaHHbIX: O4UH pa3 BbiNyCTU .
cepTudukar B npunoxeHun VKey-x509

NTor

MpobnemMbl co BXOAOM?

Jdo6asunun OIDC B cepsuc Web
N NOoPMKCUIN Npobnemsl,
BO3HMKLUVE N3-3a 3TOro




ApantTunpyem nop cebé4 ©

Toro

Ecnun cBoe Ob6nako —

Ecnn Kubernetes —

BCe NMPOCTO

npunaeTcs NnoKonaTtbCs




[laBanTte
aonebaXxnm
NHUNOEHT

B I




[le6axknm

Control Cycle Duration Avg T
6.67 mins
5 mins
1.67 mins
Ons -' . . »- . . Muvaterone N
° BVl,D.Vl M KakKme-1o n pO6J'IeM bl tatinn (S g aany sl ‘ 00:00 04:00 08:00 12:00  16:00  20:00

== control.schedule 14.9s 6.25 mins == infra.MIGRATING

control.schedule.limit 1.71mins  5.46 mins dzen.EMPTY

e He BVIHV”VI, - 615s 133s e infra.EMPTY
roe pacxopgyetca CPU

e He Bnanm root-cause
e B norax Hn4ero

e
I-I O|D|03 p VI Ten b H O ro H eT 0% RS A b S A A

00:00 04:00 08:00 12:00 16:00 20:00

[ ) rI p06n eMy y)'(e I-I OLI VI H VIJ-I VI == srvh441: cpu_usage_user 45.6% 67.9%

== srvh440: cpu_usage_user 7.43% 95.0%
== srvh439: cpu_usage_user 6.71% 93.6%




[e6aXknm K

Toyka BXopa

. Haxopunm Touky Bxopga. Y Hac aTo meTtog doControl

4




[e6aXknm K

[[opaunm Kopg,

. Bngum, uto 90% tpaTtntca B IPAddressController




[e6aXknm K
Bbigaya IP

. Bce CPU Tpatum B IPAddressController.getNextUnassignedlps




[ebaxnm w

JINHEenHbIN NoONCcK

[MocmoTpum Ha ero peannsauunio

public List<IPAddressED> getNextUnassignedIps(ControlState ctx, IPPool pool, int count) {
return pool.allIps(count, ip -> isIpNotChangedAndAssignable(ctx, ip, host: null))

.map (ipAddressesService: :getOrCreate)
.tolList();

* Haxogum nuHenHbIn npoxog rno scem IP B nogceTax B nyne
* [lonck BHYTPW NogceTn oCTaHaBNMBaeTCH, korga Haxogum N cesob6ogHbix IP
* Yem 60nbLue 3aHATbIX IP, Tem xyxe paboTaeT



[ebaxnm o

[MpnynHa Harpysku

public List<IPAddressED> getNextUnassignedIps(ControlState ctx, IPPool pool, int count) {
return pool.allIps(count, ip -> isIpNotChangedAndAssignable(ctx, ip, host: null))

.map (ipAddressesService: :getOrCreate)
.tolList();

* [1na murpaummn noTpeboBanoch 3anyCTUTb MHPPACTPYKTYPHbIE CEPBUCHI, OTBETCTBEHHbIE
3a Hee. Bbigayva IP gna Hux 3aHsaaa noutut Becb CPU.



[le6axnm

bbicTpasa Bbigava IP

dukc B npouecce

3apava

OunHamunyecknn MEX

Bbigava IP

Bbigatb MuHuMym 13 TreeSet,

NHaye next++

O(U) — O(log(K))

PeweHne

TreeSet + index

Bosepar IP

[1o6aBuThb IP B TreeSet

O(log(K))



Pa36op nHUngeHTa

[Mpo6nemy Hawnn, Mbl MOJIOAL,bI
VicTopunyeckmnm npoodunaam cnacmoo!




KakK MOHATb, YTO OHO
HamMm Hago?




Korga npnMeHaTb

Korga Bam HYy>XHO HenpepbiBHOE NpodunnmnpoBaHmne

MNosBngloTCA cucTemaTnyeckmne
npo6semMbl C NPON3BOANTENBHOCTbIO

« [lonro paboTaloT 3anpochl
B endpoint /api/example



Korpga npumeHaTb

Korga Bam HYy>XHO HenpepbiBHOE NpodunnmnpoBaHmne

MoaBnsalTCA cUCTEeMaTn4yeckmne He 3HaeTe, Kak BOCMNpon3sBoaAnTb

|'|p06ﬂeMbI Cc npon3soanNTesibHOCTbIO  [lonro paboTaeT Ha NPOa0BbIX

« [lonro pa6oTaloT 3anpochl OAHHbIX, TOKaNbHO 1 HA TECTUHrE
B endpoint /api/example HEe BOCMNPOn3BOANTCH



Korpga npumeHaTb

Korga Bam HYy>XHO HenpepbiBHOE NpodunnmnpoBaHmne

MoaBnsalTCA cUCTEeMaTn4yeckmne He 3HaeTe, Kak BOCMNpon3BoaAnNTb

|'|p06ﬂeMbI Cc npon3soanNTesibHOCTbIO  [lonro paboTaeT Ha NPO4OBbIX

« [donro pa6oTaloT 3anpocChl LOAHHbIX, JIOKaSIbHO N Ha TECTUHre
B endpoint /api/example HEe BOCNPOn3BOANTCH

He ycneBaeTe / He xoTuTe
Ha JIeTy CHUMaTb Nnpodusib

* VIHUMOEHT NOYNHWAN, TENEPb HAAO Pa3bupaTbCs
* HaumHaeTcs Tonbko B 3 HOYM, KOrga BCe CnaT



Korpga npumeHaTb

Korga Bam HYy>XHO HenpepbiBHOE NpodunnmnpoBaHmne

NosBnaloTCA cucTemaTnyeckmne
npo6s1iemMbl C NPON3BOANTENbBHOCTbIO

« [lonro pa6oTaloT 3anpochl
B endpoint /api/example

He ycneBaeTe / He xoTuTe
Ha JIeTy CHUMaTb Nnpodusib

* VIHUMOEHT NOYNHWAN, TENEPb HAAO Pa3bupaTbCs
* HaumHaeTcs Tonbko B 3 HOYM, KOrga BCce CnaT

He 3HaeTe, Kak BOCMNpon3BoaAnNTb

« [lonro paboTaeT Ha NPOL4OBbIX
OAHHbIX, TOKaNbHO W Ha TECTUHIE
HEe BOCMPOW3BOANTCS

NMonb3a ornpapAabiBae€T 3aTpPaTbl Ha
NHGPACTPYKTYPY



Korga npnMeHaTb

Korga Bam He HY>XHO HenpepbiBHOe NnpodunnmnpoBaHme




Korga npnMeHaTb

Korga Bam He HY>XHO HenpepbiBHOe NnpodunnmnpoBaHme

Mpo6nema egnHNYHaA
« [lonro pa6oTan 3anpoc X, ocTasnbHble OK

« [lonro paboTtaeTy to3epa Y



Korpga npumeHaTb

Korga Bam He HY>XHO HenpepbiBHOEe NpoduinpoBaHmne

Mpo6nema eguHNYHas weTe npobnemy ypoBHEM BbiLLE,

« [lonro pa6otan 3anpoc X, octanbHble OK i) WEla L RIS A Ul St S

« [lonro paboTan 3anpoc, KOTOPbIV
obpabaTbiBasCs NATbIO
MUKpocepBucamu n osyms b/

« [lonro paboTtaeTy to3epa Y



Korpga npumeHaTb

Korga Bam He HY>XHO HenpepbiBHOEe NpoduinpoBaHmne

Mpo6nema eguHNYHas VweTe npobnemy ypoBHEM BbiLLE,

« [lonro pa6otan 3anpoc X, octanbHble OK HEM KOHKPETHBIN NHCTaHC

« [lonro paboTan 3anpoc, KOTOPbIV
obpabaTbiBanCs NATbO
MUKpocepBucamu n osymsa b/

« [lonro paboTtaeTy to3epa Y

NMpo6nema nocToaHHaa —
MOXHO nonpodnnnposaTb Ha JIeTy
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NToru

one-continuous-profiler

33K

aleHToOB

170

MiB RAM
Ha areHTa

(5.7 TiB
YTUIN3NPOBAH
Ho RAM)

146

TiB npodunen

* Bce yngpspi 6e3 yyera RF=3

18

aoHen — TTL



NToru

25K

aleHToOB

9

GiB nonb3oBaTenbckunx
pe3ynbTaToB

400

MiB RAM Ha areHTa
B cpenHem (9.3 TiB
yTUNn3npoBaHHom RAM)

16

GiB GSYM

21

TiB npodunen

21

neHb, TTL

* Bce yngpspi 6e3 yyera RF=3

210

GiB 6unHapen



public List<IPAddressED> getNextUnassignedIps(ControlState ctx, IPPool pool, int count) {
return pool.allIps(count, ip -> isIpNotChangedAndAssignable(ctx, ip, host: null))

.map(ipAddressesService: :getOrCreate)
.tolList();




public List<IPAddressED> getNextUnassignedIps(ControlState ctx, IPPool pool, int count) {
return pool.allIps(count, ip -> isIpNotChangedAndAssignable(ctx, ip, host: null))

.map(ipAddressesService: :getOrCreate)
.tolList();
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l Typical Microservice Architecture §) ByteByteGo
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HenpepbiBHOE
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