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2.Y Go paHTaMm HanucaH Ha Go

3. Yacto Go ynomunHatoT B pagy cuctemubix All
4. ASan/TSan ana Go He Ha Go...

5.97T0 BOIMOXHO hitps://wiki.osdev.ore/Go Bare Bones In this tutorial you'll learn how to get started using the Go
language to write your own OS. It will be an example of how

to create a very minimal system to get text on the screen. It's
in no way an example of how you should organize or

structure your project.
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5. 3TO BO3MOMHO nitps://wiki.osdev.ore/Go Bare Bones In this tutorial you'll learn how to get started using the Go

6 9 language to write your own OS. It will be an example of how
. ITO HEBO3MOKHO to create a very minimal system to get text on the screen. It's
https://golangdocs.com/system-programming-in-go-interview-questions

in no way an example of how you should organize or
All compiled programs written in Go, include the Go runtime ¢i,cture your project.

engine, and can’t live without it.
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7. 910 KpyTO!
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’r\\ | ¥ Manbiw GO CReLNT Ha BCTpeYy
' © hO &0 B PY3bAMMU, YTOOBI
P“-- "\

- y ﬁ' "’
/Oo :

nomnrpaTtb B HOBYIO UTPY
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[TonbiTKa #1 — nwem onuyunio y go build, Y go tool link..

OdunumanbHOM onuUnN HET, HO MOXKET eCcTb HeodunLUManbHaA?
Npem B UCXOAHUKWN... ONuUMIO HE HaxoAuMm, HO..

https://github.com/golang/go/blob/master/src/cmd/go/internal/load/pkg.go

2491 // LinkerDeps returns the list of linker-induced dependencies for main package p.
2492  func LinkerDeps(p *Package) []string {

2493 // Everything links runtime.

2494 deps := []string{"runtime"}
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MonbiTKa #2 — ok google, ectb npnumepbl mini runtime ana Go?

a minimal container runtime written in Go, mainly for learning and fun
www.reddit.com » golang » comments » minict_a_minimal_container_runt...

Jan 2, 2021 - | wrote a small container runtime in Golang named Minict, mainly to learn Go (as it is
not the language | use on a daily basis) and the behind- ...

Iinict - & minimal container runtime written in Go, mainly for learning ..
Elsa is a minimal, fast and secure runtime for Javascript and ... - Reddit

More results from www.reddit.com

Create the smallest and secured golang docker image based ... - CH
chemidy medium_com » create-the-smallest-and-secured-golang-docker-im....

Mar 1, 2018 - Create the smallest and secured golang docker image based on scratch. When we
dre building a docker Image: the first idea is using the ...

Go — build a minimal docker image in just three steps - DEV ...

dev to » ivan » go-build-a-minimal-docker-image-in-just-three-steps-314i

Sep 9, 2019 - # Let's create a /dist folder containing just the files necessary for runtime. # Later, it
will be copied as the / (root) of the output image.

Build your Go image | Docker Documentation

docs.docker.com » language » golang » build-images

An image includes everything you need to run an application — the code or binary, runtime,
dependencies, and any other file system objects required. To complete ..
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MonbiTKa #2 — ok google, ectb npnumepbl mini runtime ana Go?

https://github.com/malvira/ugo

0 malvira getting thera.

0D 00O

math
runtime
README.md
build.sh
clean.sh
header-bin

main.go

84b238b on Jan 21,

This should build a arm binary against the stubbed out runtime. It sh...
This should build a arm binary against the stubbed out runtime. It sh...
getting there.
getting there.
get the assembly code in the right spot and start poking values in th...
getting there.

getting there.

2016

YD) 8 commits

T years ago
T years ago
7 years ago
T years ago
T years ago
T years ago

T years ago
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MonbiTKa #2 — ok google, a ctaTtbn?

https://www.altoros.com/blog/golang-internals-part-3-the-linker-object-files-and-relocations/

Golang Internals, Part 3: The Linker, Object Files,
and Relocations

by SIARHEI MATSIUKEVICH

MARCH 11, 2015
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MonbiTKa #2 — ok google, a ctaTtbn?

Golang Internals, Part 3: The Linker, Object Files,
and Relocations

/ net

0 malvira getting there.

rmath This should build a arm
runtime This should build a arm
[y README.md getting there.
[ build.sh getting there.
[ clean.sh get the assembly code
[ header-bin getting there. by SIARHEI MATSIUKEVICH
MARCH 11, 2015
[ maingo getting there. 7 years ago
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MonbiTKa #2 — nonpobyem! JInHkyem!
go tool link -w -¢c -n -v -v -L runtime main.o

34 runtime.functab @ SPCLNTAB
panic: runtime error: index out of range [0] with length 0

goroutine 1 [running]:
cmd/1link/internal/ld. (¥Link) .findfunctab(0xc00014e000?, 0x67610a?, {0xcOOB6d81bA?,
Ox14?, OxcB0001cl195?})
/usr/1lib/go/src/cmd/link/internal/ld/pcln.go:825 +0x28f
cmd/link/internal/ld.Main(_, {0x20, 0x20, 0x1, 0x7, 0x10, 0x0, {0x0, 0x0}, {0x67f585,
.. F, .. 1)
/usr/1ib/go/src/cmd/link/internal/ld/main.go:325 +0x133e
main.main()
/usr/1lib/go/src/cmd/link/main.go:69 +0xfeb
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/usr/1lib/go/src/cmd/link/internal/ld/pcln.go:825 +0x28f
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.. F, .. 1)
/usr/1ib/go/src/cmd/link/internal/ld/main.go:325 +0x133e
main.main()
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OTpbiBaem Runtime...

MonbiTKa #2 — nonpobyem! JInnHkyem! MaHnkyem!

JINHKep BMeCTO BHATHOW AMArHOCTUKM B JIIOOON HEMOHATHOWM
CUTYaUMM BNAAAET B MAaHUKY.
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[MonbiTKa #2 — nonpobyem! Jlnnkyem! MaHnkyem!

GNU Id nnHkep golang nuHKep

TaK NOHANK 5 cenvac "
06bACHIO NPOCTUTE faBanTe Tbl MAELWD s copubl MO

yBaXxarb Apyr Apyraw npuyinHe KOH4Y€eHbIN

CUCTEMLLUNK
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[MonblTKa #3 — AonuaMBaem paHTaM CaMOCTOATE/NbHO.

36
37
38
39
40
41
42
43
a4
45
46

// moduledata records information about the layout of the executable
// image. It 1s written by the linker. Any changes here must be
// matched changes to the code in cmd/internal/ld/symtab.go:symtab.
// moduledata is stored in read-only memory; none of the pointers here
// are visible to the garbage collector.
type moduledata struct {

pclntable [ Jbyte

ftab [ Jfunctab

filetab [ Juint32

findfunctab uintptr

minpc, maxpc uintptr
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OTpbiBaem Runtime...

[MonblTKa #3 — AonuaMBaem paHTaM CaMOCTOATE/NbHO.
HyXXHO CMHXPOHM3MPOBATb pyKkamu. Kaxkabin penns.

36
37
38
39
40
41
42
43
a4
45
46

// moduledata records information about the layout of the executable
// image. It 1s written by the linker. Any changes here must be
// matched changes to the code in cmd/internal/ld/symtab.go:symtab.
// moduledata is stored in read-only memory; none of the pointers here
// are visible to the garbage collector.
type moduledata struct {

pclntable [ Jbyte

ftab [ Jfunctab

filetab [ Juint32

findfunctab uintptr

minpc, maxpc uintptr
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OTpbiBaem Runtime...
[MonbiTKa #3 — gonuamMBaem paHTaMM CaMOCTOATENbHO.
3a 7 net B moduledata pobasuaocb nonewu... U 3asnucumocTemn.

[Nobasnsem...



OTpbiBaem Runtime...

[MonblTKa #3 — AonuaMBaem paHTaM CaMOCTOATE/NbHO.

A FEW

, MOMENTS LATER
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OTpbiBaem Runtime...
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OTpbiBaem Runtime...
[MonblTKa #3 — AonuaMBaem paHTaM CaMOCTOATE/NbHO.

bbino 132 cTpo4kn Koaa B runtime.go
Ctano 220 cTpoOK

A! N He 3abbITb f06aBUTb aHOTauuMo //go:nosplit K dyHKUMAM 1 B main 1 B
runtime

//go:1linkname _rt® _amdé4 linux _rt@_amdé4_linux

//go:linkname _rt@ arm_linux _rt@_arm_linux //go:nosplit
func _rt@_arm_linux() { func _rt@_amdé4 _linux() {
main() ‘ main()

} }

72



OTpbiBaem Runtime...
[MonblTKa #3 — AonuaMBaem paHTaM CaMOCTOATE/NbHO.

bbino 132 cTpo4kn Koaa B runtime.go
Ctano 220 cTpoOK

A! N He 3abbITb f06aBUTb aHOTauuMo //go:nosplit K dyHKUMAM 1 B main 1 B
runtime

//go:1linkname _rt® _amdé4 linux _rt@_amdé4_linux

//go:linkname _rt@ arm_linux _rt@_arm_linux //go:nosplit
func _rt@_arm_linux() { func _rt@_amdé4 _linux() {
main() ‘ main()

} }

73



OTpbiBaem Runtime...
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Tenepb BCE cobupaeTcs, TMHKYETCH.
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OTpbiBaem Runtime...

[MonbIiTKa #3 — gonuamneBaem paHTaMM CaMOCTOATENbHO.
Tenepb BCE cobupaeTcs, TMHKYETCH.

Ho cerdontntca => Hapo Ao6aBUTb 3aBepLUEHMNE NPUNOKEHUS.
NMHa4ye — stack underflow

//go:1linkname _rt@ _amd64 linux _rt@ _amdé64 linux
//go:nosplit
func _rteé_amdé4_linux() {

main()

Syscallée(ee, @, e, @, @8, 8, 8)



OTpbiBaem Runtime...

MonbiTKa #3 — fonNmMaMBaem paHTaMM CaMOCTOATENbHO.

TEXT -Syscallé<ABIInternal>(SB),NOSPLIT,$0

(=L

MOvQ DI, DX 3
. . ] Movg  CX, SI 2
//go:1linkname _rt@_amdé4_linux _rt®_amd64_linux MOVQ  BX, DI 1
//go:nosplit // num already in AX.
func _rt@_amdé4_linux() { SYSCALL
: CHPQ  AX, $ExFFFFFFFFFFFffonl
main() s ok
Syscalle(ee, @, @, @, 8, 8, @) NGO AX
} MOVQ  AX, CX // errna
wovg  $-1, AX // ri
movg  $8, BX // rz
RET
MOVQ DX, BX // r2

MOvQ $6, CX // errnc

78



OTpbiBaem Runtime...

MonbiTKa #3 — fonNmMaMBaem paHTaMM CaMOCTOATENbHO.

TEXT -Syscallé<ABIInternal>(SB),NOSPLIT,$0

NpunoxeHune, Kotopoe genaet HUYEIO in

MOvQ  SI, R18 // a4
MOVQ DI, DX 13
MOVQ  CX, SI 12
//go:linkname _rt@ amd64 linux _rt@ _amdé64 linux MOVQ  BX, DI .
//go:nosplit hum already in AX.
func _rte_amdé4_linux() { SYSCALL
i CHPQ  AX, $OxXFFFFFFFffffffonl
main() o
Syscalle(ee, @, @, @, 8, 8, @) NEGQ  AX
} MOVQ  AX, CX Py
movg  $-1, AX // rl
movg  $@, BX r2
RET
func main() {} r1 already in AX.
MOVQ DX, BX // r2
” :I '...' Q 5 [:l . l: :.: errs 10
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OTpbiBaem Runtime...

MonbiTka #3 — Hello world

Hapo nob6aBuTb neyatb

MeyaTb — Yepes CMCTEMHDbIN BbI30B Write

Yaob6Hyto pyHKUMIO NevyaT — YTobbl TyAa CTPOKY, a OHa nevyaTaerT.

YKasaTenb Ha Hayano AaHHbIX 4obyaem yepe3 Hebe3onacHble KacTbl, a len gobyaem yepes pyHKuUUto len()

type _string struct {
elements *byte // underlying bytes
len int // number of bytes



OTpbiBaem Runtime...

MonbiTka #3 — Hello world

Hapo nob6aBuTb neyatb

MeyaTb — Yepes CMCTEMHDbIN BbI30B Write

Yaob6Hyto pyHKUMIO NevyaT — YTobbl TyAa CTPOKY, a OHa nevyaTaerT.

YKasaTenb Ha Hayano AaHHbIX 4obyaem yepe3 Hebe3onacHble KacTbl, a len gobyaem yepes pyHKuUUto len()

type _string struct {
elements *byte // underlying bytes
len int // number of bytes

}

//go:nosplit
func print(str string) {
var s *byte
s = *(**byte)(unsafe.Pointer(&str))
runtime.Syscall6é(1l, 1, uintptr(unsafe.Pointer(s)), uintptr(len(str)), €, 0, 8)
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OTpbiBaem Runtime...

MonbiTKa #3 — Hello world — pe3ynbraT

package main

import (
"runtime”
"unsafe"” // needed for go:linkname

)

//go:nosplit
func print(str string) {

var s *byte

s = *(**byte)(unsafe.Pointer(&str))

s =s

runtime.Syscallé(1l, 1, uintptr(unsafe.Pointer(s)), uintptr(len(str)), ©, 6, 0)
}

//go:nosplit
func main() {
print(“Hello world\n")

}
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OTpbiBaem Runtime...

MonbiTKa #3 — Hello world — pe3ynbraT

package main

import (
"runtime”
"unsafe"” // needed for go:linkname

)

//go:nosplit
func print(str string) {

var s *byte

s = *(**byte)(unsafe.Pointer(&str))

s =s

runtime.Syscallé(1l, 1, uintptr(unsafe.Pointer(s)), uintptr(len(str)), ©, 6, 0)
}

//go:nosplit
func main() {
print(“Hello world\n")

}

Pasmep: 22071 6ant
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OTpbiBaem Runtime...

MonbiTKa #3 — Hello world — pe3ynbraT

’ . Pasmep: 22071 6ant
package main

Pa3smep: 19264 6anT stripped

import (
"runtime”
"unsafe"” // needed for go:linkname

)

//go:nosplit
func print(str string) {

var s *byte

s = *(**byte)(unsafe.Pointer(&str))

s =s

runtime.Syscallé(1l, 1, uintptr(unsafe.Pointer(s)), uintptr(len(str)), ©, 6, 0)
}

//go:nosplit
func main() {
print(“Hello world\n")

} 87



OTpbiBaem Runtime...

MonbiTKa #3 — Hello world — pe3ynbraT

’ . Pasmep: 22071 6ant
package main

Pa3smep: 19264 6anT stripped

. t ' ]
lmﬁw ( ’ package main Ob6bIuHbIN golang hello world:
runtime . .
"unsafe"” // needed for go:linkname . . ) Pasmep: 1758436 6atﬂ- .
) import "fmt Pasmep: 1180440 6aunT stripped

func main() {
fmt.Println("Hello world")

}

//go:nosplit
func print(str string) {
var s *byte
s = *(**byte)(unsafe.Pointer(&str))
s =s
runtime.Syscallé(1l, 1, uintptr(unsafe.Pointer(s)), uintptr(len(str)), ©, 6, 0)
}

//go:nosplit
func main() {
print(“Hello world\n")

} 88



Hanuwem ASan-mini

MoapobHelt Kak ycTpoeH ASan Tyt:  https://youtu.be/7WyBAUJSUAS
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MnaH:
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Hanuwem ASan-mini

[lnaH:

1. Cobpatb .so (byaert libasan.so)

2. lNonpoboBaTtb U3 CU-NPUNOKEHUSA BbI3BATb KaKYO-HNOYAb GYHKLUUIO
3. Peann3oBaTb MMHMMaA/IbHOE NOAMHOXKeCcTBO PyHKUMIM ASan’a:

1. malloc
free

g

__asan_option_detect_stack_use_after_return
__asan_init()
__asan_stack_malloc_1()
__asan_report_store4()
__asan_before_dynamic_init()
__asan_after_dynamic_init()

©® N v AW

9. asan_unregister_globals()
10. asan_register_globals()
11. asan_unregister_globals()
12. asan_register_globals()

13. __asan_version_mismatch_check_v8()

4. TMonpoboBaTb B3/ieTETb



Hanuwem ASan-mini

1. Cobpatb .so (byaert libasan.so)
A He cobupaetca — buildmode=c-shared TpebyeT 4yero-To M3oLWPEHHOro OT CgO
noamoayna. A IMHKep onATb NaHUKYET.
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Hanuwem ASan-mini

1. CobpaTtb .so (byaet libasan.so)
A He cobupaetca — buildmode=c-shared TpebyeT 4yero-To M3oLWPEHHOro OT CgO
noamoayna. A IMHKep onATb NaHUKYET.

Ho Ham 3To HMKaK He nomewlaeT — B Linux elf executable mano yuem otTamnyaeTcs
oT .s0. [pocTo gonasem HaNMUAbHUKOM.

bepem lief: https://lief-project.github.io/doc/latest/tutorials/08 elf bin2lib.html
N poxgaem BOT TaKOM MUTOHOBCKUMN CKPUNT (3a04HO M BCE HYXHble PYHKLUMN
3KCMOPTUPYEM KaK Haao):


https://lief-project.github.io/doc/latest/tutorials/08_elf_bin2lib.html

Hanuwem ASan-mini

1. CobpaTtb .so (byaet libasan.so)

bepem lief: https://lief-project.github.io/doc/latest/tutorials/08 elf bin2lib.html

N poxgaem BOT TaKOM MUTOHOBCKUMN CKPUNT (3a04HO M BCE HYXKHble PYHKLUN
3KCNOPTUPYEM KaK HaZ0):

binary = lief.parse("./a.out")
binary[lief.ELF.DYNAMIC_TAGS.FLAGS_1].remove(lief.ELF.DYNAMIC_FLAGS_1.PIE)
export_funcs = ['something’,

'malloc’,

'free',

'__asan_init"',

'__asan_stack_malloc_1",
'__asan_report_store4',
__asan_before_dynamic_init',
'__asan_after_dynamic_init',
'__asan_unregister_globals',
'__asan_version_mismatch_check_v8",
'__asan_reqister_globals’]
for name in export_funcs:
for x in binary.exported_functions:
if x.name==name:
binary.add_exported_function(x.address, name)
print(name + " has been added")
break 98
binary.write("libasan.so")


https://lief-project.github.io/doc/latest/tutorials/08_elf_bin2lib.html

Hanuwem ASan-mini

2. Monpob6oBatb M3 CU-NPUNOHKEHMNA BbI3BATb KaKyo-HUOYAb GYHKLUUIO

func Something(a int) int {
return a + 166

}



Hanuwem ASan-mini

2. Monpob6oBatb M3 CU-NPUNOHKEHMNA BbI3BATb KaKyo-HUOYAb GYHKLUUIO

//go:1linkname Something something

//go:nosplit

func Something(a int) int {
return a + 168

}
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Hanuwem ASan-mini

2. nOﬂpO6OBaTb U3 CM-I'IprIO)KeHMFI BbI3BATb KaKyI-O-HI/I6y,£I,b (I)yHKLI,MI-O
//go:linkname Something something
//go:nosplit

func Something(a int) int {
return a + 168

}

#include <stdio.h>
extern int something(int);

int main() {
printf("%d\n", something(169));

101



Hanuwem ASan-mini

2. Monpob6oBatb M3 CU-NPUNOHKEHMNA BbI3BATb KaKyo-HUOYAb GYHKLUUIO

//go:1linkname Something something

//go:nosplit

func Something(a int) int {
return a + 168

}

#include <stdio.h>
extern int something(int);

int main() {
printf("%d\n", something(169));

BmecTo 3Ha4eHun — mycop.

102
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2. Monpob6oBatb M3 CU-NPUNOHKEHMNA BbI3BATb KaKyo-HUOYAb GYHKLUUIO

BmecTo 3HaueHUn — mycop.

Y golang apyroun calling convention.



Hanunwem ASan-mini
2. MonpoboBaTtb n3 Cn-NpmunoxKeHna Bbi3BaTb KaKyto-HUOYaAb PYHKLUUIO
BmecTo 3HaueHUn — mycop.

Y golang apyroun calling convention. Ha camom gene nx gake aBa:
ABIO n Abilnternal



Hanuwem ASan-mini

2. Monpob6oBatb M3 CU-NPUNOHKEHMNA BbI3BATb KaKyo-HUOYAb GYHKLUUIO

BmecTo 3HaueHUn — mycop.

Y golang apyroun calling convention. Ha camom gene nx gake aBa:
ABIO n Abilnternal

Cn-Koa Knaaet apryMeHT B TaKOW pernctp, B KOTopom Go-PpyHKLUMA ero He
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Hanuwem ASan-mini

2. Monpob6oBatb M3 CU-NPUNOHKEHMNA BbI3BATb KaKyo-HUOYAb GYHKLUUIO

BmecTo 3HaueHUn — mycop.

Y golang apyroun calling convention. Ha camom gene nx gake aBa:
ABIO n Abilnternal

Cn-Koa Knaaet apryMeHT B TaKOW pernctp, B KOTopom Go-PpyHKLUMA ero He
OXuaaer.

MHnaliH-accembnepa ToXKe HeT, MH/IAaMHOBbIX BCTaBOK accembiepa TOXKeE HET.



Directed by
ROBERT B. WEIDE



Hanuwem ASan-mini

2. Monpob6oBatb M3 CU-NPUNOHKEHMNA BbI3BATb KaKyo-HUOYAb GYHKLUUIO

[1pOCTO BO3bMEM M NEepPeoKUNM:

TEXT -AdjustlArgs<ABIInternal>(SB),NOSPLIT,S$0
10VQ DI, AX

TEXT -Adjust2Args<ABIInternal>(SB),NOSPLIT,S$0
10VQ DI, AX
0vQ SI, BX
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Hanuwem ASan-mini

2. Monpob6oBatb M3 CU-NPUNOHKEHMNA BbI3BATb KaKyo-HUOYAb GYHKLUUIO

[1pOCTO BO3bMEM M NEepPeoKUNM:

‘ //go:1linkname Something something
TEXT -AdjustlArgs<ABIInternal>(SB),NOSPLIT,S$0 .
MOVQ DI, AX //go:nosplit

RE func Something(a int) int {
a = (int)(runtime.AdjustlArgs())

TEXT -Adjust2Args<ABIInternal>(SB),NOSPLIT,$0 return a + 1080

MOVD DI, AX }
MovQ SI, BX

EFE

109



Hanuwem ASan-mini

3. PeannsoBaTtb MMHUMA/IbHOE NOAMHOXKeCTBO PyHKUMIM ASan’a:

1. malloc

2. free

3. __asan_option_detect_stack use_ after return
4. __asan_init()

5. _ asan_stack_malloc_1()

6. __asan_report_store4|()

7. __asan_before_dynamic_init()
8. __asan_after_dynamic_init()
9. __asan_unregister_globals()
10. _ asan_register_globals()

11. __asan_unregister_globals()
12. _ asan_register_globals()

13. __asan_version_mismatch_check_v8()



Hanuwem ASan-mini

3. PeannsoBaTtb MMHUMA/IbHOE NOAMHOXKeCTBO PyHKUMIM ASan’a:

1. malloc

2. free

3. __asan_option_detect_stack use_ after return
4. __asan_init()

5. _ asan_stack_malloc_1()

6. __asan_report_store4|()

7. __asan_before_dynamic_init()
8. __asan_after_dynamic_init()
9. __asan_unregister_globals()
10. _ asan_register_globals()

11. __asan_unregister_globals()
12. _ asan_register_globals()

13. __asan_version_mismatch_check_v8()



Hanuwem ASan-mini

3. PeannsoBaTtb MMHUMA/IbHOE NOAMHOXKeCTBO PyHKUMIM ASan’a:

malloc

//go:1linkname Malloc malloc

//go:nosplit

func Malloc(l uint64) uintptr {
1 = runtime.AdjustlArgs()

new_addr := memblock
markShadow(new_addr, 1, ©x8)
if 1%8 != 8 {

markShadow(new_addr+uintptr((1/8)*8), uint64(8), uint8(1%8))

}
memblock += uintptr(((1 / 8) * 8) + 8)

markShadow(memblock, 512, @xff)
memblock += 512

return new_addr
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Hanuwem ASan-mini

3. PeannsoBaTtb MMHUMA/IbHOE NOAMHOXKeCTBO PyHKUMIM ASan’a:

free

//go:linkname Free free
//go:nosplit
func Free(addr uintptr) {
1 := uinté4(e)
for a := toShadow(addr); *(*uint8)(unsafe.Pointer(addr))=0xff; a++ {
*(*uint8) (unsafe.Pointer(addr)) = exff
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Hanuwem ASan-mini

3. PeannsoBaTtb MMHUMA/IbHOE NOAMHOXKeCTBO PyHKUMIM ASan’a:
__asan_init()

//go:linkname Asan_init __asan_init
//go:nosplit
func Asan_init() {
if memblock == 8 {
mmap (@x7fff8008, Ox8fff6fff-ox7fff8000, PROT_WRITE|PROT_READ, MAP_PRIVATE|MAP_ANONYMOUS|MAP_NORESERVE, ©, )
mmap (ex8fff7e00, ox2eesfffefff-ox8fff7e00, PROT_NONE, MAP_PRIVATE|MAP_ANONYMOUS |MAP_NORESERVE, @, @)
mmap (@x2008FFf7008, Ox10007fff7fff-0x2008Ffff7000, PROT_WRITE|PROT_READ, MAP_PRIVATE|MAP_ANONYMOUS|MAP_NORESERVE, @, @)
memblock = mmap(@, 1824*1024*1824, PROT_WRITE|PROT_READ, MAP_PRIVATE|MAP_ANONYMOUS |MAP_NORESERVE, @, ©)
markShadow(memblock, 512, @xff)
memblock += 512
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Hanuwem ASan-mini

3. PeannsoBaTtb MMHUMA/IbHOE NOAMHOXKeCTBO PyHKUMIM ASan’a:

__asan_report_store4()

//go:linkname Asan_report_stored4 __asan_report_store4d
//go:nosplit
func Asan_report_stored4(addr uintptr) {

print("store error\n")

exit(6)
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Hanuwem ASan-mini

4. NonpoboBaTb B3/1eTETH
Cobupaem mogenbHoe NMPuUioKeHMe. 3anycKkaem...
[MapaeT He goxoaA A0 main’a

//go:linkname Asan_init __asan_init

fix: //go:nosplit
//go:1linkname Malloc malloc func Asan_init() {
//go:nosplit }

func Malloc(l uinté4) uintptr {

1 = runtime.AdjustlArgs()

if memblock == 6 {
mmap (6x7fff8000, ex8fffefff-ox7fff8600, PROT_WRITE|PROT READ, MAP_PRIVATE|MAP_ANONYMOUS |MAP_NORESERVE, @, 8)
mmap (@x8fff7000, ex2eesfffefff-exsfff7eee, PROT_NONE, MAP_PRIVATE|MAP_ANONYMOUS |MAP_NORESERVE, ©, @)
mmap (@x20e8fff7800, exleee7fff7fff-ex2008fff7000, PROT_WRITE|PROT_READ, MAP_PRIVATE|MAP_ANONYMOUS |MAP_NORESERVE,
memblock = mmap(©, 1824*1824*1024, PROT_WRITE|PROT_READ, MAP_PRIVATE|MAP_ANONYMOUS|MAP_NORESERVE, ©, ©)
markShadow(memblock, 512, exff)
memblock += 512

¥

new_addr := memblock
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Hanuwem ASan-mini

4. NonpoboBaTb B3/1eTETH
[Nepecobupaem. Cobnpaem moaenbHoOe NPUNoKeHUE. 3aNyCKaeM...

int main()

{
uint32_t* res = malloc(8);
printf(“"a\n");
res[-1] = 12;
printf("b\n");
return 9,
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Hanuwem ASan-mini

4. NonpoboBaTb B3/1eTETH
[Nepecobupaem. Cobnpaem moaenbHoOe NPUNoKeHUE. 3aNyCKaeM...

int main()

{
uint32_t* res = malloc(8);
printf(“"a\n");
res[-1] = 12;
printf("b\n");
return 9,

}

S ./capp
d
store error
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Hanuwem ASan-mini

5. ASan-mini. Pe3ynbTaThbl

Golang ASan: 27152 6aunt
Pure C ASan: 17472 6aunt

C nageHuem 4YTo-TO HaJo Aenatb — mmap B nepsBbit malloc moxeT 6bITb
CIMLLKOM MO34HO.

[valexey@vlinux ~]$ sudo pacman -S gcc-go
esolving dependenciles...

Looking for conflicting packages...
gcc-go and go are 1in conflict. Remove go? [Yy/N]
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BbiBOAbI

) AMEHTIBMEM
-/ @sasstemir

Tpe4 Npo TO, YTO HAAO 3HaTb NPU NOBNE YIUYHbIX
KOTAT:
1. OHM CUNbHee, YeM Tbl AyMaellb
. OHW noBuee 1 bbiCTpee, Yem Tbl AyMaellb
. YKyCbl He byayT cnabbim
. IM HeYero TepATb
. OHU BCe ellle BbICLIME XNLLIHWUKW
. beperu rnasa
beru

~N o gk WK
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BbiBOAbI

1. MoXHO

2.bonbHO

3.HO He 13 3a A3bIKa, a TYIMHIa U MPUMEHEHUN.

4.CUCTEeMHbIN A3bIK A0AXKEH ObITb MHTErPUPOBAH B CUCTEMY.
BmecTe co CBOMM TYIMHTOM. £ e

@sasstemir

Tpea Npo TO, YTO HaAO 3HaTb NPU N0BE YIUYHBIX
KOTAT:

1. OHK cUNbHee, YeM Tbl AyMaellb

2. OHUW noB4Yee 1 bbicTpee, YeM Tbl AyMaellb

3. YKycbl He byayT cnabbim

4. VIMm Heyero TepaTk

5. OHUK Bce elle BbicWne XULWHWKX

6. beperu rnasa

7. bern
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Cnacubo!

Bonpochbl!?



