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*Privacy Not Included

WHERE DOES ALL YOUR DATA GO?

Privacy. That's iPhone.

Your data is collected from and shared with:

EEEE 3 7$ $
EEEE A ‘

. . . - $ Service Other third Government & Advertising
@ @ - providers parties law enforcement and research

companies
~
$ \5 $
Your car Car companies, your phone Car companies can sell your h ki
and the vehicle app data to these companies.

Other drivers Dealers Social media SiriusXM,
OnStar & other

$ connected

‘ services
Your car can create a lot of data Car companies can also collect extra Then your car company G 2
about you like how fast you information about you through your can share or sell that @ ‘ i
drive, what songs you listen to, car's app on your phone, its connected data to their vendors, © ‘ ‘
what your face looks like, and services, public sources, and other insurance companies Data brokers Apple Car Play, Affiliates
everywhere you go. That data is companies and people (illustrated). and others (illustrated) Android Auto,
collected by the car company. They use all that information about to make even more Amazon Alexa
you to make “inferences” about money off of you.

your other characteristics, like your
predispositions and intelligence.

.




Root of Trust

3avyem?

PEDEIDEIN

OS to
Application

S

Prevent
untrusted OS
from launching

Authorized Prevent
Access untrusted boot

Establishing SW / HW Trust

1. Hardware to BootROM
2. BootROM to Operating System
3. Operating System to Application

Prevent

untrusted
Application
from executing

Prevent
attacks

Connected
Devices
«—
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¥
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Connectivity
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\App Dev
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. € ... How our architecture looks

User login My hue

v
Edgo

Client
Eastwood : > - > -
Google T Pastorm
t -+ Cloud Datastore

R Cloud Storage
A

edis

Golden
Gate
BigQuery
q
HTTP %,
@°
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‘.’ el Bridge > Healthsuite device cloud ElasticSearch
i I Zigbee
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Look inside

Microcontrollers & Microprocessors
Memory
Sensors

Wireless modules

Input
Buttons

Programming
Header

Bitcein




Look Iinside

High complexity:
=  BGA with pitch 0.25 -1mm
= System in a Package

= Package on Package

18mm x 18mm
dard IC Package

STPMIC1
PMIC

Up To
1GB DDR3

P~ 302 Ball BGA
1mm Pitch

Passives

MEMs Oscillator NST $TM32MP15x
4KB EEPROM Dual Arm® Cortex®-A7
Arm® Cortex®-M4

IC Chip

Mold Resin

Stacked Chips

Flip Chip Connection

Top Package

) —

Bottom Package

Thin Chip

Intermediate Connection
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Look inside

= Tamper protection

= Readout Protection

= Secure Element IC

= Trusted Execution Environment

= Secure Boot, Encrypted Boot, Verified Update n 1.4.

Virtual Processor On-SoC Processor External Coprocessor
(e.g. ARM TrustZone) (e.g. Apple SEP) (e.g. Google Titan M)
PERIPHERALS  GPU S PERIPHERALS  GPU - ! PERIPHERALS ~ GPU
CPU CRYPTOHW  OTP - CRYPTOHW  OTP CPU CRYPTOHW = OTP
emot RAM ROM SECURE gmot  RAM ROM - gt RAM ROM
CPU

SoC | | SoC | SoC

SECURE

COPROC




Misconfigurations

Debug nHTepdencobl He 3a6N0OKNPOBaHbI
O6HoBneHnsa FW He 3awmndpoBaHbl
Secure Boot He akTuBMpoOBaH

TEE He ncnonbayetcs

12



Vulnerabilities - HW

Family MCU Release RDP2 GigaVulnerability #1 GigaVulnerability #2 GigaVulnerability #3
How it all started: GD32E230 GD32FIx0  GD32FI30C8T6  AJ2139 Yes Yes

GD32F3x0  GD32F330C8Té PJ2146 Yes No No Yes

GD32F4xx  GD32F405RGT6 112239 Yes Yes

GD32L23x  GD32L233RCT6  MJ2306 Yes No

GD32E23x  GD32E230K8T6 112125 Yes Yes No

GD32E50x  GD32E503VCTé MJ2119 Yes

GD32C10x  GD32C103CBTé 112232 No

GD32E10x  GD32E103CBT6 1J2153 No Yes

GD32F20x  GD32F205VCTé AJ2139 No

GD32F30x  GD32F303CGTé 12121 No

GD32F403 GD32F403RGTé 12117 No

| Time .



Vulnerabilities—«HW>»

-------------

. (R | o
i{BootROM J E>[ iBoo QJ ':>{ emel@}}:>{ O Q}}

checkm8 Boot ROM Exploit

Low-Level
Bootloader
(LLB)

W

checkm8

14



Vulnerabilities - SW

S in Embedded stands for Security:

Security through Obscurity

One key for all devices
No updates

Custom protocols & ciphers

Data

transmitted over the air, with randomness,

makes data interception meaningless through

strict encryption and decryption algorithms.”

Key high byte (default 0) ®
07H Write CRYPT_H o
[

08H Write CRYPT_L B Key low byte (default 0)

Write only, read returns 0

Used for user encryption to avoid intercepting
airborne wireless data by similar modules.

The module will internally use these two bytes as
a calculation factor to transform and encrypt the
over-the-air wireless signal.

15



«lNpocTtbie» HW-aT

[MporpammaTopbl

OTnaguunkn

CHuddepsbl nHtepdencos & MITM
TACTOU, Race Conditions
DMA

S
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BadUSB

PRI CEEIRge 60 MHz 32-Bit CPU
Replay Button
Covert Case
LED Indicator
Optional Decal
® ® TypeAPlug a®

3 DELAY 1000

4 STRING powershell

5 ENTER

6 DELAY 2000
STRING powershell -W Hidden -nop -noni -enc
SQBMACZAIABQAFMAVEBLAHIACWBPAGBADEBUAGEAYEBSAGUALEBOAFMAVEBLAHIACWBPAGBADEAUAEOAYQBGAGBACEAZACOAZWBLACAAMWADAHSATQATAF SAUWBSAHMAJABLAGOAL gBOAGUAJAAUAFMAZQBYAHYAAQB JAG-
UAUABVAGKAbgBOAEOAYQBUAGEAZwWBLAHIAXQAG6ADOARQB4AHAAZQB JAHQOAMQAWADAAQWBVAG4AJABPAG4AdQBLADOAMAA7ACQAdWB JADOATEBLAHCALQBPAGIAagB L AGMAdAAgAFMAEQBZAHQAZQBLACLATEBLAHQALEBX -
AGUAYgBDAGWAaQBLAG4AdAA7TACQAJQAGACCATQBVAHOAAQBSAGWAYQAVADUAL gAWACAAKABXAGKAbgBKAGBAdwBZACAATEBUACAANZAUADEAOWAZAF CATWBXADYANAA7ACAAVABYAGKAZABLAG4AJAAVADCALZAWADSATA-
ByAHYAOgAXADEALgAWACKATABSAGkAawBl1ACAARWBLAGMAawBVACCAOWAKAHMAZQBYADOAIJAAOAFSAVABLAHEAdAAUAEUADEB JAGBAZABPAG4AZWBAADOAOEBVAG4AaQNB JAGBAZABL AC4ARWB 1 AHQAUWBOAHTAaQBUAGCA-
KABbAEMAbwBUAHYAZQBYAHQAXQAGADOAREBYAGBADQBCAGEACWBLADYANABTAHQACEBPAG4AZWAOACCAYQBBAETAMABBAEgAUQBBAGMAQQBBADYAQQBDADEAQQBMAHCAQQB4AEEARABBAEEATABNAEEAdWBBAEMANABBAE -
OAZwBBAHUAQQBEAEUAQQBOAFEAQQA2AEEARABRAEEATEZBBAEEAMABBAEQAUQBBACCAKQAPACKAOWAKAHQAPQANACBAbEBLAHCACWAUAHAAAABWACCAOWAKAHCAYWAUAEEAZQBhAGQAZQBYAHMALgBBAGQAZAAOACCAVQBZ -
AGUACEATAEEAZWBLAG4AdAANACWAIABIACKAOWAKAHCAYWAUAFAACEBVAHEAEQAIAF SAUWBSAHMAJABLAGOAL gBOAGUAJAAUAF CAZQBIAFIAZQBXAHUAZQBZAHQAXQAGADOARABLAGYAYQB1AGWAJABXAGUAYEZBQAHIAbW-
B4AHKAOWAKAHCAYWAUAFAACEZBVAHEAeQAUAEMACEBLAGQAZQBUAHQAAQBhAGWACWAZADOATABDAFMACQBZAHQAZOBLACLATEBLAHQALEBDAHIAZQBKAGUADEBOAGKAYQBSAEMAYQB JAGEAZQBAADOAOEBEAGUAZEZBhAHUA -
bABOAE4AZQBOAHCAbWBYAGSAQWBYAGUAZABLAGLAJABPAGEADABZADSAJABTAGMAC gBpAHAAJAAGAFAACEBVAHEZACQAZADOATAAKAHCAYWAUAFAACEBVAHEZAEQA7ACQASWAIAF SAUWBSAHMAJAB LAGOAL gBUAGUAEABOAC
4ARQBUAGMAbWBKAGKADEBNAFOAOZAGAE EAUWBDAEKASQAUAECAZQBOAE IAeQBOAGUACWAOACCADAASAGYATEZBNAD4ANEBXADQADEATACEAWAB JAE SADQBWAFQAQQAYAEWAYQBKACWAQEBPAHSAPQBVAGOAAQBbACCAKQA7
ACQAUZA9AHSAIABEACWAIABLADOAIABBAHIAZWBZADSAJABTADOAMAAUACHAMEATADUAOWAWACAHAL EAYADUANQBSACUAewAKAEOAPQAOACQASEATACQAUWBDACQAXWBAACSAJABLAFSAJABFACUAJABLAC4AQwWBVAHUADE
BOAFOAKQALADIANQA2ADSAJABTAFSAJABfFAFOALAAKAFMAWWAKAEOAXQA9ACQAUWBDACQASEBAACWAIABTAFSAJABFAFOAFQA7ACQARABBACUAewAKAEKAPQAOACQASQArADEAKQATADIANQA2ADSAJABIADOAKAAKAEEA
KwAKAFMAWWAKAEKAXQAPACUAMEATADYAOWAKAFMAWWAKAEKAXQASACQAUWBDACQASABAADOAIABTAF SAJABIAFOALAAKAFMAWWAKAEKAXQA7ACQAXWATAGIAEABVAHIAJABTAF SAKAAKAFMAWWAKAEKAXQArACQAUWBDAC-
QASABAACKAJQAYADUANEBAAHOATQA7ACQAdWB JACLASABLAGEAZABLAHIACWAUAEEAZABKACEZAT gBDAGBAbWBIrAGKAZQAIACWAT EBQAEEARWB4AGWATQAIAGOASABSAHCATOBWAGQAREBNAEYAUABCAESASWASAHQATEBQ-
AGSBAQWAVAHEAZWAVADKADEBNADOAIgApADSAJABKAGEAdABhADOAIAB3AGMAL gBEAGBAdwBUAGWAbwWBhAGQARABhAHQAYQAOACQACWBLAHIAKWAKAHQAKQA7ACQAaQB2ADOAJABKAGEAJABhAF SAMAAUACSAMWBAADSAJA-
BkAGEAdABhADOAJABKAGEAJABhAFSANAAUAC4AIABKAGEAdABhAC4ADABLAG4AZWBOAGEAXQATACOAagBVAGKADEBDAEMAGABhAHTAWWBAAF OAKAAMACAA JABSACAA JABKAGEAJABhACAAKAAKAEKAVEATACQASWAPACKA-
fABJAEUAWAA=

8 ENTER

17



Mouselack
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Direct Memory Access




Bme o li X7

SYSLOG KEYLOG PAYLOAD
us

Hello,
WRITE World!
ERROR: Unrecognized command:
I . Did you mean

HW vMmnnaHTbl

O.MGELITE

0.MG CABLE

$179.99

Feature Tier

ELITE BASIC

Active End

—

0
0

USB-A usB-C DIRECTIONALCTOC

Passthrough End & Material

= Imo SHl=] 1 B0

LIGHTNING (WHITE- MICRO (BLACK-TPE) USB-C (WHITE-TPE)
TPE)

= =]

USB-C (BLACK-TPE)

20



pt
HW vmMmnnaHTbl

[MpoekT FIREWALK: Embedded Development Branch (EDB)

¢ CospnaH B 2007

¢ [MepexBaT n counerpauma Tpaddpuka go 1 Mout/c

¢ BecnpoBoagHas nepegada cobpaHHbIX AaHHbIX

This branch is concerned with compromising and embedding
RJ45 Ethernet socket

FIREWALK board with Broadcom Phy (NSA)

implants in purpose-built devices like VoIP phones,
workstations and smart devices like TVs. They do both

Indicator LEDs
hardware and software design.

Contacts and
power supply

¢ TRINITY multi-chip
module (NSA)

RJ45 contacts e—

Stacked USB sockets

HOWLERMONKEY
RF transceiver (NSA) 21




Fault Injection attacks:

=  CLKglitch
=  VCCglitch
= EMFI

= LFI(optical)

Side-Channel attacks:

=  Power Analysis

= EM analysis
Other:

= SEM

= FIB

SOTA HW attacks

22



Normal Clock

Glitched Clock

CLK glitch

J UL

Load #1

Load #2

Execute #1
Load #3

Execute #2

U

Load #1 Load #2

Execute #1
Load #3
Execute #2
Load #4
Execute #3

23



Power Trace View Power Trace View

VCC glitch

1] 200 400 &l a J¥] 400 &l
. T T : - T
0.4 0.4
0.2 0.2
m fan )
o o
0.2 -0.2
0.4 0.4
| 1 1 | L 1
1] 200 400 &l a 200 400 &l
Samples Samples

(a) STM32F373 (b) TI MSP430F5172 (¢) Renesas 7T8SKOR



VCC glitch o

STMicroelectronics STM32F103VB 72 MHz 32-bit RISC ARM Cortex-M3 Nordic Semiconductor nRF52832 Bluetooth low-energy SoC w/NFC

Shaping the Glitch: Optimizing Voltage Fault Injection Attacks nRF52 Debug Resurrection (APPROTECT Bypass)
Published Part1
2019-02-28

Posted on June 10, 2020 by LimitedResults 25



External | External
5V | target supp/}/\

exr ]
A1 PICO
DA4 8 C18

(T

| 3022
a3

geeeaRas

| - 5
I Chipolino %]
vos  vonw =

{ R12 R
! RI1VT1 RID

Sue e T gz e %7,
LEDT - LED2 87 %8 |Trigger Mg » ; i
. \vee - - A RS P PI R
RP.RESET GP22.6TN |'oey = P A O
# ] %

select’

1w, V2 | @ GP7 V2 CTRL LWLFQ

R1 -:
N EXT_MUX
eaer IVIMUX

NRF52840-QIAA o STM32F446RxTx
revB

‘ revA o
. ® ( o

LPL214xFBO64
revA

External
= o
i, 3V3 | w0 GP4_IVILTRL i GPE_IVELTRL| DXQS “w
1w, 7V8 | GP5_3VI LN .CTRL ‘= GPI_ 5V CTRL | MSSS

RAVANELLA
s 150001

bV,
= %YoLiNo
SOR ZUCCHINA

R3C7Cé 21 C8
.

STM32F411CCU6
STM32F401CCUé

revC
° . e

WAIT |H' 5.00us

= 100mVv
-1.13V 2

Measure

UN

D

-10.0ns




EMFI

BPS202 _
Burst power station
SKFIFI7TP1m
Cable
ICS 105*

IC scanner Microscope

Microscope
~ camera*

100.0 ‘ OA 4005 *

s ‘;7 ~ Oscilloscope

A~ adapter
)

cu2z
/ Control unit

I—— X 'BPS 202-Client

GND 25+ CB 0708 * Test board * GNDA 02 *
Ground plane Connection board with test IC Ground adapter

Power
supply
unit

12V /1A
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LFI

Diode Laser

Station
PC with FI
Device SOHVELE
. under Oscilloscope N
attack

28
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10 NOP
10 MUL

20 NOP
10 MUL

20 NOP
10 MUL
10 NOP

(i

Power analysis

Data

Data

Power Trace View

100 200 300 400 500 &00 700
3 correct
100 Z[JID 300 4[I][J 500 G[JI[J F00
Samples
Power Trace View
100 200 300 400 500 500 700
4 correct
100 Z[JI[J 300 4(IJ[] 500 SDI[J Foo
Samples

30



Power analysis

x103

31
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EM analysis

Oscilloscope Wideband
LNA
EM Side-channel
—}- Traces (T) EM
' : Probe
N"AAAR ‘J a AAan
" ‘\V‘- V/ “‘/ ‘./ \/ \/ I‘M” "'J. \/ \/
Probe Tip
4
so3l CEMA moactiepssioggl T >
= - orrect Ke: ﬂ -~ = 7 A
L[ e Mo
: Piaintext T C oo 4
F 01 i - AES-128 urder-aitdck
3 ]
0
’ e TR Motorized 2D stage

Traces Analyzed




Det ETD-SE HV 20kV GP Ready MAG x27 w32
- WD 24.43mm HFW 4.73mm Res 3072x2048 Dwell 25us F—500um—]

g
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Sasas SSSSsassans

sEes SEsEsEEnss
sEaas SaAsEasEses
H ‘T St 12T

70nm SR aAmEEEEE =

e a
&8s
= S AR
3 5 T i F T . T
sEs 22T TT .
-aa Sasssaans

== ESESRER S

L I B B R R B

L 2 2 = 5 % ¥

= s es=
taea L2 2 2 = = 2 2 2
2 EE S A2 222 2 F 2
S Esea S Essssssses
SSSaseas SESEEsssnen
SFsssass ’ t 2 & & & 5 = = = B B
SaEsssss - Lt b 2 B 2 B 5 B

EEsssssos SsSSsssss=5s3

L 2 = = 2 = 3 SEEsEsseses

SESSSsass

-
-
. »
-
= -
. .
-
* -
- »
-
® -
» -
-
. -
-
= -
- -
*
- -
-
* »
. .
p .

—'- Det BSED-COMP HV 20kV
,
- WD6.36mm HFW 20.00pm



35



B3nom kpuntokowenbka Trezor
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Bitcoin Drained from Coldcards

1404.2614..

<00 g | N




Tesla

BEHIND THE SCENES
FLIPPER ZERO i ¥-Y ;7. Yol ¢
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Industrial Remote Controllers

MCI’IOIIb3YeTCﬂ ansa cneaywowero
OSOPYIIOBOHMSI H MeXaHHU3IMOoB

HeH

Jonathan Andersson, Marco Balduzzi, Stephen Hilt, Philippe Lin,
Federico Maggi, Akira Urano, and Rainer Vosseler

40
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Bosch Rexroth

his device has been
locked by NNLABS
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Comcast XR11

MY CARD NUMBER
IS 4580-5896...

MY CARD NUMBER '
IS 4580-58%...

©® RECORDING. .

c?\
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smart Wi-Fi Light Bulb, Multicolor

()
Millions of Colors

2500-6500K
Warm to Cool Light

75w

Equivalent

y [T
| ¢
\." gstimated Energy

gnergy €Ot Saving

51.14 I
per yoar E26

O
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Aliexpress

Eva Prokofiev &2 ves
@evapro30

The Chinese are at it again..(aliexpress) its an rj45 adapter, but with SPI
flash memory chip acting as storage with .exe recognized as malware for
windows, and of course sold over 10k times... g

MNepeBecTy noct

3:21 PM - 12 gHB. 2025 . * 2,9 MAIH NpOCMOTP
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Dyson Cameralet
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Adventures in buttplug
penetration (testing)

Compromise scenario 2: remote hijack

) ((t o iRt




Smart Thermostat
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Shimano Di2 -

Attacker's
receiver and
transmitter

rear and front

right and left
derailleur

shifters



Eight Sleep

52



N Kak gpanblue XXutb?

MakcumaribHO OrpaHuynTb «npaBa» YCTPOMNCTB
He pnoBepATh Hukomy ycTponcTeam

He nokynatb NoName yctpoucTtea

O6HoBNATbL ASAP

A OHO MHe Hago?
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