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I Bouncy Castle

public static boolean isKeyRing(byte[] blob) throws IOException {
BCPGInputStream bIn
= new BCPGInputStream(new ByteArrayInputStream(blob));
int tag = bIn.nextPacketTag();

return tag == PacketTags.PUBLIC KEY
tag == PacketTags.PUBLIC_SUBKEY
tag == PacketTags.SECRET_KEY
tag == PacketTags.SECRET_KEYJ




I Bouncy Castle

return tag == PacketTags.PUBLIC KEY
tag == PacketTags.PUBLIC SUBKEY
tag == PacketTags.SECRET_KEY
tag == PacketTags.SECRET_KEY;

» Condition 'tag == PacketTags.SECRET_KEY'
covered by subsequent condition
'tag == PacketTags.SECRET_KEY'
» Duplicate condition 'tag == PacketTags.SECRET_KEY"
« Condition 'tag == PacketTags.SECRET_KEY' is always 'false'
» Duplicate condition 'tag == PacketTags.SECRET_KEY"

V6001 There are identical sub-expressions 'tag == PacketTags.SECRET_KEY'
to the left and to the right of the '||' operator.
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JHiernate

private static final Map<Class, String> annotationToXml;

static {
annotationToXml = new HashMap<Class, String>();
annotationToXml .put( Entity.class,
"entity" );
annotationToXml .put( MappedSuperclass.class,
"mapped-superclass” );

annotationToXml .put( ConstructorResult.class,
"constructor-result" );

¢HHIBERNATE



| Hibernate

private static final Map<Class, String> annotationToXml;

static {

annotationToXml = new HashMap<Class, String>();
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SecondaryTables.class,
"secondary-table" );
PrimaryKeyJoinColumn.class,
"primary-key-join-column" );
PrimaryKeyJoinColumns.class,
"primary-key-join-column" );
IdClass.class,

"id-class" );
Inheritance.class,
"inheritance" );
DiscriminatorValue.class,
"discriminator-value" );
DiscriminatorColumn.class,
"discriminator-column" );
SequenceGenerator.class,
"sequence-generator" );
TableGenerator.class,
"table-generator" );
NamedEntityGraph.class,
"named-entity-graph" );
NamedEntityGraphs.class,
"named-entity-graph" );
NamedQuery.class,
"named-query" );
NamedQueries.class,
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ExcludeSuperclassListeners.class,
"exclude-superclass-listeners” );
AccessType.class,

"access" );
AttributeOverride.class,
"attribute-override" );
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"association-override" );
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"association-override" );
AttributeOverride.class,
"map-key-attribute-override" );
AttributeOverrides.class,
"map-key-attribute-override" );
Id.class,

" );
EmbeddedId.class,
"embedded-id" );
GeneratedValue.class,
"generated-value" );
Column.class,

"column" );
Columns.class,
"column" );

Temporal.class,
"temporal" );
Lob.class,

"lob" );
Enumerated.class,
"enumerated" );
Version.class,
"version" );
Transient.class,
"transient" );
Basic.class,
"basic" );
Embedded.class,
"embedded" );
ManyToOne.class,
"many-to-one" );
OneToOne.class,
"one-to-one" );
OneToMany.class,
"one-to-many" );
ManyToMany.class,
"many-to-many" );
Any.class,

"any" );
ManyToAny.class,
"many-to-any" );
JoinTable.class,
"join-table" );
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"map-key" );
OrderBy.class,
"order-by" );
EntitylListeners.class,
"entity-listeners" );
PrePersist.class,
"pre-persist" );
PreRemove.class,
"pre-remove" );
PreUpdate.class,
"pre-update" );
PostPersist.class,
"post-persist" );
PostRemove.class,
"post-remove" );
PostUpdate.class,
"post-update" );
PostlLoad.class,
"post-load" );
CollectionTable.class,
"collection-table" );
MapKeyClass.class,
"map-key-class" );
MapKeyTemporal.class,
"map-key-temporal" );
MapKeyEnumerated.class,
"map-key-enumerated" );
MapKeyColumn.class,
"map-key-column" );
MapKeyJoinColumn.class,
"map-key-join-column" );
MapKeyJoinColumns.class,
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"order-column" );
Cacheable.class,
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"index" );
ForeignKey.class,
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Convert.class,
"convert" );
Converts.class,
"convert" );
ConstructorResult.class,
"constructor-result" );



| Hibernate

annotationToXml.put( AttributeOverride.class,
"attribute-override" );
annotationToXml.put( AttributeOverrides.class,
"attribute-override" );
annotationToXml.put( AttributeOverride.class,
"association-override" );
annotationToXml.put( AttributeOverrides.class,
"association-override" );
annotationToXml.put( AttributeOverride.class,
"map-key-attribute-override" );
annotationToXml.put( AttributeOverrides.class,
"map-key-attribute-override" );

annotationToXml .put( AttributeOverride.class, "attribute-override" );
annotationToXml .put( AttributeOverrides.class, "attribute-override" );
annotationToXml .put( AttributeOverride.class, "association-override" );
annotationToXml .put( AttributeOverrides.class, "association-override" );
annotationToXml .put( AttributeOverride.class, "map-key-attribute-override" );
annotationToXml .put( AttributeOverrides.class, "map-key-attribute-override" );




| Hibernate

annotationToXml.put( AttributeOverride.class,
"attribute-override" );
annotationToXml.put( AttributeOverrides.class,
"attribute-override" );
annotationToXml.put( AttributeOverride.class,
"association-override" );
annotationToXml.put( AttributeOverrides.class,
"association-override" );
annotationToXml.put( AttributeOverride.class,
"map-key-attribute-override" );
annotationToXml.put( AttributeOverrides.class,
"map-key-attribute-override" );

Duplicate Map key

V6033 An item with the same key
'‘AttributeOverrides.class' has already been added.
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I GitHub Advisory Database

GitHub reviewed advisories Q type:reviewe d

All reviewed
603 advisories Severityv CWE~ Sort~

Composer

Erlang spin-rs initialisation failure in “Once::try_call_once’ can lead to undefined behaviour for other initialisers

GitHub Actions GHSA-2qv5-7mw5-j3cg was published for spin (Rust) 2 days ago

o Regular Expression Denial of Service in Deno.upgradeWebSocket API @
CVE-2023-26103 was published for deno (Rust) 2 days ago

Maven 3,371

npm Comrak AST node data is not validated (GHSL-2023-049) "
CVE-2023-28631 was published for comrak (Rust) last week

NuGet

' Comrak vulnerable to production of excessive output when parsing Markdown (GHSL-2023-048) ’

GHSA-xxmq-4vph-956w was published for comrak (Rust) last week

Pub

RubyGems Comrak vulnerable to quadratic runtime issues when parsing Markdown (GHSL-2023-047) (4
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I TokeHun3auus

Jlekcema Tvn
if If Keyword
( Open Parenthesis
ioPending Identifier
if (ioPending) { ) Close Parenthesis

new {
MemoryAccessException(

Cyc lic Access MemoryAccessException | Identifier

)5 (

"Cyclic Access” String Literal

Open Brace

new New Keywonrd

Open Parenthesis

¥

) Close Parenthesis

Semicolon

} Close Brace




I TokeHU3auus

if (ioPending) {
new MemoryAccessException("Cyclic Access");

¥

if (ioPending)
{

¥

new MemoryAccessException("Cyclic Access");

if (ioPending)
{ new MemoryAccessException("Cyclic Access");

Jlekcema Tun

if If Keyword

( Open Parenthesis
ioPending Identifier

) Close Parenthesis
{ Open Brace

new New Keyword

MemoryAccessException

Identifier

(

Open Parenthesis

"Cyclic Access”

String Literal

)

Close Parenthesis

Semicolon

}

Close Brace

¥
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I CuHTakcn4yeckue oepeBbs

IfStatement Node

if (ioPending) {
new
MemoryAccessException(

" . " ObjectCreationExpression Node
Cyclic Access
); ”
} IdentifierName Node ArgumentList Node
1

Argument Node
StringLiteralExpression Node



| e

private static boolean
checkSentenceCapitalization(@NotNull String value) {
List<String> words = StringUtil.split(value, " ");

// allow reasonable amount of capitalized words
return capitalized / words.size() < 0.2;




| e

private static boolean
checkSentenceCapitalization(@NotNull String value) {
List<String> words = StringUtil.split(value, " ");

// allow reasonable amount of capitalized words
return capitalized / words.size() < 0.2;

}
BbipaxeHue 3Ha4yeHue
capitalized 3
words.size() 12

capitalized / words.size() |©
0 < 0.2 true




| e

private static boolean
checkSentenceCapitalization(@NotNull String value) {
List<String> words = StringUtil.split(value, " ");

// allow reasonable amount of capitalized words
return capitalized / words.size() < 0.2;

}
BbipaxeHue 3Ha4yeHue
capitalized 3
words.size() 12

(double)capitalized / words.size() 0.25
0.25 < 0.2 false




| e

return capitalized / words.size() < 0.2;

return idl / id2.foo() < 0.2;



return idl / id2.foo() < 0.2;

ReturnStatement Node




CemaHTH4Yeckasa nHpopmauuns




eMaHTun4yeckasa nHpopmauus

return|idl / id2.foo()|< [9.2);

./

Semantic model

D

( int: idl / id2.foo()

double: 0.2




I CemaHTU4YecKkasa UHpopmauua

return|idl / id2.foo()|< [9.2);

./

Semantic model

D

( double: idl / id2.foo()

double: 0.2
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| Npumep: potential NPE

public static void processFiles(String folderPath) {
var folder = new File(folderPath);
var files = folder.listFiles();

for (int 1 = 0; 1 < files.length; ++i) {
// process each file

}
¥

var folderPath = GetUserInput(); // "/Users/serqgvasiliev/” «
processFiles(folderPath);



| Npumep: potential NPE

public static void processFiles(String folderPath) {
var folder = new File(folderPath);
var files = folder.listFiles(); // null

for (int i = 0; i < files.length; ++i) { // NPE «
// process each file

}
¥

var folderPath = GetUserInput(); // "/Users/sergvasiliev/file”
processFiles(folderPath);



| Npumep: potential NPR

void foo(File folder) {
var files = folder.listFiles(); // potential null
var filesCount = files.length; // potential NPE

¥




| Npumep: potential NPR

void foo(File folder) {

potential null
-
/‘\ /
var files = folder.listFiles();
—

: >
var filesCount = files.length;
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I AHHOTaUuuu aHanu3artopa

Class("java.io.File")

- Function("listFiles")
.Returns(Ptr(PotentialNullPointer))

void foo(File folder) {

/\/
var files = folder.listFiles();
\‘*

: L
var filesCount = files.length;

potential null
__“




I AHHOTaUuuu aHanu3artopa

public static String buildCanonicalHost(URL url) {
String host = url.getHost();
int port = url.getPort();

if (port > -1) {

host.concat(":" + Integer.toString(port));

¥

return host;



I AHHOTaUuuu aHanu3artopa

Class("java.lang.String",
TypeClassification::String
| TypeClassification::Immutable
| TypeClassification::SuspiciousEqualsOperator)

- Function("concat", Type::Pointer)
.Pure()
mm)> .Set(FunctionClassification::RetUse)
.Returns(Ptr(NotNullPointer))
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I PazHoOBMOHOCTU aHanus3a

Pattern-based Data flow Taint
analysis analysis analysis




Pattern-based analysis



I Pattern-based analysis
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I Pattern-based analysis: jMonkeyEngine

if (p.isConnected()) {
log.log(Level .FINE, "Connection closed:{0}.", p);

}
else {

log.log(Level .FINE, "Connection closed:{0}.", p);
}

, V6004 The 'then' statement is
equivalent to the 'else' statement.




IfStatement Node
InvocationExpression Node ElseClause Node

InvocationExpression Node
SimpleMemberAccessExpression Node ArgumentList Node




| ELk

https://elki-project.github.io

<I-- https://mvnrepository.com/artifact/io0.github.elki-project/elkR1 -->

<dependency>
<groupId>io.github.elki-project</groupId>
<artifactId»>elki</artifactId>
<version>0.8.0</version>

</dependency>

ELKI Data Mining


https://elki-project.github.io/

I [Mpumep:

public static void main(String[] args) throws IOException, Exception { args: []

var
var
var

var

var
var
var

var
var

inserts : HashSetModifiableDBIDs = DBIDUtil.newHashSet( size: 32); inserts: "[]"
removals : HashSetModifiableDBIDs = DBIDUtil.newHashSet( size: 64); removals: "[]"
updates : HashSetModifiableDBIDs = DBIDUtil.newHashSet( size: 128); wupdates: "[]"

dataStoreEvent = new DataStoreEvent(inserts, dataStoreEvent: DataStoreEvent(@l034
removals,
updates);

insertsEq : boolean = inserts.equals(dataStoreEvent.getInserts()); insertsEq: true
removalsEq : boolean = removals.equals(dataStoreEvent.getRemovals()); removalsEqg: false
updatesEq : boolean = updates.equals(dataStoreEvent.getUpdates()); updatesEq: false

insertsRemovalsEq : boolean = inserts.equals(dataStoreEvent.getRemovals()); insertsRemovalsEq: true
insertsUpdatesEq : boolean = inserts.equals(dataStoreEvent.getUpdates()); insertsUpdatesEq: true



| Pattern-based analysis: ELKI

public DataStoreEvent(DBIDs inserts,
DBIDs removals,

DBIDs updates) {
super();
this.inserts = inserts;
this.removals = inserts;
this.updates = inserts;

Parameter 'removals’ is never used
Parameter 'updates’ is never used

V6022 Parameter 'removals’

is not used inside constructor body.
V6022 Parameter 'updates'

is not used inside constructor body.




super();

this.inserts =
this.removals =
this.updates =

public DataStoreEvent(DBIDs inserts,

inserts;

inserts;

DBIDs removals,
DBIDs updates)

inserts;

ConstructorDeclaration Node

ParameterList Node

ExpressionStatement Node

ExpressionStatement Node

ExpressionStatement Node

ExpressionStatement Node
Parameter Node

Parameter Node

Parameter Node

SimpleAssignmentExpression Node

SimpleAssignmentExpression Node

SimpleAssignmentExpression Node

InvocationExpression Node

IdentifierName Node

IdentifierName Node

IdentifierName Node

IdentifierName Node

SimpleMemberAccessExpression Node

IdentifierName Node

SimpleMemberAccessExpression Node

IdentifierName Node

SimpleMemberAccessExpression Node

ArgumentList Node

IdentifierName Node

IdentifierName Node

ThisExpression Node

IdentifierName Node

ThisExpression Node

IdentifierName Node

ThisExpression Node



public DataStoreEvent(DBIDs inserts,
DBIDs removals,
DBIDs updates)

super();
this.inserts = inserts;
this.removals = inserts;

this.updates = inserts;
} SimpleAssignmentExpression Node

IdentifierName N

ThisExpression Node

IdentifierName Node

SimpleMemberAccessExpression Node

ExpressionStatement Node IdentifierName Node IdentifierName Node

ExpressionStatement Node

ConstructorDeclaration Node Block Node ExpressionStatement Node

ExpressionStatement Node

ParameterList Node [ Parameter Node

Parameter Node

SimpleAssignmentExpression Node SimpleMemberAccessExpression Node ThisExpression Node

SimpleAssignmentExpression Node IdentifierName Node IdentifierName Node \

InvocationExpression Node SimpleMemberAccessExpression Node ThisExpression Node

IdentifierName Node ArgumentList Node

IdentifierName Node IdentifierName Node

[ W,
THHL

Parameter Node IdentifierName Node



public DataStoreEvent(DBIDs inserts,
DBIDs removals,
DBIDs updates)

super();
this.inserts = inserts;
this.removals = inserts;

this.updates = inserts;
} SimpleAssignmentExpression Node

IdentifierName N

ThisExpression Node

IdentifierName Node

SimpleMemberAccessExpression Node

ExpressionStatement Node IdentifierName Node IdentifierName Node

ExpressionStatement Node

ConstructorDeclaration Node Block Node ExpressionStatement Node

ExpressionStatement Node

ParameterList Node Parameter Node

Parameter Node

SimpleAssignmentExpression Node SimpleMemberAccessExpression Node ThisExpression Node

SimpleAssignmentExpression Node IdentifierName Node IdentifierName Node \

InvocationExpression Node SimpleMemberAccessExpression Node ThisExpression Node

IdentifierName Node ArgumentList Node

IdentifierName Node IdentifierName Node
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public DataStoreEvent(DBIDs inserts,
DBIDs removals,
DBIDs updates)

super();
this.inserts = inserts;
this.removals = inserts;

this.updates = inserts;
} SimpleAssignmentExpression Node

IdentifierName N

ThisExpression Node

IdentifierName Node

SimpleMemberAccessExpression Node

ExpressionStatement Node IdentifierName Node IdentifierName Node

ExpressionStatement Node

ConstructorDeclaration Node Block Node ExpressionStatement Node

ExpressionStatement Node

ParameterList Node Parameter Node

Parameter Node

SimpleAssignmentExpression Node SimpleMemberAccessExpression Node ThisExpression Node

SimpleAssignmentExpression Node IdentifierName Node IdentifierName Node \

InvocationExpression Node SimpleMemberAccessExpression Node ThisExpression Node

IdentifierName Node ArgumentList Node

IdentifierName Node IdentifierName Node

[ W,
THHL

IdentifierName Node

[ Parameter Node




| Npumep: ELKI

public class Predefined extends AbstractKMeansInitialization {
double[ ][] initialMeans;

public Predefined(double[][] initialMeans) {
super((RandomFactory) null);
this.initialMeans = initialMeans;

¥

public void setInitialMeans(List<double[]> initialMeans) {
this.setInitialMeans(initialMeans);

¥

public void setInitialMeans(double[][] initialMeans) {
double[][] vecs = initialMeans.clone();
this.initialMeans = vecs;



| Npumep: ELKI

public static void main(String[] args) throws .... {

var predefined = new Predefined(new double[3][3]);

var newInitialMeans = new ArraylList<double[]>();
predefined.setInitialMeans(newInitialMeans);



Exception in thread "main" java.lang.StackOverflowError Create breakpoint
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| Npumep: ELKI

public static void main(String[] args) throws .... {

var predefined = new Predefined(new double[3][3]);

var newInitialMeans = new ArraylList<double[]>();
predefined.setInitialMeans(newInitialMeans);




| Pattern-based analysis: ELKI

public class Predefined extends AbstractKMeansInitialization {

—

public void setInitialMeans(List<double[]> initialMeans) {
this.setInitialMeans(initialMeans);

¥

public void setInitialMeans(double[][] initialMeans) {
double[][] vecs = initialMeans.clone();
this.initialMeans = vecs;



| Pattern-based analysis: ELKI

public class Predefined extends AbstractKMeansInitialization {

public void setInitialMeans(List<double[]> initialMeans) {

¥

this.setInitialMeans(initialMeans);

Method 'setlnitialMeans()' recurses
infinitely, and can only end
by throwing an exception

V6062 Possible infinite recursion
inside the 'setInitialMeans' method.




| Npumep: potential NPE

void ProcessUserName(String userName) {
if (userName == null && userName.length() == 0) {
// Show error

¥

// Process



| Npumep: potential NPE

static void ProcessConfiguration(Configuration configuration) {
if (configuration == null) {

=

logger.logError("Unknown configuration: {@}",
configuration.getName())

. -

// Process configuration




Data flow analysis



I Data flow analysis

OTcnexunBaeM 3Ha4YeH s BbIpaXKeHUI

XpaHum gon. nHpopmMmaumio 0 BblpaXXeHuax (aHHOTauun)

Pointers / references: null state analysis
Booleans: true / false
Integers: ranges



I Data flow analysis

void DataFlowTest(int x) {
if (x > 10) {
var y = x - 10;
if (y < 90) {
YA
}

if (y <= 1) {
S/ ...
}




I Data flow analysis

void DataFlowTest(int x) {




I Data flow analysis

void DataFlowTest(int x) { [-2147483648; 2147483647 ]




I Data flow analysis

void DataFlowTest(int x) { [-2147483648; 2147483647 ]
if (x > 10) {




I Data flow analysis

void DataFlowTest(int x) { [-2147483648; 2147483647 ]
if (x > 10) { [11; 2147483647]




I Data flow analysis

if (x > 10) { [11; 2147483647 ]
var y = x - 10,




I Data flow analysis

if (x > 10) { [11; 2147483647]
var y = X - 10; [1; 2147483637




I Data flow analysis

var y = X - 10; [1; 2147483637
if (y < 90) {

[/
}

if (y <= 1) {
/)
}




I Data flow analysis

\ilir(z : g) {1@’ Eili%igggzg?!l] Condition is always false
[/

¥

if (y <= 1) {
[/

¥



I Data flow analysis

var y = x - 10; [1; 2147483637] |
if (y < 9) {
}//.... > OK: [1]
if (y <= 1) { [-2147483648; 1]
/).
}



| Npumep: WildFly

private void
createService(ServiceTarget serviceTarget,
ServiceContainer container) throws Exception {

for (TransportConfiguration tc : connectors) {
if (tc == null) {
throw
MessaginglLogger.ROOT_LOGGER
.connectorNotDefined(tc.getName());



| Npumep: WildFly

for (TransportConfiguration tc : connectors) {



| Data flow analysis: WildFly

if (tc == null) {
throw

MessaginglLogger.ROOT LOGGER “\\\\\
.connectorNotDefined(tc.getName());




| Data flow analysis: WildFly

if (tc == null) {
throw k;

MessaginglLogger.ROOT LOGGER “\\\\\
.connectorNotDefined(tc.getName());

Method invocation 'getName'
will produce 'NullPointerException’

V6008 Null dereference of 'tc'.




I NMpumep: Ghidra

private static boolean isOK(long[] data) {
for (int i = 0; i < data.length; i++) {

if (
(data[i] != ©)
||
(data[i] !'= OxFFFFFFFFL)
)
{
return true;
}

¥

return false;

h



I Data flow analysis: Ghidra
long[] data
if (
||
)

(data[i] != ©)

(data[i] != OxFFFFFFFFL)



I Data flow analysis: Ghidra
long[] data
if (
||
)

(data[i] != @) [Long .MIN; -1][1; Long.MAX]

(data[i] != OxFFFFFFFFL)



I Data flow analysis: Ghidra
long[] data

if (
(data[i] != @) [Long .MIN; -1][1; Long.MAX]

|| [©]
(data[i] != OxFFFFFFFFL)
)



I Data flow analysis: Ghidra

long[] data

if (
(data[i] != @) [Long .MIN; -1][1; Long.MAX]
|| 0]
(data[i] != OXFFFFFFFFL) [@] != [OXFFFFFFFFL]
) —_

Always true



I Data flow analysis: Ghidra

long[] data

if (
(data[i] != @) [Long .MIN; -1][1; Long.MAX]
|| 0]
(data[i] != OXFFFFFFFFL) [@] != [OXFFFFFFFFL]
) —
Always true

Condition '(datali] != 0) || (data[i] '= OxFFFFFFFFL)' is always 'true'

Condition 'data]i] '= OxFFFFFFFFL' is always 'true' when reached

V6007 Expression 'data[i] '= OxFFFFFFFFL' is always true.




I Data flow analysis

public void ShellChromeGallery(....)
{

if (appShell == null) {
flyoutBehavior.setSelectedIndex(1);
flyoutHeaderBehavior.setSelectedIndex(9);

} else {
flyoutBehavior.setSelectedIndex(....);
flyoutHeaderBehavior.setSelectedIndex(....);

¥

appShell.setFlyoutBackdrop(SolidColorBrush.Pink);



I Data flow analysis

public void ShellChromeGallery(....)
{

if (appShell == null) { appShell -> null

} else { appShell -> not null

}
// appShell -> Unknown [null checked]

appShell.setFlyoutBackdrop(SolidColorBrush.Pink);




I SQL injection

processUserData(HttpServletRequest req, Connection con) .... {
var email = req.getParameter("email");

var password = req.getParameter("password"”);

String sqlQuery = "SELECT * FROM users "
+ "WHERE email="" + email + "' "
+ "AND password="" + password + "'";

Statement statement = con.createStatement();

ResultSet rs = statement.executeQuery(sqlQuery);
return rs.next();



I SQL injection

SELECT * FROM users
WHERE email='{0}’
AND password="{1}"

email: jpoint23@gmail.com
password: lolStrengPWD

SELECT * FROM users
WHERE email="'jpoint23@gmail.com
AND password="'lolStrongPWD'’



I SQL injection

SELECT * FROM users
WHERE email='{0}’
AND password="{1}"

email: " OR '1'="1
password: lolNoMatter' OR '1'='1

SELECT * FROM users
WHERE email='" OR '1'="1"
AND password='lolNoMatter' OR "1'="1"




Taint analysis



I Taint analysis

= Wcnonb3yetca B SAST-pelueHusax
(static application security testing)

= (OcHOBaH Ha Tpaccax nepegayu
"pa3amMedeHHbIX" gaHHbIX

= [logxoguT Ang nNoBnu:
= SQL injection
= Path traversal
= XXE



I SQL injection

processUserData(HttpServletRequest req, Connection con) .... {

var email = req.getParameter("email");
var password = req.getParameter("password");

String sqlQuery = "SELECT * FROM users "
+ "WHERE email="" + email + "' "
+ "AND password=""

+ password + ;

Statement statement = con.createStatement();
ResultSet rs = statement.executeQuery(sqlQuery);
return rs.next();



I SQL injection

processUserData(HttpServletRequest req, Connection con) .... {

v T~
var email = req.getParameter("email");

-
String sqlQuery =( "SELECT * FROM users " A
+ IIWHERE email=l [ 1] + email + i 111
+ "AND password="" + password + "'";

Statement statement = con.createStatement();

ResultSet rs = statement.executeQuery(sqlQuery);
return rs.next();




I Taint analysis

UcTOoYHUKM lNepeaatumkum
OTKyOoa AaHHbIe Kak gaHHble
npuxogaT? nepegaroTca?
CaHunTaunsepsbl NMpnemMHuku

Kak gaHHble Kyoa oaHHble He
NpoBepPATCA? OOJIMKHbI NonacTb?
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I NMuwem XML-napcep ¢ nomowbio ChatGPT

Hanuwwu kop, Ha Java. 1ot kof, gosmkeH napcutb XML. cnonb3ayi Tunbl U3
CTaHOapPTHOM BMbNMoTeKku.

(=)
L

KoHeuHo, BOT npuMep Koaa Ha Java, kotopbi napcut XML ¢dann ¢ nomMoLpbto

CTaHOapTHOM BMbnnoTeKkwu:

7
java n Copy code




I NMnwem XML-napcep ¢ nomouwbio ChatGPT

) Copy code

import javax.xml.parsers.DocumentBuilderFactory;
].'mpor‘t Javax. xml.parsers.DocumentBuilder; javax.xml.parsers.DocumentBuilderFactory;
1mpor‘t org. w3c.dom. Document; javax.xml.parsers.DocumentBuilder;
import org.w3c.dom.Nodelist; org.w3c.dom. Document;

import org.w3c.dom.Node; org.w3c.dom.NodeList;

org.w3c.dom.Node;

import java.io.File;

java.io.File;

public class XMLParser {

. . . . . {
public static void main(String[] args) { (String[] args) {
try {
// Co30aem HOBuIli obbekm DocumentBuilderFactory
DocumentBuilderFactory factory = DocumentBuilderFactory.newInstance(); = DocumentBuilderFactory.nenInstance();

// Co30aem HOBbili obbekm DocumentBuilder _
DocumentBuilder builder = factory.newDocumentBuilder(); = factory.newbocumentBuilder()
// napCUM XML (ﬁaljﬂ = builder.parse(
Document doc = builder.parse(new File("example.xml"));

// Monyuyaem cnucok Bcex 3nemeHmoB 6 OoKymeHme = doc.getDocumentElement().getChildNodes();
NodelList nodelList = doc.getDocumentElement().getChildNodes();

= 0; i < nodelList.getLength(); i++) {

// BbiBoOum uma u 3HavyeHue Kax0o2o 3saemeHma L )
= nodelList.item(i);

for (int i= @j i nc')deL%st.ggtLength(); i++) { (node.getNodeType() == Node.ELEMENT_NODE) {
Node node = nodelist. ltem(l) 5 System.out.println(node.getNodeName() + + node.getTextContent
if (node.getNodeType() == Node.ELEMENT_NODE) { }
System.out.println(node.getNodeName() + ": " + node.getTextContent()); }
} (Exception e) {
} e.printStackTrace();

} catch (Exception e) {




NMnwem XML-napcep ¢ nomouwbio ChatGPT

try {

DocumentBuilderFactory factory
= DocumentBuilderFactory.newInstance();

DocumentBuilder builder = factory.newDocumentBuilder();

Document doc = builder.parse(new File("example.xml"));

NodelList nodelList = doc.getDocumentElement()
.getChildNodes();

for (int 1 = 0; i1 < nodelList.getLength(); i++) {
Node node = nodelList.item(i);
if (node.getNodeType() == Node.ELEMENT _NODE) {
System.out.println(node.getNodeName() + ": "
+ node.getTextContent());

}
} catch (Exception e) {

e.printStackTrace();

) Copy code
javax.xml.parsers.DocumentBuilderFactory;
javax.xml.parsers.DocumentBuilder;
org.w3c.dom.Document;
org.w3c.dom.NodelList;
org.w3c.dom.Node;

java.io.File;

{
(String[] args) {

= DocumentBuilderFactory.newInstance();|

= factory.newDocumentBuilder();

= builder.parse(

= doc.getDocumentElement().getChildNodes();

C = 0; i < nodelList.getLength(); i++) {
= nodelList.item(i);
(node.getNodeType() == Node.ELEMENT_NODE) {
System.out.println(node.getNodeName() + + node.getTextContent
}

}
(Exception e) {
e.printStackTrace();

‘> Regenerate response




I NMuwem XML-napcep ¢ nomowbio ChatGPT
File xmlFromUser = getXmlFromUser();

DocumentBuilderFactory factory
= DocumentBuilderFactory.newInstance();
DocumentBuilder builder = factory.newDocumentBuilder();

Document doc = builder.parse(xmlFromUser);

// XML processing

sentResultToUser();



I [MapcuHr XML B npoekeTte c3p0

public static C3P@Config
extractXmlConfigFromInputStream(InputStream is) throws ....
{
DocumentBuilderFactory fact
= DocumentBuilderFactory.newInstance();
DocumentBuilder db = fact.newDocumentBuilder();
Document doc = db.parse(is);

return extractConfigFromXmlDoc (doc);



I NMuwem XML-napcep ¢ nomowbio ChatGPT

File xmlFromUser = getXmlFromUser();

sentResultToUser();



I [MapcuHr XML B npoekeTte c3p0

public static C3P@Config
extractXmlConfigFromInputStream(InputStre

{

DocumentBuilderFactor

Docum 5



| cvE-2018-20433

public static C3POConfig Severity
extractXmlConfigFromInputStream(InputStream is) £ (critical) 9.8 /10

{

DocumentBuilderFactory fact CVSS base metrics
= DocumentBuilderFactory.newInstance(); Attack vector Network
DocumentBuilder db = fact.newDocumentBuilder();| Attackcomplexity Low
Document doc = db.parse(is); Privileges required None
User interaction None
return extractConfigFromXmlDoc(doc); Scope Unchanaed
ge
} Confidentiality High
Integrity High

Availability High




I Insecure XML processing

m java.lang.security.audit.xxe.documentbuilderfactory-disallow-doctype-
decl-missing.documentbuilderfactory-disallow-doctype-decl-missing

Semgrep DOCTYPE declarations are enabled for this DocumentBuilderFactory.
This is vulnerable to XML external entity attacks. Disable this by
setting the feature "http://apache.org/xml/features/disallow-
doctype-decl” to true. Alternatively, allow DOCTYPE declarations
and only prohibit external entities declarations. This can be done
by setting the features "http://xml.org/sax/features/external-
general-entities" and "http://xml.org/sax/features/external-
parameter-entities" to false.




XML

A TN
&) —E&
4 XML ooo

T Result

<IENTITY hostsEntity SYSTEM

<D —s

XML parser ~_

—

Result

<IENTITY hackEntity SYSTEM "https://myEvilSite.com/xxe">

"file:///C:/Windows/System32/drivers/etc/hosts">




XXE
(XML eXternal entities)



I NMnwem XML-napcep ¢ nomouwbio ChatGPT

) Copy code

import javax.xml.parsers.DocumentBuilderFactory;
].'mpor‘t Javax. xml.parsers.DocumentBuilder; javax.xml.parsers.DocumentBuilderFactory;
1mpor‘t org. w3c.dom. Document; javax.xml.parsers.DocumentBuilder;
import org.w3c.dom.Nodelist; org.w3c.dom. Document;

import org.w3c.dom.Node; org.w3c.dom.NodeList;

org.w3c.dom.Node;

import java.io.File;

java.io.File;

public class XMLParser {

. . . . . {
public static void main(String[] args) { (String[] args) {
try {
// Co30aem HOBuIli obbekm DocumentBuilderFactory
DocumentBuilderFactory factory = DocumentBuilderFactory.newInstance(); = DocumentBuilderFactory.nenInstance();

// Co30aem HOBbili obbekm DocumentBuilder _
DocumentBuilder builder = factory.newDocumentBuilder(); = factory.newbocumentBuilder()
// napCUM XML (ﬁaljﬂ = builder.parse(
Document doc = builder.parse(new File("example.xml"));

// Monyuyaem cnucok Bcex 3nemeHmoB 6 OoKymeHme = doc.getDocumentElement().getChildNodes();
NodelList nodelList = doc.getDocumentElement().getChildNodes();

= 0; i < nodelList.getLength(); i++) {

// BbiBoOum uma u 3HavyeHue Kax0o2o 3saemeHma L )
= nodelList.item(i);

for (int i= @j i nc')deL%st.ggtLength(); i++) { (node.getNodeType() == Node.ELEMENT_NODE) {
Node node = nodelist. ltem(l) 5 System.out.println(node.getNodeName() + + node.getTextContent
if (node.getNodeType() == Node.ELEMENT_NODE) { }
System.out.println(node.getNodeName() + ": " + node.getTextContent()); }
} (Exception e) {
} e.printStackTrace();

} catch (Exception e) {




I NMuwem XML-napcep ¢ nomowbio ChatGPT

Hanuwwu kop, Ha Java. 1ot kof, gosmkeH napcutb XML. cnonb3ayi Tunbl U3
CTaHOapPTHOM BMbNMoTeKku.

(=)
L

KoHeuHo, BOT npuMep Koaa Ha Java, kotopbi napcut XML ¢dann ¢ nomMoLpbto

CTaHOapTHOM BMbnnoTeKkwu:

7
java n Copy code




I NMuwem XML-napcep ¢ nomowbio ChatGPT

ITOT Ko, ya3BuUM K XXE?

[1a, aTOT Ko, ys13BUM K aTakaM Ha OCHOBe BHeapeHusa cywHocTten (XXE). B koge He
YCTaHOBJ/1E€Hbl COOTBETCTBYIOLLME OrpaHnyYeHns be3onacHoCcTm Nnpu napcuHre XML, yto
MOXXET NO3BOJIUTb 3/TOYMbILLIEHHUKY BbINOSIHUTb NPOU3BOJSIbHbIN KO, HA CUCTEME, rOe

3anyLLeHo NpPUIoXeHue. $



I XML eXternal entities

Malicious data

Vulnerable XML parser




foe

public static C3P@Config P
extractXmlConfigFromInputStream(InputStream is) throws ....
{

DocumentBuilderFactory fact

= DocumentBuilderFactory.newInstance();
DocumentBuilder db = fact.newDocumentBuilder();
/_\
Document doc = db.parse(is);

return extractConfigFromXmlDoc(doc);



foe

DocumentBuilderFactory fact
= DocumentBuilderFactory.newInstance();

fact.setFeature(
"http://apache.org/xml/features/disallow-doctype-decl”,
true);



BlogEngine.NET: CVE-2018-14485
(///””——%ublic XMLRPCRequest (HttpContext input) 4::::>

. e///’_—~\\\\\RA(//’—7.
var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

private static string
ParseRequest (HttpContext context)
{
var buffer = new byte[context.Request
. InputStream
.Length];

private void LoadXmlRequest(string xml)

{
(»—;5;‘;3a st = new XmlDocument();
try

{
if ( !(xml.StartsWith("<?xml")

|| xml.StartsWith("<method")))

context.Request.InputStream.Position = ©;

context.Request}InputStream.Read(
bufigt, 9, 5uF¥er.Eength);

\

return Encoding.UTF8.GetString(buffer);
R Suaal

{

xml = xml.Substring(xml.IndexOf("<?xml"));

request.LoadXml(xml);
}



[TpaBunbHO N Bbl Nnapcmnte XML?

<!ENTITY extEntity
SYSTEM
shtkncs s

Cepreun Bacunben
¥ _SergVasiliev_

98

https://youtu.be/10OuJkOH8aP4



https://youtu.be/1OuJkOH8aP4

Yto panbuwe?



Getting started

Querying source code
elements

Code Transformation
Usage

Spoon Meta model

Papers Ecosystem About Jenkins Github

Spoon - Source Code Analysis and
Transformation for Java

maven-central v10.3.0 tests | passing maintainability A ]| Reproducible Builds ok

Spoon

Spoon is an open-source library to analyze, rewrite, transform, transpile Java source code. It parses source
files to build a well-designed AST with powerful analysis and transformation API. It fully supports modern Java
versions up to Java 16. Spoon is an official Inria open-source project, and member of the OW2 open-source
consortium.

Documentation

The latest official documentation is available at http://spoon.gforge.inria.fr/.

Academic usage

If you use Spoon for academic purposes, please cite: Renaud Pawlak, Martin Monperrus, Nicolas Petitprez,
Carlos Noguera, Lionel Seinturier. “Spoon: A Library for Implementing Analyses and Transformations of Java
Source Code”. In Software: Practice and Experience, Wiley-Blackwell, 2015. Doi: 10.1002/spe.2346.

@article{pawlak:hal-01169705,
TITLE = "{Spoon: A Library for Implementing Analyses and Transformations of Java S
ource Code}",



public class
CatchProcessor extends AbstractProcessor<CtCatch> {
public void process(CtCatch element) {
// we get all statements and 1f there 1isn't statement,
// 1t means the block catch 1s empty!
if (element.getBody().getStatements().size() == 0) {

getFactory().getEnvironment()
.report(this,
Level.WARN,
element,
"empty catch clause");



= Caurt: https://spoon.gforge.inria.fr/index.html

= [lpumepsbl npasun: hitps://github.com/SpoonLabs/spoon-examples

= [logkntoyeHne 4Yepes Maven:

<dependency>
<groupld>fr.inria.gforge.spoon</groupld>
<artifactld>spoon-core</artifactld>
<version>10.2.0</version>
</dependency>

N


https://spoon.gforge.inria.fr/index.html
https://github.com/SpoonLabs/spoon-examples

Sign In Product Support Contact Us

Semgrep 0C Products v Resources v Company v Pricing Book demo Try for free
Activity
I POWERED BY SEMGREP OSS AND PRO ENGINE 0
New note
6 Note
Semgrep Code ~
Deploy, manage, and monitor Semgrep at scale @ Pattern @ Metadata & Example code Open in Editor
1 const el = element.innerHTML;
g . 5
Scan 30+ languages with 2,750+ Community and Pro rules A —
4 // ruleid: insecure-document-method
5 el.innerHTML = '<div>' + userlInput + '</div>';
6 }
Talk to a product advisor Documentation ‘—— bad2(userInput)
9 // ruleid: insecure-document-method
10 document.body.outerHTML = userInput;
11 % Success
12 ~

13  function bad3(userInput) {



[somgrep

= Caut: https://semarep.dev
= SAST
= QOpen source

= Mo)XHO nucartb cBou NpaBwuna

000

Semgrep


https://semgrep.dev/

Hauyatb 6ecnnatHo Moaaepxka

PVS-Studio Bbi6MpatoT 3a...

3KCnepTHYI0 TEXHUYECKYI0 NoAAePXXKY

BO3MOXXHOCTb 0¢aiiH-UCNoJIb30BaHuUs
MpocToTy ncnonb3oBaHUsA V

KpoccnnatdopmeHHOCTb

Ypo6Hble OTUETHI aHanusaTopa

Ypo6HbIv CLI

MnarviHel

Pe>xxum npoBepku Legacy-koaa

Pa6oTy € I0OKHbIMU CpabaTbiBAHUAMM CkauaTb ANCTpU6YTUB




| Pvs-studio

= [lonpoboBartsb: = WHTerpauus:
https://pvs-studio.ru/jpoint 2023 = |IntelliJ IDEA
= Maven
m I_IpOMOKOJJ, = Gradle
(Tpmnan Ha 30 gHen): jpoint_23 = SonarQube

©



https://pvs-studio.ru/jpoint_2023

naBHas > Urpa

YenneHp>x ot aHannsatopa PVS-Studio: HackosnbKo Bbl
BHUMATENbHbI?

7/10 T[poekT OcTtanocb BpeMeHu:

public synchronized void JobConf conf, JobID jobId) throws IOException

if (!localArchives
conf MRJobConfig.CACHE_LOCALARCHIVES, StringUtils
localArchives new String[localArchives

if (!'localFiles
conf MRJobConfig.CACHE_LOCALFILES, StringUtils
localFiles new String[localArchives

4 He 3Halo




I KBu3bl HA NOUCK OLLNOOK

= 10 npumepoB ¢ owmbkamm

= 60 cekyHO Ha Kaxgyto OLnOKy

= A3bIKK:
= Java https://quiz.pvs-studio.com/ru/java/
= C# htips://quiz.pvs-studio.com/ru/csharp/
= C++ https://quiz.pvs-studio.com/ru/cpp/



https://quiz.pvs-studio.com/ru/java/
https://quiz.pvs-studio.com/ru/csharp/
https://quiz.pvs-studio.com/ru/cpp/

[MTpomokog PVS-Studio Ce prev’l

jpoint_23

BacunbeB

vasiliev@yvivat4.com



