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3anyCK npunoXXeHus
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anycK npunoXXeHun

BaHkomaTt N2 2234

OZOI‘\ 60 H K YeTBepr 12 ¢peBpans, 12:12

3arpy)xaeM gaHHble

MopoXxauTe HEMHOro

EESE WY | WS SISy CUFUSI - THU SUCIE ey Y P

|
|
a
ozon 6aHK | |

aHkomat N2 2234

OZOn 60 H K YeTeepr 15 7¢eBpan9|, 12:12

YBbl, 6aHKOMAT He paboTaeT

OTtckaHupynTe QR-Kopf, 4TO6bI HAUTU BNKKanLLune

R T I R TR L] e e S —— e, e ey © e e ———

I B

il R Sl g AR gl

B K | R Y S

- il SRR A L Bl M

T T S R S SR S (S S R ST T T S T € S

25



Korpa cnyvyaercs

Owmnbka gartyumka

ozon 6aHK

)MaT N2 2234

OZOn 6q H K YeTBepr 1£7q>e!7=.tpanﬂ, 12112

YBbl, 6aHKOMAT He paboTaeT

OTtckaHupyute QR-kopf, 4TO6bI HAUTU BMXKanLLUue

26



Korpa cnyvyaercs

Owmnbka gartyumka

[1lpn OencTBUN KNUEHTa

ozon 6aHK

OZOn 60 H K YeTBepr 15 deBpang, 1212

YBbl, 6aHKOMAT He paboTaeT
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Halwle noMmaercsa npm nepecuyerte

aHkomat N2 2234

OZOn GGHK YeTBepr 1érq>e|3panﬂ, 12112

CyuTaem geHbru
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WMUTb Ceccumio ¢ oummbxkon

omaT N2 2234

OZOh 60 H K YeTBepr 15 >¢eBpanﬂ, 12112
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Ba>xHO onucaHme olummbkm

BaHkomat N2 2234
OZOn 60 H K YeTtBepr 12 ¢peBpans, 12:12

) Kop owmnbkm 0x3013414, 6aHKkomaT N2 2234
YCTpaHMM HeloJ1adKW 6bICTpee, eCJin rnepeagute Ko
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TexHU4YecKue Henonagku
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ECcnu HeT AaHHbIX U3 KacceT

<omat N2 2234
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TecTupyem B yaeanbHOM cpepe
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Mepebom mobunbHOM ceTn

Bankomat N2 2234

OZOn 60 H K YeTteepr 12 deBpans, 12:12
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Mepebom mobunbHOM ceTn

Bankomat N2 2234

OZOn 60 H K YeTBepr 12 ¢peBpans, 12:12

BaHkomaT N2 2234

OZOI'\ 60 HK YeTteepr 12 peBpans, 12:12

YBbl, 65aHKOMAT He paboTaeT

OTtckaHupymnTe QR-KoA, 4TO6bl HAUTU BAXKaULne
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KnueHTCKaa ceccus

[loTepsa cBA3M Npu onepauun
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CuyutaeM geHbrn

MopgoXXauTe HEMHOrO...

BaHkomaT N¢ 2234
YeTtBepr 12 ¢peBpang, 12:12
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KnueHTCKaa ceccus

[loTepsa cBA3M Npu onepauun
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Kak npoBepuTtb

OTKMHOYUTbL MOOEM
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OZOI'\ 60 H K YeTtBepr 12 peBpans, 12:12

Bo3sbMuUTe geHbru

BaHkoMaT 3a6epeT nx yepes 30 ceKyHp,

oy oy Lo oy | g e ;o sy et v ! ol =gy, r v s, ey e v iy

i Bl Mt S TS, B i e el Bl i W™ il T g ol R s 1, g™ e W gl

51



Kak npoBepuTtb

OTKMHOYUTbL MOOEM
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BaHkomaTt N2 2234
ozon 60 H K YeTBepr 12 ¢peBpangd, 12:12
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HYem orpaHuUumMTb CeThb

° MoHUTOPUTL U (PUNbLTPOBaTbL NaKeTbl
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HYem orpaHuUumMTb CeThb

° MoHUTOPUTL U (PUNbLTPOBaTbL NaKeTbl

—1

Sniffnet

https://github.com/GyulyVGC/sniffnet
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HYem orpaHuUumMTb CeThb

° MoHUTOPUTL U (PUNbLTPOBaTbL NaKeTbl

Q 3amMeansaTb U orpaHnvYMBaTb coeaANHEeHUs

https://github.com/Shopify/toxiproxy
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HYem orpaHuUumMTb CeThb

° MoHUTOPUTL U (PUNbLTPOBaTbL NaKeTbl

° 3amMeansaTb U orpaHnvYMBaTb coeaANHEeHUs

° Hanucartb 4TO-TO CBO€e
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He cMoOXXeM npoBepmTb B perpecce
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He cMoOXXeM npoBepmTb B perpecce

° CurHanusauumio n 0esonacHoOCTb

ozon 6aHK

60



He cMoOXXeM npoBepmTb B perpecce

° CurHanusauumio n b0esonacHoCTb

NcTouHuk: NpomaBTo
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He cMoOXXeM npoBepmTb B perpecce

e

° [TnaTtexHble cuctemMmbl U NFC-TOKeHbI " Pay
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He cMoOXXeM npoBepmTb B perpecce

° CurHanusauumio n b0esonacHoCTb

° MnatexHble cuctembl U NFC-ToOKeHbI

° BeHaoopckue pelweHus

NcTouHunk: ApTtMockBa
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MoxemMm aBTOMatu3mpoBaThb

e [lonb3oBaTeNnbLCKYHO NIOrMKa
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MoxemMm aBTOMatu3mpoBaThb

° [lonb3oBaTeNnbLCKYHO NIOrMKa
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MoxemMm aBTOMatu3mpoBaThb

° [lonb3oBaTeNnbLCKYHO NIOrMKa
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MoxemMm aBTOMatu3mpoBaThb

f

e [lonb3oBaTeNnbLCKYHO NIOrMKa

\
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MoxemMm aBTOMatu3mpoBaThb

(- )

e [lonb3oBaTeNnbLCKYHO NIOrMKa
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Ecnun He Playwright 1o?
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Ecnun He Playwright 1o?

e Auto-wait n3 Kopooku

° Tracing n Ul mode
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Ecnun He Playwright 1o?

e Auto-wait n3 Kopooku

° Tracing n Ul mode

e PaboTtaet B OaHKOMaTHOM cpene
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Uro 6yaem mokmpoBartb

Browser

Application
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ATM Software
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Uro 6yaem mokmpoBartb

Browser

Application
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page route()

ATM Software
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Uro 6yaem mokmpoBartb

Chromium

Application

eventBus.send()

VirtualATM

ozon 6aHK

page route()
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BupryanobHsin ATM

export const virtualATM = () = {
return {

hardwareStatus: {
cardReader: true,
nfcReader: true,
acceptor: true,
dispenser: true,
printer: true,
videoCamera: true,
cardDispenser: true,

},
cassettes: [
{
denomination: '100',
count: 10,
t,

1,
features: A
cardIssue: true,

b

ozon 6aHK
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BupryanobHsin ATM

ozon 6aHK

export const virtualATM = () = A
return {
hardwareStatus: {
cardReader: true,
nfcReader: true,
acceptor: true,
dispenser: true,
printer: true,
videoCamera: true,
cardDispenser: true,

¢ (CTaTyC Xeneasa
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BupryanobHsin ATM

export const virtualATM = () = {
return {

cassettes: |

{

denomination: '100',

count: 10,

i

ozon 6aHK

- [leHbI'M B KacceTax
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BupryanobHsin ATM

export const virtualATM = () = {
return {

features: {

} cardIssue: true, -— [lONE3HbLIE MeTdAdHHbIE

ozon 6AHK 80



Job6asnaem B Koa NpMNoXXeHUun
0O layout.ts

const ApplLayout = () = {
return (
<Application>
<Header />

{/* Noruka npunoxeHunsa */}
<Main />

{/* lluHa cobbiTUN %/}
window.eventBus.init ()

{/* BupTtyanbHbin ATM %/} €

window.virtualAtm = {}

<Footer />
</Application>

);
b

ozon 6AHK R —

[Henaem AOCTYMNHbLIM
ANA KOMMNOHEHTOB
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Moku. Npoeepsaem noruky cobbitum

ozon 6aHK

test('Peakuus Ha cobbiTusa', async ({ page }) = {
// 1. WHugmanuspyem virtualAtm
awalit page.addInitScript(() = {
window.virtualAtm = new VirtualATM();

F);

ozon 6aHK

3arpy)xaeM faHHble

MopoXauTe HEMHOIro
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Moku. Npoeepsaem noruky cobbitum

omat N2 2234

adHKC

' ‘ ozon 60 HK YeTsepr 12 deBpans, 12:;2

test('Peakuns Ha cobbiTus', async ({ page }) = {
// 2. Mokaem 3anpocb Ha backend
await page.route('xx/api/atm/register', async (route) = {
const json = {
success: true,
status: 'ATM_STATUS_ONLINE'
Fi
await route.fulfill({ json });

3arpy)xaeM faHHble

. i ‘
}' ) ! _ MopoXauTe HEMHOIro

O
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NpoBepseMmM NoruKky cobbnitmun

’ ‘ ozon 60 HK YeTtsepr 12 rcbeIapémn, 12:;2

const json = {
success: true,
status: 'ATM_STATUS_ONLINE'

b

3arpy)xaeM faHHble

MopoXauTe HEMHOIro

O
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NpoBepseMmM NoruKky cobbnitmun

OZOI’\ 60 H K YeTteepr 12 deBpans, 12:12

test('Peakumnss Ha cobbitua', async ({ page }) = {
// 3. OTKpbIBAEM CTpaHUUy MPUNOXEHUS
await page.goto('/"');

// 4. Bbi3biBaeM cobbiTue
await page.evaluate(() = 1
window.eventBus.send('cardInserted'):

F);
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NpoBepseMmM NoruKky cobbnitmun

ozon 6aHK

test('Peakuynss Ha cobbitusa', async ({ page }) = {
// 4. NpoBepaeM pe3ynbTaT
await expect(
page.getByText('BBegute MNH-koO'))
.toBeVisible();
H);

ozon 6aHK
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NpoBepaemMm BepCTKy

test('BepcTka akpaHa', async ({ page }) = {
// MOXHO WN3MEHUTb NPOBEPKY
awalt expect(page.getByTestId('pin-code-container'))
.toBeVisible();
awailt expect(page.getByTestId('all-page-container'))
.toHaveScreenshot();

F);
R RRRRRRRRRRRRRRRRRRRmIZ
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NpoBepaemMm AOCTYNHOCTDb Xene3a

test('Peakumns Ha cTtaTyc xenesa', async ({ page }) = {
// 1. W3MeHaeM cocTodHMEe Mopaynd
await page.addInitScript(() = 1
window.virtualAtm = {
hardwareStatus: {
nfcReader: false,

b
b
F);

ozon 6aHK
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NpoBepaemMm AOCTYNHOCTDb Xene3a

Bankomat N2 2234
OZOn 60 H K YeTtBepr 12 pespans, 12:12

test('Peakuyna Ha cTaTtyc xene3a', async ({ page }) = {

// 2. MNepexon B cocTodHue "BHe obcnyxmBaHuUa"

await expect(page.getByTestId('oos-overlay'))
.toBeVisible();

F);

YBbl, 6aHKOMAT He paboTaeT
OTtckaHupynTe QR-Kof, 4TO6bI HAUTU BNvKanLumne

ozon 6aHK




Moku B uMppax

Q Bcero

€ Bpewms nporona

ﬂ CTabunbHOCTL

Q [logpepkka
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Uro 6yaem amynupoBartb

page route()

Application

ozon 6aHK
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Uro 6yaem amynupoBartb

ATM Browser

page route()

Application

eventBus.send()

rest api

JS-convertor

ozon 6aHK

Emulator
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UTO TaKoe SMYIATop

ozon 6aHK

Starting ATM Software Emulator...
Loading configuration

Initializing hardware modules

0K] Card Reader (EMV & Magstripe)
0K] EPP (Encrypted PIN Pad)

'0K] Cash Dispenser

'0OK] Receipt Printer

Connecting to Core Banking Host

Host connection established and active
Starting gRPC service for UI

Starting HTTP Admin API

ATM Emulator 1s successfully running.

version=v2.1.4-beta commit=a7f8c%b
path=./config/emulator.yaml

interface=/dev/mock_ttyS1
crypto=3DES/DUKPT

cassettes=4 currency=RUB
paper_roll=100%
host=10.0.12.44:9000 proto=IS08583

nort=50051
nort=38080
oress_to_stop=Ctril+C




NMpo Chromium Embedded Framework (CEF)
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NMpo Chromium Embedded Framework (CEF)

o YmeeT peHOepUTb BEO-KOHTEHT

{er



NMpo Chromium Embedded Framework (CEF)

o YmeeT peHOepUTb BEO-KOHTEHT

@ OrpaHunyeHHbin Web API ( ‘ EF
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NMpo Chromium Embedded Framework (CEF)

o YmeeT peHOepUTb BEO-KOHTEHT

@ OrpaHunyeHHbin Web API ( ‘ c E F

He ymeeT co3aaBaTb KOHTEKCTbI U
3arpyxatb pavnbil

ozon 6AHK 08



He 3abbiThb 3anycTtuthb

cef_browser --url=index.html --remote-debugglng-port=9222

ozon 6aHK
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DoctyneH Chrome Devtools Protocol (CDP)

ozon 6aHK

ile:///./index.htmlZ/1k

ozon 6aHK

W ru M3MeHMTS NUH-KOA

[No6pbin aeHb!

. Kapta « 1783
'\,4 b L
MNowazaTe Ganas 783

BockpeceHwe 12 anpens, 16:45

<P Buidtn

Elements Console

(v O]

<html lang="ru">
¥ <head>..</head>
«+ ¥<body> == %0
» <div style="display: content
s">u</div>
</body>
</html>

himl hadh:

Sources

Network Performance Memory

Styles Computed Layout Event Listeners

Application

DOM Breakpoints

Security

Filter
element.style {
h
body, input, textarea {
color: var(--textPrimary);
¥
bedy {
height: 180%;
min-height: 100%;
padding: » 9;
margin: » 9;
font-family: Onest,sans-serif;
font-weight: var(--fontNormal);
¥
*{
padetre 8+
Marg 6+
-webkit-tap-highliéht-colbr: "ltransparent!important;
touch-action: none;
B e ]
—web*i=—ﬁ5eP—ie&e€%+-ﬁeﬁe+&mﬁeP%aﬁ%1
user-select: none!important;
¥
body {
display: block;
e A
;
Inherited from html
:root {
--0ON: initial;
--OFF: ;

--1light: var(--0N);
--dark: var(--OFF);
1
J

:root, [data-ob-theme] {

--bgActiveActionSecondary: var(--light, rgba(@, 150, 255, .12)) var(--dark, rgba(@, 158, 255, .24));

Properties

Lighthouse

Accessibility

--bgActiveActionPrimary: var(--light, #0050e0) BMvar(--dark, #2975ff);

--graphicActiveWlarningPrimary: var(--light, #fB8a@0@)

B!
J

:root, [data-ob-theme] {

var(--dark, #ffd548);

--graphicPremiumActivelInverted: var(--light, #f5f7fa) BMvar(--dark, #070707);
--graphic-PremiumActiveInverted: var(--light, #f5f7fa) BMvar(--dark, #270707);

--graphicMarketingActivelnverted: var(--light, #8e86f9) Mvar(--dark, #4e46bf);
--graphic-MarketingActiveInverted: var(--light, #8e86f9) Mvar(--dark, #4ed46bf);

--graphicPremiumBlueActive: var(--light, #0e3078) Mvar(--dark, #203878);

--—oranhic-PremimBlueldctiver var(--13icht

HOAIRATRY

Byu=r(-_-dark

2A03IATRY -

thov .cls + & [{]

012

0.C7k2xc50.cs5:1

0.C7k2xc50.cs5:1

0.C(7k2xc50.cs5:1

0.C7k2xc50.cs55:1

0.C7k2xc50.cs55:1

0.C7k2xc50.cs5:1

http://127.0.0.1:9222
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http://127.0.0.1:9222

DoctyneH Chrome Devtools Protocol (CDP)

Elements Console  Sources  Network  Performance  Memory  Application  Security Lighthouse 012 B

Styles Computed Layout Event Listeners DOM Breakpoints  Properties  Accessibility

<html lang="ru"> __ A
» <head>..</head> Filter i EE A ¥
++¥<body> == %0 element.style {
P <div style="display: content J
s"».&/div> body, input, textarea { 0.C7k2xc50.c55:1

</body> color: var(--textPrimary);

</html> h
body { 0.C7k2xc50.c55;

Bce npuBbIYHbIE BKNagku
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NMNaru pna sanycka no CDP

O O

309 async _initialize() A

310 (0, import_assert.assert)(!Array.from(this._browser._crPages.values()).some((page) = page._browserContext == this))
311 const promises = [super._initialize()];

312 // if (this._browser.options.name == "clank" && this._options.acceptDownloads == "internal-browser-default") {
313 // promises.push(this._browser._session.send("Browser.setDownloadBehavior", {

314 // behavior: this._options.acceptDownloads == "accept" ? "allowAndName" : "deny",

315 // browserContextId: this._browserContextId,

316 // downloadPath: this._browser.options.downloadsPath,

317 // eventsEnabled: true

318 /[ }));

319 /] }

320 await Promise.all(promises);

321 +

https://github.com/microsoft/playwright/issues/10927
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E2E. NpoBepsem obpaborky komaHa

test('CobbiTa HaxaTua kKnasuw', async (4 browser }) = A
// 1. Nopknwyaemca no CDP k Chromium Framework
const browser = awalt chromlum
.connectOverCDP('http://127.0.0.1:9222"');
const defaultContext = browser.contexts()[0];
const page = defaultContext.pages()[0];

// TNepexoouM B MNPUNOXEHUE
await page.goto('/');
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E2E. NpoBepsem obpaborky komaHa

OZOI’\ 60 H K YeTteepr 12 deBpans, 12:12

test('CobbiTa HaxaTua knasuw', async ({ page, request }) = A
// 2. Bbi3biIBaeM COOGbITUE YTEHUS KapTbl
await request.post('/emulator/event', 1
data: {
state: 'card_09211',

0zoh 6aHK ' 104




E2E. NpoBepsem obpaborky komaHa

BaHkomat N2 2234

OZOn 60 H K YeTteepr 12 peBpans, 12:12

test('CobbiTa HaxaTua knasuw', async ({ page, request }) = {
// 3. Bbi3biBaeM cob6biTMe KiaBuaTypbl
await request.post('/emulator/event', {

data: { ;
source: 'pin-pad', i{
value: '5', |
¥, #
}); i
{
;
;-.
1
£

ozon 6aHK Y 105
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E2E. NpoBepsem obpaborky komaHa

test('CobbiTMa HaxaTma knasuw', async ({ page, request }) = {
// 4. TpoBepseM pe3ynbTaT
await expect(page.getByTestId('pin-value'))
.toBeVisible();
H);

ozon 6aHK

BaHkomat N2 2234
ozon 60 H K YeTBepr 12 peBpans, 12:12

bINTU

BBegute nuMH-KopA




E2E. NpoBepsaem obpaborky oumbok

test('Owmbka ¢ ynpasnswwero MN0', async ({ page, request }) = {
// Bbi3biBaeM OWWOKY YTEHUa KapThl
await request.post('/emulator/error', {
data: {
lastError: {
code: '0Ox0421f',
source: 'cardReader',
H
H
H);
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E2E. NpoBepsaem obpaborky oumbok

BaHkomat N2 2234

OZOn 60 H K YeTteepr 12 peBpans, 12:12

test('Oumbka c ynpasngawwero MN0', async ({ page, request }) = {
// NposepdeM pe3synbTaT

await expect(page.getByText('CpoK gencTBua KapTbl 3aK0quncg'))§

.toBeVisible(); |

«P Buiiitn
}') ! CpoK AeucTBuUs KapThbl
3aKoH4YMUNCA

MepeBbiNycTUTE KAapTy B NPUIOXKEHUN
WX HanuLIMTe B YaT Noanep)KKu

) MoxeTe nonb3oBaTbcs 6aHKOMaATOM 6€3 KapThl

0
ozon 6qHK | Ecnu HY)XHO CHATb OEeHbr'M UM NONOJIHUTL CHET
4 |
;
|




E2E B umdcbpax

Q Bcero

€ Bpewms nporona

ﬂ CTabunbHOCTL

Q [logpepkka
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>25

~15 MMH.

80%

Cno>xHo
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CpaBHMM MEeTpPUMKM

E2E

0 Bcero

a Bpemsa nporoHa ~15 MUH.

ﬂ CTabunbHOCTb

3 Monpepxka Cno>Ho

ozon 6aHK

Moku

~5 MMH.

MpocTo
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BbiBOO

e Ul 6aHKoOMaTa MOXHO TeCTUpoBaThb Kak BeO-npunoxeHume
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BbiBOO

e Ul 6aHKoOMaTa MOXHO TeCTUpoBaThb Kak BeO-npunoxeHume

° Ho BaXXHO NOMHUTb ero 0Coo0eHHOCTH
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BbiBOO

e Ul 6aHKkoMaTa MOXHO TeCTUpOoBaTb KaK BeO-npunoxeHue
° Ho BaXXHO NOMHUTb ero 0Coo0eHHOCTH

° Jloruky nonb3oBaTens aBToMaTU3MpoBaTh NPOCTO
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BbiBOO

e Ul 6aHKkoMaTa MOXHO TeCTUpOoBaTb KaK BeO-npunoxeHue
° Ho BaXXHO NOMHUTb ero 0Coo0eHHOCTH
° Jlornky nonb3oBaTtesna aBToMaTU3npoBaTb MPOCTO

° A VHTerpauuio c XXernes3oMm - HeT
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