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v & Honest Update
Be#yJ @honest_update

We replaced our monolith with micro services so that
every outage could be more like a murder mystery.

4:10 AM - 8 okT. 2015 r. - Buffer

2900 petButoB 73 TBUTA C umtatamm 2 709 otmeToK «HpaButca»

https://twitter.com/honest update/status/651897353889259520
(3anpeLéH B PD)
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— New Relic
— Dynatrace
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— Elastic APM

— Grafana Enterprise Stack
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—— Raw Data
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Jul 20th, ‘24 / 4 min read

Convert OpenTelemetry Traces
to Metrics with SpanMetrics

Already implemented tracing but lack metrics? With SpanConnector, you
can convert trace data into actionable metrics. Here's how to configure it.

-\% Prathamesh Sonpatki
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AKTUBHbIN MOHUTOPWVHT

Mbl HEMHOIO YBREKSUCD...



AKTUBHbIA MOHUTOPWHI

Mbl HEMHOIO YBREKSUCD...

Y10 panbwe?



Eliminating Toil
N36aBnsaemcs OoT pyTUHDI

«If a human operator needs to touch your system during normal
operations, you have a bug. The definition of normal changes as

your systems grow.»

Carla Geisser, Google SRE
(anurpad k 5 rnase, SRE book)
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ba3oBas TenemeTpud
— Jlorn
— MeTpukun

— PacnpepenéHHbie
TPaCCUPOBKU

PacwunpeHHadqa TenemeTpus
— Ownbkun
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Definite Opossu... Projects
Projects (1) #definite-opossum
3 android
errors: 182 | transactions: 0
19
10

Crash Free Sessions

96.847%

12.441%

Latest Deploys

Track Deploys

net-gcp-function
errors: 47 | transactions: 47

10

10

Crash Free Sessions
Not Available

Latest Deploys

Track Deploys

react-native
errors: 216 | transactions: 0

24

W

@ cpp

errors: 111 | transactions: 0

10

10

Crash Free Sessions Latest Deploys

95% Track Deploys

5%

3 python

errors: 259 | transactions: 199

37

16

Crash Free Sessions Latest Deploys

95% Track Deploys

V5%

ruby

errors: 101 | transactions: 101

b

DDLD
3 ios W
errors: 223 | transactions: 113

28

14

Crash Free Sessions

97.258%

Latest Deploys

Track Deploys

12.249%
react w
errors: 252 | transactions: 199
23
16

Crash Free Sessions

95.307%

14.027%

Latest Deploys

Track Deploys

rust s
errors: 249 | transactions: 0
176

2R



‘%1 I T S react-native & i 3 All Environments v

Error PromiseSargument_0(HomeScreen) (Regression IRSVEE FVENTS VEERS ASSIGNES
B Issues ® Unhandled Promise Rejection REACT-NATIVE-2 131 192 4 v
v Resolve Vv  tff Ignore v & MarkReviewed Openin Discover Share v Q
Details  Activity 00 User Feedback 0 Attachments Tags Events Merged Issues
Event 9b2761cc5d624echb99d069b972dead50  IJSON (15.8 KiB) < Older Ownership Rules
May 7, 2022 1:09:16 AM UTC
TAGS All Environments
. LAST 24 HOURS
edyth@example.com i0S B : - : 130
G ID: 1527 . Version: 13.3 iPad Alr(4th generatlon)
___---II.I-.II--I.-_-.l..
device iPad Air (4th generation) device.family = i0S dist [F2:25718%0 environment production handled yes level error
mechanism  generic os | i0S 13.3 os.name = 1i0S release 3.2 © user = id:1527 LAST 30 DAYS
131
.
EXCEPTION (most recent call first) Full Raw
LAST SEEN
Error an hour agoin release 3.2
Unhandled Promise Rejection
FIRST SEEN

mechanism = generic handled aday agoin release 3.2

ISSUE TRACKING

app:///HomeScreen.tsx in PromiseSargument_0 at line 177:24 ~

— T — Track this issue in Jira, GitHub, etc. >
173. <View style={styles.spacer} />

174. <TouchableOpacity Tags

175. onPress={() => { device iPhone11 20%
176. new Promise(() => { _

throw new Error('Unhandled Promise Rejection'); device.family i0S 58%
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AnepTbl

— PagerDuty

— Prometheus Alertmanager
— Grafana Alerting

— Moira



[_]System Theme W Admin At Teams & Notifications Help

K8S | | - deployment unavailable in £EN O Makuarancs > O+
namespace

Target (7 min_over_time(sum by (deployment) (kube_deployment_status_condition{namespace="'
(prometheus) , condition="Available", status="false"})[10m])
Description CpabarsieaeT, ecnu Pod'sl HEKOTOPOro AenIONMEHTa He MOTYT 3anycTuTbeA Gonee

MpuymHYy Takoro noseaeHuUA nydwe cMoTpeTs B describe deployment/pod.

lne cmoTperTs:

B OK: 23
I ERROR: 2

He meHAlTe U He yaanauTe Tpurrep pykamu. OH ynpaenaeTtca astomatukon (Moira operator).

Cluster Prometheus Remote
Value Error: 1. Set DEL if has no value for 300 seconds
Schedule Everyday 00:00—23:59 (GMT 00:00)

Tags I
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[_]System Theme W Admin At Teams & Notifications Help

K8S | | - deployment unavailable in £EN O Makuarancs > O+
namespace

Target (7 min_over_time(sum by (deployment) (kube_deployment_status_condition{namespace='
(prometheus) , condition="Available", status="false"})[10m])
Description CpabarsieaeT, ecnu Pod'sl HEKOTOPOro AenIONMEHTa He MOTYT 3anycTuTbeA Gonee

MpuymHYy Takoro noseaeHuUA nydwe cMoTpeTs B describe deployment/pod.

lne cmoTperTs:

N OK: 23
B ERROR: 2

He meHAlTe U He yaanauTe Tpurrep pykamu. OH ynpaenaeTtca astomatukon (Moira operator).

Cluster Prometheus Remote
Value Error: 1. Set DEL if has no value for 300 seconds
Schedule Everyday 00:00—23:59 (GMT 00:00)

Tags I
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[_]System Theme W Admin At Teams & Notifications Help

K8S | | - deployment unavailable in £EN O Makuarancs > O+
namespace

Target (7 min_over_time(sum by (deployment) (kube_deployment_status_condition{namespace='
(prometheus) , condition="Available", status="false"})[10m])
Description CpabarsieaeT, ecnu Pod'sl HEKOTOPOro AenIONMEHTa He MOTYT 3anycTuTbeA Gonee

MpuymHYy Takoro noseaeHuUA nydwe cMoTpeTs B describe deployment/pod.

lne cmoTperTs:

N OK: 23
B ERROR: 2

He meHAlTe U He yaanauTe Tpurrep pykamu. OH ynpaenaeTtca astomatukon (Moira operator).

Cluster Prometheus Remote
Value Error: 1. Set DEL if has no value for 300 seconds
Schedule Everyday 00:00—23:59 (GMT 00:00)

Tags I
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[_]System Theme W Admin At Teams & Notifications Help

K8S | | - deployment unavailable in £ER © Nakonarcs' Othet
namespace

Target (3 min_over_time(sum by (deployment) (kube_deployment_status_condition{namespace='
(prometheus) , condition="Available", status="false"})[10m])
Description CpabarsieaeT, ecnu Pod'sl HEKOTOPOro AenIONMEHTa He MOTYT 3anycTuTbeA Gonee

MpuymHYy Takoro noseaeHuUA nydwe cMoTpeTs B describe deployment/pod.

lne cmoTperTs:

B OK: 23
I ERROR: 2

He meHAlTe U He yaanauTe Tpurrep pykamu. OH ynpaenaeTtca astomatukon (Moira operator).

Cluster Prometheus Remote
I Value Error: 1. Set DEL if has no value for 300 seconds I
Schedule Everyday 00:00—23:59 (GMT 00:00)

Tags I

https://github.com/moira-alert/moira 185



OK [Production]

MnaH gencreuin

¢ [poaHanusnpyn:
o fawbéopa

e [lawbopa
e B 3aBMCMMOCTK OT pe3ynbrara:

This trigger is manipulated by ansible.

01:33 (GMT+03:00):

/M & 1oTser OTcnexmnearb

https://github.com/moira-alert/moira 186



OK [Production]

MnaH gencreuin

e [poaHanusnpyin:

o fawbéopa

e [lawbopa
e B 3aBUCMMOCTM OT pe3ynbTrara.

This trigger is manipulated by ansible.

91:33 (GMT+03:00):
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OK [Production]

MnaH gencrenia

¢ [poaHanusnpyn:

Lo I

(o B |

o

o fawbéopa

e [lawbopa
e B 3aBMCMMOCTK OT pe3ynbrara:

This trigger is manipulated by ansible.

91:33 (GMT+03:00):

/M & 1otser OTcnexmnBartb

https://github.com/moira-alert/moira

M moira_duty
t1 - [Production]

35
30
25
20
15

10

£4 ok

MnaH pencrTenn
- MpoaHanusunpym:

- Jawbopa I

- Jawbopa
- B 3aBUCUMOCTM OT pe3ynbTaTa:

This trigger is manipulated by ansible.
01:33 (GMT+03:00):

O [MpOKOMMEHTUpPOBaTb
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Jlorm n olunoKn

— CrpykTtypupoBaHHoe normposaHune (JSON)
— Mpobpoc Tracing Context (Traceld, Spanld)
— KoHBEHUMK N0 MEeHOBaHWIO aTpubyToB

— Pa3rpaHunyeHue ypoBHe normpoBaHnS
* Ownbka npegnonaraeT y4acTne NHXeHepa
* CHMmXKeHne GOHOBOIO LWyMa

— [pynnmnpoBKa ownboK No NOBTOPAOLWLMMCS NMPU3HaKaMm
— bropykeT Ha oWNOKU
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[lpoekTnpoBaHMe MeTpUK n anepToB

4 Golden Signals RED method

— Traffic — Rate
— Errors

— Errors — Duration

— Saturation

— Latency USE method
— Utilization
— Saturation

— Errors



[lpoekTnpoBaHMe MeTpuK un anepTos

4 Golden Signals = TESLa RED method

— Traffic — Rate
— Errors

— Errors — Duration

— Saturation

— Latency USE method
— Utilization
— Saturation

— Errors



DevOops

2023

SRE u nepdopmaHc,
nnn Korpa Mpuropwuin
npomn3sBoauUTesibHO Kowenes
CTb MUMeeT 3HayeHue e
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[lpoekTnpoBaHMe MeTpUK n anepToB

4 Golden Signals = TESLa
— Traffic

— Errors

— Saturation

— Latency

SLO kaK MHCTPYMEHT
PaHHEeW OUarHoOCTUKU
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| 1200
4 Golden Signals = TESLa
— Traffic 21000
— Errors < 800
— Saturation S 600
Latenc G
Y @ 400
©
~ 200
SLO kaK MHCTPYMEHT
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[lpoekTnpoBaHMe MeTpUK n anepToB

| 1200
4 Golden Signals = TESLa
— Traffic 21000
— Errors < 800
— Saturation S 600
Latenc G
Y @ 400
©
~ 200
SLO kaK MHCTPYMEHT
/ 0
PaHHEeW OUarHOCTUKU Boews
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[lpoekTnpoBaHMe MeTpuK un anepTos

| 1200
4 Golden Signals = TESLa
— Traffic 21000
— Errors < 800
— Saturation S 600
Latenc 9
Y @ 400
qV)
—

SLO kaK MHCTPYMEHT
PaHHEeW OUarHoOCTUKU 0
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[lpoekTnpoBaHMe MeTpUK n anepToB

— KoHBeHUMn No nmeHoBaHUIO aTpnbyToB
— [awbopabl NpOEKTUPYIOTCH OT OOLLLErNO K YaCTHOMY
— Jlyywee nokpbiTue y cueHapumes ¢ SLO

— Pa3rpaHunyeHune aneptoB N0 KPUTUYHOCTU
* HapyweHune SLO npegnonaraet y4acTte nH>xeHepa
* CHMKeHne GoHOBOrO LLyMa



Trigger transitions

Number of Transitions

Select Interval hour v

OKto WARN e» WARNto OK e» OKto ERROR e» ERRORto OK e» NODATAto OK

33,3

30
25
20
15

10

i

-1,2

h

\H.ll il

M

e WARN to ERROR TEST to TEST v

|

«’4f|l|||'|\‘!‘[|,|.|. T nIN]Y \Hlu\l

] ]

A]‘ [(

14:40 18:00 00:00 07:00 13:00 21:00 04:00 14:00 21:00 05:00 19:00 03:00 14:00 12:00 18:00 00:00 10:00 16:00 02:00
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(] System Theme

W Admin st Teams %¢ Notifications Help

Noisiness

Contacts  Triggers

Triggers

o .

50

100 150 200 250

300 350
Number of Events

2025/04/09 09:47:46 = —  2025/04/09 10:47:46
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[]System Theme W Admin 3t Teams %t Notifications Help

Noisiness

Contacts  Triggers

Cratyc meHsancs ﬁ
noytn 350 pa3 3a 4ac

Triggers
| IIII||

50 100 150 200 250

Number of Events

2025/04/09 09:47:46 11—  2025/04/09 10:47:46 i 2 8 4 8

https://github.com/moira-alert/moira

300 350
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[lpoekTnpoBaHMe MeTpUK n anepToB

— KoHBeHUMn No nmeHoBaHUIO aTpnbyToB
— [awbopabl NpOEKTUPYIOTCH OT OOLLLErNO K YaCTHOMY
— Jlyywee nokpbiTue y cueHapumes ¢ SLO

— Pa3rpaHunyeHune aneptoB N0 KPUTUYHOCTU
* HapyweHune SLO npegnonaraet y4acTte nH>xeHepa
* CHMKeHne GoHOBOrO LLyMa

— bropykeT Ha OLWNOKMK



TenemeTtpus

ba3oBag TenemeTpus PaclunpeHHasa TenemeTpus
— Jlorwm — Ownbkun
— MeTpuku — AnepTbl
— PacnpepnenéHHble
TPaCCUPOBKU

TpencuHr olumboK 1 anepTuHr
CTAHOBATCHA OCHOBHbIM MHCTPYMEHTOM
paHHero ooHapyXeHusa gerpagaumnm

224



«VIHTepecHble»
TPaCCUPOBKN



«/IHTepecHble» TpacCUpPOBKN



«IHTepecHbie» TpacCUpPoOBKU

— Owmbku (HTTP: 4xx, 5xx)



«/IHTepecHble» TpacCUpPOBKN

processors:
tail_sampling:
decision_wait: 30s
num_traces: 50000
expected_new_traces_per_sec: 1000
policies: [
{
name: errors-policy,
type: status_code,
status_code: { status_codes: [ERROR] }

Ly
{

name: randomized-policy,

type: probabilistic,

probabilistic: { sampling_percentage: 25 }
}
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«/IHTepecHble» TpacCUpPOBKN

processors:
tail_sampling:
decision_wait: 30s
num_traces: 50000
expected_new_traces_per_sec: 1000
policies: [
{
name: errors-policy,
type: status_code,
status_code: { status_codes: [ERROR] }
,
{
hame: randomized-policy,
type: probabilistic,
probabilistic: { sampling_percentage: 25 }
5
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«/IHTepecHble» TpacCUpPOBKN

processors:
tail_sampling:
decision_wait: 30s
hum_traces: 50000
expected_new_traces_per_sec: 1000
policies: [
{
name: errors-policy,
type: status_code,
status_code: { status_codes: [ERROR] }

Ly
{

hame: randomized-policy,

type: probabilistic,

probabilistic: { sampling_percentage: 25 }
s
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«IHTepecHbie» TpacCUpPoOBKU

— Owmbkm (HTTP: 4xx, 5xx)
— (Bpem4 BbinonHeHud > 1 cek)



«/IHTepecHble» TpacCUpPOBKN

— Owmbkm (HTTP: 4xx, 5xx)
— (Bpem4 BbinonHeHud > 1 cek)

processors:
tail_sampling:
decision_wait: 30s
num_traces: 50000
expected_new_traces_per_sec: 1000
policies: [
{
name: slow-policy,
type: latency,
latency: { threshold_ms: 1000 }

}
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[3) v Search Lucene v Last 15 minutes

@ http.request.targetService.keyword: X || status.keyword: warning X || hosting.keyword: X | + Add filter

Filter... n

Client$ Envs$ Operation
default GET: ;
default POST: v1/contents/copy
default POST: v1/contents/js/initpartialupload-v2
default POST: v1/contents/js/initpartialupload-v2
default POST: v1/contents/js/initpartialupload-v2
default POST: v1/contents/js/initpartialupload-v2
default POST: v1/contents/js/initpartialupload-v2
default POST: v1/contents/js/initpartialupload-v2
default POST: ~/~/v1/contents/copy
default POST: ~/~/v1/contents/copy

Export: Raw & Formatted &
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