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Task

/ ECcTb Ny6ANYHbIN nopTan-
CrpaBKa Mo NpoayKTam
KOMMaHUN,

/ BOT [O/IXKEH OTBeYaTb
4eTKO MO AOKYMEeHTaLuu
KOMMaHNMU.

/ 3aMeHa NepBoON ANHUN
TeXnoaAep KKU.

OrpaHun4yeHund

/ DoKyMeHTaLna Ha pyCCKOM
/ ToCTOSAHHO OBHOBISIETCS

/ 3anpocbl MOryT COpepXaTb
KOH(pnaeHUnanbHyto
NMHopMaLunio

/ He Mo>XeM MCnosib30BaTh
OTKPbITblE A3bIKOBbIE
Modenu

B SmartData pt

Hanmwwm, uem 7 mory Tebe nomous @ Urobel Beibpats
APYTOi MPOAYKT MW BEPCUMIO HAKMMW Ha KHOMKY HUXKeE.

T Buifepm npogyxkt PT
Sandbox Maxpatrol10
Af3 NAD
T Buibepum penus npogyxta
11.0 111 12.0

Hanuim, uem s Mory Tefe nomouk @ UTtobel aeibpats
LpYroi NpoAykT WKW BEPCMKD HAXMIW Ha KHOMKY HIXE.

uTo 03HauaeT owwbka missed start .44

Owmbka MISSED_START 03Ha4aeT, uTo CMCTEMa He CMOoTna
NoAYYMTE MHGOPMALMID O COrNacoBaHuK TCP-coeAMHEHWA
(three-way handshake). 310 MoxeT NponzoiT, ecnK Bo
EPEMA YCTAHOBNEHWA COEAWHEHWA NMPOU30LLAN NOTEPK
JA3HHBIX MAW ceHcop BeIN 3anyLLeH nocne oTKpeITUA TCP-
coeavHeHwns. B Takom cnyuae dnar MISSED_START Bcerga
conpoBEoxAaeTcA ownbkoi MISSED_START B TOR xe 3anucn
Ceccum.

I'IO)KEI!'IyﬁCI’EI OUEeHW OTBET
OTAWYHO Xopowo nnoxo
CCLITKW Ha JOKYMEHTRI

https://help.ptsecurity.com/ru-
RU/projects/nad/11.0/help/1483933451

I'IO)KEI!'IyIT‘ICTEI OUEHW CCBIKW HA JOKYMEHTEI 044

OTAWYHO Xopowo nnoxo
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Why RAG

ObHoBNEHME NHGOPMaL NN
B peXXMUMe peasibHOro
BpeMeHu, He TpebyeT
3aTpaT ansa nepeodbyyeHus

[MfpHNMaeT MHOorune
dopMaTbl AaHHbIX,eCTb
LangChan, llamaindex,
HY>XHa HaCTponKa

Bonbwne 6a3bl
3HAHUN, 4YaT-00ThbI

CBOANT K MUHNMYMY
PUCK YTEYKU
KOHMAOEeHUMNaNbHbIX
NAHHbIX U
"rannaoumnHaumnn
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Indexing Stage

split split each

document into chunks into embeddings
— chunks centences
—) > > | Noder: [—— I ! > e
Chank 1 e : Sr v
I Metadata 1 '—9| I > 7 618 : :
— 86958617, -0, BB3I343164T, 0. B17522663, -9. B268010
— Node 2: \él H 82, -0, 03544916, -0. 05766501, - 0. 014694502, B. 022760335, Vector
é é Chank 3 75, -8.010515324, -A_010528475, 0. 023055444, - 0. 014478881,
RS Metadata 2 — | | > ksS4, -0.025055222, -0. 054374703, 0. 0017234145 , -8. 0241992 Data base
— PAE29 , -0 . 8120934649, -R.B619401929 , 0. ABSH46B254, -0, 8232
Web Pages — Node N:
Chank N T | |
S —> Metadata N \
Databas

Data connectors .
ol | text_splitter = Embedding model

SimpleDirectoryRead t‘
B

SentenceSplitter( )

-
82

CodeSplitter
s SIS Hlamariy TokenTextSplitter
SemanticSplitterNodeParser



Co3naHuve HOeKcCa

.

def get_index(index_name: str, embedding: object) -> object:

JYHEKLUMA ANA CO3[3aHWA WHASKCA.
:param index_name: str - MMA MHgeKCA.
:param embedding: object - mopens BHegpeHwA.

n
:return: object - KOHTEKCT XpaHWNWKa.

4]

service_context = ServiceContext.from_defaults(
1lm=11lm_model,
embed_model=embedding,
chunk_size=cchunk_size,

vector_store = WeaviateVectorStore(weaviate client=client, index_name=str(index_name))
storage_context = VectorStoreIndex.from_vector_store(
vector_store, service_context=service_context

)

return storage_context
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Retrievers. Query Engines.

Y70 03HavaeT owmbka missed stattq
4

Query

]

query

fetch most
similar
vectors

Vector

Databas

076, -0.033707615, -0.04187508,0.013697268, -0.849576163
438,0.01636045, -0.014970844,0.003525662, -0. 050886028
107,-8.026489137, -0.038032442,0.020861583 , -0.00016782;
57,0.0020018758, 0.0940431255,0.013974283,0. 0021654726
9533, -0.06950817, -0.0033431847, -6. 017522683 , -0. 026801
782, -0.03544916, -0.085766501, -0.014894502, 0622760335,
75, -0.010515324, -6.010528675,0.023055466, -0. 016478881
5594, -0.025055222, -0.054376703, 0. 0017234145 , -0. 824199
96029, -0.012093649, -0.0019691929, 8. 0058468254, -0, 8232

retrieve
correspondin
g chunks

Prompt base

Given the context information and not prior
knowledge, answer the question. If the
answer is not in the context, inform the user
that you can\'t answer the question - DO NOT
MAKE UP AN ANSWER.Do not give me an
answer if it is not mentioned in the context as
a fact.Please answer this question line by line
using the same language as the
question.Answer strictly in context, do not
make assumptions. Query:

)

Prompt

context

Query

context
—__

LLM

Response

Owwubka MISSED.START o3HayvaeT, 4To
cuctema

He cMorsia nosly4nTb MHMopMaLnio o
cornacoBaHumn TCP-coeauHeHuns (three way
handshake). 3To MoXxeT Npon3onTN, ecnm Bo
BPEMS$ YCTaHOBJIEHUS COEIMHEHNS
NPOU30LLAN NMOTEPU AaHHbLIX N CEHCop bbin
3anyLweH nocne oTkpbiTus TCP-coeanHEHNS.
B Takom cny4ae chnar MISSED_START Bcgé,ql?
cornpoBoxaaeTcs owmnbkon MISSED.START B
TOW XKe 3anncu ceccum. 4



lMpuMep UCcnoJsib30BaHuUA
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AEeKCa

def process prompt{prompt: str, index name: str, embedding: object) -> object:

dyukunAa ana obpaboTkm 3anpocoe.

:param prompt: str - TekcT 3anpoca.

iparam index_name: str - umA MHgekca.

:param embedding: object - mopgens BHeapeHWA.
ect OTBET Ha 3an

:return: ob

text ga_template = PromptTemplate(prompt_base)

index = get_ index(index_name, embedding)

query_engine = index.as_query_engine(text_ga_template=text_ga_template,
similarity_top_k==,

)

response = query_engine.query(prompt)
return response

# MpuMep MCNONLIOBAHHWA

response = process_prompt{prompt, index_name, embedding)

o]
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RAG
pipeline Noyemy GitLab:

/ nopnepxxka GitLab
Ha KOPMOpPaTMBHOM YpPOBHE
B PT

/ Hann4me Scheduled
Pipelines, no3sonsatowias
3anyckaTb cbopku no
pacrnucaHunio N3 Koaa B
PENO3NTOPUNIN, COXPAHATb
pe3ysbTaTbl KAaXXA0ro
3anycka

Pewnnu caenaTb
HeboNbLUYIO
aBTOMaTM3aLUIO

Ha 6a3e GitLab Pipel,

/ BO3MO>XHOCTb YBELOMATH
Hac
B CJly4ae nageHus
1EVARIEVGE

11
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Y10 MBI )XXaeMm ot RAG?

PeneBaHTHOCTb
KOHTEeKCTa
BOMpPOCY

Kak cocTaBuTb
nckatyeHne onsa DDoS
attacker detected

22

%

BanaHc mexnay Hann4ymne mexaHU3MoB
pesieBaHTHOCTbIO CMAr4yeHuns
n pa3Hoobpasnem ranatounHaumn m
NpenB3aToOCTU
MannounHauns:

YT10b6bl cocTaBuTh nckntodeHne gnsa D DoS-aTakytowero IP-agpeca, cieaynTe yKasaHHbIM
HV>KE Liaram:

1. BbibepuTte TN NOPOroBbiX 3Ha4YeHUN 0bHapyxeHns DDoS-aTak B paCKpbiBatoLLEMCS
crincke "MoporoBble 3HavyeHus ans DDoS-atak" (Mo ymonyaHuio nam MNMonb3oBaTenbCKas
HacTpoKKa).

Ha>kmute KHonky "smMeHnTh". OTKpoeTcsa cTpaHuua "loporosblie 3HavyeHus ana DDoS-
aTak".

Ha)xmnte kKHomky "Co3aaTh" Hag CMMCKOM NOPOrOBbIX 3HAYEHUN.
BeepuTte IP-agpec DDoS-aTakytowlero B rosie "IP-agpec.
YcTtaHoBuTe hnaxkok "cknwounTtb" ona storo IP-agpeca.
BeenouTe npuvnHy UCKJIIOYEeHUSA B noJsie "MpnynHa UckayeHns".
Ha)>xmute kKHOoMNKy "CoxpaHuTb", 4TOObI COXPaHUTb NCK/IOYEHME.

N

S

Tenepb DDoS-aTakyowuni IP-agpec 6yaeTt nckatoyeH n3s obHapy>XeHns aTak.

‘- SmartData

o]
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Y10 MbI )XxaeMm ot RAG?

°* HangeH nn npaBuibHbIN hann? HangoeH nn npaBuibHbIM KOHTEKCT?  KadecTBO
oTBeTa LLM.

‘ OueHKN s3KCcnepToB

MpooykTt
- : CcblnKMn
NOMANYACTS OLEHK OTBET o TekcT YaHKOB KomMeHTapu
Bonpoc | OTBET N3 Ha OueHka | OueHka " NlaTa Monb3oBaTten |
oTANUHO xopowo nnoxo —_— BL6 OOKYMEHT | OTBETa | CCbIJIOK b
OOKYMEHTOB L SKCMepToB
CCINKW Ha AOKYMEHTEL .. Bepcus

httpsJ//help.ptsecurity.com/ru-
RU/projects/nad/11.0/help/1483933451

NOKANYACTA OLUEHK COBINKA HA A0KYMEHTE 4 4
Monitoring
OTAWYHO Xopowo nAoxo
Database

. BannpgaynoHHas
BbIbOpKa

# MpaBnnbHbLIN
oTBeT

Bonpoc KoHTekcT | ®ann KoMMeHTapum akcrnepTa

23



----- - SmartData pl:

fff.. 2024
Simple comparison With LLM
RAGAS
answer ] [ chunk text ] [ Ground Truth ]
l l Answer Qe
context_recall
t
encoder zgswer_correc ne context_precision

answer_similarity

answer_relevancy

answer cosine chank (
embedding similaruty embedding [ Response J L Context ]
faithfulnes

S

24
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Kak yny4ywntbe RAG?

* Bbibop popmaTa

* [MpenpoueccuHr
OAHHbIX

25

N napcepa

Web Pages

Databas
e

* Bbibop ambenaunHr * ONTMasibHbIN pa3Mep YaHkKa

Mo4enn e lobaBneHne MmeTagaHHbIX

split split each '
document into chunks into embeddings
chunks centences

ol
|

L

 ——

Eé

/9 I 076,-0.033707615, -0.04187508,0.013697268, -8.049576163 |
E— Node 1: 438,0.01636045, -0.014970844 ,0.003525662, -0.050886028,
Chank 1 107,-0.026489137, -6.038032442,0.020861583 , -0.000167823
Metadata 1 — | 57,0.0020018758,0.00408431255,0.013974283,0.0021654726
9533,-0.06950817, -0.0033431847, -0.017522683, -0.026801§
Node 2: ﬁ I 782,-0.03544916,-0.05766501, -0.014894502,0.022760335, Vector
EEE—— Chank 3 75,-0.010515324, -6.010528675,0.023055466, -0.016478881

5594, -0.025055222, -0.054376703,0. 0017234145, -0.0241997 Data ba S

96029,-6.012093649,-6.0019691929,0.0058468254,-6.02327

Metadata 2 — |
Node N: \

Chank N |
—> Metadata N \ |

L

o]
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[logbop napamMmeTpoB NHOEKCALINN

chunk_size
chunk_overlap -

z///// \\\\\& f

[ PeneBaHTHOCTb ] [ Bpemsa reHepauumn ] .

N FPaHYNSPHOCTb OTBETA

0.6

0.4

0.2

T T T T
0 500 1000 ) 1500 2000 2500
Ci e

Average relevancy

se time(s)

=]
g 43
25
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b
T om
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obaBnseM MeTagaHHbIe B

HOA bl

3aroJiIoBoK
ONOKYMEHTa,
KJ‘I}O‘-IeBbe C/10Ba

dbopmMupyem
npaBuJibHbIN Habop

HOL,
* TitleExtractor

* KeywordExtractor
* QuestionsAnsweredExtractor
* SummaryExtractor

27

o]

from llama_index.node_parser.extractors import (
MetadataExtractor,
TitleExtractor

# CosgasM Tvn cbopuvka MeTaHHPopMaLHMK
metadata extractor = MetadataExtractor(
extractors=[
TitleExtractor({nodes=5) # yka3nEasM KONWYECTBO HOQ

]
)

£ Co3gasM napcep ONA HOA C HYXHBM CBOMCTEOM
node_parser = SimpleNodeParser(
metadata_extractor=metadata_extractor

)

nodesl = response.source nodes

-
L

ogHuM title




Nobasnsem
HOAObI

[Tony4yeHnda HoMepa
NOKYMEHTa

l

dopMumpyeM CCbIIKK

28
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MeTagaHHbIe B

CcblkKM Ha ODOKYMEHTbI:

https://help.ptsecurity.com/ru-RU/projects/nad/
11.0/help/1483933451

HON(aﬂyIZCTa oueHWn CCbIJTKN Ha OOKYMEHTHhI
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{f} Pinecone Proprietary composite index

®)> Milvus S zilliz  Flat, Annoy, IVF, HNSW/RHNSW (Flat/PQ), DiskANN
Weavi Customized HNSW, HNSW (PQ), DiskANN (in

PN Weaviate progress...

Qdrant Customized HNSW
chroma HNSW

LanceDB IVF (PQ), DiskANN (in progress...

W' vespa HNSW + BM 25 hybrid Source:

*ﬂ‘:‘ Vald NGT

m» elasticsearch Flat (brute force), HNSW

é redis Flat (brute force), HNSW

pgvector IVF (Flat), IVF (PQ) in progress...

29
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Vector DB for RAG

<{J Getinsights &7 Giveusastar

Vector DB Comparison
by Superlinked | LastUpdated : Today

Activeloo...

Anari Al

Apache C...

Apache S...

ApertureDB

Azure Al S...

Chroma

ClickHouse

CrateDB

DataStax ...

Elasticsea...

Epsilla

GCP Verte...

KDB.AI

LanceDB

Margo

Meilisearch

Milvus

MongoDB...

MyScale

About

X
/]
/]
/]
/]
x
/]
X
X
]

X X 8 8 @

License

MPL 2.0

Proprietary

Apache-2.0

Apache-2.0

Proprietary

Apache-2.0

Apache 2.0

Apache 2.0

Proprietary

Elastic Lice...

GPL-3.0

Proprietary

Apache-2.0

Apache-2.0

g ™mT

Apache-2.0

GNU AGPL ...

Proprietary

VSss

Deuiang Launch

python c++ 2023

2023

2023

2022

java

java go

java

C++

python

rust

python

rust

go c++

c++ java

CcH++

Search

Filters

9 o

Q

©
&

e 8 0 3 3 O O O @A Q@ DO

O
&

[ < I < I <

Hybrid
Search

-0

g

Facets

Multi-
Vector

| NO

[y

Source:




Vector DB for RAG

* Open source e HNSW

 Self-hosted * Full-text search

« Gooooood  Dedicated vector databases
documentation * |Infrastructure cost

2017 PAONRS 2019 2020 2021

’ [Vald
g drant

&3 Pinecone

W vespa

e

Weaviate o

v
3 zilliz

31

2022

m» elasticsearch

~rlle
& redis

chroma

2023

pgvecto
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Source:
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