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Begywul uHxeHep Zodia
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KOHOAOB No kubernetes,
gitlab, gitops etc.
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20 couoramve CNCF Cloud Native Interactive Landscape

You sre viewing 1. total of 3810, 3

Card Mode Mem

https://landscape.cncf.io




Security & Compliance

Y VEINMIND

Clarity
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WhiteSource
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https:.//qithub.com/falcosecurity/fal %/ F l
bt % Falco

k8s native (helm + daemonset)
yMeeT cobupaTb CObbITUS C y3na
yMeeT cobumpaTb cCobbITMa ayamTa k8s
api

HeT peakumn Ha cobbiTug (1)
rule-based - NoaTOMY Nerko
obxogutcs ()

HEeT KOHTEKCTa

CM.
https.//github.com/draios/sysdig
https.//github.com/draios/sysdig-in

spect

@ Kubeless

F(x) F(x) F(x) Splunk>
phantom



https://www.google.com/url?q=https://github.com/falcosecurity/falco&sa=D&source=editors&ust=1693915900357394&usg=AOvVaw3eSDDvUEWDiGxbzH60DUId
https://www.google.com/url?q=https://github.com/falcosecurity/falco&sa=D&source=editors&ust=1693915900357665&usg=AOvVaw0yLATBbYKiAPEAQpR1VXx9
https://www.google.com/url?q=https://github.com/draios/sysdig&sa=D&source=editors&ust=1693915900357870&usg=AOvVaw3Wiydu1vzBVNyYUFB3cFuN
https://www.google.com/url?q=https://github.com/draios/sysdig-inspect&sa=D&source=editors&ust=1693915900358046&usg=AOvVaw2EV4Fe-J1JtJf915eyQRmB
https://www.google.com/url?q=https://github.com/draios/sysdig-inspect&sa=D&source=editors&ust=1693915900358226&usg=AOvVaw03zW8Z8NszgTWJTypO3ayM

Mo ecmb HQ PbIHKE
&)sysdig

Ha 6a3e falco cgeaaH nAamHbIU
SysDig Secure

https://sysdig.com/

o .
CODE BUILD RUN RESPOND

T Configuration and S
Infrastructure as Vulnerability g .. Threat Incident
S Permission s
Code Validation Management Detection response
Management
¢ Block risky e Scanin CI/CD and ¢ Detect cloud ¢ Use ML and Falco for * Capture detailed
configs registries misconfigurations multi-layered record for
¢ Auto-remediate * Blockrisky images * Enforce least privilege detection (ex. threats, forensics
at the source * Prioritize vulns access drift, cryptojacking, * Remediate config
using runtime e Use OPA to apply etc) issues
context consistent policies * Implement K8s native * Block malicious
microsegmentation activity

Compliance (PCI, NIST, SOC 2 and others)

Sysdig Secure i
A



https://www.google.com/url?q=https://sysdig.com/&sa=D&source=editors&ust=1693915900489021&usg=AOvVaw3a1JLD6prVAkXnltoDku4d

Mo eCcmb HQ PbIHKE

O
O..

s} Tetragon

O'.

e hitps:./qgithub.com/cilium/te

tragon
k8s native

HeTpUBMANeH B HACTpouke
TOJIbKO NNLLb areHT cbopa
Cilium ONLY

4, DevOops
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3aTto ¢ Cilium y Hac ecTb
Hubble!

+&%"° Hubble
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https://www.google.com/url?q=https://github.com/cilium/tetragon&sa=D&source=editors&ust=1693915900618889&usg=AOvVaw03MDpzY_q0dbnu4soBqLRB
https://www.google.com/url?q=https://github.com/cilium/tetragon&sa=D&source=editors&ust=1693915900619173&usg=AOvVaw1674ltqfzLCVH_Ln1v0kpZ

“dmo ecmb HQ PbIHKE

) QqUQ Aqua Security

4

Aqua

CyberCenter v
Monitoring systems | u * SIEM systems 14
(Prometheus) n e
O
g Aqua 2 |
P Datobase S5+ 3022
£ T s wecsua | Aquaknforcer(s) 6
cifco 12 g3 H b p——
Ei a S5+ 3022
g 2
EE o — wcsus | VMEnforcer(s) 7 |
—— Aqua Gateway(s) 3 [*
‘ 55H 3622 ¥ 1cp3eas | "
| Aqua ; icroEnforcer(s) g8 ‘
Image Registries 13 « " Server ‘
s et TcP 3022 © 9
fo——————————————————— | NanoEnforcer(s
Aqua Ul Aqua Scanner(s) B ‘ = )
2 9
e 5 H
e %% KubeEnforcer(s) 10
Aqua Tenont i3 HITP 8080 ;
Manager 15 iian
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? kube-bench

I?Sbe-bench

e https://github.com/aquasecurity/kube-bench
e CkaHupoBaHue Ha CIS compliance

@ kube-hunter

Egbe-hunter

e https://github.com/aquasecurity/kube-hunter
e QO2pPEeCcCUBHOE CKOHUPOBAHUE HO YS3BUMOCMU d%b DevOoplos
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Ky4a pa3/IMyHbIX CKaHepOB 06pa3oB

clair y/

Erivg
https://qithub.com/quay/clair https://qithub.com/aquasecurity/trivy

anchore

https://qgithub.com/anchore/anchore-enqine
(deprecated) (% DEVOOPS



https://www.google.com/url?q=https://github.com/quay/clair&sa=D&source=editors&ust=1693915901425879&usg=AOvVaw0kIkZpy7vrWSKXRHzT6FO8
https://www.google.com/url?q=https://github.com/aquasecurity/trivy&sa=D&source=editors&ust=1693915901428539&usg=AOvVaw2i50ctVwL7_-RJodrM7tHT
https://www.google.com/url?q=https://github.com/anchore/anchore-engine&sa=D&source=editors&ust=1693915901430717&usg=AOvVaw3IFtBj8EVdcgkGPCKQjrd6

be3onacHocmb kubernetes

YnpaoBaeHue Runtime Security Compliance
cekpemamu
Aocmyn k API Cluster Security Container Orchestrator
Image Security Security
RBAC PKI
NS
Scan management
fyoum Mognucs ey
Access TLS O6pO3OB HQO2OY30K
m
management | VM Resource Quota
Hardening maoe [ Limits
i Container/Pod
YINOB geglstry Security
Host VM ecurity Restrictions
oS
SBOM Network Policies

d%b DevOops
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Hbe3onacHocmb kubernetes

YnpaoBaeHue Runtime Security Compliance
cekpemamu
Aocmyn k API Cluster Security Container Orchestrator
Image Security Security
RBAC PKI Sean NS
management
A.ygum eted securit HOQHUCb Kaaccudukauus
6 u ceapeeou,u
Access TLS O0OQ30B HO2PY30K Naf|
m
management | VM Resource Quotg
- maoge / Limits
Hardening 4
i Container/Pod
Y3NOB gg?:ﬁ:;{/ Security %
Restricti A
Host VM estrictuons
SBOM Network Polici

&6, DevOops
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be3onacHocmb kubernetes

YnpaBAeHU §/ Runtime Security Compliance
cekpemamu Fa
Aocmyn k API Cluster Security Container Orchestrator
Image Security Security
RBAC PKI
W Scan@) clair NS
S management
Aygumﬂ t etcd securit Mognucs KAGCCUBUKAUUS
eleport | @ - u ceapeeou.u
Accessg LS Rotery HO2PY30K Naf
MANAgEM& Image VM Resource Quotg
Hardening / Limits
Y3AOB Registry Congts(i;firé, P
Host VM Security Restrictions
oS
SBOM Network Polici

6, DevOops
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He30NacHOCMb kubernetes;«;ﬂ

OoX

YnpaoBaeHue Runtime Security Compliance
cekpemamu
Aocmyn k API Cluster Security Container Orchestrator
Image Security Security
RBAC PKI
i | Scan | NS
management
| Aygum | etcd secur|t HOQHUCb KAGCCUBUKAUUS
u cezpezauu %
Access 0600308 HQ2PY30K Naf
management mrLS R Qe
. | imagevm || | | Fe=smerge
| Hardening -
3A0B i ontainer/Poo
Y ggg:ﬁ:;{/ RSec_ur!tV %
| Host VM | estrictionsSad
SBOM | Network Polici

&6, DevOops
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xumekmypa StackRox

One “Scanner” per customer One “Central” per customer

Ul / API SERVER

Image registries @ @ ‘((‘ o » ALERTS - » @ Third-party systems
DATA ANALYSIS
L
One “Collector” per node One “Sensor” per cluster One “Admission Controller” per cluster
@ L L J

CHESTRATOR OSENSOR oADMISSIONCONTROLLER ORCHESTRATOR ° Q ORCHESTRATOR ° o

APP APP «a

CONTAINER ENGINE

NODE
NODE
NODE
NODE
NODE
NODE
NODE
NODE
NODE

OPERATING SYSTEM

SERVER

CLUSTERA CLUSTER B CLUSTER C

4, DevOops



YCmMaHOBKO

YyCMAQHOBAUBQEM
component
central
YyCMAQHOBAUBQEM
agent’ol (sensor)
HQCMPQUBAEM
uHMez2payuUU
HQCMPQUBAEM
yBEQOMAEHUS

24§, DevOops




YcmaHoBKaO central

apiVersion: vl
kind: Namespace
metadata:
name: stackrox
annotations:
openshift.io/requester: system
apiVersion: source.toolkit.fluxcd.io/vlbetal
kind: HelmRepository
metadata:
name: stackrox
namespace: stackrox
spec:
interval: 1m@s
timeout: 1m@s
url: https://mirror.openshift.com/pub/rhacs/charts
apiVersion: helm.toolkit.fluxcd.io/v2betal
kind: HelmRelease
metadata:
name: stackrox-central-services
namespace: stackrox
spec:
install:
remediation:
retries: 3
upgrade:
remediation:
retries: 3
releaseName: stackrox-central-services

chart:
spec:
chart: stackrox-central-services
sourceRef:

kind: HelmRepository
name: stackrox
version: '74.1.0'
targetNamespace: stackrox
interval: 1mOs

values:
env:
offlineMode: false
imagePullSecrets:

useExisting: []
allowNone: true

central:
db:
image:
registry: quay.io/stackrox-io
name: central-db
tag: 3.74.1
enabled: true
external: false
persistence:
persistentVolumeClaim:
claimName: "central-db"
size: "106i"
storageClass: "gp2"
createClaim: true
adminPassword: #nodc
htpasswd: |
admin:$2y$05$5sd5ZuAD3bCX9ddhokQhS.2zLRisC2ZeLFXi/meQ.WZiSykxrLZRm
georg:$2y$05$WnbMoOHRaZLZJaQ9bHA3TOirRpzw/ YALFLEYmXmFwlluweAQLw . bW
image:
registry: quay.io/stackrox-io
name: main
tag: 3.74.1
disableTelemetry: true
persistence:
persistentVolumeClaim:
claimName: "stackrox-db"
size: "106i"
storageClass: "gp2"
createClaim: true
exposure:
nodePort:
enabled: true
scanner:

b CBOU naponu

dbPassword:
value: QxY4bVYPHgTzBYLO4Nb28ywS8 # nodcT
disable: false
image:
registry: quay.io/stackrox-io
name: scanner
tag: 3.74.1
dbImage:
registry: quay.io/stackrox-io
name: scanner-db
tag: 3.74.1

Tb cBol naponb

4§, DevOops
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MHmepoeuc

= @ StackRox

Dashboard CLUSTERS

Network Graph 2.0 preview

1 CLUSTER
Network Graph (1.0) O Name Cloud Provider
S )
Violations (0 eks-production " AWS eu-west-2

Compliance

Vulnerability Management

Configuration Management

Risk

Platform Configuration

Clusters

Policy Management
Collections
Integrations

Access Control

System Configuration

Cluster Status Sensor Upgrade

@ Healthy @& Up to date with

7 ; N
(@ collector | @ sensor | @ AdmissionControl ) Central

Q Search & CLI

Credential Expiration

@ in 11 months

¢

A 0 ge

v MANAGE TOKENS

Install cluster

Cluster Deletion

Not applicable

4, DevOops
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YCMQAHOBKQ SeNnsor

30X0QUM B ChUCOK KAacmepoB U BbibupaeM “New Cluster”

CLUSTERS — ) )
¢ Add one or more filters

Resource List

1 CLUSTER Automatically upgrade secured clusters @

(J Name Cloud Provider Cluster Status Sensor Upgrade Credential Expiration
Q Healthy .
iy Up to date with
[ eks-production e AWS eu-west-2 9 v @ in 11 months
(0 Collector \ o Sensor | 0 AdmissionControl) Central

24, DevOops
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24, DevOops
YCMQAHOBKQ SeNnsor

Boibupoem onyuu

Test > NEXT X
v Static Configuration (requires deployment) v Dynamic Configuration (syncs with Sensor)
Cluster Name (required) Custom default image registry

Set a value if the default registry is not docker.io in this cluster
test
image-mirror.example.com

Cluster Type (required)

Enforce on Object Creates @
Kubernetes v

Main Image Repository (required)

Enforce on Object Updates @

quay.io/stackrox-io/main

Timeout (seconds) 3
Central API Endpoint (include port) (required)
1. krox:443
central:stackrox: Contact Image Scanners @
Collection Method
Disable Use of Bypass Annotation @
eBPF Program w

Collector Image Repository (uses Main image repository by default) Enable Cluster Audit Logging

quay.io/stackrox-io/collector

This setting will not work for Kubernetes or OpenShift 3.x. To enable logging, you

et linavada uair clictar fa Nnanchift 4 ar hichar

21



YCMQAHOBKQ SeNnsor

CkavyuBoeM bundle

Test V' FINISH b ¢

Download helm values

1. Download files 2
To start managing this cluster with a Helm chart, you can download the cluster's current configuration values in Helm
Download the required configuration files, keys, and format.
scripts.
DOWNLOAD HELM VALUES
Configure cluster to allow future automatic @
upgrades

VIL FILE AND KEYS

DOW

Modify the YAML files to suit your environment if needed.

Do not reuse this bundle for more than one cluster.

2. Deploy

Use the deploy script inside the bundle to set up your
cluster.

ting for the cluster to ct

ccessfully.

2§, DevOops
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YCMQAHOBKQ SeNnsor

Kaacmep nepexogum B “not applicable” cocmogaHue

CLUSTERS -
Y4

Resource List

2 CLUSTERS

(J Name

(3 eks-production

O test

Add on

e
etk
~

or more filters

Cloud Provider

AWS eu-west-2

Not applicable

Automatically upgrade secured clusters @

Cluster Status Sensor Upgrade

@ Healthy @ Up to date with

(O Collector | @ sensor | @ Admlsslon{jontrol) Central

° Uninitialized
Not applicable

(o Collector \ ° Sensor \ ° AdmissionControl )

2§, DevOops

MANAGE TOKENS
Install cluster ~
Credential Expiration Cluster Deletion
o in 11 months Not applicable
Not applicable Not applicable

23



YCMQAHOBKQ SeNnsor

Ckayvoau bundle

< Downloads g8 = ([ 2 B
Name ~  Date Modified Size
I sensor-test.zip 2023. August 10. 5:56

4, DevOops

@ v
Kind

99 KB ZIP archive

Q

24



YCMQAHOBKQ SeNnsor

PacnakoBoAuU

4§, DevOops

Downloads

Name

v B sensor-test

eeeo@Eafiee(e(e 00

admission-control-cert.pem
admission-control-key.pem
admission-controller-netpol.yaml

admission-controller-pod-security.yaml|

admission-controller-rbac.yaml
admission-controller-secret.yaml|
admission-controlleryaml|
ca-setup-sensor.sh

ca.pem

collector-cert.pem
collector-key.pem
collector-netpol.yaml
collector-pod-security.yaml
collector-rbac.yaml
collector-secret.yaml|
collector.yaml
delete-ca-sensor.sh
delete-sensor.sh

.. docker-auth.sh

NOTES.txt
sensor-cert.pem
sensor-key.pem
sensor-netpol.yaml|
sensor-pod-security.yaml|
sensor-rbac.yaml|
sensor-secret.yam|
sensor.sh

sensor.yam|
service-ca.yaml|
upgrader-serviceaccount.yaml|

i sensor-test.zip

ol
=]

[u]
[}

~

= D R

Date Modified

Today 14:42

2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.
2023.

August 10.
August 10
August 10.
August 10.
August 10.
August 10.
August 10.
August 10.
August 10.
August 10
August 10.
August 10.
August 10.
August 10.
August 10.
August 10
August 10.
August 10.
August 10.
August 10.
August 10.
August 10
August 10.
August 10.
August 10.
August 10.
August 10.
August 10.
August 10.
August 10.
August 10.

v Q

Kind

-- Folder

RN U
Size
. 5:56 1KB
. 5:56 227 bytes
. 5:56 859 bytes
. 5:56 3KB
. 5:56 2 KB
. 5:66 4 KB
115:56 10 KB
. 5:56 2 KB
1556 1 KB
. 5:56 1 KB
$5:56 227 bytes
. 5:66 768 bytes
. 5:66 3KB
. 5:56 801 bytes
L5:56 4 KB
. 5:56 8 KB
. 5:56 125 bytes
. 5:56 374 bytes
. 5:66 6 KB
,/5:56 556 bytes
. 5:56 1KB
. 5:56 227 bytes
1556 1 KB
. 5:56 3KB
. 5:56 12 KB
. 5:66 4 KB
. 5:66 6 KB
. 5:56 9 KB
1556 2 KB
,i5:56 8 KB
. 5:56 99 KB

printabl...archive
printabl...archive
YAML Document
YAML Document
YAML Document
YAML Document
YAML Document
Shell Script
printabl...archive
printabl...archive
printabl...archive
YAML Document
YAML Document
YAML Document
YAML Document
YAML Document
Shell Script
Shell Script
Shell Script
Plain Text
printabl...archive
printabl...archive
YAML Document
YAML Document
YAML Document
YAML Document
Shell Script
YAML Document
YAML Document
YAML Document
ZIP archive

25



YCMQAQHOBKQ SeNnsor

apiVersion: helm.toolkit.fluxcd.io/v2betal
kind: HelmRelease
metadata:
name: stackrox-secured-cluster-services
namespace: stackrox
spec:
install:
remediation:
retries: 3
upgrade:
remediation:
retries: 3
releaseName: stackrox-secured-cluster-services
chart:
spec:
chart: stackrox-secured-cluster-services
sourceRef:
kind: HelmRepository
name: stackrox
version: '74.1.0'
interval: 1mOs
values:
helmManaged: true
clusterName: test # [JOJ/IXHO COBMNAJATb ¢ Ha3BaHueM KnacTepa B MaHesnu
centralEndpoint: central.stackrox:443
image:
main:
registry: quay.io/stackrox-io
name: main
tag: 3.74.1
collector:
registry: quay.io/stackrox-io
name: collector
tag: 3.74.1

admissionControl:
dynamic:
disableBypass: false
enforceOnCreates: false
enforceOnUpdates: false
scanInline: false
timeout: 3
listenOnCreates: false
listenOnEvents: true
listenOnUpdates: false
serviceTLS:
cert: |
# <BCTaBUTb copepxumoe daitna admission-control-cert.pem>
key: |
# <BcTaBuTb copepxumoe daitna admission-control-key.pem>
ca:
cert: |
# <BCTaBWUTb copepxumoe daina ca.pem>
collector:
slimMode: false
collectionMethod: KERNEL_MODULE
disableTaintTolerations: false
serviceTLS:
cert: |
# <BCcTaBUTb copepxumoe daitna collector-cert.pem>
key: |
# <BCTaBWUTb copgepxumoe ¢aina collector-key.pem>
sensor:
resources:
requests:
memory: "1G6i"
cpus: *pi2s"
limits:
memory:
cpu:
serviceTLS:
cert: |
# <BcTaBUTb copepxumoe daiina sensor-cert.pem>
key: |
# <BCTaBUTb copepxumoe daitna sensor-key.pem>

"4Gin

2§, DevOops
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YBegomMaeHuUda B Slack

] Show more
Friday, 21 July v
Stackrox APP 19:28

Deployment dbserver-mysql (in cluster main) violates 'Kubernetes Actions: Exec into Pod'
Policy

Alert ID: 6915560d-78fc-4€92-842a-7c36d99b36a3

Alert URL: https://stackrox.uat.private. = ‘main/violations/6915560d-
78fc-4e92-842a-7c36d99b36a3

Time (UTC): 2023-07-21 17:28:17

Severity: High

Violations:

- Kubernetes API received exec 'sh -i -c TERM=xterm sh' request into pod
‘dbserver-mysql-0' container 'mysql'
Show more

Deployment batch (in cluster main) violates 'Alpine Linux Package Manager (apk) in Image'
Policy

Alert ID: 0037f945-79e2-4753-836b-36e45eebda08

Alert URL: https://stackrox.uat.private = ~7/main/violations/0037f945-

79e2-4753-836b-36e45eebdal8

Time (UTC): 2023-07-21 17:32:34

Severity: Low

Violations:

- Container 'vault-agent' includes component 'apk-tools' (version 2.12.7-r3)

Policy Definition:

Description:

Show more
v Latest messages

Nanlavmannt hatech lin clickar mainl vialadtac 'Naclae FIC A 1. Cnciiva That o Llcar fav tha



YBegoMAae

¢((‘ StackRox

Dashboard

Network Graph 2.0 preview

Network Graph (1.0)

Violations

Compliance

Vulnerability Management >

Configuration Management

Risk

Platform Configuration

Clusters

Policy Management
Collections
Integrations

Access Control

System Configuration

Notifier Integrations

1t slack

) Google Cloud Platform

Google Cloud SCC

Microsoft Teams

U#A

@ StackRox

Generic Webhook

splunk:

Splunk

AWS Security Hub

AWS Security Hub

Q Search

€ Jira Software

Jira

pagerduty

PagerDuty

Syslog

Syslog

Lcl & A~ @

hed €mail

sumo logic

Sumo Logic

ge

4§, DevOops
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‘((‘ StackRox Q Search % CLI (] A (2] ge
Dathboard 1 10 748 129 133 186 FadFipiite
Cluster Nodes Violations Deployments Images Secrets
Network Graph 2.0 preview
Dashboard Resources:  All clusters - All namespaces v
NERGrhliO) Review security metrics across all or select resources
Violations
748 policy violations by severity Images at most risk
Compliance
457 183 108 0 Images Risk priori... ~ Critical CVEs Important CVEs
Vulnerability Management 3 :
Low Medium High Critical emissaryingress/emissary 1 U 2 fixable U 13 fixable
Configuration Management 2 U 6 fixable ¥ 63 fixable
o Most recent violations with critical severity 3 3 U 5 fixable U 50 fixable
is|
c 4 U 11 fixable U 22 fixable
Platform Configuration Q platform/core...i, 5 U 7 fixable ¥ 27 fixable
No data was found in the selected resources. xt-authz/main 6 ¥ 45 fixable U145 fixable

Deployments at most risk 76 Aging images

44
Deployment Resource location Risk priority

40 I
" i i i L 1
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= G StackRox QSearch &CL & A @ [q
44
Dashboard Deployment Resource location Risk priority
40
wazuh-agent in “eks-production / wazuh” 1
Network Graph 2.0 preview € 30 24
emissary-ingress-public in “eks-production / emissary- 2 3
public” g 20
Network Graph (1.0) g
in “eks-production / ops-utils” 3 10 7
1
Violations in “eks-production / 4 . -
in “eks-production / ===" 5 30-90 days 90-180 days 180-365 days >1 year
Compliance Image age

authz-service in “eks-production / database” 6

Vulnerability Management

Configuration Management

Policy violations by category

Compliance by standard

= Vulnerability Management - [ NisT sP8oo-190 [l 7%
o
Platform Configuration Kubernetes Events _ PCIDSS 3.21 - 7%
| Hipaate4 [ <%
. NisT 5P 800-53 [N /5%

Privileges

Security Best Practices

cis kubernetes vis - N 7%
cis Dockervizo I 100%
20 40 60 80

® Low W Medium ™ High M Critical 0 50% 100%

System Modification
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COMPLIANCE 4
Dashboard 1 CLUSTER 21 NAMESPACES 10/NODES DEPLOYMENTS S SCAN ENVIRONMENT B® EXPORT
(Scanned) (Scanned) (Scanned)
(Scanned)
Network Graph 2.0 preview
PASSING STANDARDS ACROSS CLUSTERS PASSING STANDARDS BY CLUSTER
Network Graph (1.0)
0% 25% 50% 75% 100% 100%
Violations Cis Docker 100%
75%
CIS K8s 67%
Compliance
HIPAA 35% 50%
Vulnerability Management NIST.SP 800-190 =
25%
NIST SP 800-53 10%
Configuration Management
PCI 64%
eks-production
Risk —_—
Platform Configuration PASSING STANDARDS ACROSS NAMESPACES PASSING STANDARDS ACROSS NODES
0% 25% 50% 75% 100% 0% 25% 50% 75% 100%
CIS Docker 100% CIS K8s 67%
HIPAA 34% NIST SP 800-190

2§, DevOops
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= G StackRox QSearch &CL & A @ [q

Dashboard @D cks-production v > @B Namespaces 5 v > @ Deployments ~ Manage CIDR blocks ] 1 Simulate network policy

Network Graph 2.0 preview

Active traffic «  Pasthour « Y Add one or more deployment filters v Display options 3 v Last updated at 14:17
Network Graph (1.0) 3] 52)
9 @
ot @ Cloudflare o
Violations 172.64.0.0/13
Compliance Q Filter by entity name Advanced +

Vulnerability Management

2 active flows

@o
Configuration Management ) Entity Direction Port / protocol
. cert-manager
Risk : Ingress 443/ TCP
Il in "cert-manage
Platform Configuration = Soujcerwmo”m Ingress 443/ TCP

@ @ x i Legens o 4, DevOops
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«@a StackRox Qsearch XcCll & A @ (g

Dashboard . o
Violations

Network Graph 2.0 preview

Namespace: x  kube-system x

Network Graph (1.0)

Violations
2results found RowActions 1-20f2 « of 1
Compliance
[J Policy Entity Type Enforced Severity Categories Lifecycle Time |
Vulnerability Management .
O ADD Command used instead of coredns deployment No Low Multiple Deploy 08/10/2023 :
COPY | 6:02:41AM
Configuration Management
Risk O Docker CIS 519: Ensure mount ebs-csi-node deployment  No Medium Docker CIS Deploy 08/10/2023 §
propagation mode is not enabled | 6:01:41AM

Platform Configuration

2§, DevOops




YNpaBAEHUE YS3BUMOCMSAMU -

Q Search & CLl () A (2} ge

¢((‘ StackRox

Dashboard VULNERABILITY MANAGEMENT 8 POLICIES APPLICATION &
3914 CVES v D) EXPORT
wrd Y (5 failing) 10NOBES AS1IMASES INFRASTRUCTURE FIXABLE  ALL ®
Network Graph 2.0 preview
TOP RISKY DEPLOYMENTS BY CVE COUNT & CVSS SCORE L VIEW ALL
Network Graph (1.0) 10
Violations 9
]
. © g
Compliance a
[
T
ate. £7
Vulnerability Managem: >
=
6
Dashboard
Risk Acceptance 5
0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950 1,000 1,050  1,10(
Reporting Critical Vulnerabilities & Exposures
v VIEW ALL FREQUENTLY VIOLATED POLICIES VIEW ALL

TOP RISKIEST IMAGES

Configuration Management
1. Required Label: Owner/Team / Enforced: No / Severity: Low

1. docker.io/emissaryingress/emissary:3.4.0 32 CVEs 32 Fixable
Risk 2. Required Annotation: Email / Enforced: No / Severity: Low
2.r= S auTgSquuarTererewrseren. 1079 CVEs 139 Fixable
3. Required Annotation: Owner/Team / Enforced: No / Severity: Low
Platform Configuration 3 g = 786 CVEs 110 Fixable
4. Deployments should have at least one ingress Network Policy / Enforced: No / Severity: Medium
4 442 gunlten men 148 CVEs 54 Fixable
5. Required Image Label / Enforced: No / Severity: Low
5. 199 CVEs 96 Fixable

& racictns nrivata

6. Container using read-write root filesystem / Enforced: No / Severity: Medium
————— evOops
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‘((‘ StaCkROX Q Search & CLI (& A (2] ge

docker.io/emissaryingress/emissary:3.4.0
Dashboard ying y B EXPORT ALLENTITIES v
Network Graph 2.0 preview OVERVIEW DEPLOYMENTS
Network Graph (1.0) v Image Summary Related entities
Viclations DETAILS & METADATA CVES BY CVSS SCORE VIEW ALL TOP RISKIEST IMAGE COMPONENTS VIEW ALL MATCGHES
T 2 rated as Critical 1. alpine-baselayout:3.2.0-r18 No CVEs d
Compliance Risk priority: 1 - DEPLOYMENT
3 2. alpine-keys:2.4-r1 No CVEs
mF
Vulnerability Management SHA: sha256:99f97f1c60854055deb97f9d4bcb66c312 3. apk-tools:2.12.7-r3 No CVEs CONTAINS
a64c500fbd6affac0d79205ab42a42
Dashboard 4. bash:5.1.16-10 No CVEs 33
Created: 01/03/2023 | 4:19:01PM 32 3 rated as Low IMAGE
e ACeeanes 5. brotli:1.0.9-r5 No CVEs COMPONENTS
Scanner: Stackrox Scanner
Reporting
32
Scan time: 09/05/2023 | 7:05:17AM |MAGE CVES

Configuration Management

Image 0S: alpine:v3.15

Risk
> Dockerfile
Platform Configuration

v Image Findings

Observed CVEs Deferred CVEs False positive CVEs

4§, DevOops
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‘((‘ StackRox QSeach XCU & A @ ge
Dashboard docker.io/emissaryingress/emissary:3.4.0 @ EXPORT ALLENTITIES v
Network Graph 2.0 preview OVERVIEW

Y Selectafilter... ~ Bulk actions 1-200f32 ~ 1 of2 > »
Network Graph (1.0) ———— —
CVE Fixable Severity | CVSS sco... Affected compone... Discovered MATCHES
Violations
O cVE-2023-23914 Yes Critical 9.1 1 components 08/23/2023 | 7:05:17AM : 1
Compliance - DEPLOYMENT
0 CvE-2023-37920 Yes Critical 9.8 1 components 08/10/2023 | 3:06:19PM H
Vulnerability Management O CVE-2022-23491 Yes @ 1 components 08/10/2023 | 3:06:19PM H =l
- . 33
Dashboard O CVE-2022-4450 Yes @ 1 components 08/23/2023 | 7:05:17AM H et
Risk Acceptance . COMPONENTS
O cvE-2023-0215 Yes @ 1 components 08/23/2023 | 7:05:17AM $
Reporting 32
O CvE-2023-0286 Yes 1 components 08/23/2023 | 7:05:17AM :
IMAGE CVES
Configuration Management O CVE-2023-0464 Yes @ 1 components 08/23/2023 | 7:05:17AM H
Risk O CVE-2023-25577 Yes @ 1 components 08/10/2023 | 3:06:19PM H
5 5 O cvE-2023-2603 Yes 1 components 08/23/2023 | 7:05:17AM H
Platform Configuration
O cVE-2023-27533 Yes 1 components 08/23/2023 | 7:05:17AM H
O CVE-2023-27534 Yes 1

components 08/23/2023 | 7:05:17AM H (%b DevOops
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terraform provider -
https://qQithub.com/splunk

terraoform-provider-stackro
X (2 20ga He pasBuBaemMcH)

ansible - HET
) onepamop - HET
ABmOMOmU3OU,UU . 3amo ecmb CLI - roxctl
https://docs.openshift.com

/acs/4.1/welcome/index.ht

ml

u HTTP(s) API -
QOKyMeHMauuu Hem, CM.
UCXOQHUKU
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https://www.google.com/url?q=https://docs.openshift.com/acs/4.1/welcome/index.html&sa=D&source=editors&ust=1693915909326553&usg=AOvVaw1Juhde5zY7ng7YmtEKMdfE
https://www.google.com/url?q=https://docs.openshift.com/acs/4.1/welcome/index.html&sa=D&source=editors&ust=1693915909326676&usg=AOvVaw3I6N6Vdrh7uKK9Gm4jt5XW
https://www.google.com/url?q=https://docs.openshift.com/acs/4.1/welcome/index.html&sa=D&source=editors&ust=1693915909326806&usg=AOvVaw0j6XWFS2F6sEvEXQrrPXmg
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https://t.me/gecube

or

[=]

Telegrom kKQHQOA NO
StackRox:
httos://t.me/ru_stackrox

[=]
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