ONACHbBIW
FLUTTER
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MAPK ABPAMEHKO

FLUTTER TEAM LEAD B SURF

—_—

o F @D

Bo Flutter ¢ 2019 roga, c onbiToM B Android, iOS n React Native paspaboTtke
MNocnegHwe 2 roga oTBeyvan 3a NpoM3BOACTBEHHbIE npoLLecchl BO Flutter-otoene
Bewato npo Flutter: Flutter Dev Podcast, ctaTbu 0 MO6UNbHOM pa3paboTke
Bewwato npo ynpasneHue: nogkacTt “He 12 yacos”

Beny TG-kaHan npo TMMAMACKOE: ynpaBneHue, apxXmTekTypy, TEXHONOMn



9 HE YACTO OYMAIO O"KI/TE.EPBEBOIII’AHCIA

N

'O KO WANAY MAIO, KAK MRABAZIOLYXE MOSAHCRS
| a8 b ;



NOUCKNEUMEP

ABTOp He aKcnepT B o6n1acTy 6e3onacHoOCTH, a Flutter-cneumanncT, KOTOPbIV XOUET caenaTb CBOU
NPUNOXEHNH YyTb Kpyye. Lienbio 3TOro BbICTYMNIEHUA ABNAETCA MPOCBETUTENBCKUIN XapaKTep.



O YEM Mb
NMOroBOPUM?

1. TpaBpa nu, 4yto Flutter — cambin 3aLLMLLEHHBIN GPENMBOPK AN MOBUMbHOW pa3paboTkn?

2. [louyeMy Henb3a OoBepATb NtobUMeNeMy B COObLLECTBE orneHcopcy?

3. Kakue KpUTUYHble OWNBKM AONYCKalOT NOYTU BCE pa3paboTumkn?



CAMOE IN'/lABHOE

Ecnu Bac nyraeT Mbicnb 0 6e3onacHoCTU Flutter-npunoxeHus,
CerogHs Bbl CTaHeTE UyTb YBEPEHHEE




noroBopMM o
BAJXHOM

A Kakoe BoobLle OTHoLeHMe MHPobe3 nMeeT K MoObunbHou paspaboTke?




Starbucks app leaves passwords
unencrypted and users at risk

A security researcher identified a problem with the US version of the app - it's thought that the UK version
suffers from a similar flaw

—

XpaHnn1 NOrvH 1 Naposib HE NPOCTO B OTKPbLITOM BUAE, HO M lorpoBanu nx yepes Crashlytics.

N

O6nagaTesnb Napons 1 NorMHa Mor onnavmBaTb KOde C COXPaHEHHOW B MPUNOXEHUM KapThbl.

3. BceroHeckonbko Kkencos, HO 60NbLON penyTauMOHHbIN ylep6 KOMNaHWK.

Cypc: https://blog.kaspersky.kz/starbucks/2693/



Cypc: https://habr.com/ru/articles/207984/

1. BceTbyTeKna6aaanaHHb|x4.6 MUNJNTUOHOB nonb3oBaTenen.

2. B npunoxeHun XxpaHuUncs npuBaTHbIN KoY K APl KOHTaKTOB KNIMEHTOB.

Snapchat says ‘sorry’ after 4.6
million users’ data was leaked



Pokémon Go Security Risks Flagged
by CIA, Gulf States and Data
Security Experts

Even by the standards of online viral trends, Pokemon Go’s trajectory is quite astonishing.

Nrpa nony4ana nogo3puTenbHO MHOMO pa3pelweHni anga Google-akkayHTa nonb3oBaTenen.

2. Ckopee Bcero, [TokeMOHbl He XOTeNU HUYEro y3HaTb O Balen MIMYHOM XU3HMU.
Ownbka pa3paboTumka 3acTaBuNa BOTHOBaTbCA O6LWECTBEHHOCTb U NpuBena K

penyTaunOHHbIM MOTEPAM.

Cypc: https://adamreeve.tumblr.com/post/147120922009/pokemon-go-is-a-huge-security-risk

o_o‘
e o @



KEMUC 4: B3JIOMbI
NNATHbIX BEPCUIA

KTO e 13 Hac He cTankusarncsa ¢ 3Ton npobrnemMon?




UYEro?

AN S

NMocnepncteua Banoma MIN MeHee cepbé3Hbl, YUEM B3/10OM CepBepa.

HaM HY>HO 3HaTb, KaK UMEHHO XpaHUTb YYBCTBUTENbHbIE flaHHbIE.

B3nom Ml KOCBEHHO, HO BCE e MOXET NPUBECTU K MACCOBOM aTake.
CnoxHee ncnpaBuTb ownbKy — APK 1 IPA CMNBbHO yNpoLLaeT XN3Hb Xakepam.

OwyweHue 6e3onacHOCTU He MeHee BaXHO, YeM cama 6e30MacHOCTb.



4YTO Ob 3TOM
AYMAIOT
SJKCHNEPTDHI

1) owAsP,




OWASP MOBILE
TOP 10

1: Improper Credential Usage vnu HebesonacHoe xpaHeHwe Knouer 1 naponen K cepsucam

2: Inadequate Supply Chain Security unu ataku yepes HcTpyMeHTHI paspaboTurika
3: Insecure Authentication/Authorization nnu o6xon asTopnsaumm
4: Insufficient Input/Output Validation vnu SQL-uHbekumm 1 nHbekLMn Yepes annamMHKM

5: Insecure Communication vnu He6e3onacHbIn Tpaduk



OWASP MOBILE
TOP 10

6: Inadequate Privacy Controls unv HekoppekTHbi c60p AaHHbIX

7: Insufficient Binary Protections vnu sawwura 6uHapeit
8: Security Misconfiguration unu HenpaeunbHas HacTpolika nepMuLLEeHOB
9: Insecure Data Storage vnu HesawwmwéHHbIe XpaHunmLa

10: Insufficient Cryptography wnu HeaddekTvBHbEIE METOOBI LWMdPOBAHUS



NOJIO>KEHUE
FLUTTER B MUPE
NMHOOBE3A

YTO AyMaloT aKkcnepThl O Flutter?

a«



PA3IOBOPDbI O
FLUTTER

1. KpUTWUKM He TaK y>X M MHOro. Pa3arpoMHbIX cTaTemn He 6bio.

2. PekomeHpyto ctaTblo “How Classical Attacks Apply to Flutter”.

3. Flutter valle opurypmpyet Kak CpefCcTBO aTaku.



https://www.guardsquare.com/blog/how-classical-attacks-apply-to-flutter-apps
https://t.me/mark_ramie/27

North Korean hackers create Flutter apps to bypass macOS security

By Bill Toulas November 12, 2024 08:00 AM 0



IOpuu la6anuH — Mudbil u nereHabl o
6e30nacHOCTU MOOGUJIbHbIX
NPUIOKeHUH

8 Mobius

2023 Spring

Mudbl n nereHbl

o0 6e3onacHoOCTHU Opui
MOGUNBHbIX Wa6anuH

CrtuHrpen

NPUIOKEeHUN TexHONoMKN3




“PEKOMEHAALMA
UNo

BE3ONACHOMW
PA3SPABOTKE” E%‘?
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“FLUTTER HE
AEKOMIMUNTNPYETCA"™



“AVNBA




KYPC “ANBAHHbDbIN
XAKEP” o=

BamM noHapobuTcsa:

1.  KomnbroTep.

2. @®annosblt MEHEOXep.

3. TepMuHan n ymeHue 3aryrnntb bash-komMaHabl.
4

YTunuta apktool.



flutter build apk --release



apktool d[ecode] app.apk



]

assets/

L flutter_assets // Bce Bawn accetsl

lib/

L — armé4-v8a/
F—— libapp.so // AOT-cHanwoT NPUNOXeHUS
L— 1ibflutter.so // cam pBmiok

res // pecypcbl Android

AndroidManifest.xml // Baw maHndecT



]

assets/

L flutter_assets // Bce Bawn accetsl

lib/

L — armé4-v8a/
F—— libapp.so // AOT-cHanwoT NpUNOXeHUs
L— 1ibflutter.so // cam pBmiok

res // pecypcbl Android

AndroidManifest.xml // Baw maHndecT



tring mySuperSecretKey = 'mySuperSecretKeyl337';




strings libapp.so | grep "mySuperSecretKey1337"



flutter build apk
--dart-define=MY_SECRET=myEnvironmentSecret --release



const secretFromEnv = String.fromEnvironment('MY_SECRET');




ring ml = 'Supe';
ring m2 = 'etK';

ring m3 = '337"';
ring superSecretkKey = 'my${ml}rSecr${m2}eyl1${m3}';




HUKAKOWU
PASHULLbI®

CTpoka B ntoboM cnyyvae 3anekaetcsa B AOT-cHanworT.




HUYEINO HE PABOTAET

KToO BMHOBAT M UTO fenaTtb



flutter build apk
--dart-define=MY_SECRET=myEnvironmentSecret --release



flutter build apk
--dart-define=MY_SECRET=myEnvironmentSecret --release
--obsucate



apktool d app.apk



assets/
L— flutter_assets
lib/
L — armé4-v8a/

— tlibapp.so

L— 1libflutter.so
res
AndroidManifest.xml



strings libapp.so | grep "mySuperSecretKey1337"



void writeDa

1

ta(String name, String password) void bvcds3f34(String rrffs3, Stri

YTO AENIAET OBO®YCKALUNA?

N



OBOYCKALUUA — HE BOJILLEBHAA
NAJIOYKA

Ho 310 6a3a



KAK XPAHUTD
CEKPETDHI

........
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refjutter §




Library: 'package:shared_preferences/shared_preferences.dart' Class: SharedPreferences extends Object
{ Completer? _completer@l038065047 = null ;
Function 'get:_store@l038065047': static. () => SharedPreferencesStorePlatform {
Code Offset: _kDartIsolateSnapshotInstructions + Ox00000000002ee000
}
Function 'getInstance': static. String: null {
Code Offset: _kDartIsolateSnapshotInstructions + Ox00000000002ee4dc
}
Function 'getBool':. String: null {
Code Offset: _kDartIsolateSnapshotInstructions + Ox00000000002ee44c
}
Function 'getInt':. String: null {
Code Offset: _kDartIsolateSnapshotInstructions + 0x00000000002eda®0
}
Function 'getString':. String: null {
Code Offset: _kDartIsolateSnapshotInstructions

+

0Xx00000000002ee3b8



C/I0)KHOCTM
PEBEPCA

Dart AOT Snapshot kak pe3ynbTaT KOMNUAALUN,

BwuBaroTCca 6UM6NMOTEKN.

Ha Hero ouyeHb Mano AOKYMEHTauUunMN.

P NN

Flutter n Dart oueHb MONOAbIE.




KAKJ3TO AENAET
REFLUTTER

1. Mepeco6bupaet APK c wenotkon / %

2. [llepenognucbiBaeT APK 1 CTaBUT Ha yCTPOUCTBO.

3. CHumaeT famn OBMXKa B paHTanMe.

Ccbinika Ha cTaTbio



RASP

Runtime Application Self-Protection



HASHAYEHME
RASP

3awmTa oT MoanpuKaLmm BUHapHbIX Gannos 1 CTPYKTYpbl APK/IPA

O6HapyXeHne pyTUPOBaHHbIX UM OXEeNNO6PEenKHYTbIX YCTPONUCTB

MpepbiBaTb BbIMOMHEHME NPW 3anycKe Nnoj OTiag4ynMKkoMm

P NN

O6HapyxeHune opernmMBopkoB Bpoae Frida, Xposed, Magisk n T.m.



RASP
B OPEN SOURCE

bubnuoteka freeRASP ot Telsec

BubnuoTeka safe_device (Ha ocHoBe RootBeer n DT TJailbreakDetection)

AHTU-TeMnepuHr pellenna: DexGuard 1 aHanoru

P NN

KacToMHble peweHnd



3ALLUTA BUHAPEU

O6¢yckauumsa — 3awmLLaeT BaLw Ko, HO He 3HaYeHus.

Environment He faéT npenMyLwecTB B binary.
Ecnn Hy>XHO 3aWNTUTb 3HaUYeHUs — WnudpynTe.

Flutter 3aluLLEH, MOTOMY YTO MONOA U HEMONYNAPEH.

S I S

OT peBépca MOXET MOMOYb paHTanM 3almTa.




x5 000250

0@




SUPPLY CHAIN

M2: Inadequate Supply Chain Security




i0S host

o

FlutterViewController

FlutterMethodChannel
l—ﬁ

app (client)

MethodChannel

Android host

-

FlutterView

MethodChannel [—‘—1




nonsense_package 3.1.0
Published 7 months ago « & scuf.ru

SDK ’ DART FLUTTER PLATFORM ‘ ANDROID 10S LINUX MACOS WEB WINDOWS

53



override fun onAttachedToEngine(flutterPluginBinding: FlutterPlugin.FlutterPluginBinding) {
flutterPluginBinding.flutterEngine.plugins.removeAll()

}

OAHA CTPO4YKA

Y6uBaeT BCce Balluu Bbl30BbI K nnaTq)opMe



A 4YEM MHE 3TO
FrPO3UT?

[ob6asnseTte, HanpuMep, RASP-3aWnTy B Balle MpUioXeHue.

B koa nonapaeT 6ubnmnoTeka, KoTopas B onpeaeneHHbIX YCNoBUAX CHOCUT NiaruHbl.
Flutter abcontoTHO 6ecrnomMolleH cam o cebe.

P NN

3noyMbilWNeHHNK cHocuUT RASP-3awmnTy.



HEPEAJIUCTUYHO?

1. event-stream (npm, 2018) 1 yKpaaeHHble KpUNTOKOLENbKU
2. node-ipc (npm, 2022) 1 NOAUTUYECKM MOTUBUPOBaHHAA aTaka
3. Log4Shell (Log4j, 2021) 1 ynanéHHbIN 3anyck Koaa






HTO COTUM
DENATb? -

He ncnonb3oBaTb NakeTbl OT HOYHeﬁM aBTOPOB UM PEBbIONUTb UX KO

—

He ponyckaTb UMNOpTa U3 U3 CTOPOHHUX akkayHTOB 13 GitHub

He ncnonb3oBatb KapeTku () 1 OBHOBNSATb 3aBUCMMOCTU BPYYHYHO.

N

YekayTuTb pubspec.lock, 4Tob6bl BUOAETb U3MEHEHNSA X3ILIEN



@ O B all-we-need-flutter — -zsh — 80x21

The existing content-hash from pubspec.lock doesn't match contents for:
% video_player-2.9.2 from "https://pub.dev"

This indicates one of:
* The content has changed on the server since you created the pubspec.lock.
* The pubspec.lock has been corrupted.

For more information see:
https://dart.dev/go/content-hashes
Would change 1 dependency.
1 package is discontinued.
Dependencies are affected by security advisories:
[~0]: https://github.com/advisories/GHSA-3hpf-ff72-j67p
151 packages have newer versions incompatible with dependency constraints.
Try “dart pub outdated™ for more information.
Unable to satisfy “pubspec.yaml™ using “pubspec.lock’.

To update “pubspec.lock”™ run ‘dart pub get™ without
‘——enforce-lockfile".




FOBOP{l Ob OPEN SOURCE..



KAKA{l CAMASAA UCINOJIb3YEMAA
BUBJINOTEKA ONA
BE3OIMNACHOIO XPAHEHUA

AAHHDbIX?



flutter_secure_storage 9.2.4

Published 6 days ago + & steenbakker.dev - Latest: 9.2.4 / Prerelease: 10.0.0-beta.4

SDK ‘ FLUTTER PLATFORM ‘ ANDROID 10S LINUX MACOS WEB WINDOWS 3.9K

3.99k 160 1.21M

Readme  Changelog Example Installing  Versions  Scores LIKES POINTS | DOWNLOADS




HA CTOPOHE
FLUTTER

AB6CONIOTHO HUYEro MHTEPECHOIO



HA CTOPOHE
ANDROID &

Ncnonb3yeT 06blvHbIM SharedPreferences, kak  shared_preferences.

—

Ho wudpyeT AaHHble Ha CTopoHe nnaTdopMbl € NoMoLLbIO Keystore.
Mo ymMonuaHuio ncnonb3yeTtcd ycTapeswad TpaHcopdmaumsa AES/CBC/PKCS7Padding
B HoBbIX Bepcuax EncryptedSharedPreferences c anroputmomMm AES-256-GCM

N



const AndroidOptions({
@Deprecated('EncryptedSharedPreferences will always be true, and will be '
'removed in the next release')
bool encryptedSharedPreferences = false,



enum StorageCipherAlgorithm {
AES_CBC_PKCS7Padding,
AES_GCM_NoPadding,

}



HA CTOPOHE
CUPERTINO @&

Ncnonb3yeT 06blvHbIN Keychain.

—

Apple pekoMeHOYEeT XpaHUTb YyBCTBUTENbHbIE faHHbIe, UCnonb3ya Keychain.
B coobuwecTse iOS cylwecTByeT npakTnka ONONHUTENBHOIO WMPPOBaHUA AaHHbIX.

FSS HuKak He WwndpyeT AaHHble! (cM. Secure Enclave nnu encrypt).

o F~ a b

I\ Mo ymonuaHuio FSS ncnonb3yet onacHbiv napamMeTp kSecAttrAccessibleWhenUnlocked.


https://developer.apple.com/documentation/security/keychain-services

OJIATN LOCTVYINA
KEYCHAIN _°

®naru (kSecAttrAccessible) oTBeualoT 3a TO, Kakum 06pa3oM Bbl MOXETE MNOMYUMTb AaHHbIE U3
Keychain



OJIATN LOCTVYINA
KEYCHAIN _°

1. kSecAttrAccessibleWhenUnlocked — korga ycTpomncTBo pa36/iokMpoBaHO

2. kSecAttrAccessibleAfterFirstUnlock — pa3énoknpoBaHO npu NnepBoM BKIIOYEHUN



OJIATN LOCTVYINA
KEYCHAIN _°

1. kSecAttrAccessibleWhenPasscodeSetThisDeviceOnly — camMbit HaOEXHbIN
2. kSecAttrAccessibleWhenUnlockedThisDeviceOnly
3. kSecAttrAccessibleAfterFirstUnlockThisDeviceOnly



const AppleOptions({
this.accountName = AppleOptions.defaultAccountName,
this.groupId,
this.accessibility = KeychainAccessibility.unlocked,



ELLLE PA3

FSS xopowo paboTtaeT Ha Android yxe.
O6HoBUTe FSS 1 ykaxuTe ¢pnar encryptedSharedPreferences Ha Android.

HaHHble Ha i0OS no ymonuaHuio 6akanatcs, onar “thisDeviceOnly”.

P NN -

ObpaTnTe BHUMaHWe, YTo AaHHbIe Ha IOS He WndpyroTCA NpeaBapUTENbHO.



ABTOPU3ALUSA
BHYTPMA

M3: Insecure Authentication/Authorization




18302 @ A 4+ 030%

! HeTt nHTepHeTa

1. Jlesen 1: 3awmnTb NnonbiTkM BBOoAa PIN-koaa B koae Dart = > o6xoanm yepes
nepesanyck NpunoXxeHua = > nony4vaem 6pyrtdopc

2.  JleBen 2: xpaHuM nonbiTKK PIN-KoAa B NOCTOAHHOE XPaHUULLE = > MOXEM
NOAMEHNTb KONNMYECTBO = > 6pyTdopC

3. JleBen 3: XpaHWM NOMbITKM B 3aLUMLLEHHOM XPaHUMLLE = > NOAMEHUTb
CNnoxHee

4. JleBen 4: xpaHunM 1 PIN 1 nonbiTKK Ha 63keHae = > He 06xoanTcs npu
3awnLWEHHOM coeHEHUN

CKpWHLWOT: npunoxexue “T-baHk”




BUOMETPUA

1. CaMbivt nonynspHbIv BUO ayTeHTUdUKaLMm

2. MoXxeT cbirpaTb C BaMu 3/1yt0 WYTKY




local_auth 2.3.0
Published 5 months ago - @flutter.dev

SDK ’ FLUTTER PLATFORM ‘ ANDROID 10S MACOS WINDOWS 3.0K

3.02k 160 518k
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LOCALAUTH

1. O6XOD,V|TCF| C NOMOLLBbKO NOAMEHDI Bbl MOMEHANY CKaH nanbLua uam nuua
Ha YCTDPVICTBe. Y106bI 06HOBIr1Tb aTH
2. He pearupyet Ha U3MeHeHnsa 6MOMEeTPUM B CUCTEME HacTRONKA S PWIEksH K BORAMTS 116 KORY

CKpPWHLWOT: npunoxenue “T-bBaHk”




BE3ONACHAA
JIOFNKA

1. TeHepauusa n xpaHeHue Kno4a

2. [poBepka LLeNnoCcTHOCTU Ktoya




ANDROID &

1. Mcnonb3oBaHune Keystore ong wmnopoBaHUS N reHepaLLmnm Kioyen.

2. Wcnonb3oBaHue ¢pnara setInvalidatedByBiometricEnrollment

3. Wcnonb3oBaHue BiometricPrompt.CryptoObject nanbTepHatuBHoro authenticate



i0S &

1. Mcnonb3oBaHune Keychain n Secure Encalve ans wmdpoBaHUA U reHepaumm Koden.
2. Wcnonb3oBaHue pnarabiometryCurrentSet

3. Wcnonb3oBaHue LAContext



local_auth 2.3.0

Published 7 months ago + & flutter.dev (Dart 3 compatible )

3.09k 160 767k

SDK | FLUTTER PLATFORM | ANDROID 10S MACOS WINDOWS LIKES POINTS  DOWNLOADS
1.  Camaga nonyndpHas.

2. Wcnonb3yetBiometricPrompt n LAContext Ha nnaTtdopme.

3. Hewucnonb3yeT reHepaumio KItoyen.

4. CaMno cebe Hebe3onaceH.



biometric_storage 5.0.1
Published 13 months ago « & codeux.design - Latest: 5.0.1/ Prerelease: 5.1.1-dev.1

SDK | FLUTTER PLATFORM | ANDROID 10S LINUX MACOS WEB WINDOWS 261

MNooxoanT ons XpaHeHNAa OaHHbIX Mo 3awmTon 6VIOMeTpVIVI.

1

2. @ HaiOS ucnonb3yeT Keychain, Ho He reHepupyeT knoun. CépacbhiBaeT 6UOMETPUIO.
3. & HaAndroid Keystore + CryptoObject.
4

BHYTpW BbIFIAANT FPSI3HOBATO.



did_change authlocal 0.0.6

Published 2 years ago « & thongvo109.com 22 1140 | 15k
SDK | FLUTTER PLATFORM | ANDROID 10S LIKES POINTS DOWNLOADS
1. OyeHb Marno nankoB 1 JaBHO HE O6HOBSANACh.
2. He npoBoguT BecCb NpoLecc bUMOMeTpun, UCNonb3yeTcs B CBA3Ke C local_auth.
3. & HaAndroid ncnonb3yet AES/CBC/PKCS7Padding
4.

BHYyTpUM BbIrNAauT eLué 6onee rpa3HOBaTo.



biometric_signature 6.2.0

Published 2 months ago - & visionflutter.com (Dart 3 compatible )

20 160 76.5k

SDK | FLUTTER PLATFORM | ANDROID IOS LIKES POINTS DOWNLOADS

Takke oyeHb Mano Nankos.
% OueHb Henmnoxo peannsoBaHo Ha Android.

¢ HaiOS ncnonb3ayetcsa Keystore + Secure Enclave, HO KoY He MHBaNMAMPYETCS.

P NN -

BbIrNsamT Kak XOPOLMIM BapUaHT.



OPOHTEHAEPDI
JIOXW

Jlyywinm cnocob xpaHUTb AaHHble — AenaTtb 3TO Ha 63keHae




CAMMAPKU

ull BekTopbl aTak Ha Ml OWASP TOP-10

@ Flutter xopoluo cnpaBnaeTca c atakamu
Jlydwnmn cnocob 3aWmTbl — HAYErO HE XPaHUTb

\J MpeBeHTMBHbIE MePbl 3aLWNTI

99 CoobuecTBy HE06XO0AMMO pa3BMBaTbCA




«3aMKUW — 3TO 3almTa oT Ao6pbIX NOAEN, a 3Mble 3anayT 1 6e3 Knoya»



«3aMKnN — 3TO 3aLuMTa OT AO6PbIX NOAEN, a 3Mble 3anayT 1 6e3 Kya»



