Xaoc-TeCTupoBaHune — ot
naen Ao NpakTnyeckKkoro
BHeapeHuns




dapees
AnexKcaHap

 Bepnywunin nHXXeHep nNo
obGecneyeHuro KayecTBa

 HyneBou nonb30BaTesb
nnatgopmbl
XaocC-TeCTUupoBaHNS




Fopb6aueBny
iBaH

 Bepywinmn HXXeHep nNo
Hage)XXHOCTW

 Pa3paboTynk nnatpopmbl
XaoCc-TeCTUPOBaAHUS




O yém
noroBopmnm?

=) [pobGnemarTuka @) KoHuenuusa n pa3padboTKa

= Mpumepbl @) Pe3ynbTaTtbl U PpEKOMEHAaLNI



Yto 3ab6epéTte c co60in?

v

[TOHNMaHNne KoHuenunn [TonméeTe, HY)XHa NI BaM
Xaoc-TeCTUpoBaHNS NpPaKTNKa




NMpob6nemarunka



OTOB NN Ball CepBUC K
c6osam B UHPpaCTpPYKTYpE?



OTOB NN Ball CepBUC K
c6osam B UHPpaCTpPYKTYpE?

Jla!



MoXHO N npeaycmoTpeTb BCe BO3MOXHble ‘

HeraTnBHbIe CLLleHapnn OTKa30B?

127.0.0.1: 80

echo

{

"status": "healthy",
“region": "My localhost",

"datacenter": "My brain”,
"reliability": "100%” GET /health

}




«Jlerko BCtTaBaTb, KOraa tbl He NOXXWncsan»
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Mo)XHO N1 NnpeayCMOTPEeTb BCe BO3MOXXHbIe

HeraTnBHbIe CLLleHapnn OTKa30B?
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PaboTaem Hag OTKa30yCTOMYNBOCTDbIO




CepBUCHI BCe PaBHO NafaloT

«Ecnu Tbl NHelWb
MEeHS, Korga s ne
Tebe nyywe monnTt
4YyTOObI 1 HEe BCTaN»

\)
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«Coou byayT Bcerga! BaKHO Ha HUX YyYnTbCA
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HekoTopbie npo6nembl MOXXHO

OOHaApPY)XXNTb TONbKO Yepes Kpalu-TecT
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KoHUuenuus




KoHuenuus

OnpepeneHune

[paKkTnKa, HanpaBneHHas Ha NPOBEPKY
OTKa30yCTONYNBOCTI CUCTEMbI NYTEM
HaMepeHHOro BHeceHns cOoeB B €€
PaboTy B KOHTPONUPYEMbIX YCIIOBUSX.

Llenb

OOHapy>XnTb cnabble mecTa B
NOBEOEHUN CUCTEMbI [0 TOr0, Kak
OHW NPOSABATCS Ha NPOOAKLIEHE
Npw peanbHbIX COONAX.
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DB

microservice

A

Mmicroservice

microservice

microservice

microservice

microservice
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KaK npoBOANTb XaoC-TeCcTupoBaHue?

01 02 03 04

DopMynnpoBKa MopenupoBaHue NpoBeaeHune AHanus
rmnoTesbl cb6o49 9KCMNepumMeHTa pPe3ynbTaTtoB
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KaK npoBOANTb XaoC-TeCcTupoBaHue?

01 co 02 03 04

DopMynnpoBKa MopenupoBaHue NpoBeaeHune AHanus
rmnoTesbl cb6o49 9KCMNepumMeHTa pPe3ynbTaTtoB
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nnorte3sa

[Mpepnonaraem, YTo «tHNYEro He cnomaercan
NN «CJIOMaEeTCA KOHKPETHbIM 06pa3om»

Bocnpown3eepeHue yxe
npou3oLwewmnx cooes

OnbIT Konner n SRE
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KaK npoBOANTb XaoC-TeCcTupoBaHue?

01 02 (o 03 04

DopMynnpoBKa MopennpoBaHue NpoBeaeHune AHanus
rmnoTesbl cood SKCMEePNMEHTA pe3ynbTaToB
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MoaennpoBaHune
cbosn

Bbl6Op runoresbl n apeKrta

OnpepeneHne NCTOYHNKA NnogaBaemMmoro
TpaPuKa

OnpepeneHne MeTpuK U anepToB
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KaK npoBOANTb XaoC-TeCcTupoBaHue?

01 02 03 @ o

DopMynnpoBKa MopenupoBaHue NpoBeaeHue AHanus
rmnoTesbl cb6o49 9KCNepnmeHTa pPe3ynbTaTtoB
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fipoBeaeHne

IKCNnepumeHTa

$ & & 3

3anycK aKcnepnmeHTa

HaoGniogeHue 3a nosegeHnem
NPUNOXKeHnsa

HabOniogeHue 3a MeTpukamm
N anepTamm

BbiKIlOYEeHne aKcnepnmeHTa
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KaK npoBOANTb XaoC-TeCcTupoBaHue?

01 02 03 04 €0

DopMynnpoBKa MopenupoBaHue NpoBeaeHune AHanus
rmnoTesbl cb6o49 9KCMNepumMeHTa pPe3yNnbTaToB
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AHanNn3
pe3ynbTaToB

4§ 4 & & 3

CpaBHeHMe pe3ynbTaToB C rmnoTeson

[lpoBepKa BOCCTAaHOBIEHNA CUCTEMbI

AHann3 anepToB N METPUK

3aBeaeHne nedeKToB

JOKYMEHTpOBaHne pe3ynbtaTtoB
9KCNnepumeHTa
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Pa3paboTka




[OTOBbIE
pelleHns

Gremlin

MpeanaratoT 60/bLLOK BbIOOP TUMOB
9KCMNEepPuMEHTOB - ceTb, CPU, Java heap n 1.4.

MHCTPYMEHTbI NOYTK BCcerpa npeacrasnaiot
n3 ced6a Kubernetes onepartop 1 TpeoyioTt
LUMPOKNX NONHOMOYNI BHYTPU KnacTtepa
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[OTOBbIE
pelleHns

Gremlin

MpennaraioT 601bLLOK BbIGOP TUMNOB
9KCMNepuMmeHTOB - ceTb, CPU, Java heap n 1.a.

MHCTPYMEHTbI NOYTK BCcerpa npeacrasnaiot
n3 ceda Kubernetes onepartop v TpeodyioT
LUMPOKNX NONHOMOYNI BHYTPW KnacTtepa

OCHOBHOM (POKYC — CETEeBOIN XaocC




Tpe6oBaHNA K UHCTPYMEHTY

Kakou Tvn
3KCNepnuMmeHToB
. N XOTM
e tgres
nonyuYnTb?

http CeTeBoe BNUsiHNE Ha ntobble

Dependency 3aBVICUMOCTI CEPBUCA, UMUTMPYIOLLME

ero paboty B HecTabunbHOW cpene

gRPC

Dependency
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Tpe6oBaHNA K UHCTPYMEHTY

Kakonm Tvn
3KCNepnMmeHTOB

XOTUM
Postgres
NONYYNTH?

http CeTeBoe BNUsiHNE Ha ntobble

Dependency 3aBVICUMOCTI CEPBUCA, UMUTMPYIOLLME

ero paboty B HecTabunbHOW cpene

gRPC
Dependency
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'S Co6CTBeHHas peann3aums
Chaos Engineering

_ = e
ce=abud \J) pud =
O==1 [0==]

System 1 Toxiproxy System 2
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[lo6aBnsem sidecar npokcn

P
R

-~

K8s namespace

{ Pod
p
Service
container
\§
\_

http
Dependency

gRPC
Dependency
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[lo6aBnsem sidecar npokcn

/ K8s namespace

\

\- J

S Toxiproxy
container

.

Service
container <

J

http
Dependency

gRPC
Dependency
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[lo6aBnsem sidecar npokcn

P
@R

[ Storm cli ]

/ K8s namespace

Toxiproxy ConfigMap

127.0.0.1:30001>mydb.tcsbank.ru o

Service
container

Toxiproxy
container

http
Dependency

gRPC
Dependency
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[lo6aBnsem sidecar npokcn

P
@R

/ K8s namespace

Service
container

127.0.0.1:30001>mydb.tcsbank.ru

d Toxiproxy ConfigMap A

I

Toxiproxy

container

Postgres

http

Dependency

gRPC

Dependency

f n\\
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[lo6aBnsem sidecar npokcn

P
@R

/ K8s namespace

127.0.0.1:30001>mydb.tcsbank.ru

d Toxiproxy ConfigMap A

-

Service
container

I

Toxiproxy

container

Postgres

Latency: 300ms

http
Dependency

gRPC

Dependency
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OT MVP K
NPOAYKTY

CLI Ha NnuToOHe - He NpoAaKLUH peLueHune

O6HoBneHue ConfigMap cnMwKom
aonro oopaodartbiBaetca B k8s
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fdoo6asnaem STORM API

r
f—

Storm api

Storm cli

.

K8s namespace

{ Pod
p
Service
container
\
\_

http
Dependency

gRPC
Dependency
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fdoo6asnaem STORM API

r
A

[ Storm Ul ]

[ Storm cli ]

P
A

.

K8s namespace

/

o

Pod

Storm
agent

!

Toxiproxy
container

~

\_

Service
container

J

http
Dependency

gRPC
Dependency
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fdoo6asnaem STORM API

P
A

[ Storm Ul ]

[ Storm api ]

[ Storm cli ]

P
A

/ K8s namespace \

Pod

Toxiproxy

container

D

Service
container

- J

/\ %

t—>
t—>
t—>
t—>

VN

/

http

Dependency

/\
)

gRPC
Dependency
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NMepexBaTtbiBaem Tpaduk yepe3 DNS aliases

000 000
= Original  x Changed Original = Changed X
apiVersion: apiVersion:
kind: Deployment kind: Deployment
spec: spec:
template: template:
metadata:
metadata:
spec:
spec:

dnsPolicy: ClusterFirst

dnsPolicy: ClusterFirst serviceAccount: default

serviceAccount: default hostAliases:
containers: - hostnames:
- image: - mydb.tcsbank.ru
ip: 10.110.170.3
- hostnames:

- http-dependency.tcsbank.ru
ip: 10.110.159.16
containers:

- image: my-service:0.0.1



fdoo6asnaem STORM API

r
A

[ Storm Ul ]

o B
[ Storm cli ]

P

.

K8s namespace

Pod

Toxiproxy
container

\_

Service
container

J

http
Dependency

gRPC
Dependency

4.4



Buabl apPEKTOB

Latency

Bandwidth

Slow close

Reset peer

Timeout

Slicer

Limit data

45



Buabl apPEKTOB

Slow close

Bandwidth

Slicer

Limit data
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OonncaHme

toxics_config:
test_dataabase_ru_443 my_db:

type: tcp
a e KTa bandwidth:
attributes:
rate: 10
toxicity: 1
enabled: false
latency:
attributes:
jitter: 20
Y Kaxporo ap@ekra ectb CBOY M AR
enabled: false
I'IapalV\eprI limit_data:
attributes:
bytes: 16140
toxicity: 1
enabled: false
reset_peer:
attributes:

Toxicity PeanbHbii % cpabaTbiBaHuA

0%

0
timeout: 1 44%
toxicity: 1
enabled: false o
slicer: 81%
attributes:
average_size: 100 o
delay: 500 : 98%
size varilation: 10
toxicity: 1 100%

enabled: false
slow_close:
attributes:
delay: 2000
toxicity: 1
enabled: false
timeout:
attributes:
timeout: 5000
toxicity: 1
enabled: false




XoTum oTaaBaTb pa3nnyHblie http Koabl oTBeTa U
OKa3blBaTb XaoC BINAHNE HAa KOHKPETHbIE
MeToAbl NPUNOXKEeHN

QA VIHXXeHepbl XOTAT BANATb HA MOKNPOBAaHHbIE
NHTerpaunm (KOHKpPEeTHble MeTOoAbl), KOTOPbIE
paboTaloT HAa O4HOM XOCTE
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[lo6aBnsem Envoy npoKcn

; / K8s namespace \

4 ) 4 I
[ Storm Ul ] O Pod
/[ Storm ] P ([ h
agent - Service Postgres
" / container
[ Storm api ]/ [Toxmroxv] . y
container
\§ % http
!
: Dependency
[ Storm cli ] Oltalne \ * |api/cards
r \_ % i
|api/users

- \_ -
[api/payment




3anyckK
3KCNepruMmeHTa
B Ul

Workload Upstreams

Specify the service coordinates in k8:

Cluster®

ya-ruc1-b-cloud-test-wl1.dev

where

your application is deployed

Workload®

Cancel
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3anyckK
3KCNepruMmeHTa
B Ul

v Workload 2 Upstreams

Add additional external upstreams, beyond those already found at STORM

mydb.tcsbank.ru

lags

http-dependency.tcsbank.ru

core apil

+ U wstream

Back

o1



3anyckK
3KCNepruMmeHTa
B Ul

v Workload v Upstreams

Configure the affect on upstreams

v mydb.tcsbank.ru:5432

4 Affect

http-dependency.tcsbank.ru:443

4+ Affect

3

Affects

Back

Create
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3anyckK
3KCNepruMmeHTa
B Ul

v Workload v  Upstreams v Affects

Configure the affect on upstreams

v mydb.tcsbank.ru:5432

Affect”

Latency

Affect”

Bandwidth

Limits the data transfer rate.

ne connection after a specified amount

heen transfarrad

Back

Mode

Create
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3anyck
3KCNepynmeHTa
B Ul

Experiment #3786 - chaos-tester-victim-app-test © Running

Influence management

Mode w Results: 2

Host

mydb.tcsban...

http-depende...

Path

Type

tcp

tcp

Tags

core api

In. traffic

Okb/s

0O kb/s

Out. traffic

Okb/s

0O kb/s

Logs
5

Affection

® [atency

o4



UTO naer
XaocC Ha TecTe?

l be3onacHoe TecTnpoBaHne PyHKLUNOHaNbHOCTEN
0,0 BbIKaTKN Ha NnpoAaKLUH

BO3MOXHOCTb NPOBEPATb UCNpaBNeHuA

-

paHHee HalgeHHbIX cOo€eB

w) MpoBeaeHmne «y4eGHbIX C60EBN

w) OKOHOMMA PECYPCOB
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UTO gaeT XaocC Ha
npoaaxKkilieHe?

Xaoc TecTUpoBaHNEe Ha TECTE He rapaHTupyer,
4YTO Ha NPoAaKLLUEHE TOXKe BCe OyAeT XOpoLUo

MoXXem TecTupoBaTb He TOJIbKO CepPBUC, HO U
npoueccbl, THCTPYMEHTbI U CaAaMUNX NHXXEHepoB
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Pe3ynbTaTtbl N
PpeKomeHaaunn




v

324 cepBuca
NPOTECTNPOBAHO

Pe3ynbTtartbl

60 cepBucos
NPOTEeCTUPOBaHO B
npoaakweHe

v

v

5427
3KCNepuMEHTOB
BCEro

370
SKCNEePUMEHTOB B
mecsL

v

&

B11%
9KCMNEePUMEHTOB
voanocb HanTun

npoo6aembl
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Kak paboTtaem c
Xaocom?

4

TecTupyem xaocom HOBbI€
(YHKUNOHaNbHOCTIN Nepen penan3om

TecTupyem Xxaocom yxxe
CyLLeCTBYIOLE KPUTUYHbIE PUYN

MpoBoanm «y4yeObHble cOON» Ha TECTE
N npogakKilueHe

MpoBoanm MmuTanbl Ang pacipeHns
ayauTOPUN MHCTPYMEHTA
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PeKomeHaaunm K npyuuMmeHeHunio

[TOHATb, HY)KHA N
BaM NpPaKTuUKa
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KOomy HY)XXHO
NPVMEHATDb
NMPaKTUKYy?

YacTble cOON HA NpoaaKLLeHe

MHoOro nHrerpawuunin

XoTuTte gBUratb TECTUPOBaHNE BNPaBo
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PeKoOmMmeHAaaun K NpMMeHeHnIo

[TOHATb, HY)KHA NN Bbigenntb pecypchbl
BaM NpPaKTuUKa Ha co3faHune
NHCTPYMEHTA

h
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co3pnaHune
NMHCTPVMEHTa

Pa3paboTtka MVP — 3 mecaua

Pa3paboTKa NOJIHOLLEHHOrO
MHCTPYMEHTa — 6 mecALeB
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PeKoOmMmeHAaaun K NpMMeHeHnIo

[TOHATb, HY)KHA NN Bbigenntb pecypchbl
BaM NpPaKTuUKa Ha co3faHune
NMHCTPYMEHTa

h

OGYYNTb NPAKTUKE W
BHEAPWUTb B KOMaHAbI
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CoBeTbl

HaunHaiTe ¢ manoro:
OAMH CEPBUC — OAMNH TUMN cO04A

OnoBelwanTe Konner o npoeBeaeHnn
9KCNeprMmeHTOB

MpoBoanTe 3KCNepumMeHTbl B padbouyee
Bpems

denunutecb uTorammu
BHYTPU/BHE KOMaHAbI

65



«He BaXHO, CKOJIbKO pa3 Tbl naaan.
Ba)XXHO, CKOJIbKO pa3 Tbl BCTaBan»
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Cnacunbo
3a BHMMaHue!

Balln Bonpochl







